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Preface

What is Covered in this Book

The Artix Configuration Guide describes how to set up an Artix system
environment and explains the Artix configuration concepts. It shows how to
use features such as logging and internationalization.

This book also provides a comprehensive reference for the configuration
variables in an Artix configuration domain.

Who Should Read this Book

This book is intended for use by system administrators, in conjunction with
Managing and Deploying Artix Solutions. It assumes that the reader is
familiar with Artix administration. Anyone involved in designing a large scale
Artix solution will also find this book useful.

Knowledge of middleware or messaging transports is not required to
understand the general topics discussed in this book. However, if you are
using this book as a guide to deploying runtime systems, you should have a
working knowledge of the middleware transports that you intend to use in
your Artix solutions.

How to Use this Book

This book is organized as follows:

Part I, Configuring Artix

® Chapter 1 explains how to set up your Artix system environment using
the arti x_env script, and explains the Artix environment variables.

®  Chapter 2 provides an overview of the Artix configuration mechanism.
It explains Artix configuration files, the syntax for configuration file
entries, and command-line configuration.

vii
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®  Chapter 3 explains how to use the logging features of Artix.

®  Chapter 4 explains how Artix handles codeset conversions. It explains
which payload formats support international codesets, how each
transport handles them.

Part Il, Configuration Reference

Part 1l provides a comprehensive reference for the configuration variables in

an Artix configuration domain. It also provides reference information on the

Artix logging macros and API.

®  Chapter 5 describes the Artix runtime configuration variables.

®  Chapter 6 describes the Artix plug-in namespaces and variables.

®  Chapter 7 describes the configuration namespaces and variables used
to configure Artix security features.

®  Chapter 8 describes the CORBA plug-in configuration namespaces and
variables.

Finding Your Way Around the Library

The Artix library contains several books that provide assistance for any of the

tasks you are trying to perform. The Artix library is listed here, with a short

description of each book.

If you are new to Artix

You may be interested in reading:

® Release Notes contains release-specific information about Artix.

® |Installation Guide describes the prerequisites for installing Artix and the
procedures for installing Artix on supported systems.

®  Getting Started with Artix describes basic Artix and WSDL concepts.

To design and develop Artix solutions

Read one or more of the following:

®  Designing Artix Solutions provides detailed information about
describing services in Artix contracts and using Artix services to solve
problems.

®  Developing Artix Applications in C++ discusses the technical aspects
of programming applications using the C++ API.

®  Developing Artix Plug-ins with C++ discusses the technical aspects of
implementing plug-ins to the Artix bus using the C++ API.


http://www.iona.com/support/docs/artix/3.0/release_notes/index.htm
http://www.iona.com/support/docs/artix/3.0/install_guide/index.htm
http://www.iona.com/support/docs/artix/3.0/getting_started/index.htm
http://www.iona.com/support/docs/artix/3.0/design/index.htm
http://www.iona.com/support/docs/artix/3.0/prog_guide/index.htm
http://www.iona.com/support/docs/artix/3.0/plugin_guide/index.htm
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®  Developing Artix Applications in Java discusses the technical aspects
of programming applications using the Java API.

®  Artix for CORBA provides detailed information on using Artix in a
CORBA environment.

®  Artix for J2EE provides detailed information on using Artix to integrate
with J2EE applications.

®  Artix Technical Use Cases provides a number of step-by-step examples
of building common Artix solutions.

To configure and manage your Artix solution

Read one or more of the following:

® Deploying and Managing Artix Solutions describes how to deploy
Artix-enabled systems, and provides detailed examples for a number of
typical use cases.

®  Artix Configuration Guide explains how to configure your Artix
environment. It also provides reference information on Artix
configuration variables.

® |ONA Tivoli Integration Guide explains how to integrate Artix with IBM
Tivoli.

® |ONA BMC Patrol Integration Guide explains how to integrate Artix
with BMC Patrol.

®  Artix Security Guide provides detailed information about using the
security features of Artix.

Reference material

In addition to the technical guides, the Artix library includes the following
reference manuals:

®  Artix Command Line Reference

®  Artix C++ API Reference

®  Artix Java API Reference

Have you got the latest version?

The latest updates to the Artix documentation can be found at
http://www.iona.com/support/docs.

Compare the version dates on the web page for your product version with
the date printed on the copyright page of the PDF edition of the book you
are reading.


http://www.iona.com/support/docs/artix/3.0/java_pguide/index.htm
http://www.iona.com/support/docs/artix/3.0/corba_ws/index.htm
http://www.iona.com/support/docs/artix/3.0/j2ee/index.htm
http://www.iona.com/support/docs/artix/3.0/cookbook/index.htm
http://www.iona.com/support/docs/artix/3.0/deploy/index.htm
http://www.iona.com/support/docs/artix/3.0/config_ref/index.htm
http://www.iona.com/support/docs/artix/3.0/tivoli/index.htm
http://www.iona.com/support/docs/artix/3.0/bmc/index.htm
http://www.iona.com/support/docs/artix/3.0/security_guide/index.htm
http://www.iona.com/support/docs/artix/3.0/command_ref/index.htm
http://www.iona.com/support/docs/artix/3.0/cpp_doc/index.html
http://www.iona.com/support/docs/artix/3.0/javadoc/index.html
http://www.iona.com/support/docs
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Searching the Artix Library

You can search the online documentation by using the Search box at the top
right of the documentation home page:

http://www.iona.com/support/docs

To search a particular library version, browse to the required index page,
and use the Search box at the top right. For example:

http://www.iona.com/support/docs/artix/3.0/index.xml

You can also search within a particular book. To search within an HTML
version of a book, use the Search box at the top left of the page. To search
within a PDF version of a book, in Adobe Acrobat, select Edit|Find, and
enter your search text.

Online Help

Artix Designer includes comprehensive online help, providing:

® Detailed step-by-step instructions on how to perform important tasks.
® A description of each screen.

® A comprehensive index, and glossary.

®  Afull search feature.

®  Context-sensitive help.

There are two ways that you can access the online help:

®  Click the Help button on the Artix Designer panel, or

®  Select Contents from the Help menu

Additional Resources

The IONA Knowledge Base contains helpful articles written by IONA experts
about Artix and other products.

The IONA Update Center contains the latest releases and patches for IONA
products.

If you need help with this or any other IONA product, go to IONA Online
Support.

Comments, corrections, and suggestions on IONA documentation can be
sent to docs-support@iona.com .


http://www.iona.com/support/docs
http://www.iona.com/support/docs/artix/3.0/index.xml
http://www.iona.com/support/knowledge_base/index.xml
http://www.iona.com/support/updates/index.xml
http://www.iona.com/support/index.xml
http://www.iona.com/support/index.xml
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Document Conventions

Typographical conventions

This book uses the following typographical conventions:

Fi xed width

Fixed width italic

Italic

Bold

Fixed width (courier font) in normal text represents
portions of code and literal names of items such as
classes, functions, variables, and data structures. For
example, text might refer to the | T_Bus: : AnyType
class.

Constant width paragraphs represent code examples
or information a system displays on the screen. For
example:

#i ncl ude <stdio. h>

Fixed width italic words or characters in code and
commands represent variable values you must

supply, such as arguments to commands or path
names for your particular system. For example:

% cd / user s/ Your User Narre

Italic words in normal text represent emphasis and
introduce new terms.

Bold words in normal text represent graphical user
interface components such as menu commands and
dialog boxes. For example: the User Preferences
dialog.

Xi
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Keying Conventions
This book uses the following keying conventions:

No prompt When a command’s format is the same for multiple
platforms, the command prompt is not shown.

% A percent sign represents the UNIX command shell
prompt for a command that does not require root
privileges.

# A number sign represents the UNIX command shell
prompt for a command that requires root privileges.

> The notation > represents the MS-DOS or Windows

command prompt.

Horizontal or vertical ellipses in format and syntax
descriptions indicate that material has been
eliminated to simplify a discussion.

[1] Brackets enclose optional items in format and syntax
descriptions.

{} Braces enclose a list from which you must choose an
item in format and syntax descriptions.

| In format and syntax descriptions, a vertical bar
separates items in a list of choices enclosed in {}
(braces).

In graphical user interface descriptions, a vertical bar
separates menu commands (for example, select
File| Open).

Xii
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Configuring Artix

In this part This part contains the following chapters:
Getting Started page 1
Artix Configuration page 11
Artix Logging page 23
Using Artix with International Codesets page 43







In this chapter

CHAPTER 1

Getting Started

This chapter explains how to set up your Artix system
environment.

This chapter discusses the following topics:

Setting your Artix Environment page 2

Artix Environment Variables page 4

Customizing your Environment Script page 8
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Setting your Artix Environment

Overview

Running the artix_env script

To use the Artix design tools and runtime environment, the host computer
must have several IONA-specific environment variables set. These variables
can be configured during installation, or later using the arti x_env script, or
configured manually.

The Artix installation process creates a script named arti x_env, which
captures the information required to set your host's environment variables.
Running this script configures your system to use Artix. The script is located
in the Artix bi n directory:

I T_PRODUCT_DI R artix\ Version\bin\artix_env

Command-line arguments
The arti x_env script takes the following optional command-line arguments:

Table 1:  Options to artix_env Script

Option Description

-conpi | er vec71 On Windows, enables support for Microsoft
Visual C++ version 7.1 (Visual Studio .NET
2003). By default, Artix is enabled with
support for Microsoft Visual C++ version
6.0.




Setting your Artix Environment

Table 1:  Options to artix_env Script
Option Description
- preserve Preserves the settings of any environment
variables that have already been set. When
this argument is specified, arti x_env does
not overwrite the values of variables that are
already set. This option applies to the
following environment variables:
® |T_PRODUCT DR
® | T_LICENSE FILE
®* |TOONFIGDR
® | T_CONFIGDOVAINS DIR
* | T_DOVAI N NAME
® | T_ART_ADM N _PATH
® |T.IDL_OONFIGFILE
® CLASSPATH
s PATH
® LIBPATH (A X)
® LD LIBRARY_PATH (Solaris, Linux)
® LD PRELQAD (Linux)
®  SH.IB PATH(HP-UX)
For more detailed information, see “Artix
Environment Variables” on page 4.
Note: Before using the - preser ve option,
always ensure that the existing environment
variable values are set correctly.
-ver bose arti x_env outputs an audit trail of all its
actions to st dout .
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Artix Environment Variables

Overview This section describes the following environment variables in more detail:
JAVA HOME

I T_PRODUCT_D R

I T_LI CENSE FI LE

I T_ CONFIG DR

| T_CONFI G DOVAINS DI R

| T_DOVAI N_NAME

® |T_IDL_OONFIGFILE

® | T_ART_ADM N _PATH

* PATH

Note: You do not have to manually set your environment variables. You
can configure them during installation, or set them later by running the
provided arti x_env script.

The environment variables are explained in Table 2:

Table 2:  Artix Environment Variables

Variable Description

JAVA HOME The directory path to your system’s JDK is
specified with the system environment
variable JAVA_ HOME. This must be set to use
the Artix Designer GUI.

This defaults to the JVM installed with Artix

(I T_PRODUCT_DI R j re) . The Artix installer also

enables you to specify a previously installed
JVM.
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Table 2:  Artix Environment Variables

Variable

Description

| T_PRODUCT DR

| T_PRCDUCT_DI R points to the top level of your
IONA product installation. For example, on
Windows, if you install Artix into the

C \ Program Fi | es\ | Q\A directory,

| T_PRCDUCT_DI Rshould be set to that
directory.

Note: If you have other IONA products
installed and you choose not to install them
into the same directory tree, you must reset
| T_PRODUCT_DI Reach time you switch IONA
products.

You can override this variable using the
- ORBpr oduct _di r command-line parameter
when running your Artix applications.

| T_LI CENSE_FI LE

I T_LI CENSE_FI LE specifies the location of your
Artix license file. The default value is
I T_PRODUCT_DI R etc\licenses. txt.

| T_CONFIG DIR

| T_OONFI G DI Rspecifies the root configuration
directory. The default root configuration
directory on UNIX is / et ¢/ opt/i ona, and

| T_PRODUCT_DI R arti x\ Ver si on\et ¢ on
Windows. You can override this variable using
the - CRBconfi g_di r command-line parameter.

| T_CONFI G DOVAI NS_DI R

| T_CONFI G DOVAI NS_DI Rspecifies the directory
where Artix searches for its configuration files.
The configuration domain’s directory defaults
to I T_OO\FI G D R domai ns. You can override
it using the - CRBconf i g_domai ns_di r
command-line parameter.
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Table 2:  Artix Environment Variables

Variable

Description

| T_DOVAI N_NAMVE

| T_DOVAl N_NAME specifies the name of the
configuration domain used by Artix to locate
its configuration. This variable also specifies
the name of the file in which the configuration
is stored.

For example, the arti x domain is stored in

| T_OONFI G DI R domai ns\ arti x. cfg. You can
override this variable with the

- CRBdonai n_nane command-line parameter.

| T_I DL_CONFI G FI LE

| T_I DL_CONFI G FI LE specifies the
configuration used by the Artix IDL compiler. If
this variable is not set, you will be unable to
run the IDL to WSDL tools provided with Artix.
This variable is required for an Artix
Devopment installation.The default location is:

I T_PRCDUCT_DiRartix\Version\etc\idl.cfg

Note: Do not modify the default IDL
configuration file.

| T_ART_ADM N_PATH

| T_ART_ADM N_PATH specifies the location of
an internal configuration script used by
administration tools. Defaults to

| T_CONFI G DI R adni n.




Table 2:

Artix Environment Variables

Artix Environment Variables

Variable

Description

PATH

The Artix bi n directories are prepended on the
PATH to ensure that the proper libraries,
configuration files, and utility programs (for
example, the IDL compiler) are used. These
settings avoid problems that might otherwise
occur if Orbix and/or Tuxedo (both include IDL
compilers and CORBA class libraries) are
installed on the same host computer.

The default Artix bi n directory is:
UNIX

$I T_PRCDUCT_DI R arti x/ Ver si on/ bin
Windows

% T_PRODUCT_DI R arti x\ Ver si on\ bi n
% T_PRODUCT_Di RA bi n
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Customizing your Environment Script

Overview The arti x_env script sets the Artix environment variables using values
obtained from the Artix installer and from the script's command-line options.
The script checks each one of these settings in sequence, and updates
them, where appropriate.

The arti x_env script is designed to suit most needs. However, if you want
to customize it for your own purposes, please note the following points in
this section.

Before you begin You can only run the arti x_env script once in any console session. If you
run this script a second time, it exits without completing. This prevents your
environment from becoming bloated with duplicate information (for
example, on your PATHand CLASSPATH).

In addition, if you introduce any errors when customizing the arti x_env
script, it also exits without completing. This feature is controlled by the

| T_ARTI XENV variable, which is local to the ar ti x_env script. | T_ARTI XENV is
set to true the first time you run the script in a console; this causes the
script to exit when run again.

Environment variables The following applies to the environment variables set by the arti x_env
script:
® The JAVA HOME environment variable defaults to the value obtained
from the Artix installer. If you do not manually set this variable before
running arti x_env, it takes its value from the installer. The default
location for the JRE supplied with Artix is | T_PRODUCT_D R j re.
® The following environment variables are all set with default values
relative to | T_PRCDUCT_DI R:
JAVA HOME
| T_CCONFI G_FI LE
I T_I DL_CONFI G FI LE
IT_OONFIG DR
| T_CONFI G DOVAINS DI R
I T_LI CENSE_FI LE
| T_ART_ADM N_PATH

* & & & o o o
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If you do not set these variables manually, arti x_env sets them with
default values based on | T_PRCDUCT_Di R For example, the default for
| T_OONFI G DI Ron Windows is | T_PRCDUCT_DIRetc.

The I T_I DL_OONFI G_FI LE environment variable is a required only for an
Artix Development installation. All other environment variables are
required for both Development and Runtime installations.

Before arti x_env sets each environment variable, it checks if the

- preser ve command-line option was supplied when the script was
run. This ensures that your preset values are not overwritten. Before
using the - preser ve option, always check the existing values for these
variables are set correctly.
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CHAPTER 2

Artix Configuration

This chapter introduces the main concepts and components
in the Artix runtime configuration (for example, configuration
domains, scopes, variables, and data types). It also explains
how to use Artix configuration files and the command line to
manage your applications.

In this chapter This chapter includes the following sections:
Artix Configuration Concepts page 12
Configuration Data Types page 16
Artix Configuration Files page 17
Command Line Configuration page 21

11
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Artix Configuration Concepts

Overview

Configuration domains

Configuration scopes

12

Artix is built upon IONA's Adaptive Runtime architecture (ART). Runtime
behaviors are established through common and application-specific
configuration settings that are applied during application startup. As a
result, the same application code can be run, and can exhibit different
capabilities, in different configuration environments. This section includes
the following:

®  Configuration domains.

®  Configuration scopes.

®  Specifying configuration scopes.

®  Configuration namespaces.

®  Configuration variables.

An Artix configuration domain is a collection of configuration information in
an Artix runtime environment. This information consists of configuration
variables and their values. A default Artix configuration is provided when
Artix is installed. The default Artix configuration domain file has the
following location:

Windows % T_PRCDUCT_DI R arti x\ Ver si on\ et ¢\ donai ns\arti x. cfg
UNIX $I T_PRCDUCT_Di R arti x/ Ver si on/ et ¢/ donai ns/ arti x. cfg

The contents of this file can be modified to affect aspects of Artix behavior
(for example, logging or routing).

An Artix configuration domain is subdivided into configuration scopes.
These are typically organized into a hierarchy of scopes, whose
fully-qualified names map directly to ORB names. By organizing
configuration variables into various scopes, you can provide different
settings for individual services, or common settings for groups of services.
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Local configuration scopes

Configuration scopes apply to a subset of services or to a specific service in
an environment. For example, the Artix deno configuration scope includes
example local configuration scopes for demo applications.

Application-specific configuration variables either override default values
assigned to common configuration variables, or establish new configuration
variables. Configuration scopes are localized through a name tag and
delimited by a set of curly braces terminated with a semicolon, for example,
scopeNaneTag {.};

A configuration scope may include nested configuration scopes.
Configuration variables set within nested configuration scopes take
precedence over values set in enclosing configuration scopes.

In the arti x. cf g file, there are several predefined configuration scopes. For
example, the deno configuration scope includes nested configuration scopes
for some of the demo programs included with the product.

Example 1: Demo Configuration Scope

deno
fm _plugin
{
orb_plugins = ["local _| og_streant, "iiop_profile",
"giop", "iiop", "soap", "http", "@&", "tunnel",
"mg", "ws_orb", "fm"];
ik
tel co
{
orb_plugins = ["local _| og_streant, "iiop_profile",
"giop”, "iiop”, "@", "tunnel"];
pl ugi ns: tunnel :iiop: port = "55002";
poa: M/Tunnel : di rect _persistent = "true";

poa: M/Tunnel : wel | _known_address = "pl ugi ns: tunnel ";

server
{
orb plugins = ["local _| og_streant, "iiop_profile",
“giop", "iiop”, "ots", "soap", "http", "Q&:,
"tunnel "];
pl ugi ns: t unnel : poa_name = "M/Tunnel ";
IE

13
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Specifying configuration scopes

14

Example 1: Demo Configuration Scope

tibrv
{

orb plugins = ["local _| og_stream', "iiop_profile",
"giop", "iiop", "soap", "http", "tibrv']:

event _log:filters = ["*=FATAL+ERRCR'] ;

}
IE

Note: The orb_pl ugi ns list is redefined within each configuration scope.

To make an Artix process run under a particular configuration scope, you
specify that scope using the - CRBname parameter. Configuration scope
names are specified using the following format

scope. subscope

For example, the scope for the t el co server demo shown in Example 1 is
specified as deno. t el co. server. During process initialization, Artix
searches for a configuration scope with the same name as the - CGRBnane
parameter.

There are two ways of supplying the - GRBnane parameter to an Artix
process:

®  Pass the argument on the command line.
®  Specify the - CGRBnane as the third parameterto I T_Bus::init().

For example, to start an Artix process using the configuration specified in the
deno. ti brv scope, you could start the process use the following syntax:

<processNane> [appl i cati on parameters] -CRBname deno.tibrv
Alternately, you could use the following code to initialize the Artix bus:
IT Bus::init (argc, argv, “deno.tibrv”);

For more details, see “Command Line Configuration” on page 21.



Configuration namespaces

Configuration variables

Artix Configuration Concepts

If a corresponding scope is not located, the process starts under the highest
level scope that matches the specified scope name. If there are no scopes
that correspond to the CRBnanme parameter, the Artix process runs under the
default global scope. For example, if the nested ti brv scope does not exist,
the Artix process uses the configuration specified in the deno scope; if the
deno scope does not exist, the process runs under the default global scope.

Most configuration variables are organized within namespaces, which group
related variables. Namespaces can be nested, and are delimited by colons
(:). For example, configuration variables that control the behavior of a
plug-in begin with pl ugi ns: followed by the name of the plug-in for which
the variable is being set. For example, to specify the port on which the Artix
standalone service starts, set the following variable:

pl ugi ns: arti x_service:iiop: port

To set the location of the routing plug-in’s contract, set the following
variable:

pl ugi ns: rout i ng: wsdl _url

Configuration data is stored in variables that are defined within each
namespace. In some instances, variables in different namespaces share the
same variable names.

Variables can also be reset several times within successive layers of a
configuration scope. Configuration variables set in narrower configuration
scopes override variable settings in wider scopes. For example, a
conpany. oper ati ons. or b_pl ugi ns variable would override a

conpany. or b_pl ugi ns variable. Plug-ins specified at the conpany scope
would apply to all processes in that scope, except those processes that
belong specifically to the conpany. oper at i ons scope and its child scopes.

15
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Configuration Data Types

Overview

Primitive types

Constructed types
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Each Artix configuration variable has an associated data type that
determines the variable’s value.

Data types can be categorized as follows:
®  Primitive types
®  Constructed types

Artix supports the following three primitive types:
®  Dbool ean
® double

® long

Artix supports two constructed types: string and Confi gLi st (a sequence
of strings).

® |n an Artix configuration file, the stri ng character set is ASCII.

® The ConfigLi st type is simply a sequence of stri ng types. For

example:
orb_plugins = ["local _| og_streant, "iiop_profile",
"giop","iiop"];



Artix Configuration Files

Artix Configuration Files

Overview

Default configuration file

Importing configuration settings

This section explains how to use Artix configuration files to manage
applications in your environment. It includes the following:

®  “Default configuration file".

®*  “Importing configuration settings”.

®  “Working with multiple installations”.

®  “Using symbols as configuration file parameters”.

The Artix configuration domain file contains all the configuration settings for
the domain. The default configuration domain file is found in the following
location:

Windows % T_PRCDUCT_D R arti x\ Ver si on\ et ¢\ domai ns\ arti x. cfg
UNIX $I T_PRCDUCT DI R arti x/ Versi on/ et ¢/ domai ns/ arti x. cfg

You can edit the settings in an Artix configuration file to modify different
aspects of Artix behavior (for example, routing, or levels of logging).

You can manually create new Artix configuration domain files to
compartmentalize your applications. These new configuration domain files
can import information from other configuration domains using an i ncl ude
statement in your configuration file.

This provides a convenient way of compartmentalizing your
application-specific configuration from the global ART configuration
information that is contained in the default configuration domain file. It also
means that you can easily revert to the default settings in the default Artix
configuration file. Using separate application-specific configuration files is
the recommended way of working with Artix configuration.

17
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Working with multiple
installations

18

Example 2 shows an i ncl ude statement that imports the default
configuration file. The include statement is typically the first line the
configuration file.

Example 2: Configuration file include statement
include "../../../../../etc/domains/artix.cfg";
_app_config {

For complete working examples of Artix applications that use this import
mechanism, see the configuration files provided with Artix demos. These
demo applications are available from the following directory:

Install D r\artix\ Version\ denos

If you are using multiple installations or versions of Artix, you can use your

configuration files to help manage your applications as follows:

1. Install each version of Artix into a different directory.

2. Install your applications into their own directory.

3. Copy the arti x. cf g file from whichever Artix release you want to use
into another directory (for example, an application directory).

4. In your application’s local configuration file, include the arti x. cf g file
from your copy location.

This enables you to switch between Artix versions by copying the

corresponding ar ti x. cf g file into a common location. This avoids having to

update the directory information in your configuration file whenever you
want to switch between Artix versions.



Using symbols as configuration
file parameters

Artix Configuration Files

You can define arbitrary symbols for use in Artix configuration files, for
example:

SERVER LGG = "ny_server_| og";

These symbols can then be reused as parameters in configuration settings,
for example:

pl ugi ns: | ocal _| og_streamfil enane = SERVER LGCG

You can use configuration symbols to customize your file depending on the
environment. This enables you to use the same basic configuration file in
different environments (for example, development, test, and production).

Using configuration symbols in a string

You can use symbols within a string using a syntax of % SYMBCL_NAME} . For
example, if you define the following symbol:

LOG LEVEL = " FATAL+ERRCRAWRN NGH NFO MEDH NFO H "

This can be used within a string as follows:

event _log:filters = ["*=9%LOG LEVEL}"];

You can also combine multiple symbols within a string as follows:

pl ugi ns: l ocal _| og_streamfil enane = "% APP_NAME} - % CLI ENT_LC3Z";

Configuration example

The configuration file in Example 3 contains some user-defined symbols:
Example 3: Defining Configuration Symbols

#nydonai n. cf g

INSTALL CFG = "../../artix.cfg";

CLIENT_LGG = "ny_client.| og";

SERVER LGG = "ny_server. | og";

APP_NAME = "nyapp";

LOG LEVEL = "FATAL+ERRCRHWARN NG+ NFO MED+ NFO H *;

include "tenpl ate.cfg";

19
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The configuration file in Example 4 uses the predefined symbols in
configuration variable settings:

Example 4: Using Configuration Symbols
#tenpl ate. cfg
i ncl ude | NSTALL_CFG

nyapps {
orb _plugins = ["local |og streant, "soap", "http"];

server {
#Si npl e user-defined synbol .
pl ugi ns: l ocal _| og_streamfil enane = SERVER LOG

#Using a synbol within a string.
event _log:filters = ["*=0§LOG LEVEL}"];
}

client {
#Conbi ni ng synbol s within a string.
pl ugi ns: local _| og_streamfilenane = "% APP_NAME} - %§ CLI ENT_LOG ";

This example shows a user-defined symbol in an i ncl ude statement. It
shows a simple example of using a symbol in an configuration setting, and
more complex examples of using symbols in strings.

For details of using configuration symbols on the command line, see
“Command Line Configuration” on page 21.

20
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Command Line Configuration

Overview

Setting configuration variables

Setting configuration symbols

This section explains how to set configuration variables and user-defined
configuration symbols on the command line.

Artix enables you to override configuration variables at runtime by using
arguments on the command line. These arguments are then passed to the
Artix | T_Bus: :init() call. Setting configuration variables on the command
line takes precedence over variables in a configuration file.

Command-line configuration arguments take the following format:
- ORBVari abl eNane Val ue

For example:

client -CRBplugins:local _|og streamfilename client.|og

-CRBorb_pl ugins ["l ocal _| og_streant, "soap", "http"]
-CRBevent _log:filters ["*=*"]

You can also override user-defined configuration symbols on the command
line. Setting configuration symbols on the command line takes precedence
over symbols in a configuration file.

For example, you can override the log file name in Example 3 using
command-line arguments as follows:

client -CORBCLIENT_LGG test2.1o0g

This successfully creates a log file named t est 2. | ogdat e. For more details,
see “Using symbols as configuration file parameters” on page 19.

You can also use command-line arguments to pass the value of environment
variables to configuration files. For details on setting Artix environment
variables, see Chapter 1.

21



CHAPTER 2 | Artix Configuration

22



In this chapter

CHAPTER 3

Artix Logging

This chapter describes how to configure Artix logging. It also
explains Artix support for Java log4j and SNMP (Simple
Network Management Protocol).

This chapter includes the following sections:

Configuring Artix Logging page 24
Configuring Artix Logging Subsystems page 30
Configuring Log4J Logging page 34
Configuring SNMP Logging page 36
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Configuring Artix Logging

Overview

Configuring logging levels
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Logging in Artix is controlled by the event _| og: fil ters configuration
variable, and by the log stream plug-ins (for example, | ocal _| og_stream
and xm file_l og_strean).

This section explains how to use these settings to configure logging in Artix,
It includes the following:

®  “Configuring logging levels”.

®  “Configuring logging output”.

®  “Using a rolling log file".

®  “Buffering the output stream”.

®*  “Logging severity levels”

You can set the event _| og: fil ters configuration variable to provide a wide
range of logging levels. The event _| og: filters variable can be set in your
Artix configuration file:

Install Dir\artix\Version\etc\domins\arti x. cfg.
Displaying errors
The default event _| og: fil ters setting displays errors only:

event _log:filters = ["*=FATAL+ERRCR'] ;

Displaying warnings
The following setting displays errors and warnings only:

event _log:filters = ["*=FATAL+ERRCR*WARN NG'] ;

Displaying request/reply messages
Adding I NFO_MED causes all request/reply messages to be logged (for all
transport buffers):

event _log:filters = ["*=FATAL+ERROR*WARN NG+l NFO MED'] ;



Configuring logging output

Configuring Artix Logging

Displaying trace output
The following setting displays typical trace statement output (without the
raw transport buffers being printed):

event _log:filters = ["*=FATAL+ERRCR+WARNI NGH NFO H "] ;

Displaying all logging
The following setting displays all logging:

event _log:filters = ["*=*"];

The default configuration settings enable logging of only serious errors and
warnings. For more exhaustive information, select a different filter list at the
default scope, or include a more expansive event _| og: fil ters setting in
your configuration scope.

In addition to setting the event log filter, you must ensure that a log stream
plug-in is set in your arti x. cf g file. These include the | ocal _I og_stream
which sends logging to a text file, and the xm fil e_| og_stream which
directs logging to an XML file. The xm fil e_l og_st reamis set by default.

Using text log files

To configure the | ocal _| og_st ream set the following variables in your
configuration file:

[/ Ensure these plug-ins exist in your orb_plugins |ist
orb_plugins = ["local _|og_streant, ... ];

//Qptional text filenane
pl ugi ns: | ocal _| og_streamfil enane = "/var/nyl ocal .| og";

If you do not specify a text log file name, logging is sent to st dout .

25
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Using XML log files

To configure the xni fil e_| og_stream set the following variables in your
configuration file:

//Ensure this plug-inis in your orb_plugins |ist
orb_plugins = ["xmfile_log_streant, ... ];

/1 Optional filename; can be qualified.
plugins:xmfile_|og_streamfilename = "artix_|logfile. xm";

// Optional process ID added to filenanme (default is false).
plugins: xmfile_|l og_streamuse_pid = "fal se";

You must ensure that your application can detect the configuration settings
for the log stream plug-ins. You can either set them at the global scope, or
configure a unique scope for use by your application, for example:

I T Bus::init(argc, argv, "deno.nyscope");
This enables you to place the necessary configuration in the deno. nyscope
scope.

Note: The xnifile_l og_streamplug-in is included in the default

orb_pl ugi ns list, but not in the orb_pl ugi ns lists in some demo
configuration scopes. To enable logging to an XML file for the applications
that you develop, include this plug-in your orb_pl ugi ns list.

26
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Buffering the output stream

Configuring Artix Logging

You can specify that a logging plug-in creates a new log file each day to
prevent the log file from growing indefinitely. In this model, the stream
appends the current date to the configured filename. This produces a
complete filename, for example:

/var/adm artix. | og. 02172005

A new file begins with the first event of the day and ends at 23:59:59 each
day. The default behavior is t r ue.

Text rolling log files

To disable rolling file behavior for a text log file, set the following
configuration variable to f al se:

pl ugi ns: 1 ocal _|l og_streamrolling_file = "fal se";

XML rolling log files

To disable rolling file behavior for an XML log file, set the following
configuration variable to f al se:

plugins:xmfile_log_streamrolling_file = "fal se";

You can also set the output stream to a buffer before it writes to a local log
file. To specify this behavior, use either of the following variables:

pl ugi ns: | ocal _| og_streambuffer_file
plugins:xmfile_|log_streambuffer_file

When set to true, by default, the buffer is output to a file every 1000
milliseconds when there are more than 100 messages logged. This log
interval and number of log elements can also be configured.

Note: To ensure that the log buffer is sent to the log file, you must always
shutdown your applications correctly.
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Logging severity levels

28

For example, the following configuration writes the log output to a log file
every 400 milliseconds if there are more than 20 log messages in the buffer.

Using text log files

plugi ns:local _|l og_streamfilename = "“/var/adniartix.| og";
plugi ns: 1 ocal _| og_streambuffer_file = "true";

pl ugi ns: | ocal _|l og_streamm | |iseconds_to_| og = "400";

pl ugi ns: l ocal _| og_stream| og_el enents = "20";

Using XML log files

pl ugi ns: xnm _| og_streamfilenane = "“/var/admarti x. xm";
pl ugi ns: xm _| og_streambuffer_file = "true";

pl ugi ns: xm _| og_streamnil | iseconds_to_|l og = "400";

pl ugi ns: xnm _| og_stream| og_el enents = "20";

Artix supports the following levels of log message severity:
® Information

®  Warning

®  Error

®  Fatal error

Information

Information messages report significant non-error events. These include
server startup or shutdown, object creation or deletion, and details of
administrative actions.

Information messages provide a history of events that can be valuable in
diagnosing problems. Information messages can be set to low, medium, or
high verbosity.

Warning

Warning messages are generated when Artix encounters an anomalous
condition, but can ignore it and continue functioning. For example,
encountering an invalid parameter, and ignoring it in favor of a default value.



Configuring Artix Logging

Error

Error messages are generated when Artix encounters an error. Artix might be
able to recover from the error, but might be forced to abandon the current
task. For example, an error message might be generated if there is
insufficient memory to carry out a request.

Fatal error

Fatal error messages are generated when Artix encounters an error from
which it cannot recover. For example, a fatal error message is generated if
Artix cannot find its configuration file.

Table 3 shows the syntax used by the event | og: filters variable to
specify Artix logging severity levels.

Table 3:  Artix Logging Severity Levels

Severity Level Description
INFO L W Low verbosity informational messages.
I NFO MED) | UM Medium verbosity informational messages.
INFOH[G&H High verbosity informational messages.
I NFO ALL All informational messages.
WARN | NG Warning messages.
ERR R Error messages.
FATAL[ _ERRCR] Fatal error messages.
* All messages.
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Configuring Artix Logging Subsystems

Overview

Artix logging subsystems

Subsystem filter syntax
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You can also use the event _| og: fil ters configuration variable to set
fine-grained logging for specified Artix logging subsystems. For example, you
can set logging for the Artix core, specific transports, bindings, or services.

Artix logging subsystems are organized into a hierarchical tree, with the
I T_BUS subsystem at the root. Example logging subsystems include the
following:

| T_BUS. CCRE

| T_BUS. TRANSPCRT. HTTP

| T_BUS. Bl NDI NG SOAP

| T_BUS. Bl NDl NG CORBA

| T_BUS. Bl NDI NG CCRBA RUNTI VE

The event _l og: filters variable takes a list of filters, where each filter sets
logging for a specified subsystem using the following format:

Subsyst en¥Severi tyLevel [ +SeveritylLevel ]. ..

Subsyst emis the name of the Artix subsystem that reports the messages;

while Severi tyLevel represents the severity levels that are logged by that
subsystem. For example, the following filter specifies that only errors and

fatal errors for the HTTP transport should be reported:

| T_BUS. TRANSPCRT. HTTP=ERR+FATAL
In a configuration file, event _l og: filters is set as follows:
event _log:filters=["LogFilter"[,"LogFilter"]...]

The following entry in a configuration file explicitly sets severity levels for a
list of subsystem filters:

event | og: filters=["|T_BUS=FATAL+ERRCR',
"1 T_BUS. Bl NDI NG CORBA=WARN+FATAL+ERRCR'] ;



Setting the Artix bus pre-filter

Setting logging for specific
subsystems

Configuring Artix Logging Subsystems

The Artix bus pre-filter provides filtering of log messages that are sent to the
Event Log before they are output to the LogSt ream This enables you to
minimize the time spent generating log messages that will be ignored. For
example:

event _log:filters:bus:pre_filter = "WARNFERRCR+FATAL";
event _log:filters = ["|T_BUSSFATAL+ERRCR', "I T_BUS. Bl NDI NG=*"];

In this example, only WARNI NG ERRCR and FATAL priority log messages are
sent to the Event Log. This means that no processing time is wasted
generating strings for | NFOlog messages. The Event Log then only sends
FATAL and ERRCR log messages to the LogSt r eamfor the 1 T_BUS subsystem.

Note: event_log:filters:bus:pre_filter defaults to* (all messages).
You should set this variable to improve performance.

You can set logging filters for specific Artix subsystems. A subsystem with
no configured filter value implicitly inherits the value of its parent. The
default value at the root of the tree ensures that each node has an implicit
filter value. For example:

event_log:filters = ["|T_BUS=FATAL+ERRCR',
"1 T_BUS. Bl NDI NG CORBA=WARN+FATAL+ERRCR'] ;

This means that all subsystems under | T_BUS have a filter of FATAL+ERRCR,
except for I T_BUS. Bl NDI NG OCRBA, | T_BUS. BI NDI NG CCRBA. WsDL and
| T_BUS. BI NDI NG CORBA. RUNTI ME, which have WARN+FATAL+ERRCR.
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Setting multiple subsystems with
a single filter

Configuring service-based logging

32

Using the | T_BUS subsystem means you can adjust the logging for Artix
subsytems with a single filter. For example, you can turn off logging for the
tunnel transport (I T_BUS. TRANSPCRT. TUNNEL=FATAL) and/or turn up logging
for the HTTP transport (1 T_BUS. TRANSPCRT. HTTP=I NFO LOM-. . . ), as show in
the following example:

event _log:filters= ["I|T_BUSSFATAL+ERRCR',
" | T_BUS. TRANSPCORT. TUNNEL=FATAL",
"| T_BUS. TRANSPCRT. HTTP=I NFO_ LOMI NFO H +WARN'] ;

You can use Artix service subsystems to log for Artix services, such as the
locator, and also for services that you have developed. This can be useful
when you are running many services, and need to filter services that are
particular noisy. Using service-based logging involves some performance
overheads and extra configuration. This feature is disabled by default.

To enable logging for specific services, perform the following steps:

1. Set the following configuration variables:

event _| og: | og_servi ce_nanes: active = "true";

event _| og: | og_servi ce_nanes: servi ces = ["Servi ceNarrel",
" Servi ceNane2"];

2. Set the event log filters as appropriate, for example:

event _log:filters = ["|T_BUS=FATAL+ERRCR',
" Ser vi ceNane1=WARN+ERRCR+FATAL", " Ser vi ceNanme2=ERROR+FATAL",
" Servi ceNare2. | T_BUS. Bl NDI NG CCRBA=I NFOHWARN+ERRCR+FATAL"

l;

In these examples, the service name must be specified in the following
format:

"{ NanespaceUR } Local Part"
For example:

"{http://wwn ny- conpany. cond bus/ t est s} SOAPHTTPSer vi ce"



Configuring Artix Logging Subsystems

Setting parameterized configuration

The following example shows setting service-based logging in your
application using the -CRBevent _| og: fil ters parameter:

const char* bus_argv[] = {"-CRBname", "ny_spp_| oggi ng",
"-ORBevent _log:filters", "{IT_BUSSERR},
{{http://www ny-conpany/ ny_app} SOAPHTTPSer vi ce. | T_BUS. Bl NDI NG SOQAP=I NFG "

Logging per bus For C++ applications, you can configure logging per bus by specifying your
logging configuration in an application-specific scope. However, you must
also specify logging per bus in your server code, for example:

®  Include the i t_bus/ bus_| ogger. h file.
®  Pass avalid bus to the BusLogger (for example, using BusLogger
macros, such as | T_IN T_BUS_LOGER MEM.

For full details on how to specify that logging statements are sent to a
particular Artix bus, see Developing Artix Plug-ins with C++.
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Configuring Log4J Logging

Overview

Specifying the log4j plug-in

Setting the log4j properties file
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For Artix Java applications, you also have the option of using log4J, which is
a standard Java logging tool. This enables you to control Artix logging with
the same logging tool used by Java applications. This section includes the
following:

®  “Specifying the log4j plug-in”.
®  “Setting the log4] properties file”.

Note: log4j logging overrides Artix logging. Settings in the
LogConfi g. properti es file completely override settings in the arti x. cfg
file.

You must first add the I og4j _| og_st reamplug-in to your Artix or b_pl ugi ns
list. For example:

orb_plugins = ["log4j | og_streant, "iiop_profile", "giop",
"iiop'];

The | og4j _I og_st reamplug-in reroutes all Artix logging to log4j.

When using log4j with Artix, the LogConfi g. properti es file controls your
Artix logging settings. This file is located in the following directory:

InstallDir/artix/Version/etc

To enable log4j logging, delete the comment symbol (#) in the following
line:

#l 0g4j . | ogger . com i ona=DEBUG

In this file, all Artix logging is set to a root logger named com i ona. You can
not specify to log only DEBUG level messages like you can Artix logging.
Instead, specifying a logging level means to log all messages with that level
or higher. For example, setting the log level to DEBUGmeans to log all DEBUG,
WARNI NG ERRCR, and FATAL messages.



Using log4j with your Java
applications

Further information

Configuring Log4J Logging

If you wish to combine the log4J logging in your Java application with log4j
logging in Artix, you must initialize log4j with the LogConfi g. properti es file
in your Java application code.

However, you can still use your own properties file to initialize log4j, and
you do no have to use LogConfi g. properti es.

For more information about using log4j, see the Apache documentation at:
http://1 oggi ng. apache. or g/ | og4j / docs/ docurent at i on. ht m
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Configuring SNMP Logging

SNMP

Artix Management Information
Base (MIB)

| CNA- ARTI X-M B DEFI N TI ONS

| MPCRTS
MODULE- | DENTI TY, CBJECT- TYPE,

I nt eger 32, Count er 32,
Unsi gned32,

NOTI FI CATI ON- TYPE

D spl ayStri ng

-- v2 s/current/current

Simple Network Management Protocol (SNMP) is the Internet standard
protocol for managing nodes on an IP network. SNMP can be used to
manage and monitor all sorts of equipment (for example, network servers,
routers, bridges, and hubs).

The Artix SNMP LogSt reamplug-in uses the open source library net - snnp
(v.5.0.7) to emit SNMP v1/v2 traps. For more information on this
implementation, see http://sourceforge.net/projects/net-snmp/. To obtain a
freeware SNMP Trap Receiver, visit http://www.ncomtech.com.

A MIB file is a database of objects that can be managed using SNMP. It has
a hierarchical structure, similar to a DOS or UNIX directory tree. It contains
both pre-defined values and values that can be customized. The Artix MIB is
shown below:

Example 5: Artix MIB

;.= BEGAN

FROM  SNWPv2- SM
FROM RFC1213-M B

iona CBJECT IDENTIFIER ::={ iso(1) org(3) dod(6) internet(1l) private(4) enterprises(l) 3027 }

i onaM b MODULE- | DENTI TY

LAST- UPDATED " 200303210000Z"

CRGAN ZATI ON "1 ONA Technol ogi es PLC'
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QONTACT- | NFO

DESCR PTI ON

Example 5: Artix MIB

Cor por at e Headquarters
Dublin CGfice

The | ONA Bui | di ng

Shel bour ne Road

Bal | sbri dge

Dublin 4 Irel and
Phone: 353- 1- 662- 5255
Fax: 353-1-662-5244

US Headquarters

Wl t ham O fi ce

200 West Street 4th F oor
Wal t ham MA 02451

Phone: 781-902- 8000

Fax: 781-902- 8001

Asi a- Paci fic Headquarters

| CNA Technol ogi es Japan, Ltd
Akasaka Sanchore Bl dg.

7F 3-21-16 Akasaka, M nato-ku,
Tokyo, Japan 107- 0052

Tel : +81 3 3560 5611

Fax: +81 3 3560 5612

E-nai |l : support @ona. com

Configuring SNMP Logging

"This M B nodul e defines the objects used and format of SNWP traps that are generated

fromthe Event Log for Artix based systens from | QNA Technol ogi es"

c:={ iona 1}
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Example 5: Artix MIB

-- i ona( 3027)

- |
-- i onaM b( 1)

P I I I
-- or bi x3(2) | ONAAm n ((3) Artix (4)

I
== Arti xEvent LogM bChj ects(0) Arti xEvent LogM bTraps (1)

| - event Source (1) |- ArtixbaseTrapDef (1)
|- eventld (2)
-- |- eventPriority (3)
|- tinmeStanp (4)
| - eventDescription (5)

Artix CBJECT | DENTI FI ER ={ ionaMb 4 }

Arti xEvent LogM bQhj ect s CBJECT IDENTIFIER ::={ Artix 0}

Arti xEvent LogM bTr aps CBJECT IDENTIFIER ::={ Artix 1}

Arti xBaseTr apDef CBJECT IDENTIFIER ::= { ArtixEventLogM bTraps 1 }

-- MB variabl es used as varbi nds
event Sour ce CBJECT- TYPE
SYNTAX D spl ayString (Sl ZE(O. . 255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCR PTI ON
"The conponent or subsystem whi ch generated the event."
::={ ArtixEventLogM bChj ects 1 }
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Example 5: Artix MIB

event | d CBIECT- TYPE

SYNTAX | NTEGER
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The event id for the subsystem which generated the event."

::={ ArtixEventLogM bChj ects 2 }

eventPriority GBJECT- TYPE
SYNTAX | NTEGER
MAX- ACCESS not - accessi bl e
STATUS current
DESCR PTI ON

"The severity level of this event. This maps to | T_Logging::EventPriority types. Al
priority types map to four general types: INFO (1), WARN (W, ERROR (E), FATAL_ERRCR (F)"

::={ ArtixEventLogM bChj ects 3 }

ti meSt anp GBJECT- TYPE

SYNTAX D splayString (S ZE(O. . 255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCR PTI ON
"The tine when this event occurred."

::={ ArtixEventLogM b(oj ects 4 }

event Descri ption CBJECT- TYPE
SYNTAX D spl ayString (Sl ZE(O. . 255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The conponent/application description data included with event."
::={ ArtixEventLogM b(oj ects 5 }

SNWPv1 TRAP defi nitions

-- ArtixEvent LogBaseTraps  TRAP- TYPE

CBJECTS {
event Sour ce,
event | d,
eventPriority,
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Example 5: Artix MIB

-- ti mest anp,
- = event Descri ption

)

- = STATUS current

-- ENTERPR SE i ona

-- VAR ABLES { Arti xEvent LogM bChj ects }

-- DESCR PTION "The generic trap generated froman Artix Event Log."
-- ::={ ArtixBaseTrapDef 1 }

-- SNWv2 Notification type

Arti xEvent LogNot i f NOTI FI CATI O\ TYPE
CBJECTS {
event Sour ce,
event | d,
eventPriority,
ti mest anp,
event Descri pti on

}

STATUS curr ent

ENTERPR! SE i ona

DESCR PTION "The generic trap generated froman Artix Event Log."
::={ ArtixBaseTrapDef 1 }

END

IONA SNMP integration Events received from various Artix components are converted into SNMP
management information. This information is sent to designated hosts as
SNMP traps, which can be received by any SNMP managers listening on the
hosts. In this way, Artix enables SNMP managers to monitor Artix-based
systems.
Artix supports SNMP version 1 and 2 traps only.
Artix provides a log stream plug-in called snnp_| og_st ream The shared
library name of the SNMP plug-in found in the arti x. cf g file is:

pl ugi ns: snnp_| og_stream shlib_name = "it_snnp"
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Configuring the SNMP plug-in

Configuring the Enterprise Object

Identifier

pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:

pl ugi ns:

Configuring SNMP Logging

The SNMP plug-in has five configuration variables, whose defaults can be
overridden by the user. The availability of these variables is subject to
change. The variables and defaults are:

snnp_| og_stream conmmunity = “public";

snnp_| og_st ream ser ver = "l ocal host";

snnp_| og_st ream por t = "162";

snnp_|l og_streamtrap_type = "6";

snnp_|l og_streamoi d = "your | ANA nunber in dotted deci nal notation"

The last plug-in described, oi d, is the Enterprise Object Identifier. This is
assigned to specific enterprises by the Internet Assigned Numbers Authority
(IANA). The first six numbers correspond to the prefix:

i so.org.dod.internet.private.enterprise (1. 3.6.1.4.1). Each
enterprise is assigned a unique number, and can provide additional
numbers to further specify the enterprise and product.

For example, the oi d for IONA is 3027. IONA has added 1. 4. 1. 0 for Artix.
Therefore the complete OID for IONA's Artix is 1. 3. 6. 1. 4. 1. 3027. 1. 4. 1. 0.
To find the number for your enterprise, visit the IANA website at
http://www.iana.org.

The SNMP plug-in implements the | T_Loggi ng: : LogSt r eaminterface and
therefore acts like the | ocal _| og_st r eamplug-in.
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In this chapter

CHAPTER 4

Using Artix with
International
Codesets

The Artix SOAP and CORBA bindings enable you to transmit
and receive messages in a range of codesets.

This chapter includes the following:

Introduction to International Codesets page 44
Working with Codesets using SOAP page 47
Working with Codesets using CORBA page 48
Working with Codesets using Fixed Length Records page b1
Working with Codesets using Message Interceptors page 54
Routing with International Codesets page 63

43



CHAPTER 4 | Using Artix with International Codesets

Introduction to International Codesets

Overview

European languages

Ideograms

44

A coded character set, or codeset for short, is a mapping between integer
values and characters that they represent. The best known codeset is ASCII
(American Standard Code for Information Interchange). ASCII defines 94
graphic characters and 34 control characters using the 7-bit integer range.

The 94 characters defined by the ASCII codeset are sufficient for English,
but they are not sufficient for European languages, such as French, Spanish,
and German.

To remedy the situation, an 8-bit codeset, ISO 8859-1, also known as
Latin-1, was invented. The lower 7-bit portion is identical to ASCII. The
extra characters in the upper 8-bit range cover those languages used widely
in Western Europe.

Many other codesets are defined under ISO 8859 framework. These cover
languages in other regions of Europe, as well as Russian, Arabic and
Hebrew. The most recent addition is ISO 8859-15, which is a revision of
ISO 8859-1. This adds the Euro currency symbol and other letters while
removing less used characters.

For further information about ISO-8859-x encoding, see the following web
site: “The ISO 8859 Alphabet Soup”
(http://wwwwbs.cs.tu-berlin.de/user/czyborra/charsets/).

Asian countries that use ideograms in their writing systems need more
characters than fit in an 8-bit integer. Therefore, they invented double-byte
codesets, where a character is represented by a bit pattern of 2 bytes.
These languages also needed to mix the double-byte codeset with ASCII in a
single text file. So, character encoding schemas, or simply encodings, were
invented as a way to mix characters of multiple codesets.

Some of the popular encodings used in Japan include:

*  ShiftJIS

® Japanese EUC

® Japanese ISO 2022


http://wwwwbs.cs.tu-berlin.de/user/czyborra/charsets
http://wwwwbs.cs.tu-berlin.de/user/czyborra/charsets

Unicode

Charset names

Introduction to International Codesets

Unicode is a new codeset that is gaining popularity. It aims to assign a
unique number, or code point, to every character that exists (and even once
existed) in all languages. To accomplish this, Unicode, which began as a
double-byte codeset, has been expanded into a quadruple-byte codeset.

Unicode, in pure form, can be difficult to use within existing computer
architectures, because many APIs are byte-oriented and assume that the
byte value 0 means the end of the string.

For this reason, Unicode Transformation Format for 8-bit channel, or
UTF-8, is frequently used. When browsers list “Unicode” in its encoding
selection menu, they usually mean UTF-8, rather than the pure form of
Unicode.

For more information about Unicode and its variants, visit Unicode
(http://www.unicode.org/).

To address the need for computer networks to connect different types of
computers that use different encodings, the Internet Assigned Number
Authority, or IANA, has a registry of encodings at
http://www.iana.org/assignments/character-sets.

IANA names are used by many Internet standards including MIME, HTML,
and XML.

Table 4 lists IANA names for some popular charsets.

Table 4: /ANA Charset Names

IANA Name Description

US-ASCII 7-bit ASCII for US English

ISO-8859-1 Western European languages

UTF-8 Byte oriented transformation of Unicode

UTF-16 Double-byte oriented transformation of Unicode

Shift_JIS Japanese DOS & Windows

EUC-JP Japanese adaptation of generic EUC scheme, used in
UNIX
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Table 4: /ANA Charset Names

IANA Name Description

ISO-2022-JP | Japanese adaptation of generic ISO 2022 encoding
scheme

Note: IANA names are case insensitive. For example, US-ASCII can be
spelled as us-ascii or US-ascii.

CORBA names

In CORBA, codesets are identified by numerical values registered with the
Open Group’s registry, OSF Codeset Registry:
ftp://ftp.opengroup.org/pub/code_set_registry/code_set registryl.2g.txt.
Java names

Java has its own names for charsets. For example, ISO-8859-1 is named
I S8859_1, Shift_JIS is named SJI' S, and UTF-8 is named UTF8.

Java is transitioning to IANA charset names, to be aligned with MIME. JDK
1.3 and above recognizes both names.

Note: Artix uses IANA charset names even for CORBA codesets.

46


ftp://ftp.opengroup.org/pub/code_set_registry/code_set_registry1.2g.txt

Working with Codesets using SOAP

Working with Codesets using SOAP

Overview

Making requests

Responding to SOAP requests

Because SOAP messages are XML based, they are composed primarily of
character data that can be encoded using any of the existing codesets. If the
applications in a system are using different codesets, they can not interpret
the messages passing between them. The Artix SOAP plug-in uses the XML
prologue of SOAP messages to ensure that it stays in sync with the
applications that it interacts with.

When making requests or broadcasting a message, the SOAP plug-in
determines the codeset to use from its Artix configuration scope. You can set
the SOAP plug-in's character encoding using the pl ugi ns: soap: encodi ng
configuration variable. This takes the IANA name of the desired codeset.
The default value is UTF- 8.

For more information on this configuration variable, see “SOAP Plug-in” on
page 143. For general information on configuring Artix applications, see
“Getting Started” on page 1.

When an Artix server receives a SOAP message, it checks the XML prologue
to see what encoding codeset the message uses. If the XML prologue
specifies the message’s codeset, Artix uses the specified codeset to read the
message and to write out its response to the request. For example, an Artix
server that receives a request with the XML prologue shown in Example 6
decodes the message using UTF- 16 and encodes its response using UTF- 16.

Example 6: XML Prologue
<?xm version="1.0" encodi ng="UTF- 16" ?>

If an Artix server receives a SOAP message where the XML prologue does
not include the encodi ng attribute, the server will use whatever default
codeset is specified in its configuration to decode the message and encode
the response.
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Working with Codesets using CORBA

Overview The Artix CORBA plug-in supports both wide characters and narrow
characters to accommodate an array of codesets. It also supports codeset
negotiation. Codeset negotiation is the process by which two CORBA
processes which use different native codesets determine which codeset to
use as a transmission codeset. Occasionally, the process requires the
selection of a conversion codeset to transmit data between the two
processes. The algorithm is defined in section 13.10.2.6 of the CORBA
specification (http://www.omg.org/cgi-bin/apps/doc?formal/02-12-06.pdf).

Note: For CORBA programing in Java, you can specify a codeset other
than the true native codeset.

Native codeset A native codeset (NCS) is a codeset that a CORBA program speaks natively.

For Java, this is UTF-8 (0x05010001) for char and String, and UTF-16
(0x00010109) for wchar and wst ri ng.

For C and C++, this is the encoding that is set by set | ocal (), which in
turn depends on the LANGand LC xxxx environment variables.

You can configure the Artix CORBA plug-in’s native codesets using the
configuration variables listed in Table 5.

Table 5:  Configuration Variables for CORBA Native Codeset

Configuration Variable Description

pl ugi ns: codeset : char: ncs Specifies the native codeset for narrow
character and string data.

pl ugi ns: codeset : wchar : ncs Specifies the native codeset for wide
character and string data.
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Conversion codeset

Transmission codeset

Negotiation algorithm

Working with Codesets using CORBA

A conversion codeset (CCS) is an alternative codeset that the application
registers with the ORB. More than one CCS can be registered for each of the
narrow and wide interfaces. CCS should be chosen so that the expected
input data can be converted to and from the native codeset without data
loss. For example, Windows code page 1252 (0x100204e4) can be a
conversion codeset for ISO-8859-1 (0x00010001), assuming only the
common characters between the two codesets are used in the data.

You can configure the Artix CORBA plug-in’s list of conversion codesets
using the configuration variables listed in Table 6.

Table 6:  Configuration Variables for CORBA Conversion Codesets

Configuration Variable Description

pl ugi ns: codeset : char: ccs Specifies the list of conversion codesets
for narrow character and string data.

pl ugi ns: codeset : wchar : ccs Specifies the list of conversion codesets
for wide character and string data.

A transmission codeset (TCS) is the codeset agreed upon after the codeset
negotiation. The data on the wire uses this codeset. It is either the native
codeset, one of the conversion codesets, or UTF-8 for the narrow interface
and UTF-16 for the wide interface.

Codeset negotiation uses the following algorithm to determine which

codeset to use in transferring data between client and server:

1. If the client and server are using the same native codeset, no
translation is required.

2. If the client has a converter to the server's codeset, the server's native
codeset is used as the transmission codeset.

3. If the client does not have an appropriate converter and the server does
have a converter to the client’s codeset, the client’s native codeset is
used as the transmission codeset.
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Codeset compatibility

50

If neither the client nor the server has an appropriate converter, the
server ORB tries to find a conversion codeset that both server and
client can convert to and from without loss of data. The selected
conversion codeset is used as the transmission codeset.

If no conversion codeset can be found, the server ORB determines if
using UTF-8 (narrow characters) or UTF-16 (wide characters) will
allow communication between the client and server without loss of
data. If UTF-8 or UTF-16 is acceptable, it is used as the transmission
codeset. If not, a CCDESET_I NOOWPATI BLE exception is raised.

The final steps involve a compatibility test, but the CORBA specification
does not define when a codeset is compatible with another. The
compatibility test algorithm employed in Orbix is outlined below:

1.
2.

3.

ISO 8859 Latin-n codesets are compatible.

UCS-2 (double-byte Unicode), UCS-4 (four-byte Unicode), and UTF-x
are compatible.
All other codesets are not compatible with any other codesets.

This compatibility algorithm is subject to change without notice in future
releases. Therefore, it is best to configure the codeset variables as explicitly
as possible to reduce dependency on the compatibility algorithm.
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Working with Codesets using Fixed Length

Records

Overview

Encoding attribute

Fixed binding example

Artix fixed record length support enables Artix to interact with mainframe
systems using COBOL. For example, many COBOL applications send fixed
length record data over WebSphere MQ.

Artix provides a fixed binding that maps logical messages to concrete fixed
record length messages. This binding enables you to specify attributes such
as encoding style, justification, and padding character.

The Artix fixed binding provides an optional encodi ng attribute for both its
fi xed: bi ndi ng and fi xed: body elements. The encodi ng attribute specifies
the codeset used to encode the text data. Valid values are any IANA codeset
name. See http://www.iana.org/assignments/character-sets for details.

The encodi ng attribute for the fi xed: bi ndi ng element is a global setting;
while the fi xed: body attribute is per operation. Both settings are optional. If
you do not set either, the default value is UTF- 8.

For more details, see fi xed- bi ndi ng. xsd, available in
Install Dir\iona\artix\Version\schenas.

The following WSDL example shows a fixed binding with encodi ng
attributes for fi xed: body elements. This binding includes two operations,
echoVoi d and echoStri ng.

Example 7: Fixed Length Record Binding

<?xm version="1.0" encodi ng="UTF- 8" ?>
<definitions xm ns="http://schemas. xn soap. org/ wsdl /"
xm ns: fi xed="http://schemas. i ona. coni bi ndi ngs/ fi xed"
xm ns: http="http://schemas. i ona. com transports/http"
xm ns: htt p-conf="http://schenmas. i ona. coni transport s/ http/ configuration"
xm ns:iiop="http://schenas.iona.conltransports/iiop_tunnel"
xm ns: mg="ht t p: // schenas. i ona. coni t r ansport s/ ny"
xm ns: soap="ht t p: // schemas. xm soap. or g/ wsdl / soap/ "
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Example 7: Fixed Length Record Binding

xm ns: tns="http://ww iona.confartix/test/|18nBase/"

xm ns: xsd="ht t p: // waw. W8. or g/ 2001/ XM-Schena"

xm ns: xsd1="htt p: //wmv i ona. confarti x/test/|18nBase" nane="| 18nBaseServi ce"
t ar get Namespace="ht t p: // wwv i ona. conf arti x/ test/ | 18nBase/ "

<nessage name="echoString">
<part name="stri ngParam®" type="xsd:string"/>
</ message>

<nessage nanme="echoStri ngResponse" >
<part name="return" type="xsd:string"/>
</ message>

<nessage name="echoVoi d"/ >
<nessage name="echoVoi dResponse"/ >

<port Type nane="| 18nBasePort Type" >
<oper ati on nane="echoStri ng">
<i nput nessage="tns: echoString" nane="echoString"/>
<out put message="t ns: echoSt ri ngResponse" nane="echoStri ngResponse"/ >
</ oper ati on>
<oper ati on nane="echoVoi d" >
<i nput message="t ns: echoVoi d* nane="echoVoi d"/>
<out put message="t ns: echoVoi dResponse" name="echoVoi dResponse"/ >
</ oper at i on>
</ port Type>

<bi ndi ng nanme="118nFl XEDBi ndi ng" type="t ns: | 18nBasePort Type" >
<fi xed: bi ndi ng/ >
<oper ati on nane="echoString">
<fi xed: operation di scri m nator="di scri mnator"/>
<i nput name="echoString">
<fi xed: body encodi ng="1 SO 8859- 1" >
<fixed:field bindi ngOnl y="true" fixedVal ue="01" nane="di scri m nator"/>
<fixed: field nane="stringParan0" size="50"/>
</ fi xed: body>
</i nput >
<out put nane="echoSt ri ngResponse" >
<fi xed: body encodi ng="1 SO 8859- 1" >
<fixed:field name="return" size="50"/>
</ fi xed: body>
</ out put >
</ oper at i on>
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Example 7: Fixed Length Record Binding

<oper ati on nane="echoVoi d" >
<fi xed: operation discri m nator="discrimnator"/>
<i nput nane="echoVoi d">
<fi xed: body>
<fixed: field nane="di scrimnator" fixedVal ue="02" bi ndi ngnl y="true"/>
</ fi xed: body>
</i nput >
<out put nare="echoVoi dResponse" >
<fi xed: body/ >
</ out put >
</ oper at i on>
</ bi ndi ng>
</ defi ni ti ons>

Further information For more details on the Artix fixed length binding, see Designing Artix
Solutions.
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Working with Codesets using Message

Interceptors

Overview

Codeset conversion attributes

54

Artix provides support for codeset conversion for transports that do not have
their own concept of headers. For example, IBM Websphere MQ, BEA
Tuxedo, and Tibco Rendezvous. This generic support is implemented using
an Artix message interceptor and WSDL port extensors.

For example, an Artix C+ + client could use Artix Mainframe to access a
mainframe system, using a binding for fixed length record over MQ. In this
scenario, an Artix message interceptor can be configured to enable codeset
conversion between ASCII and EBCDIC (Extended Binary Coded Decimal
Interchange Code).

You can enable this codeset conversion simply by editing your WSDL file, or
by using accessor methods in your application code. This section explains
how to use both of these approaches.

Note: Codeset conversion set in application code takes precedence over
the same settings in a WSDL file.

This generic support for codeset conversion is implemented using a message
interceptor. This message interceptor manipulates the following codeset
conversion attributes:

Local CodeSet Specifies the codeset used locally by a client or
server application.

Qut boundCodeSet  Specifies the codeset used by the application for
outgoing messages.

| nboundCodeSet Specifies the codeset used by the application for
incoming messages.

You can specify these attributes to convert client-side requests and
server-side responses. All three attributes are optional.
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Configuring codeset conversionin  You can configure codeset conversion by setting the codeset conversion
a WSDL file attributes in a WSDL file. Example 8 shows the contents of the Artix
internationalization schema (i 18n- cont ext . xsd).

Example 8: Artix i18n Schema

<?xm version="1.0" encodi ng="UTF-8" ?>

<xs: schema xn ns: xs="htt p: //ww: w3. or g/ 2001/ XM_Schena"
xm ns: wsdl ="ht t p: / / schenmas. xm soap. or g/ wsdl / *
t ar get Namespace="ht t p: / / schenas. i ona. cond bus/ i 18n/ cont ext "
xm ns: i 18n- cont ext ="htt p: // schemas. i ona. com bus/ i 18n/ cont ext "
el emrent For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inport namespace = "“http://schemas. xni soap. or g/ wsdl / "
schermalocat i on="wsdl . xsd"/ >

<xs: el enent name="client" type="i18n-context:dientConfiguration" />
<xs: conpl exType nane="d i ent Confi gurati on">

<xs: annot at i on>
<xs: docunentation> [18n Aient Context I|nformation
</ xs: docurent at i on>

</ xs: annot at i on>

<xs: conpl exCont ent >
<xs: ext ensi on base="wsdl : t Extensi bi | ityH enent" >
<xs:attribute name="Local CodeSet" type="xs:string" use="optional" />
<xs:attribute name="CQut boundCodeSet" type="xs:string" use="optional" />
<xs:attribute name="|nboundCodeSet" type="xs:string" use="optional" />
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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Example 8: Artix i18n Schema
<xs: el enent name="server" type="i 18n-cont ext: Server Confi gurati on"/>

<xs: conpl exType nane="Server Confi guration" >
<xs: annot at i on>
<xs: docurrent ati on> | 18n Server Context |nformation
</ xs: docurent at i on>
</ xs: annot at i on>

<xs: conpl exCont ent >
<xs: ext ensi on base="wsdl : t Extensi bi | i tyEl enent" >
<xs:attribute name="Local CodeSet" type="xs:string" use="optional" />
<xs:attribute nanme="Qut boundCodeSet" type="xs:string" use="optional" />
<xs:attribute name="|nboundCodeSet" type="xs:string" use="optional" />
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

</ xs: scherma>

The Artix internationalization message interceptor uses this schema as a

port extensor. This enables you to configure codeset conversion attributes in

a WSDL file.

Client/server WSDL example The following example shows codeset conversion settings for a client and a

server application specified in a sample WSDL file:
Example 9: /18n Specified in a WDSL File

<?xm versi on="1.0" encodi ng="UTF- 8" ?>
<definitions nanme="I|18nBaseServi ce"
t ar get Nanespace="htt p: //ww\. i ona. coniarti x/test/| 18nBase/ "
xm ns="ht t p: // schenas. xm soap. or g/ wsdl / "
xm ns: soap="htt p: // schemas. xm soap. or g/ wsdl / soap/ "
xm ns:tns="http://ww i ona. comlartix/test/| 18nBase/"
xm ns: xsd="ht t p: / / www. W3. or g/ 2001/ XM_Schena"
xm ns: ng="ht t p: / / schenas. i ona. coni t ransport s/ ng"
xm ns: htt p="http://schenas. i ona. coni t ransports/http"
xm ns: htt p- conf ="htt p: // schenas. i ona. coni t ransport s/ htt p/ confi gurati on"
xm ns: fi xed="http://schenas. i ona. coni bi ndi ngs/ fi xed"
xm ns: i 18n- cont ext ="htt p: // schenas. i ona. con bus/ i 18n/ cont ext "
xm ns: xsd1="http: // wawv i ona. confarti x/test/| 18nBase" >
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Example 9: /18n Specified in a WDSL File

<i nport namespace="http://wwmv iona.comartix/test/|18nBase"
| ocation="./118nServi ceBi ndi ngs. wsdl "/ >

<servi ce name="| 18nServi ce">

<port bi ndi ng="t ns: | 18nFl XEDBi ndi ng" nanme="118nFlI XED HTTPPort" >
<http: address | ocation="http://I ocal host:0"/>
<i 18n-context: cli ent Local CodeSet ="1SO 8859- 1" | nboundCodeSet =" UTF- 8"/ >
<i 18n- cont ext : server Local CodeSet =" UTF-8" Qut boundCodeSet ="1 SO 8859- 1"/ >
</ port>

<port bi ndi ng="t ns: | 18nFl XEDBi ndi ng" nanme="| 18nFl XED M¥Port" >

<ny: cl i ent QueueManager ="M _DEF QM QueueNane="M_FI RST_Q' AccessMde="send"
Repl yQueueManager =" MY_DEF_ QM Repl yQueueNane="REPLY_Q'
Correl ati onStyl e="nessagel d copy" />

<ny: server QueueManager =" MY_DEF Q' QueueNane="M_FI RST_Q'
Repl yQueueManager =" M¥_DEF_QM' Repl yQueueNane="REPLY_Q' AccessMbde="r ecei ve"
Correl ati onStyl e="nessagel d copy" />
<i 18n-context: client Local CodeSet ="UTF-8" | nboundCodeSet =""/>
<i 18n- cont ext : server Local CodeSet ="| SO 8859-1"/>
</ port >

</ servi ce>

</ definitions>

This sample WSDL file shows a single service named | 18nSer vi ce, with two
bindings and two ports named 1 18nFl XED HTTPPort and | 18nFI XED MFPort .
The binding in both cases is fixed length record, each with a single
operation.
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Enabling codeset conversion in
application code

Linking with the context library

58

You can also enable codeset conversion attributes by calling the following
accessor methods in your C++ application code:

voi d set Local CodeSet (const | T Bus::String * val);
voi d set Local CodeSet (const | T_Bus::String & val);

voi d set Qut boundCodeSet (const | T _Bus::String * val);
voi d set Qut boundCodeSet (const | T_Bus:: String & val);

voi d set | nboundCodeSet (const | T_Bus::String * val);
voi d set | nboundCodeSet (const | T_Bus::String & val);

An Artix Cont ext Cont ai ner in the message interceptor, and the WSDL
configuration are checked for each attribute. This is performed during the
client’s i nt er cept _i nvoke() method and the server's

i nt er cept _di spat ch() method. The client request buffer or server response
buffer can be converted to another encoding as needed. This conversion can
occur on the outbound or inbound intercept points.

The interceptor refers to the current context on a per-thread basis. For
detailed information on Artix contexts, see Developing Artix Applications
with C+ +.

The message interceptor uses a common type library of Artix context
attributes. The application must be linked with this common library, and
with any transports that use this context to set or get attributes. The
generated header files for this common library are available in the following
directory:

Install Dir\artix\Version\include\it_bus_pdk\context_attrs

You must ensure that your application links with the context library that
contains the generated stub code for i 18n- cont ext . xsd.
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http://www.iona.com/support/docs/artix/3.0/prog_guide/index.htm

Client cod

voi d
1 18n

{

Working with Codesets using Message Interceptors

e example Example 10 shows an example of the code that you need to add to your
C++ client application:
Example 10: Accessing i18n in C++ Client Code

Test : : echoStri ng(

1 18nBased ient* client, const String& instr)
String outstr;

try
{

// Set the i18n request context to match the fixed bi ndi ng encodi ng setting

I T _Bus::Bus_var bus = client->get_bus();
Cont ext Regi stry * reg = bus->get_context_registry();

Context Qurrent & cur = reg->get_current();
Cont ext Cont ai ner * regi stered_ctx = cur.request_contexts();

AnyType & i 18n_ctx_info =

regi stered_ct x->get_context (1 T_ContextAttributes:: 118N | NTERCEPTCR CLI ENT_CNAVE, true);
dientConfiguration & i18n_ctx_cfg = dynam c_cast<d i ent Confi gurati on& (i 18n_ctx_i nfo);
[/ Set the Inbound codeset to nmatch the bindi ng encodi ng

static const String LOCAL_OCDE SET = "I SO 8859-1";
i 18n_ct x_cf g. set Local CodeSet (LOCAL_CCDE _SET) ;

const String & | ocal _codeset = (*i18n_ctx_cfg. getLocal CodeSet ());
client->echoString(instr, outstr);

// Read the i18n reply context

regi stered_ctx = cur.reply_contexts();

AnyType & i18n_ctx_reply_info =
regi stered_ct x->get _context (1 T_Context Attributes:: 118N | NTERCEPTOR CLI ENT_QNAMVE, true);

const dientConfiguration & i18n_ctx_reply cfg =
dynani c_cast <const Qi ent Configurati on& (i18n_ctx_reply_info);
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Example 10: Accessing i18n in C++ Client Code

const String * | ocal _codeset reply = i18n_ctx_reply_cfg.getLocal CodeSet ();
const String * outbound_codeset _reply = i18n_ctx_reply_cfg. get Qut boundCodeSet () ;
const String * inbound _codeset _reply = i18n_ctx_reply_cfg. getl nboundCodeSet () ;

i f(local _codeset_reply)

cout << "client Local CodeSet reply context:" << |ocal _codeset_reply->c_str() << endl;
i f (out bound_codeset _reply)

cout << "client QutboundCodeSet reply context:"<< outbound_codeset _reply->c_str << endl;
i f (i nbound_codeset _repl y)

cout << "client |nboundCodeSet reply context" << inbound_codeset reply->c_str() << endl;

}
catch (I T_Bus:: Cont ext Excepti on& ce)
{
}
catch (I T_Bus:: Exception& ex)
{
}
catch (...)
{
}
}
Server code example Example 10 shows example of the code that you need to add to your C++
servant application.
Example 11: Accessing i18n in C++ Server Code
voi d

| 18nSer vi cel npl : : echoSt ri ng(
const String& stringParan®,
String & var_return) | T_THRONDEQ.((IT_Bus: : Excepti on))

var_return = stringParan®;
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Example 11: Accessing i18n in C++ Server Code

try
{
// Read the i18n reply context

Cont ext Regi stry * reg = mbus->get_context_registry();

ContextQurrent & cur = reg->get_current();
Cont ext Cont ai ner * regi stered_ctx = cur.request_contexts();

AnyType & i18n_ctx_info =

regi stered_ct x->get _context (I T_Context Attributes::|18N | NTERCEPTCR SERVER QNAME, fal se);
const ServerConfiguration & i18n_ctx_cfg =

dynam c_cast <const Server Configurati on& (i 18n_ctx_i nfo);

const String * |ocal _codeset = i18n_ctx_cfg. get Local CodeSet () ;
const String * outbound_codeset = i18n_ctx_cfg. get Qut boundCodeSet () ;
const String * inbound codeset = i18n_ctx_cfg. get| nboundCodeSet () ;
i f (I ocal _codeset)
cout << "server Local CodeSet request context:" << |ocal _codeset->c_str() << endl;
i f (out bound_codeset )
cout << "server QutboundCodeSet request context:" << outbound_codeset->c_str() << endl;
i f (i nbound_codeset )
cout << "server |nboundCodeSet request context:" << inbound_codeset->c_str() << endl;
/1 Add code to change the reply context

registered ctx = cur.reply_contexts();

AnyType & i18n_reply_ctx =
regi stered_ct x->get _context (1 T_ContextAttributes:: 118N | NTERCEPTCR SERVER CNAMVE, true);

ServerConfiguration & i18n_reply_ctx_cfg =
dynani c_cast <Ser ver Confi gurati on& (i 18n_reply_ctx);

/1l Set the | ocal codeset to match the bi ndi ng encodi ng

static const String LOCAL_OCDE SET = "I SO 8859-1";
i 18n_repl y_ct x_cf g. set Local CodeSet ( LOCAL_CCDE_SET) ;

String & set_l|ocal _context = (*i18n_reply_ctx_cfg. get Local CodeSet ());

assert (set_| ocal _context == LOCAL_COCDE_SET);
}
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Example 11: Accessing i18n in C++ Server Code

catch (I T_Bus:: Cont ext Excepti on& ex)

{
cout << "Error with server context" << ex.message() << endl;
}
catch (I T_Bus:: Exception& ex)
{
cout << "Error with server context" << ex.nessage() << endl;
}
catch (...)
{
cout << "Unknown Error with server context" << endl;
}
}
Artix configuration settings Finally, you must also enable the i18n message interceptor in your Artix

configuration file (arti x. cf g). Example 12 shows the required settings:
Example 12: Artix Configuration File Settings

// Add to a deno/application scope.
i nterceptor{

bi ndi ng: arti x: client_message_interceptor_list = "i18n-context: | 18nl nt er cept or Fact ory";
bi ndi ng: arti x: server_message_i nterceptor_|ist = "i18n-context:|18nl nter cept or Fact ory";
orb plugins = ["xmfile |og_streant, "i18n_interceptor"];

event _log:filters = ["*=WARN+ERRCOR+FATAL"] ;
s

For more information details on writing Artix C++ applications and on Artix
contexts, see Developing Artix Applications with C+ +.

Further information
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Routing with International Codesets

Routing with International Codesets

Overview

Routing between
internationalized endpoints

When routing between applications, Artix attempts to correctly map
between different codesets. If both endpoints use bindings that support
internationalization (i18n), Artix uses codeset conversion. If only one of the
endpoints supports internationalization, the Artix endpoint supporting
internationalization attempts to use codeset conversion on the messages.

The following bindings do not support internationalization:

® Tagged
* G2++
® XML

When Artix is routing between internationalized endpoints, the receiving
endpoint and the sending endpoint both behave independently of each
other.

For example, if one endpoint of a router receives a request in Shift_JIS and
the router is configured to use ISO-8859-1, the Shift_JIS request is properly
decoded by the router.

However, when the request is passed on by the router, it is passed on in
ISO-8859-1. If the two codesets are not compatible, there is a good chance
that data will be lost in the conversion and the request will not be properly
handled.

Note: If the codesets are not compatible, and data is lost in the router,
Artix does not generate a warning.
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Routing from
non-internationalized to
internationalized bindings

Routing from internationalized to
non-internationalized bindings
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When Artix is routing from a non-internationalized endpoint to an
internationalized endpoint, it uses the default codeset specified in the
router’s configuration for writing messages to internationalized endpoints. If
the Artix router is configured to encode messages using a codeset that is
different from the one used by the endpoint, you will lose data.

For example, if a Tibco application makes a request on a Web service
through a router, the router receives non-internationalized data from the
Tibco application. And the router then writes the SOAP message using the
codeset specified in its configuration. If the Web service and the router are
both configured to write in us-dk, the operation proceeds without a problem.
The router receives the encoded response from the server and passes it back
to the Tibco binding.

However, if the Web service is configured to accept data using us-dk, and
the router is configured to encode data using Chinese, data may be lost
between the router and the Web service due to codeset incompatibility.

When Artix is routing SOAP messages to a non-SOAP endpoint, such as a
Tuxedo server on a mainframe using the fixed plug-in, Artix handles the
message transformations so that the SOAP application receives responses in
the correct codeset.

For example, a Web service client in a Chinese locale encodes its requests in
eucTW and invokes on a service that is hosted on a mainframe that is
behind an Artix router, as shown in Figure 1.

Figure 1: Routing Internationalized Requests
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Routing with International Codesets

The Artix router would process the request as follows:

1.

On receiving the SOAP request, the router inspects the XML prologue
and decodes the message using the specified codeset (in this case,
eucTW).

The fixed binding plug-in then writes out the message to the
mainframe service.

When the mainframe sends its response back to the router, the fixed
binding decodes the message and passes it back to the SOAP plug-in.
The SOAP plug-in inspects the message and determines the request to
that corresponds it.

The SOAP plug-in then encodes the message using the codeset
specified in the request (in this case, eucTW), and passes the response
to the client.
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In this part This part contains the following chapters:
Artix Runtime Configuration page 69
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Artix Security page 157
CORBA page 221







In this chapter

CHAPTER 5

Artix Runtime
Configuration

Artix is based on IONA’s highly configurable Adaptive Runtime
(ART) infrastructure. This provides a high-speed, robust, and
scalable backbone for deploying integration solutions. This
chapter explains the configuration settings for the Artix
runtime.

This chapter includes the following:

ORB Plug-ins page 70
Policies page 76
Binding Lists page 81
Event Log page 88
Thread Pool Control page 90
Initial Contracts page 94
Initial References page 97
QName Aliases page 102
Reference Compatibility page 105
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ORB Plug-ins

Overview

Artix plug-ins

70

The or b_pl ugi ns variable specifies the list of plug-ins that Artix processes
load during initialization. A plug-in is a class or code library that can be
loaded into an Artix application at runtime. These plug-ins enable you to
load network transports, payload format mappers, error logging streams,
and other features on the fly.

The default or b_pl ugi ns entry includes the following:

orb_plugins = ["xmfile_|l og_streant,

"iiop_profile",

"gi op",

"iiop"];
All other plug-ins that implement bindings and transports load transparently
when the WSDL file is loaded into an application. These plug-ins do not

need to be explicitly listed in or b_pl ugi ns. Artix determines what plug-ins
are required from the content of the WSDL file.

However, plug-ins for other services (for example, for security, locator,
session manager, routing, XSLT transformation, logging, and so on) must all
be included in the or b_pl ugi ns entry.

Each network transport and payload format that Artix interoperates with
uses its own plug-in. Many of the Artix services features also use plug-ins.
Artix plug-ins include the following:

®  “Java plug-ins”.

®  “Transport plug-ins”.

®  “Payload format plug-ins”.
®  “Service plug-ins”.



Java plug-ins

Java plug-in loader

java_plugins variable

ORB Plug-ins

Plug-ins written in Java are configured differently from C++ plug-ins. For
the most part, only custom plug-ins are written in Java. However, the JMS
transport plug-in is also written in Java and requires that you configure it
appropriately.

When using a Java plug-in, you must include an entry for the Java plug-in
loader in the orb_pl ugi ns list, as shown in Example 13.

Example 13:/ncluding the Java Plug-in Loader

orb_plugins=[..., "java", ...];

In addition to including the j ava plug-in loader in the or b_pl ugi n list, you
must specify the j ava_pl ugi ns configuration variable, which lists the
names of the Java plug-ins that are to be loaded. j ava_pl ugi ns is a list like
orb_pl ugi ns. A plug-in cannot be listed in both variables. Only Java
plug-ins should be listed in j ava_pl ugi ns and the Java plug-ins should not
be listed in or b_pl ugi ns.

For example, if you are using a Java plug-in called j ava_handl er in your
application you would use the configuration similar to the fragment shown
in Example 14 to load the plug-ins.

Example 14: [oading a Java Plug-in

orb_pl ugi ns=["xm _| og_streant, "java'];
java_pl ugi ns=["j ava_handl er"] ;

Java plug-ins that are supplied by Artix, and which can be included in your
java_pl ugi ns list include the following:

java_uddi _proxy  Dynamically locates existing Web services endpoints
using the UDDI service.
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Transport plug-ins

Payload format plug-ins
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The Artix transport plug-ins are listed in Table 7.

Table 7:  Artix Transport Plug-ins

Plug-in Transport

at_http Provides support for HTTP.

htt ps Provides support for HTTPS.

iiop Provides support for CORBA IIOP.

iiop_profile | Provides support for CORBA IIOP profile.

gi op Provides support for CORBA GIOP.

t unnel Provides support for the [IOP transport using
non-CORBA payloads.

t uxedo Provides support for Tuxedo interoperability.

ny Provides support for IBM WebSphere MQ
interoperability, and MQ transactions.

tibrv Provides support for TIBCO Rendezvous
interoperability.

java Provides support for Java Message Service (JMS)
interoperability (and also for Java UDDI and custom
Java plug-ins).

The Artix payload format plug-ins are listed in Table 8.

Table 8: Artix Payload Format Plug-ins

Plug-in

Payload Format

soap

Decodes and encodes messages using the SOAP format.




Service plug-ins

ORB Plug-ins

Table 8: Artix Payload Format Plug-ins (Continued)

Plug-in Payload Format

@ Decodes and encodes messages packaged using the
G2+ + format.

fm Decodes and encodes messages packaged in FML
format.

t agged Decodes and encodes messages packed in variable
record length messages or another self-describing
message format.

tibrv Decodes and encodes TIBCO Rendezvous messages.

fixed Decodes and encodes fixed record length messages.

ws_orb Decodes and encodes CORBA messages.

The Artix service feature plug-ins are listed in Table 9.

Table 9:  Artix Service Plug-ins

Plug-in Artix Feature

bus_| oader

In a pure CORBA application, add a
bus_| oader at the end of your plug-in list
to start the bus and initialize all

BusP! ugi ns. Not needed if your
application uses I T_Bus::init.

bus_r esponse_noni t or Enables performance logging. Monitors
response times of Artix client/server
requests.

| ocat or _endpoi nt Enables endpoints to use the Artix locator
service.

ots

Enables the CORBA OTS transaction
system.
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Table 9:  Artix Service Plug-ins (Continued)

Plug-in

Artix Feature

ots lite

Enables the OTS Lite transaction system,
which supports one-phase commit
transactions.

r equest _f or war der

Enables forwarding of write requests from
slave replicas to master replicas.

routing

Enables Artix routing.

servi ce_| ocat or

Enables the Artix locator. An Artix server
acting as the locator service must load
this plug-in.

Sessi on_manager _servi ce

Enables the Artix session manager. An
Artix server acting as the session manager
must load this plug-in.

sessi on_endpoi nt _nmanager

Enables the Artix session manager.
Endpoints wishing to be managed by the
session manager must load this plug-in.

sm si npl e_pol i cy

Enables the policy mechanism for the
Artix session manager. Endpoints wishing
to be managed by the session manager
must load this plug-in.

service_|ifecycle

Enables service lifecycle for the Artix
router. This optimizes performance of the
router by cleaning up proxies/routes that
are no longer in use.

uddi _pr oxy

Dynamically locates existing Web services
endpoints using the UDDI service. See
also “java_plugins variable” on page 71.

wsat _pr ot ocol

Enables the WS-Atomic Transaction
(WS-AT) system.

ws_chain

Enables you to link together a series of
services into a multi-part process.




ORB Plug-ins

Table 9:  Artix Service Plug-ins (Continued)

Plug-in

Artix Feature

ws_coor di nati on_servi ce

Enables the WS-Coordination service,
which coordinates two-phase commit
transactions.

wsdl _publ i sh Enables Artix endpoints to publish and
use Artix object references.
wscol | oc Enables colocation for applications that

share a common binding. For example,
using the Artix transformer with an Artix
server, you can colocate both processes.
Instead of passing messages through the
messaging stack, messages are passed
directly between the two, improving
performance.

xm file_log_stream

Enables you to view Artix logging output
in a file.

xsl t

Enables Artix to process XSLT scripts.
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Policies

Overview

The pol i ci es namespace contains variables that control the publishing of
server and client hostnames. These include the following:

® policies:http:client_address_nmode_policy: | ocal _host nane

b policies:at_http: server_address_node_pol i cy: publ i sh_host nane
o policies:at_http: server_address_nmode_policy: | ocal _host nane

® policies: http: server_address_node_pol i cy: port _range

b policies:iiop:server_address_nmode_pol i cy: publ i sh_host nane

® policies:iiop:server_address_node_policy: | ocal _host nane

® policies:iiop:server_address_node_policy: port_range

b pol i ci es: soap: server _addr ess_node_pol i cy: publ i sh_host nane

o pol i ci es: soap: server _address_node_pol i cy: | ocal _host nane

policies:http:client_address_mode_policy:local_hostname
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policies:http:client_address_node_policy: | ocal _host name specifies
the outgoing client hostname. This enables you to explicitly specify the
hostname that the client binds on, when initiating a TCP connection.

This provides support for multi-homed client host machines with multiple
hostnames or IP addresses (for example, those using multiple DNS aliases
or multiple network interface cards).

For example, if you have a client machine with two network addresses
(207. 45. 52. 34 and 207. 45. 52. 35), you can explicitly set this variable to
either address:

policies:http:client_address_node policy: | ocal _host nane =
"207.45.52. 34";

This variable accepts any valid string value. By default, the I ocal _host nane
variable is unspecified, and the client uses the 0. 0. 0. 0 wildcard address. In
this case, the network interface card used is determined by the operating
system.



Policies

policies:at_http:server_address_mode_policy:publish_hostname

policies:at_http: server_address_node_pol i cy: publ i sh_host nane
specifies how the server's address is published in dynamically generated
Artix contracts. For example:

pol i ci es: at _http: server_address_node_pol i cy: publ i sh_host name="f al se";

When set this policy is set to f al se, the dynamically generated contract
publishes the IP address of the running server in the htt p: addr ess element
describing the server’s location. This is the default behavior.

When this policy is set to t rue, the hostname of the machine hosting the
running server is published in the htt p: addr ess element describing the
server’s location.

If you are using the wsdl _publ i sh plug-in, the following values also apply:

canoni cal Publishes the fully qualified hostname of the machine in the
dynamic WSDL (for example
htt p: // nyhost . nydomai n. com.

unqual i fied Publishes the unqualified local hostname of the machine in
the dynamic WSDL. This does not include domain name
with the hostname (for example, htt p: // nyhost ).

i paddr ess Publishes the IP address associated with the machine in the
dynamic WSDL (for example http://10. 1. 2. 3).

policies:at_http:server_address_mode_policy:local_hostname

poli ci es:

policies:at_http: server_address_node_pol i cy: | ocal _host nane
specifies the server hostname that is published in dynamically generated
Artix contracts. For example:

at _http: server_address_node_pol i cy: | ocal _host name="207. 45. 52. 34";

This variable accepts any valid string value. The specified hostname is
published in the ht t p: addr ess element, which describes the server's
location. If no hostname is specified,

policies:at_http: server_address_node_pol i cy: publ i sh_host nane is
used instead.
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policies:http:server_address_mode_policy:port_range

pol i ci es: htt p: server_address_node_pol i cy: port _r ange specifies a
range of HTTP ports in the following format: FronPort : ToPort

For example:

pol i ci es: http: server _address_node_pol i cy: port _range="4003: 4008";

Note: The specified port _range has no effect when a fixed TCP port is
specified for the SOAP address in the WSDL contract. The WSDL setting
takes precedence over the configuration file setting.

policies:iiop:server_address_mode_policy:publish_hostname

pol i ci es:iiop: server_address_node- pol i cy: publ i sh_host nane specifes
whether IIOP exports hostnames or IP addresses in published profiles.
Defaults to f al se (exports IP addresses, and does not export hostnames). To
use hostnames in object references, set this variable to true, as in the
following file-based configuration entry:

pol i ci es:iiop: server_address_node_pol i cy: publ i sh_host nanme=t r ue

policies:iiop:server_address_mode_policy:local_hostname
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policies:iiop:server_address_node_policy: | ocal _host nane enables
you to explicitly specify the host name that the server listens on and
publishes in its IORs.

For example, if you have a machine with two network addresses
(207. 45. 52. 34 and 207. 45. 52. 35), you can explicitly set this variable to
either address:

pol i ci es:iiop:server_address_node_pol i cy: | ocal _host nane =
"207. 45. 52. 34";

By default, the I ocal _host nane variable is unspecified.



Policies

policies:iiop:server_address_mode_policy:port_range

policies:iiop:server_address_node_pol i cy: port_range specifies the
range of ports that a server uses when there is no well-known addressing
policy specified for the port. Specified values take the format of

FronPort : ToPort , for example:

pol i ci es:iiop: server_address_node_pol i cy: port _range="4003: 4008"

policies:soap:server_address_mode_policy:publish_hostname

pol i ci es: soap: server_addr ess_node_pol i cy: publ i sh_host name specifies
how the server's address is published in dynamically generated Artix
contracts. For example:

pol i ci es: soap: server _addr ess_node_pol i cy: publ i sh_host nane="f al se";

When set this policy is set to f al se, the dynamically generated contract
publishes the IP address of the running server in the soap: addr ess element
describing the server's location. This is the default behavior.

When this policy is set to t rue, the hostname of the machine hosting the
running server is published in the soap: addr ess element describing the
server's location.

If you are using the wsdl _publ i sh plug-in, the following values also apply:
canoni cal Publishes the fully qualified hostname of the machine in the

dynamic WSDL (for example
ht t p: / / nyhost . nydomai n. com.

unqual i fied Publishes the unqualified local hostname of the machine in
the dynamic WSDL. This does not include domain name
with the hostname (for example, htt p: // nyhost ).

i paddr ess Publishes the IP address associated with the machine in the
dynamic WSDL (for example http://10. 1. 2. 3).
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policies:soap:server_address_mode_policy:local_hostname

pol i ci es: soap: server_address_node_pol i cy: | ocal _host nare specifies
the server hostname that is published in dynamically generated Artix
contracts. For example:

pol i ci es: soap: server _addr ess_node_pol i cy: | ocal _host nane="207. 45. 52. 34";

This variable accepts any valid string value. The specified hostname is
published in the soap: addr ess element, which describes the server's
location. If no hostname is specified,

pol i ci es: soap: server _address_node_pol i cy: publ i sh_host nane is used
instead.
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Binding Lists

Overview

client_binding_list

When using Artix's CORBA functionality you need to configure how Artix
binds itself to message interceptors. The Artix bi ndi ng namespace contains
variables that specify interceptor settings. An interceptor acts on a message
as it flows from sender to receiver.

Computing concepts that fit the interceptor abstraction include transports,
marshaling streams, transaction identifiers, encryption, session managers,
message loggers, containers, and data transformers. Interceptors are based
on the “chain of responsibility” design pattern. Artix creates and manages
chains of interceptors between senders and receivers, and the interceptor
metaphor is a means of creating a virtual connection between a sender and
a receiver.

The bi ndi ng namespace includes the following variables:

client_binding_list
® server_binding_list

Artix provides client request-level interceptors for OTS, GIOP, and POA
collocation (where server and client are collocated in the same process).
Artix also provides and message-level interceptors used in client-side
bindings for IIOP, SHMIOP and GIOP.

The bi ndi ng: cl i ent _bi ndi ng_I i st specifies a list of potential client-side
bindings. Each item is a string that describes one potential interceptor
binding. The default value is:

bi ndi ng: cl i ent_binding_list = ["OIS+PQA Col oc", "PQA Col oc", "OTrS+@ CP+l | CP', "A CP+l | CP'] ;

Interceptor names are separated by a plus (+) character. Interceptors to the
right are “closer to the wire” than those on the left. The syntax is as follows:

®  Request-level interceptors, such as G aP, must precede message-level
interceptors, such as I 1 CP.

® 3 CPor P col oc must be included as the last request-level
interceptor.
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server_binding_list
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®  Message-level interceptors must follow the G CP interceptor, which
requires at least one message-level interceptor.

® The last message-level interceptor must be a message-level transport
interceptor, such as | | CP or SHV CP.

When a client-side binding is needed, the potential binding strings in the list
are tried in order, until one successfully establishes a binding. Any binding
string specifying an interceptor that is not loaded, or not initialized through
the orb_pl ugi ns variable, is rejected.

For example, if the ot s plug-in is not configured, bindings that contain the
Ors request-level interceptor are rejected, leaving [ " PQA Col oc",

"A P+ I CP', "A COP+SHM COP'] . This specifies that POA collocations should
be tried first; if that fails, (the server and client are not collocated), the G cP
request-level interceptor and the I I GP message-level interceptor should be
used. If the ot s plug-in is configured, bindings that contain the OrS request
interceptor are preferred to those without it.

bi ndi ng: server _bi ndi ng_l i st specifies interceptors included in
request-level binding on the server side. The POA request-level interceptor is
implicitly included in the binding.

The syntax is similar to cl i ent _bi ndi ng_l i st. However, in contrast to the
client_binding_list, the left-most interceptors in the

server _binding_list are “closer to the wire”, and no message-level
interceptors can be included (for example, 11 CP). For example:

bi ndi ng: server_binding_list = ["OrS',""];

An empty string (*") is a valid server-side binding string. This specifies that
no request-level interceptors are needed. A binding string is rejected if any
named interceptor is not loaded and initialized.

The default server_binding_list is["Ors', ""]. If the ots plug-in is not
configured, the first potential binding is rejected, and the second potential
binding (") is used, with no explicit interceptors added.
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Binding Lists for Custom Interceptors

Overview The bi ndi ng: arti x namespace includes variables that configure Artix
applications to use custom interceptors.
Artix interceptors are listed in the order that they are invoked on a message
when it passes through a messaging chain. For example, if a server request
interceptor list is specified as "i nt er cept or _1+i nt er cept or_2", the
message is passed into i nterceptor _1 as it leaves the binding. When
i nter cept or _1 processes the message, it is passed into i nt er cept or _2 for
more processing. i nt er cept or _2 then passes the message along to the
application code.
The interceptor chain is specified as a single string, and each interceptor
name must be separated by a + character (for example,
"interceptor_1+ nterceptor_2+ nterceptor_3").
The variables in the bi ndi ng: arti x namespace are as follows:
® client_nessage interceptor_list
® client_request_interceptor_|ist
hd server _nessage_i nterceptor_|ist

® server_request_interceptor_list

These settings apply to all services activated in a single Artix bus. See also
“Configuring interceptor chains at service port level” on page 85.

client_message_interceptor_list

bi ndi ng: arti x: client_nessage_i nterceptor_list is a string that
specifies an ordered list of message-level interceptors for a Java or C++
client application. Each interceptor is separated using a + character, for
example:

bi ndi ng: arti x: cl i ent_message_i nterceptor_|ist =
"i nterceptor_1+interceptor_2";

There is no default value.
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client_request_interceptor_list

bi ndi ng: artix: client_request_interceptor_list is a string that
specifies an ordered list of request-level interceptors for a Java or C++
client application. Each interceptor is separated using a + character, for
example:

bi nding: artix: client_request_interceptor_list =
"interceptor_1+interceptor_2";

There is no default value.

server_message_interceptor_list

bi ndi ng: arti x: server_nessage_i nterceptor_|ist is a string that
specifies an ordered list of message-level interceptors for a Java or C++
server application. Each interceptor is separated using a + character, for
example:

bi ndi ng: arti x: server_message_i nterceptor_list =
"i nterceptor_1+interceptor_2";

There is no default value.

server_request_interceptor_list
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bi ndi ng: arti x: server_request _i nterceptor_list is a string that
specifies an ordered list of request-level interceptors for a Java or C++
server application. Each interceptor is separated using a + character, for
example:

bi ndi ng: arti x: server_request _interceptor_list =
"i nterceptor_1+i nterceptor_2";

There is no default value.
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Configuring interceptor chains at  Each of the variables in the bi ndi ng: arti x namespace can also be specified

service port level at the level of a service port. This more fine-grained approach enables you to
configure different interceptor chains for different endpoints in the same
application. For example:

bi ndi ng: artix: client_request_interceptor_|ist:Servi ce@rane: Port Nane=
“interceptor_1+interceptor_2";

bi ndi ng: arti x: server _request _i nterceptor_|ist: Servi ce@ane: Port Nane=
“interceptor_1+interceptor_2";

bi ndi ng: artix: client_nessage_interceptor_|ist: Servi ce@iane: Port Nane=
"interceptor_1+interceptor_2";

bi ndi ng: arti x: server_nmessage_i nterceptor_| i st: Servi ce@ane: Port Nane=
“interceptor_1+interceptor_2"";

The syntax of a Servi ceQrane is NamespacelUR! :Local Part . The following
example shows a service defined as FooSer vi ce with a target namespace of
htt p: / / waw. nyco. comi nyser vi ce:

bi ndi ng: arti x: client_request_interceptor_list:http://ww. nyco.con nyser Vi ce: FooSer vi ce: FooPort =
"interceptor_1+interceptor_2";
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Interceptor Factory Plug-in

Overview

An Artix plug-in that implements an interceptor is dynamically loaded when
the interceptor name is specified in the binding list (see “Binding Lists for
Custom Interceptors” on page 83).

You must either include the interceptor plug-in name in your or b_pl ugi ns
list, or specify an interceptor factory plug-in.

interceptor_factory:/nterceptorFactoryName:plugin

C+ +applications
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i nterceptor_factory: | ntercept or Fact or yNane: pl ugi n specifies the name
of the plug-in used by a custom interceptor. The format of this variable is as
follows:

interceptor_factory:|nterceptorFact oryNane: pl ugi n="F ugi nNane";
For example,
interceptor_factory: TestInterceptor: plugin= "test_interceptor";

You do not need to add such configuration for the interceptors that are
implemented internally by the various Artix plug-ins (for example, securi ty,
service_lifecycle,andartix_response_tine_i nterceptor). These are all
hard coded already.

The following names are used in this syntax:

®  The name of the interceptor factory: I nt er cept or Fact or yName

® If the interceptor is implemented as a plug-in, the name of the plug-in:
(Pl ugi nNane)

®  The name of the shared library that hosts the plug-in: Shar edLi bNane

You must always specify the mapping between the plug-in name and the
shared library name, using the following configuration syntax:

pl ugi ns: Pl ugi nNane: shl i b_name = " Shar edLi bNane";



Java applications

Binding Lists for Custom Interceptors

There are two ways in which a plug-in can be loaded:
L]

Specify the plug-in name in the ORB plug-ins list, for example:
orb_plugins =[ ..., "PluginNane", ... ];

Using this approach, the plug-in is loaded during ORB initialization.

Configure a mapping between an interceptor factory name and the
plug-in name as follows:

interceptor_factory:|nterceptor Fact or yNane: pl ugi n="F ugi nNane" ;

Using this approach, the plug-in is loaded when the interceptor list is
parsed.

For Java applications, the interceptor factory is called a Handl er Fact ory.
This can be registered with the Artix bus in either of the following ways:

®  Write a Java plug-in and register a handler factory inside the plug-in.

For details, see Developing Artix Applications in Java.

Register directly with the Artix bus in your server or client mainline
code. If you use this approach, you do not need any additional plug-in
configuration, just specify the interceptor factory names in the list.

The Handl er Fact ory should be registered before registering the servant
on the server side, and before creating the client proxy base on the
client-side. The public APl is:

bus. r egi st er Hand! er Fact or y( new M/Handl er Factory()) ;

For more details, see Developing Artix Applications in Java.
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Event Log

Overview

event_log:filters
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The event _I og namespace control logging levels in Artix. It contains the
following variables:

® event_log:filters

® event_log:filters:bus:pre filter

The event _| og: fil ters variable can be set to provide a wide range of
logging levels. The default event | og: filters setting displays errors only:

event _log:filters = ["*=FATAL+ERRCR'] ;
The following setting displays errors and warnings only:
event _log:filters = ["*=FATAL+ERRCRtWARN NG'] ;

Adding | NFO_MED causes all of request/reply messages to be logged (for all
transport buffers):

event _log:filters = ["*=FATAL+ERROR*WARN NG+l NFO MED'] ;

The following setting displays typical trace statement output (without the
raw transport buffers being printed):

event _log:filters = ["*=FATAL+ERROR*WARN NGH NFO H "] ;
The following setting displays all logging:
event _log:filters = ["*=*"];

The default configuration settings enable logging of only serious errors and
warnings. For more exhaustive output, select a different filter list at the
default scope, or include a more expansive event | og: filters setting in
your configuration scope.



Event Log

event_log:filters:bus:pre_filter

event | og:filters:bus:pre_filter provides filtering of log messages that
are sent to the Event Log before they are output to the LogSt ream This
enables you to minimize the time spent generating log messages that will be
ignored. For example:

event _log:filters:bus:pre_filter = "WARNFERRCR+FATAL";
event _log:filters = ["|T_BUSSFATAL+ERRCR', "I T_BUS. Bl NDI NG=*"];

In this example, only WARNI NG ERRCR and FATAL priority log messages are
sent to the Event Log. This means that no processing time is wasted
generating strings for | NFOlog messages. The Event Log then only sends
FATAL and ERRCR log messages to the LogSt r eamfor the 1 T_BUS subsystem.

Note: event_log:filters:bus:pre_filter defaults to* (all messages).
You should set this variable to improve performance.
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Thread Pool Control

Overview

Threading variables

thread_pool:initial_threads
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Variables in the t hread_pool namespace set policies related to thread
control. Thread pools can be configured at several levels, where the more
specific configuration settings take precedence over the less specific. They
can be set globally for Artix instances in a configuration scope, or they can
be set on a per-service basis.

To set the values globally, use the following syntax:
thread_pool : Vari abl eNane

To set the values on a per-service basis, specify the service name (and
optionally the service URI) from the Artix contract. The syntax is as follows:

t hread_pool : Vari abl eNane: Servi ceUR : Servi ceNane

This namespace includes following variables:
hd thread_pool :initial_threads

® thread_pool : hi gh_wat er _nark

® thread_pool : | ow wat er _mark

hd t hread_pool : max_queue_si ze

® thread_pool : stack_si ze

The following variable applies to work queues:

®  service: owns_wor kqueue

thread_pool :initial _threads sets the number of initial threads in each
port’s thread pool. Defaults to 2.

This variable can be set at different levels in your configuration. The
following is a global setting:

thread pool :initial _threads = "3";



Thread Pool Control

The following setting is at the service name level, which overrides the global
setting:

thread pool :initial _threads: Sessi onvanager = "1";
The following setting is at the fully-qualified service name level:
thread pool :initial _threads: http://ny.tnsl/: Sessi onManager= "1";

This overrides the service name level, and is useful when there is a naming
clash with service names from two different namespaces.

thread_pool:high_water_mark

thread_pool : hi gh_wat er _mar k sets the maximum number of threads
allowed in each service’s thread pool. Defaults to 25.

This variable can be set at different levels in your configuration. The
following is a global setting:

thread_pool : hi gh_water _mark = "10";

The following setting is at the service name level, which overrides the global
setting:

t hread_pool : hi gh_wat er _nar k: Sessi onManager = "10";
The following setting is at the fully-qualified service name level:
thread_pool : hi gh_wat er _mark: http://ny.tnsl/: Sessi onManager = " 10";

This overrides the service name level, and is useful when there is a naming
clash with service names from two different namespaces.
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thread_pool:low_water_mark

thread_pool : | ow wat er _mark sets the minimum number of threads in each
service's thread pool. Artix will terminate unused threads until only this
number exists. Defaults to 5.

This variable can be set at different levels in your configuration. The
following is a global setting:

thread pool : |l ow water_mark = "5";

The following setting is at the service name level, which overrides the global
setting:

thread_pool : | ow wat er _nar k: Sessi onManager = "5";
The following setting is at the fully-qualified service name level:
thread_pool : | ow wat er _mark: http://ny. tnsl/: Sessi onManager = "5";

This overrides the service name level, and is useful when there is a naming
clash with service names from two different namespaces.

thread_pool:max_queue_size
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t hread_pool : max_queue_si ze specifies the maximum number of request
items that can be queued on the internal work queue. If this limit is
exceeded, Artix considers the server to be overloaded, and gracefully closes
down connections to reduce the load. Artix rejects subsequent requests until
there is free space in the work queue.

Defaults to - 1, which means that there is no upper limit on the size of the
request queue. In this case, the maximum work queue size is limited by
how much memory is available to the process.

The following is a global setting:

t hread_pool : max_queue_si ze = "10";



thread_pool:stack_size

service:owns_workqueue

Thread Pool Control

The following setting is at the service name level, which overrides the global
setting:

t hread_pool : max_queue_si ze: Sessi onManager = "10";
The following setting is at the fully-qualified service name level:
thread_pool : max_queue_si ze: http: //ny. t nsl/: Sessi onManager = "10";

This overrides the service name level, and is useful when there is a naming
clash with service names from two different namespaces.

thread_pool : st ack_si ze specifies the stack size for each thread. The stack
size is specified in bytes. The default is the following global setting:

thread_pool : st ack_si ze = 1048576;

The following setting is at the service name level, which overrides the global
setting:

t hread_pool : st ack_si ze: Sessi onManager = "1048576";
The following setting is at the fully-qualified service name level:
thread_pool : st ack_si ze: htt p: // ny. t ns1/: Sessi onManager = " 1048576";

This overrides the service name level, and is useful when there is a naming
clash with service names from two different namespaces.

ser vi ce: owns_wor kqueue specifies whether the service can own a
workqueue. If this variable is set to t r ue, the service can own a workqueue,
if needed. For example, this means that if your application calls

Servi ce: : get _wor kqueue(), this creates and returns a work queue specific
to that service.

If this variable is set to is false, the service never owns a work queue. It uses
the bus work queue. The default value is t r ue.
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Overview

container
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Initial contracts specify the location of the WSDL contracts for Artix services.
This provides a uniform mechanism for bootstrapping Artix services and
contracts, and enables user code to be written in a location transparent way.
Because these variables are in the global scope of arti x. cf g, every
application can access the contracts. These contracts specify a | ocal host : 0
port, which means that the operating system assigns a TCP/IP port on
startup.

To explicitly set a port, copy the relevant WSDL contract to another location,
and edit it to include the port. In the application scope, add a

bus:initial _contract:url entry that points to the edited WSDL file. The
bus:initial _contract:url namespace includes the following variables:

®  container

® locator
®  peer nanager

sessi onnanager

sessi onendpoi nt nanager
uddi _i nquire

®  uddi _publish

| ogi n_service

bus:initial _contract: url:container specifies the location of the WSDL
contract for the Artix container serivice. For example:

bus:initial _contract:url:container =
“Install Dir/artix/Version/wsdl /contai ner.wsdl “;



locator

peermanager

sessionmanager

sessionendpointmanager

Initial Contracts

bus:initial _contract:url:locator specifies the location of the WSDL
contract for the Artix locator serivice. For example:

bus:initial _contract:url:locator =
"Instal I Dir/artix/Version/wsdl /| ocator.wsdl";

bus:initial _contract: url: peermanager specifies the location of the
WSDL contract for the Artix peer manager. For example:

bus:initial_contract:url:peernanager =
“Instal | Dir/artix/ Versi on/ wsdl / peer - manager . wsdl *;

bus:initial _contract: url:sessi onmanager specifies the location of the
WSDL contract for the Artix session manager. For example:

bus:initial_contract:url:sessionmanager =
“Instal | Dir/artix/ Versi on/ wsdl / sessi on- manager . wsdl " ;

bus:initial _contract: url:sessi onendpoi nt manager specifies the location
of the WSDL contract for the Artix session endpoint manager. For example:

bus:initial _contract:url:sessi onendpoi nt nanager =
“Instal | D r/artix/ Versi on/ wsdl / sessi on- manager . wsdl *;
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uddi_inquire

uddi_publish

login_service

Further information
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bus:initial _contract: url:uddi _i nquire specifies the location of the
WSDL contract for the Artix UDDI inquire service. For example:

bus:initial _contract:url:uddi _inquire =
“Instal I Dir/artix/ Version/wsdl /uddi / uddi _v2. wsdl *;

bus:initial _contract: url:uddi _publish specifies the location of the
WSDL contract for the Artix UDDI publish service. For example:

bus:initial _contract:url:uddi _publish =
“Instal I Dir/artix/ Version/wsdl /uddi / uddi _v2. wsdl *;

bus:initial _contract:url:login_service specifies the location of the
WSDL contract for the Artix peer manager. For example:

bus:initial _contract:url:login_service =
"Install Dr/artix/Version/wsdl /| ogi n_service.wsdl";

For more information on bootstrapping, see Deploying and Managing Artix
Solutions.


../deploy/index.htm
../deploy/index.htm

Initial References

Initial References

Overview

locator

Initial references provide a uniform mechanism for bootstrapping servers
and clients so that they can communicate with services deployed in the Artix
container. This enables user code to be written in a location transparent
way. The bus:ini tial _references hamespace includes the following
variables:

® locator

®  peer nanager

®  sessi onmanager

®  sessi onendpoi nt nanager

®  uddi_inquire

®  uddi _publish

® login_service

®  contai ner

bus:initial _references:url:|ocator specifies the location of an initial
reference to the Artix locator service. For example:

bus:initial_references:url:locator = "./locator.ref";

For example, the I ocat or. ref initial reference file can be generated using
the following command:

it_container_adnin -contai ner ContainerService.url
- publ i shref erence -service
{http://ws.iona. con | ocator}LocatorService -file | ocator.ref

In this example, i t _cont ai ner _adni n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a locator service. The same
command can be used when a server or a client obtains a reference.
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peermanager

sessionmanager
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bus:initial _references:url:peernmanager specifies the location of an
initial reference to the Artix peer manager service. For example:

bus:initial _references:url:peernanager = "./peernanager.ref";

For example, the peer manager . ref initial reference file can be generated
using the following command:

it_container_adnin -contai ner ContainerService.url
- publ i shref erence -service
{http://ws.iona. coni peer_manager } Peer Manager Servi ce -file
peer manager . r ef

In this example, i t _cont ai ner _admi n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a peer manager service.
The same command can be used when a server or a client obtains a
reference.

bus:initial _references: url:sessi onmanager specifies the location of an
initial reference to the Artix session manager service. For example:

bus:initial _references: url: sessionmanager =
". [ sessi onnanager . ref";

For example, the sessi onmanager . ref initial reference file can be generated
using the following command:

it_container_adnm n -contai ner ContainerService.url
- publ i shr ef erence -service
{http://ws.iona. coni sessi onnanager } Sessi onManager Ser vi ce
-fil e sessi onmanager . ref

In this example, i t _cont ai ner _admi n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a session manager service.
The same command can be used when a server or a client obtains a
reference.



sessionendpointmanager

uddi_inquire

Initial References

bus:initial _references: url:sessi onendpoi nt manager specifies the
location of an initial reference to the Artix session endpoint manager service.
For example:

bus:initial _references: url:sessi onendpoi nt mranager =
",/ sessi onendpoi nt nanager . ref";

For example, the sessi onendpoi nt manager . r ef initial reference file can be
generated using the following command:

it_contai ner_adm n -contai ner ContainerService. url

- publ i shr ef erence -service
{http://ws.iona. coni sessi onnmanager } Sessi onEndpoi nt Manager Ser vi ce
-fil e sessi onendpoi nt manager . r ef

In this example, it _cont ai ner _adni n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a session endpoint
manager service. The same command can be used when a server or a client
obtains a reference.

bus:initial _references:url:uddi_inquire specifies the location of an
initial reference to the Artix UDDI inquire service. For example:

bus:initial _references:url:uddi _inquire = "./uddi _inquire.ref";

For example, the uddi _i nqui re. ref initial reference file can be generated
using the following command:

it_container_adnin -container ContainerService. url
- publ i shref erence -service
{http://wwviona. coniuddi _over_artix}UDD _I nquireService
-file uddi _inquire.ref

In this example, i t _cont ai ner _adni n asks the Artix container service in
Cont ai ner Ser vi ce. url to publish a reference to a UDDI inquire service. The
same command can be used when a server or a client obtains a reference.
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uddi_publish

login_service
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bus:initial _references:url:uddi_publish specifies the location of an
initial reference to the Artix UDDI publish service. For example:

bus:initial_references:url:uddi _publish = "./uddi_publish.ref";

For example, the uddi _publ i sh. ref initial reference file can be generated
using the following command:

it_container_adnin -contai ner ContainerService.url
- publ i shref erence -service
{http://ww.iona. coniuddi _over_artix}UDD _PublishService
-file uddi _publish. ref

In this example, i t _cont ai ner _admi n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a UDDI publish service.
The same command can be used when a server or a client obtains a
reference.

bus:initial _references:url:login_service specifies the location of an
initial reference to the Artix login service. For example:

bus:initial _references:url:|ogin_service =
"./login_service.ref";

For example, the 1 ogi n_servi ce. ref initial reference file can be generated
using the following command:

it_container_adnm n -contai ner ContainerService.url
- publ i shr ef erence -service
{http://ws.iona.conil ogi n_service}Logi nServi ce -file
| ocator. ref

In this example, i t _cont ai ner _admi n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a login service. The same
command can be used when a server or a client obtains a reference.



container

Further information

Initial References

bus:initial _references:url:container specifies the location of an initial
reference to the Artix container service. For example:

bus:initial _references:url:container = "./container.ref";

For example, the cont ai ner. ref initial reference file can be generated using
the following command:

it_container_adnin -contai ner Contai nerService. url
- publ i shref erence -service
{http://ws.iona. com cont ai ner} Cont ai ner Servi ce -file
cont ai ner. r ef

In this example, i t _cont ai ner _adni n asks the Artix container service in
Cont ai ner Servi ce. url to publish a reference to a container service. The
same command can be used when a server or a client obtains a reference.

For more information on bootstrapping, see Deploying and Managing Artix
Solutions.
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QName aliases are shorthand names for services in Artix configuration files.
QNames are specified in the following format:

{NarrespaceUR } Local Part

For example: {http://ws.iona. con | ocat or} Locat or Ser vi ce. In this case,
the bus:initial _references:url:locator variable is used as a shorthand
instead of a more verbose format, such as

bus:initial _references:url:LocatorService: http://ws.iona.conlloca
tor.

The bus: gnane_al i as namespace includes the following variables:

®  container

® locator

®  peer nanager

®  sessi onmanager

®  sessi onendpoi nt nanager

® uddi_inquire

®  uddi _publish

® login_service

bus: gnanme_al i as: cont ai ner specifies the QName alias for the Artix
container service. For example:

bus: gnane_al i as: cont ai ner =
"{http://ws.iona.conicontainer}Contai ner Servi ce";



locator

peermanager

sessionmanager

sessionendpointmanager

QName Aliases

bus: gname_al i as: | ocat or specifies the QName alias for the Artix locator
service. For example:

bus: gnane_al i as: | ocator =
"{http://ws.iona.conil ocator}Locator Servi ce";

bus: gname_al i as: peer manager specifies the QName alias for the Artix peer
manager service. For example:

bus: gnane_al i as: peer manager =
"{http://ws.iona.comnl peer nanager } Peer Manager Ser vi ce";

bus: gnane_al i as: sessi onmanager specifies the QName alias for the Artix
session manager service. For example:

bus: gnane_al i as: sessi onnanager =
"{http://ws.iona.conl sessi onmanager } Sessi onManager Ser vi ce";

bus: gnane_al i as: sessi onendpoi nt mranager specifies the QName alias for
the Artix session endpoint manager service. For example:

bus: gnane_al i as: sessi onendpoi nt manager =

"{http://ws.iona. com sessi onmanager } Sessi onEndpoi nt Manager Ser vi ce";

103



CHAPTER 5 | Artix Runtime Configuration

uddi_inquire

uddi_publish

login_service

Further information

104

bus: gnare_al i as: uddi _i nqui r e specifies the QName alias for the Artix
UDDI inquire service. For example:

bus: gnane_al i as: uddi _inquire =
"{http://vww iona.conduddi _over_artix}UDD _I nquireService";

bus: gnare_al i as: uddi _publ i sh specifies the QName alias for the Artix
UDDI publish service. For example:

bus: gnane_al i as: uddi _publ i sh =
"{http://vww iona.conuddi _over_artix}UDD _PublishService";

bus: gnane_al i as: | ogi n_ser vi ce specifies the QName alias for the Artix
login service. For example:

bus: gnane_al i as: | ogi n_servi ce =
"{http://ws.iona.con | ogi n_service}Logi nServi ce";

For more information on bootstrapping, see Deploying and Managing Artix
Solutions.
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Reference Compatibility

Reference Compatibility

Overview In Artix 3.0.1, the references produced by Artix no longer use a hard coded
ref erence_properti es element name. Instead, references use extension
element names that are described in the port definition.

Artix 3.0.1 reference format
For example, when using SOAP, an Artix 3.0.1 stringified reference has the
following format:

<?xm version='"1.0" encoding="utf-8 ?>
<ni:reference service="n2: Account Servi ce"
wsdl Locat i on="fil e:./bank. wsdl "
xm ns: xs="ht t p: / / waw. W3. or g/ 2001/ XM_Schena"
xm ns: mL="htt p://ww i ona. com bus"
xm ns: m2="ht t p: // wwv i ona. cond bus/ t est s"

xm ns: xsi ="htt p: // ww w3. or g/ 2001/ XM_Schena- i nst ance" >
<port name="Account Port" bi ndi ng="n®2: Account Bi ndi ng" >
<n8: addr ess xsi :type="n8:t Addr ess"

| ocation="http://| ocal host: 999/ Account Ser vi ce/ Account Port /"
xm ns: nB="htt p: // schenas. xnm soap. or g/ wsdl / soap/ " >
</ n8: addr ess>
</ port>
</ mi: r ef er ence>
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Pre-Artix 3.0.1 reference format
In earlier versions, stringified references had the following format:

<?xm version='1.0" encodi ng="utf-8" ?>
<ni: ref erence servi ce="nR: Account Servi ce"
wsdl Location="fil e:./bank. wsdl "
xm ns: xs="htt p: // waw. wW3. or g/ 2001/ XM_Schena"
xm ns: ml="ht t p: // ww. i ona. con bus"
xm ns: nR="ht t p: // wwv. i ona. com bus/ t est s"
xm ns: xsi ="htt p: // wwn W3. or g/ 2001/ XM_Schena- i nst ance" >

<port name="Account Port" bi ndi ng="n®: Account Bi ndi ng" >
<reference_properties xsi:type="n8:tAddress"
l ocati on="http://| ocal host: 999/ Account Servi ce/ Account Port/"
xm ns: nB="htt p: // schenas. xn soap. or g/ wsdl / soap/ ">
</reference_properties>
</ port >
</ mi: r ef erence>

Note: This change is wire incompatible with previous versions of Artix.

bus:reference_2.1_compat

bus: reference_2.1 conpat specifies backward compatability with pre-Artix
3.0.1 versions of a reference. For example:

bus:reference_2.1 conpat = "true";

If this variable is set to t rue, the reference is generated in the pre-Artix
3.0.1 format. If this is not set or set to f al se, references are generated in
the Artix 3.0.1 format.

106



Overview

In this chapter

CHAPTER 6

Artix Plug-in
Configuration

Artix is built on IONA’s Adaptive Runtime architecture (ART),
which enables users to configure services as plugins to the
core product. This chapter explains the configuration settings
for Artix-specific plug-ins.

Each Artix transport, payload format, and service has properties that are
configurable as plug-ins to the Artix runtime. The variables used to configure
plug-in behavior are specified in the configuration scopes of each Artix
runtime instance, and follow the same order of precedence. A plug-in setting
specified in the global configuration scope is overridden by a value set in a
narrower scope.

For example, if you set pl ugi ns: rout i ng: use_pass_t hr ough to true in the
global scope, and set it to f al se in the ny_app scope, all Artix runtimes,
except for those running in the ny_app scope, use t r ue for this value. Any
Artix instance using the ny_app scope uses f al se for this value.

This chapter includes the following:

Bus page 109
CA WSDM Observer page 111
Container page 114
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Database Environment page 115
Java Message Service page 121
Local Log Stream page 123
Locator Service page 126
Locator Endpoint Manager page 128
Peer Manager page 130
Response Time Collector page 131
Routing Plug-in page 134
Service Lifecycle page 138
Session Manager page 140
Session Endpoint Manager page 141
Session Manager Simple Policy page 142
SOAP Plug-in page 143
Transformer Service page 144
Tuxedo Plug-in page 147
Web Service Chain Service page 148
WSDL Publishing Service page 150
XML File Log Stream page 152
Custom Plug-ins page 155




Bus

Bus

Overview

The pl ugi ns: bus hamespace includes the following variables:
® pl ugi ns: bus: regi st er _cl i ent _cont ext

b pl ugi ns: bus: def aul t _t x_provi der: pl ugi n

plugins:bus:register_client_context

pl ugi ns: bus: regi ster_client_cont ext specifies whether to register a
client context. You can enable registration of client contexts as follows:

pl ugi ns: bus: regi ster_client_context = "true";

The client context provides information about the origin of the incoming
request (for example, its original IP address). By default, the context is not
registered. This avoids any extra overhead associated with obtaining this
information and populating the context.

plugins:bus:default_tx_provider:plugin

pl ugi ns: bus: def aul t _t x_pr ovi der: pl ugi n specifies the default
transaction system used by Artix when a new transaction is started by
bus. transactions(). begi n_transaction(). The specified value is the
plug-in name of the transaction system provider plug-in. The available
values are:

ots_tx_provider Uses OTS as the transaction provider. Creates either an
OTS Lite (single-resource) or OTS Encina
(multi-resource) transaction. This is the default setting.
For details of the additional configuration used to specify
whether OTS Lite or OTS Encina is used, see Chapter 8.

wsat _t x_provi der Uses a WS-Coordination/WS-AtomicTransaction
provider. The coordination service can either be run
in-process or inside the Artix container.
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Selecting a transaction provider

The choice of which transaction provider to use depends on the type of Artix
binding your application uses. If most of your communication is over a
CORBA binding, use ot s_t x_provi der. If most of your communication uses
a SOAP binding, use wsat _t x_pr ovi der .

In both cases, Artix automatically interposes a transaction context of the
correct type when a call is made over a particular binding. For example, if
the default provider is OTS, and the application makes an outbound SOAP
call, Artix includes a WS-AtomicTransaction SOAP header in the SOAP call.
In this case, the transaction is still coordinated by OTS.

Similarly, if the default provider is WSAT, and a CORBA call is made, Artix
automatically includes an OTS CORBA service context in the IIOP call. In
this case, the transaction is coordinated by a WS-Coordination service.

orb_plugin configuration

The appropriate plug-in for your transaction system must also be loaded. For
example, to load the OTS plug-in, include the ots plug-in name in the
orb_pl ugi ns list:

# Artix Configuration File

ots_lite_client_or_server {
pl ugi ns: bus: defaul t _tx_provider: plugin = "ots_tx_provider";
orb_plugins = [ ..., "ots"];

IE

For full details of using transaction systems in Artix, see Developing Artix
Applications with C++.
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CA WSDM Observer

Overview

The pl ugi ns: ca_wsdm obser ver hamespace includes the following
variables:

® pl ugi ns: ca_wsdm obser ver: auto_regi ster

b pl ugi ns: ca_wsdm obser ver: config_pol | _tine

®  plugins: ca_wsdm observer: handl er _t ype

hd pl ugi ns: ca_wsdm obser ver : nax_queue_si ze

b pl ugi ns: ca_wsdm obser ver: n n_queue_si ze

®  plugins: ca_wsdmobserver:report_wait_tine

plugins:ca_wsdm_observer:auto_register

pl ugi ns: ca_wsdm obser ver: aut o_r egi st er specifies whether the Artix CA
WSDM observer automatically registers observed services with a WSDM
service. The default is:

pl ugi ns: ca_wsdm observer: auto_regi ster = "true";

If you have a large number of observed services, the runtime performance
may be decreased because of equally large register service requests sent to
a WSDM service.

You can set this variable to f al se and manually import service details from
WSDL definitions into a WSDM console. However, this only works for
SOAP-HTTP non-transient services. This is because WSDM can not import
non-SOAP services described in WSDL, while Artix does not publish WSDL
for transient services.
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plugins:ca_wsdm_observer:config_poll_time

pl ugi ns: ca_wsdm obser ver: confi g_pol | _ti me specifies how often, in
seconds, the observer should poll a WSDM service for configuration
updates, use the following variable:

pl ugi ns: ca_wsdm obser ver: config_pol | _tine

The default is 180 seconds (3 minutes). Configuration updates tell the
observer whether transaction monitors have been enabled. If so, the
observer copies input/output raw messages, and reports them to a WSDM
service if duration or request/response size thresholds have been exceeded.

plugins:ca_wsdm_observer:handler_type
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pl ugi ns: ca_wsdm obser ver : handl er _t ype specifies a value that identifies
an Artix observer to a WSDM service. It should be above 200. The default is:

pl ugi ns: ca_wsdm obser ver: handl er _type = "217";

In addition, if you change the default, you must also update the following
file with the new handler type:

WBDM I nst al | - D r/ server/ def aul t/ conf/ VdnSOWA Basi c. properti es

Entries in this file take a format of obser vert ype. X=Arti xCbser ver , where X
is the handler type value. The default entry is:

observertype. 217=Art i x(bser ver



CA WSDM Observer

plugins:ca_wsdm_observer:max_queue_size

pl ugi ns: ca_wsdm obser ver : max_queue_si ze specifies the maximum
number of service request records that the observer queue can hold. For
example:

pl ugi ns: ca_wsdm obser ver : nax_queue_si ze = "600";

The default is 500. New records are dropped when the queue size reaches
this value. If report _wait _time is not set, this variable is ignored. In this
case, reports are sent as soon as the queue size is equal to max_queue_si ze.

plugins:ca_wsdm_observer:min_queue_size

pl ugi ns: ca_wsdm obser ver : m n_queue_si ze specifies how many service
request records must be available in a queue before a report is sent to a
WSDM service. For example:

pl ugi ns: ca_wsdm obser ver: m n_queue_si ze = "6";

The default is 5. Set this variable if your load is expected to be large. If this
variable is too low, the observer may send reports too frequently, and if it is
too high, the memory footprint may increase significantly.

plugins:ca_wsdm_observer:report_wait_time

pl ugi ns: ca_wsdm obser ver: report_wait _ti ne specifies how often reports
should be sent in seconds. For example:

pl ugi ns: ca_wsdm observer:report_wait_tine = 10;
This variable is an alternative to m n_queue_si ze, which instead specifies

the frequency of reports on a time basis. This variable should be used with
max_queue_si ze.
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Container

Overview

The pl ugi ns: cont ai ner namespace includes the following variables:
® pl ugi ns: cont ai ner : depl oyf ol der

b pl ugi ns: cont ai ner : depl oyf ol der: r eadonl y

plugins:container:deployfolder

pl ugi ns: cont ai ner : depl oyf ol der specifies the location of a local folder
where deployment descriptor files are saved to, and where they are read
from on restart. For example:

pl ugi ns: cont ai ner : depl oyf ol der="../etc";

At startup, the container looks in the configured deployment folder and
deploys the contents of the folder.

By default, this folder enabled for dynamic read/write deployment. This
means that the container adds and removes files from the deployment folder
dynamically as services are deployed or removed from the container.

plugins:container:deployfolder:readonly
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pl ugi ns: cont ai ner : depl oyf ol der : r eadonl y specifies whether the local
folder used to store deployment descriptor file is a read-only folder. This can
be used as an initialization folder to predeploy the same required set of
services after every restart.

This variable should be used in conjunction with
pl ugi ns: cont ai ner : depl oyf ol der. For example, the following configuration
enables a read-only persistent deployment folder:

pl ugi ns: cont ai ner : depl oyf ol der: r eadonl y="t r ue";
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Database Environment

Overview

The variables in the pl ugi ns: arti x: db namespace configure database

environment and service replication settings:

pl ugi ns

pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:
pl ugi ns:

rartix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:
artix:

artix:

db:
db:
db:
db:
db:
db:
db:

db

db_open_retry_attenpts

el ection_ti meout

env_nare

hone

iiop:port

inter_db_open_sl eep_peri od

max_ping_retries

cping_lifetime
db:
db:
db:
db:
db:
db:

ping_retry_interval
priority
replica_name
replicas

roundtri p_ti neout

sync_retry_attenpts

plugins:artix:db:db_open_retry attempts

pl ugi ns: arti x: db: do_open_retry_attenpts specifies the number of
attempts made by a slave to open its new database.

When a slave starts for the first time and synchronizes with an existing
master, it may take some time for a slave to receive the master's database
over the wire, especially if the database is large. If the slave gets no such
file or directory errors when starting up, it may help to increase this
value. Defaults to 5.
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plugins:artix:db:election_timeout

plugins:artix:db:env_name

plugins:artix:db:home
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pl ugi ns: artix: db: el ecti on_ti meout specifies the time spent attempting
to elect a new master. If a master can not be found in this time, a new
election is started. Defaults to 2000 milliseconds (2 seconds). You should
not often need to change this setting.

pl ugi ns: arti x: do: env_nane specifies the filename for the Berkeley DB
environment file. The value specified must be the same for all replicas.
Defaults to db_env.

For example:

pl ugi ns: arti x: db: env_name = “nyDB_env”;

pl ugi ns: arti x: do: hone specifies the directory where Berkeley DB stores all
the files for the service databases. Each service should have a dedicated
folder for its data stores. This is especially important for replicated services.
Defaults to ". " (the current working directory). It is recommended that you
set this variable to a specific directory.

For example:

pl ugi ns: arti x: db: hone = “/ et c/ dbs/ persi sting_service”;
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plugins:artix:db:iiop:port

pl ugi ns: arti x: db:iiop: port specifies the IIOP port that the replica service
starts on, and is used for communications between replicas. Defaults to 0.

This variable must be set in a subscope for each replica specified in the
pl ugi ns: arti x: db: replicas list. The following example shows a subscope
for the rep1 replica:

repl{
plugins: artix: db:replica name = “repl”;
plugins: artix:db:priority = 80;
pl ugi ns: arti x: db:iiop:port = 2000;

s

plugins:artix:db:inter_db_open_sleep period

pl ugi ns: artix: db:inter_db_open_sl eep_peri od specifies the amount of
time spent sleeping between failed database open attempts on the slave
side. This variable is related to

pl ugins: arti x: db: db_open_retry_attenpts.

Defaults to 2000 milliseconds (2 seconds).

plugins:artix:db:max_ping_retries

pl ugi ns: arti x: db: max_pi ng_ret ri es specifies how many failed pings
between replicas can happen before the remote replica is considered
unreachable. The replica is then marked as unavailable until it can be
pinged again.

Defaults to 1. This means that if one ping fails, the replica is marked as
UNAVAI L, and no attempt is made to send it any database update or election
packets until it becomes available again.

For more details, see pl ugi ns: arti x: db: ping_l i fetine.
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plugins:artix:db:ping_lifetime

pl ugi ns: artix: db: pi ng_l i feti me specifies the amount of time that the
servant pinging replicas waits for before returning. Defaults to 10000
milliseconds (10 seconds).

Replicas monitor each other using inter-replica pings. These pings are
optimized to minimize the amount of network traffic between replicas. This
optimization is based on specifying long-lived pings.

If the server process dies before returning, the caller gets an immediate
notification of the failure of the ping. However, if the server machine dies,
the notification occurs when pl ugi ns: arti x: db: roundt ri p_ti meout
expires. This is because the server-side TCP/IP stack can not notify the
caller of connection failure if the host machine dies unexpectedly.

plugins:artix:db:ping_retry_interval

plugins:artix:db:priority
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plugi ns: artix: db: ping_retry_interval specifies the number of
milliseconds between inter-replica ping attempts. Defaults to 2000
milliseconds (2 seconds).

For more details, see pl ugi ns: arti x: db: ping_|ifetine.

pl ugi ns: artix: db: priority specifies the replica priority. The higher the
priority the more likely the replica is to be elected as master. This variable
should be set if you are using replication.

There is no guarantee that the replica with the highest priority is elected
master. The first consideration for electing a master is who has the most
current database. Setting a priority of 0 means that the replica is never
elected master. Defaults to 1.

This variable must be set in a subscope for each replica. See the example for
plugi ns: artix: db:iiop:port.
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plugins:artix:db:replica_name

plugins:artix:db:replicas

pl ugi ns: arti x: db: repl i ca_name specifies a simple string name for the
replica. It indicates the replica in the pl ugi ns: arti x: db: repl i cas list that
this configuration refers to.

This variable must be set if pl ugi ns: arti x: db: repl i cas is set, otherwise a
DBExcept i on/ BAD_OONFI GURATI ONis thrown. Each replica must have its own
unique name, and must be present in the list.

This variable must be set in a subscope for each replica. See the example for
plugi ns: artix: db:iiop:port.

pl ugi ns: arti x: db: repl i cas specifies a cluster of replica services. This
variable takes a list of replicas specified using the following syntax:

Repl i caNane=Host Nare: Por t Num

For example, the following entry configures a cluster of three replicas spread
across three machines named jini, noel , and mt ch.

pl ugi ns: arti x: db: repl i cas=[ “repl=jim:2000", “rep2=m tch: 3000",
“rep3=noel : 4000"] ;

Defaults to an empty list.

plugins:artix:db:roundtrip_timeout

pl ugi ns: artix: db: roundtrip_timeout specifies the amount of time that a
replica waits for a response from a ping sent to another replica. Defaults to
20000 milliseconds (20 seconds).

If this variable is not set, some failed pings may take a long time to return
(for example, if the target machine loses power). When a machine fails, the
TCP/IP stack on the machine can not terminate the connection. The client
still waits for a reply, and thinks that the connection is still valid.
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The client only sees that the connection dies when TCP/IP times out and
marks the connection as terminated. The variable prevents this situation
from occurring.

Note: This variable must be set to a larger value than
pl ugi ns: arti x: db: pi ng_l i feti ne. Otherwise, valid pings would be
regarded as having timed out when they are still in progress.

plugins:artix:db:sync_retry_attempts
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pl ugi ns: artix: db: sync_retry_attenpts specifies the maximum number of
times that the slave sends a synchronization request to the master. This is
used when a slave starts for the first time and synchronizes with an existing
master.

Slave synchronization is performed by the slave sending a request to the
master to write a small piece of data to its database, and then the slave
waiting for this data to appear. When the data appears on the slave side,
the slave knows it is processing live records from the master and is
up-to-date and synchronized. Defaults to 5. You should rarely need to
change this setting.
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Java Message Service

Overview

The variables in the pl ugi ns: j s namespace configure settings for
interoperability with the Java Message Service. These include the following:

®  plugins:jns:policies:bindi ng_establ i shnent: backof f _ratio
® pl ugi ns: j ns: pol i ci es: bi ndi ng_est abl i shnent:initial _iteration_del
ay

pl ugi ns: j ns: pol i ci es: bi ndi ng_est abl i shnent : backof f _rati o

plugins:jms:policies:binding_establishment:backoff _ratio

pl ugi ns: j ms: pol i ci es: bi ndi ng_est abl i shnent : backof f _rati o specifies
the degree to which delays between reconnection retries increase from one
retry to the next. This is used when Artix tries to reconnect to the Java
Message Service after a connection is dropped (for example, if JMS becomes
unavailable, or a network error occurs).

The successive delays between retries use the following geometric
progression:

Retry Delay
Number
1 initial iteration_del ayxbackoff_ratioO
2 initial iteration_del ayxbackoff_ratio1
n initial _iteration_del ay X backoff_ratio (n-1)

For example, if the i nitial _iteration_del ay is 1000 milliseconds, and the
backoff _ratiois 2:

®  The first retry waits 1000 milliseconds.
®  The second retry waits 1000 x 2 milliseconds.
®  The third retry waits 1000 x 2 x 2 milliseconds.

®  The nth retry waits 1000 x 2~ (n-1).
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The data type is | ong, and values must be greater than or equal to 0.
Defaults to 2:

pl ugi ns: j ms: pol i ci es: bi ndi ng_est abl i shnent : backof f _rati o="2";

In your code, in the event of an initial failure, or an inability to make a
connection after the configured retries have been exhausted, a method call
will receive a Renot eExcept i on, which wraps a Transport Except i on.

plugins:jms:policies:binding_establishment:initial_iteration_delay

pl ugi ns: j ns: pol i ci es: bi ndi ng_establ i shrent:initial _iteration_dela
y specifies the amount of time, between the first and second attempts to
establish a connection with a JMS broker.

The data type is | ong, and values must be greater than or equal to 0.
Defaults to 1000 milliseconds:

pl ugi ns: j ns: pol i ci es: bi ndi ng_est abl i shnent :initial _iteration_del ay="1000";

plugins:jms:policies:binding_establishment:max_binding_iterations

pl ugi
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pl ugi ns: j ns: pol i ci es: bi ndi ng_est abl i shrent : max_bi ndi ng_i terati ons
specifies the limit on the number of times that an Artix client tries to
reconnect to a JMS broker. To disable reconnecting to the Java Message
Service, set this variable to 0.

The data type is | ong, and values must be greater than or equal to 0.
Defaults to 5:

ns:j ns: pol i ci es: bi ndi ng_est abl i shrrent : max_bi ndi ng_i t erati ons="5";
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Local Log Stream

Overview

The variables in the pl ugi ns: 1 ocal _| og_st reamnamespace configure
text-based logging. By default, Artix is configured to log messages in an XML
format. You can change this behavior using the | ocal _I og_st r eamplugin.

The pl ugi ns: | ocal _| og_st reamnamespace contains the following
variables:

® plugi ns:local _| og_streambuffer_file

d pl ugi ns: 1 ocal | og_streamfil enane

® pl ugi ns: | ocal _| og_stream| og_el ement s

® plugins:local _|og_streamlog_thread_id

d pl ugins: 1 ocal | og_streamnilliseconds_to_|og

® pl ugi ns: | ocal _| og_stream| og_el ement s

plugins:local_log_stream:buffer file

pl ugi ns: | ocal _| og_stream buffer_fil e specifies whether the output
stream is sent to a buffer before it writes to a local log file. To specify this
behavior, set this variable to true:

pl ugi ns: 1 ocal _| og_streambuffer_file = "true";

When set to true, by default, the buffer is output to a file every 1000
milliseconds when there are more than 100 messages logged. This log
interval and number of log elements can also be configured.

plugins:local_log_stream:filename

pl ugi ns: I ocal _| og_stream fil enane sets the output stream to the
specified local text file. For example:

pl ugi ns: | ocal _| og_streamfil enane = "/var/adm nyl ocal .| og";

If you do not specify a file name, logging is sent to st dout .
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plugins:local_log_stream:log_elements

pl ugi ns: | ocal _| og_stream | og_el enent s specifies the number of log
messages that must be in the buffer before they are output to a log file. The
default is 100 messages.

For example, the following configuration writes the log output to a log file if
there are more than 20 log messages in the buffer.

pl ugi ns: | ocal _| og_stream | og_el enents = "20";

plugins:local_log_stream:log_thread id

pl ugi ns: | ocal _| og_stream | og_t hread_i d specifies whether the thread ID
is logged in the log message or not, for example:

pl ugi ns: | ocal _| og_streamlog_thread_id = "true";

The default is true.

plugins:local_log_stream:milliseconds_to_log

pl ugi ns: local | og_streammil|iseconds_to_| og specifies how often in
milliseconds that the log buffer is output to a log file. The default is 1000
milliseconds.

For example, the following configuration writes the log output to a log file
every 400 milliseconds.

pl ugins:local _|og_streamnilliseconds_to |og = "400";
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plugins:local_log_stream:rolling_file

pl ugi ns: 1 ocal _| og_streamrol ling_fileisa boolean which specifies that
the logging plugin creates a new log file each day to prevent the log file from
growing indefinitely. In this model, the stream appends the current date to
the configured filename. This produces a complete filename, for example:

/var/adm artix. | og. 02172005

A new file begins with the first event of the day and ends at 23:59:59 each
day. The default behavior is true. To disable rolling file behavior, set this
variable to false. For example:

pl ugi ns: 1 ocal _|l og_streamrolling_file = "fal se";
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Locator Service

Overview

The locator service plug-in, servi ce_l ocat or, has the following
configuration variables:

® pl ugi ns: | ocat or : peer _t i neout

b pl ugi ns: | ocat or: persi st_data

® plugins:|ocator:sel ection_net hod

® pl ugi ns: | ocat or : wsdl _port

plugins:locator:peer_timeout

pl ugi ns: | ocat or: peer _ti meout specifies the amount of time, in
milliseconds, that the locator plug-in waits between keep-alive pings of the
endpoints that are registered with it. The default is 4000000 (4 seconds).

The locator uses a third-party peer manager to ping its endpoints. For more
details, see “Peer Manager” on page 130.

plugins:locator:persist_data
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pl ugi ns: | ocat or: persi st _dat a enables persistence in the locator. This
variable specifies whether the locator uses a persistent database to store
references. For example:

pl ugi ns: | ocat or : persi st _dat a="true";

Defaults to f al se, which means that the locator uses an in-memory map to
store references. When replicating the locator you must set persi st _dat a to
true. If you do not, replication does not work.
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plugins:locator:selection_method

plugins:locator:wsdl_port

plugins:locator:selection_method specifies the load balancing selection
method used by the locator.

When pl ugi ns: | ocat or : per si st _dat a is set to true, the locator to
switches from round robin to random load balancing.

You can change the default behavior of the locator to always use random
load balancing by setting the following:

pl ugi ns: | ocat or : sel ecti on_net hod = “randoni;

pl ugi ns: | ocat or : wsdl _port specifies a locator WSDL port for a locator
replica service. This allows the locator to specify the WSDL port that it uses
when registering its own servant. This feature enables forwarding of write
requests from a slave to a master locator. The following is an example
setting:

pl ugi ns: | ocat or: wsdl _port =Locat or 1;
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Locator Endpoint Manager

Overview The locator endpoint manager plug-in, I ocat or _endpoi nt , has the following
configuration variables:
® pl ugi ns: | ocat or _endpoi nt : excl ude_endpoi nt s
b pl ugi ns: | ocat or _endpoi nt: i ncl ude_endpoi nt s

® pl ugi ns: | ocat or _endpoi nt : peer _ti neout

plugins:locator_endpoint:exclude_endpoints

pl ugi ns: | ocat or _endpoi nt : excl ude_endpoi nt s specifies endpoints to be
exluded from the locator. For example, if do not you want to register the
container service, but want to register all the endpoints that are activated in
that container, use the following setting:

pl ugi ns: | ocat or _endpoi nt : excl ude_endpoi nts =
["{http://ws.iona.con contai ner} Cont ai ner Servi ce"];

You can also wildcard your service names. This enables you to filter based
on a specified namespace. For example:

pl ugi ns: | ocat or _endpoi nt : excl ude_endpoi nts =
["{http://ww sanpl e. coni fi nance}*"];

plugins:locator_endpoint:include_endpoints

pl ugi ns: | ocat or _endpoi nt : i ncl ude_endpoi nt s specifies endpoints to be
included in the locator. For example, if you only want to register the session
manager, but not any of the endpoints that it manages, use the following
setting:

pl ugi ns: | ocat or _endpoi nt : i ncl ude_endpoi nts =
["{http://ws.iona. conisessi onmanager } Sessi onManager Servi ce"] ;
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You can also wildcard your service names. This enables you to filter based
on a namespace. For example:

pl ugi ns: | ocat or _endpoi nt: i ncl ude_endpoi nts =
["{http://ww sanpl e. coni fi nance}*"];

Note: Combining the excl ude_endpoi nt s and i ncl ude_endpoi nt s
variables is ambiguous. If you do this, the application will fail to initialize.

plugins:locator_endpoint:peer_timeout

pl ugi ns: | ocat or : peer _ti nmeout specifies the amount of time, in
milliseconds, that the locator endpoint plug-in waits between keep-alive
pings back to the locator. The default is 10000 milliseconds (10 seconds).

The locator service endpoint uses a third-party peer manager to ping back to
the locator. For more details, see “Peer Manager” on page 130.
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Peer Manager

Overview The peer manager is used by the locator and session manager to ping their
endpoints and verify that they are still running. The peer _nmanager plug-in is
transparently loaded by the following plug-ins:

servi ce_| ocat or

| ocat or _endpoi nt

sessi on_manager _servi ce
sessi on_endpoi nt _manager

The peer _manager includes the following configuration variables:

b pl ugi ns: peer _manager : ti neout _del ta

plugins:peer_manager:timeout_delta

pl ugi ns: peer _manager : ti meout _del t a specifies the time allowed for
failover detection in milliseconds. The default is 2000. For example,
increasing this to 10000 ensures that only a real failure results in an
endpoint being removed from the locator’s list of endpoints.
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Response Time Collector

Overview The Artix response time collector plug-in configures settings for Artix
performance logging. The response time collector plug-in periodically
collects data from the response monitor plug-in and logs the results. See the
Deploying and Managing Artix Solutions for full details of Artix performance
logging.

The response time collector plug-in includes the following variables:

® plugins:it_response_tinme_collector:client-id.

® pl ugi ns:it_response_tine_collector:filenane.

® pl ugi ns:it_response_tine_col | ector:|og_properties.

® plugins:it_response_tine_collector: period.

® pl ugi ns:it_response_tine_col |l ector:server-id.

® pl ugi ns:it_response_tine_col | ector: sysl og_appl D.

® plugins:it_response_tinme_col | ector:system | oggi ng_enabl ed.

plugins:it_response_time_collector:client-id

plugins:it_response_time_collector:client-id specifies a client ID that is
reported in your log messages. For example:

plugins:it_response_tine_collector:client-id = "ny_client_app";

This setting enables management tools to recognize log messages from
client applications. This setting is optional; and if omitted, it is assumed that
that a server is being monitored.

plugins:it_response_time_collector:filename

plugins:it_response_time_collector:filename specifies the location of the
performance log file for a C++ application. For example:

plugi ns:it_response_tine_col | ector:filename =
"/var/|og/ny_app/perf_logs/treasury_app.|og";
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plugins:it_response_time_collector:log_properties

plugins:it_response_time_collector:log_properties specifies the Apache
Log4J details. Artix Java applications use Apache Log4J instead of the log
filename used for C++. For example:

plugins:it_response_time_collector:|log properties = ["| 0og4j .root Cat egory=I NFQ Al",

"| og4j . appender . Al=com i ona. managenent . | oggi ng. | og4j appender . Ti mreBasedRol | i ngFi | eAppender ",
"l og4j . appender . Al. Fi | e="/var/| og/ ny_app/ perf _| ogs/treasury_app.| og",

"1 og4j . appender . Al. MaxFi | eS ze=512KB",

"1 og4j . appender . Al. | ayout =or g. apache. | og4j . Pat t er nLayout ",

"l og4j . appender . Al. | ayout . Conver si onPat t er n=%l{ | SCB601} % 80m %"

1K

plugins:it_response_time_collector:period

plugins:it_response_time_collector:period specifies how often an application
should log performance data. For example, the following setting specifies
that an application should log performance data every 90 seconds:

plugi ns:it_response_tine_col | ector:period = "90";

If you do not specify the response time period, it defaults to 60 seconds.

plugins:it_response_time_collector:server-id

plugins:it_response_time_collector:server-id specifies a server ID that will be
reported in your log messages. This server ID is particularly useful in the
case where the server is a replica that forms part of a cluster.

In a cluster, the server ID enables management tools to recognize log
messages from different replica instances. For example:

plugins:it_response_time_col |l ector:server-id = "ny_server_appl";

This setting is optional; and if omitted, the server ID defaults to the ORB
name of the server. In a cluster, each replica must have this value set to a
unique value to enable sensible analysis of the generated performance logs.
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plugins:it_response_time_collector:syslog_applD
pl ugi ns:it_response_time_col | ector: sysl og_appl D specifies an
application name that is prepended to all syslog messages. If you do not

specify an ID, it defaults to i ona. For example:

pl ugins:it_response_time_col |l ector:syslog_appl D = "treasury";

plugins:it_response_time_collector:system_logging_enabled

plugins:it_response_time_collector:system_logging enabled specifies
whether system logging is enabled. For example:

plugi ns:it_response_tine_col | ector: system| oggi ng_enabl ed = "true";

This enables you to configure the collector to log to a syslog daemon or
Windows event log.
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Routing Plug-in

Overview

The routi ng plug-in uses the following variables:
® pl ugi ns: routi ng: proxy_cache_si ze

b pl ugi ns: routi ng: ref erence_cache_si ze

®  plugins:routing: wsdl _url

® pl ugi ns: routi ng: use_bypass

b pl ugi ns: routi ng: use_pass_t hr ough

plugins:routing:proxy cache_size
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pl ugi ns: routi ng: proxy_cache_si ze specifies the maximum number of
proxified server references in the router. This is the number of references
that have been converted into a proxy and are ready for invocation.

pl ugi ns: routi ng: proxy_cache_si ze works in conjunction with

pl ugi ns: routi ng: r ef er ence_cache_si ze. Having a smaller setting for
proxy_cache_si ze enables the router to conserve memory, while still being
ready for invocations. This is because proxified references use more
resources than unproxified references (for example, for client connections
and bindings). The default setting is:

pl ugi ns: routi ng: proxy_cache_si ze="50";

The router caches references on a least recently used basis in the following
order: proxified, unproxified. A proxified reference is demoted to an
unproxified reference when the proxy_cache_si ze limit is reached.
Unproxified references are promoted to proxies upon invocation.

For example, take a SOAP-HTTP client and CORBA server banking system
with 1,500 accounts. By default, the 50 most recently used accounts are
present in the router as proxified references. The next 1450 most recently
used are unproxified references.

Note: Router proxification is available for the following bindings and
transports: CORBA, SOAP, HTTP, and IIOP Tunnel.
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plugins:routing:reference_cache_size

plugins:routing:wsdl_url

pl ugi ns: routi ng: r ef er ence_cache_si ze specifies the maximum number of
unproxified server references in the router. This refers to the number of
references that must be proxified before they can be invoked on.

pl ugi ns: rout i ng: r ef erence_cache_si ze works in conjunction with

pl ugi ns: routi ng: proxy_cache_si ze. Having a larger setting for

ref erence_cache_si ze enables the router to conserve memory, while still
being ready for invocations. Unproxified references use less resources than
proxies (for example, for client connections and bindings). The default
setting is unbounded:

pl ugi ns: routi ng: r ef erence_cache_si ze="-1";

The router caches transient references on a least recently used basis in the
following order: proxified, unproxified. Unproxified references are promoted
to proxies upon invocation. For an example, see

pl ugi ns: rout i ng: proxy_cache_si ze.

pl ugi ns: routing: wsdl _ur| specifies the URL to search for Artix contracts
that contain the routing rules for your application. This value can point to
WSDL in any location, it does not need to be on the local machine.

This value can be either a single URL or a list of URLs. If your application is
using the routing plug-in, you must specify a value for this variable. The
following example is from a default arti x. cf g file:

pl ugi ns: routing:wsdl _url="../wsdl /router.wsdl";

Note: This variable does not accept a mixture of back slashes and
forward slashes. You must specify locations using only “\" or “/ .
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plugins:routing:use_bypass
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pl ugi ns: routi ng: use_bypass applies to CORBA applications only. It
enables you to use CORBA location forwarding to connect CORBA clients
directly to CORBA servers, bypassing the Artix routi ng plug-in.

pl ugi ns: routi ng: use_bypass specifies whether the router sends CORBA
Locat eRepl y messages back to the client. The default is f al se.

When bypass is enabled, the router receives the first message from the
client, determines the destination address, but does not send the message.
Instead, it sends a Locat eRepl y message that contains the destination
address back to the client. The client resends the message to the
destination, and sends future messages directly to the destination,
bypassing the router completely. This is a standard CORBA feature on the
client side. If the destination server dies, the client receives an exception,
and on the next attempt, the message is sent to the router, which can
redirect it again.

pl ugi ns: rout i ng: use_bypass and pl ugi ns: rout i ng: use_pass_t hr ough
can both be set together. Bypass is used for CORBA-only applications, while
pass-through applies in all other cases. Bypass gives best performance
because the router effectively disappears. However, pass-through may be
preferable in the following cases:

®  Bypass is disabled for mul ti Rout e=f ai | over routes.

®  Bypass changes load balancing behavior. The router cannot tell when a
server has failed, so it continues to forward clients to a failed server.

® Bypass is disabled for per-operation, fan-out, and transport-attribute
routes.

® Bypassed clients must be able to connect directly to the destination
servers. Bypass is not suitable if the router is being used as part of a
firewall, or as a connection concentrator.
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plugins:routing:use_pass_through

pl ugi ns: routi ng: use_pass_t hr ough specifies whether the router receives a
message and sends it directly to the destination without parsing. This only
applies when the source and destination use the same binding.

The default is t rue. The router copies the message buffer directly from the
source endpoint to the destination endpoint (if both use the same binding).
This disables reference proxification for same-protocol routes (for example,
HTTP-to-HTTP).

However, if you want all connections to go through the router, set this
variable to f al se. This means that all references are used across the router.

Note: Some attributes are carried in the message body, instead of by the
transport. Such attributes are always propagated when the pass-through
optimization is in effect, regardless of attribute propagation rules.

WARNING: Do not enable pass-through in a secure router. When
pass-through is enabled, the authentication and authorization steps are
skipped. Therefore, you must always set

pl ugi ns: rout i ng: use_pass_t hrough to f al se in a secure router. See
IONA Security Advisory, ISA130905.
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Service Lifecycle

Overview The service lifecycle plug-in enables garbage collection of old or unused
proxy services. Dynamic proxy services are used when the Artix router
bridges services that have patterns such as callback, factory, or any
interaction that passes references to other services. When the router
encounters a reference in a message, it proxifies the reference into one that
a receiving application can use. For example, an IOR from a CORBA server
cannot be used by a SOAP client, so a new route is dynamically created for
the SOAP client.

However, dynamic proxies persist in the router memory and can have a
negative effect on performance. You can overcome this by using service
garbage collection to clean up old proxy services that are no longer used.
This cleans up unused proxies when a threshold has been reached on a
least recently used basis.

The Artix pl ugi ns: servi ce_l i f ecycl e namespace has the following
variable:

pl ugi ns: servi ce_l i fecycl e: max_cache_si ze

plugins:service_lifecycle:max_cache_size

pl ugi ns: servi ce_| i f ecycl e: max_cache_si ze specifies the maximum
cache size of servants managed by the servi ce_l i fecycl e plug-in. For
example:

pl ugi ns: service_l i fecycl e: max_cache_si ze = "30";

To enable service lifecycle, you must also add the service_lifecycl e
plug-in to the orb_pl ugi ns list, for example:

orb_plugins = ["xmfile_log_strean, "service_lifecycle",
"routing"];
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When writing client applications, you must make allowances for the garbage

collection service; in particular, ensure that exceptions are handled

appropriately.

For example, a client may attempt to proxify to a service that has already

been garbage collected. To prevent this, do either of the following:

® Handle the exception, get a new reference, and continue. However, in
some cases, this may not be possible if the service has state.

®  Set max_cache_si ze to a reasonable limit to ensure that all your clients
can be accommodated. For example, if you always expect to support
20 concurrent clients, each with a transient service session, you might
wish to configure the max_cache_si ze to 30.

You must not impact any clients, and ensure that a service is no longer
needed when it is garbage collected. However, if you set nax_cache_si ze
too high, this may use up too much router memory and have a negative
impact on performance. For example, a suggested range for this setting is
30-100.

Note: For a more scalable approach to managing proxies, see

pl ugi ns: rout i ng: proxy_cache_si ze and

pl ugi ns: rout i ng: r ef erence_cache_si ze. This uses a single default
servant (instead of the multiple servants used by service lifecycle), thereby
minimizing the impact on router resources.
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Session Manager

Overview The session manager, sessi on_manager _ser vi ce, has the following
configuration variables:

® pl ugi ns: sessi on_nanager _ser vi ce: peer _t i neout

plugins:session_manager_service:peer_timeout

pl ugi ns: sessi on_nmanager _ser vi ce: peer _t i neout specifies the amount of
time, in milliseconds, that the session manager plug-in waits between
keep-alive pings of the endpoints registered with it. The default is 4000000
(4 seconds).

The session manager uses a third-party peer manager to ping its endpoints
For more details, see “Peer Manager” on page 130.
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Session Endpoint Manager

Overview The session endpoint manager plug-in, sessi on_endpoi nt _nanager , has the
following configuration variables:
® pl ugi ns: sessi on_endpoi nt _nanager : def aul t _gr oup
b pl ugi ns: sessi on_endpoi nt _nanager : header _val i dati on

®  plugins: sessi on_endpoi nt _nanager : peer _t i meout

plugins:session_endpoint_manager:default_group

pl ugi ns: sessi on_endpoi nt _manager : def aul t _gr oup specifies the default
group name for all endpoints that are instantiated using the configuration
scope.

plugins:session_endpoint_manager:header_validation

pl ugi ns: sessi on_endpoi nt _manager : header _val i dat i on specifies whether
or not a server validates the session headers passed to it by clients. Default
value is true.

plugins:session_endpoint_manager:peer_timeout

pl ugi ns: sessi on_endpoi nt _manager : peer _ti meout specifies the amount of
time, in milliseconds, the session endpoint manager plug-in waits between
keep-alive pings back to the session manager. The default is 4000000 (4
seconds).

The session endpoint manager uses a third-party peer manager to ping back
to the session manager. For more details, see “Peer Manager” on page 130.
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Session Manager Simple Policy

Overview The session manager’s simple policy plug-in, sm si npl e_pol i cy, has the

following configuration variables:

® pl ugi ns: sm si npl e_pol i cy: nax_concur r ent _sessi ons

b pl ugi ns: sm si npl e_pol i cy: ni n_sessi on_t i neout

®  plugins:smsinple_policy: max_session_ti neout

plugins:sm_simple_policy:max_concurrent_sessions

pl ugi ns: sm si npl e_pol i cy: max_concurr ent _sessi ons specifies the
maximum number of concurrent sessions the session manager will allocate.
Default value is 1.

plugins:sm_simple_policy:min_session_timeout

pl ugi ns: sm si npl e_pol i cy: m n_sessi on_timeout specifies the minimum
amount of time, in seconds, allowed for a session’s timeout setting. Zero
means the unlimited. Default is 5.

plugins:sm_simple_policy:max_session_timeout

pl ugi ns: sm si npl e_pol i cy: max_sessi on_ti neout specifies the maximum
amount of time, in seconds, allowed for a session’s timesout setting. Zero
means the unlimited. Default is 600.
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SOAP Plug-in

Overview

plugins:soap:encoding

The SOAP plug-in (soap) has the following configuration settings:
® pl ugi ns: soap: encodi ng

b pl ugi ns: soap: wite_xsi_type

pl ugi ns: soap: encodi ng specifies the character encoding used when the
SOAP plugin writes service requests or notification broadcasts to the wire.
The valid settings are fully qualified IANA codeset names (Internet Assigned
Numbers Authority). The default value is UTF- 8. By default, this variable is
not listed in the arti x. cf g file.

For a listing of valid codesets visit the IANA’s website
(http://www.iana.org/assignments/character-sets).

plugins:soap:write_xsi_type

pl ugi ns: soap: writ e_xsi _t ype specifies whether to write the types of
message parts in the log file. When set to true, this identifies each of the
types associated with the message parts in the log file.

This only affects the content of the log file, giving you more information on
the type contained in each message part. This variable for very useful for
debugging purposes.
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Transformer Service

Overview

The Artix transformer service uses Artix endpoints that are configured in its
configuration scope using the arti x: endpoi nt : endpoi nt _| i st. For each
endpoint that uses the transformer, you must specify an operation map with
the corresponding endpoi nt _name from the endpoint list. The

arti x: endpoi nt namespace contains the following variables:

® artix:endpoint:endpoint_list

®  artix:endpoint:endpoint_name:wsd|_location

®  artix:endpoint:endpoint_name:wsd|_port

The transformer service, xsl t, has the following configuration settings:
®  plugins:xslt:servant_list

®  plugins:xslt:endpoint_name:operation_map

artix:endpoint:endpoint_list

arti x: endpoi nt : endpoi nt _| i st specifies a list of endpoint names that are
used to identify the defined endpoints. Each name in the list represents an
endpoint configured with the other variables in this namespace. The
endpoint names in this list are used by the Web service chain plugin and the
Artix transformer. For example:

arti x: endpoi nt: endpoint _list = ["corba", "tunnel"];

artix:endpoint:endpoint_name:wsdl_location
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arti x: endpoi nt : endpoi nt _name: wsdl _| ocat i on specifies the location of
the Artix contract defining this endpoint. For example:

artix: endpoi nt: corba: wsdl _| ocation="C \nyD r/test/wsdl/sinpl e_service.wsdl";
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artix:endpoint:endpoint_name:wsdl_port

arti x: endpoi nt : endpoi nt _nane: wsdl _port specifes the port that defines
the physical representation of the endpoint. Use the following format:

[ {servi ce_gnane}] servi ce_namne[/ port_name]

For example:

arti x: endpoi nt: ny_endpoi nt: wsdl _port="{http://wwmv nycorp. con } M/Servi ce/ M/Port";

plugins:xslt:servant_list

pl ugi ns: xsl t: servant _|ist specifies a list of endpoints that are
instaniated as servants by the transformer. For example:

pl ugi ns: xslt: servant _| i st=["endpoi nt_one", "endpoi nt_two" ...]

plugins:xslt:endpoint_name:operation_map

pl ugi ns: xsl t : endpoi nt _nane: oper at i on_map specifies a list of XSLT
operations and scripts to be used in processing the recieved XML messages.
This list of scripts is used by each servant to process requests. Each
endpoint specified in the servant list has a corresponding operation map
entry. The operation map is specified as a list using the syntax .

pl ugi ns: xsl t: endpoi nt _nane: operanti on_nap = [ "wsdl Qpl1@i | enanel"
, "wsdl p2@i | enane2", ..., "wsdl QN@i |l enaneN'];

Each entry specifies a logical operation defined in the service contract by an
oper ati on element, and the XSLT script to run when a request is made on
the operation. You must specify an XSLT script for every operation defined.
If you do not, the transformer raises an exception when the unmapped
operation is invoked.
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plugins:xslt:endpoint_name:trace_filter

146

pl ugi ns: xsl t: endpoi nt_nare: trace_filter specifies optional debug
settings for the output of the XSLT engine. For example:

pl ugi ns: xsl t: endpoi nt _nane:trace_filter =
" | NPUT+TEMPLATE+EL EMENT+CGENERATE+SELECT" ;

These settings are described as follows:

I NPUT
TEMPLATE
ELEMENT
CGENERATE
SELECT

Traces the XML input passed to the XSLT engine.
Traces template matches in the XSLT script.
Traces element generation.

Traces generation of text and attributes.

Traces node selections in the XSLT script.
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Tuxedo Plug-in

Overview The Tuxedo plug-in includes the following variable:

®  plugins:tuxedo:server

plugins:tuxedo:server

pl ugi ns: t uxedo: server is a boolean that specifies if the Artix process is a
Tuxedo server and must be started using t nboot . The default is:

pl ugi ns: t uxedo: server = "fal se";
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Web Service Chain Service

Overview

The Web service chain service refers back to the Artix endpoints configured
in its configuration scope using arti x: endpoi nt : endpoi nt _| i st. For each
endpoint that will be part of the chain, you specify a service chain with the
corresponding endpoi nt _nane from the endpoint list.

The Web service chain service, ws_chai n, uses the following configuration
variables:

® plugins:chain:endpoint_name:operation_name:service_chain

®  plugins:chain:init_on_first_call

®  plugins:chain:servant_list

plugins:chain:endpoint_name:operation_name:service_chain

148

pl ugi ns: chai n: endpoi nt _nare: oper at i on_nane: ser vi ce_chai n specifies
the chain followed by requests made on the operation specified by

oper er at i on_nare. The operation must be defined as part of the endpoint
specified by endpoi nt _nane.

Service chains are specified using the following syntax:
["operationl@ort1", "operati on2@ort2", ..., "operationNgortN']

Each operation and port entry correspond to an operati on and a port in the
endpoint’s Artix contract. The request is passed through each service in the
order specified. The final operation in the list returns the response back to
the endpoint.
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plugins:chain:init_on_first_call

plugins:chain:servant_list

pl ugi ns: chai n:init_on first_call specifies whether to instantiate proxy
services when a call is made. Defaults to f al se. This means that proxies are
instantiated when the chain servant starts.

The chain invokes on other services, and for this reason, must instantiate
proxies. This can be done when the chain servant starts (variable set to
fal se), or later, when a call is made (variable set to true).

You might not be able to properly instantiate proxies when the servant is
started because the servant to call is not started. For example, this applies
when using the Artix locator or UDDI.

pl ugi ns: chai n: servant _| i st specifies a list of services in the Web service
chain. Each name in the list must correspond to a service specified in the
configuration scope. The following simple example shows a list that
contains one service:

bus: gnarme_al i as: ny_client =

"{http://ww.iona.con xslt}ny client_service";

bus:initial _contract:url:client ="../../etc/ny_transfornation.wsdl";

pl ugi ns: chai n: servant _list = ["ny_client"];
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WSDL Publishing Service

Overview The WSDL publishing service, wsdl _publ i sh, includes the following
configuration variables:
®  plugins:wsdl_publish:publish_port
®  plugins:wsdl_publish:hostname
®  plugins:wsdl_publish:processor
Although all three variables are optional, it is recommended that you define

pl ugi ns: wsdl _publ i sh: publ i sh_port and
pl ugi ns: wsdl _publ i sh: host nane in production environments.

plugins:wsdl_publish:publish_port

pl ugi ns: wsdl _publ i sh: publ i sh_port specifies the port on which the
WSDL publishing service can be contacted.

The default value is 0, which specifies that wsdl _publ i sh will use a port
supplied by the operating system at runtime. You can get the wsdl _publ i sh
URL from the bus.

plugins:wsdl_publish:hostname

pl ugi ns: wsdl _publ i sh: host name specifies how the hostname will be
published. By default, the local name of the machine will be published. The
possible values are as follows:

canoni cal Publishes the fully qualified hostname of the machine in the
dynamic WSDL (for example
htt p: // nyhost . nydomai n. com.

unqual i fied Publishes the unqualified local hostname of the machine in
the dynamic WSDL. This does not include domain name
with the hostname (for example, http://nyhost ).

i paddr ess Publishes the IP address associated with the machine in the
dynamic WSDL (for example http://10. 1. 2. 3).
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Note: See also
policies:at_http:server_address_mode_policy:publish_hostname and
policies:soap:server_address_mode_policy:publish_hostname.

plugins:wsdl_publish:processor

pl ugi ns: wsdl _publ i sh: processor specifies the type of preprocessing done
before publishing a WSDL contract. The possible values are as follows:

artix Strip out server-side artifacts. This is the default setting.
standard Strip out server side artifacts and IONA proprietary extensors.

none Disable preprocessing.
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XML File Log Stream

Overview

plugins:xmlfile_log_stream:

plugins:xmlfile_log_stream:

152

The XML file log stream plug-in, xm fi | e_| og_st r eam enables you to view
logging output in an XML file. It includes the following variables:

® pl ugi ns: xm file_l og_streambuffer_file

b pl ugi ns: xm file_|l og_streamfil enane

® plugins:xnfile_log_streamlog_el enents

® pl ugi ns: xm file_l og_stream!| og_thread_id

b plugi ns: xm file_log_streamml|iseconds_to_| og

® plugins:xmfile_|og streamrolling_file

® pl ugi ns: xnm fil e_l og_stream use_pi d

buffer_file

pl ugi ns: xmfile_l og_stream buffer_fil e specifies whether the output
stream is sent to a buffer before it writes to a local log file. To specify this
behavior, set this variable to true:

plugins:xmfile_|l og_streambuffer_file = "true";

When set to true, by default, the buffer is output to a file every 1000
milliseconds when there are more than 100 messages logged. This log
interval and number of log elements can also be configured.

filename

pl ugi ns: xm file_l og_streamfil enane specifies the filename for your log
file, for example:

plugins:xmfile_|og_streamfilename = "artix_|logfile. xm";

If you do not specify a file name, logging is sent to st dout .



plugins:xmlfile_log_stream:

plugins:xmlfile_log_stream:

plugins:xmlfile_log_stream:

XML File Log Stream

log_elements

pl ugi ns: xmfile_|l og_stream| og_el ement s specifies the number of log
messages that must be in the buffer before they are output to a log file. The
default is 100 messages.

For example, the following configuration writes the log output to a log file if
there are more than 20 log messages in the buffer.

plugins: xm file_|l og_stream| og_el enents = "20";

log_thread_id

pl ugins: xmfile_|l og_stream| og_thread_i d specifies whether the thread
ID is logged in the log message or not, for example:

plugins: xmfile_|log streamlog thread_id = "true";

The default is true.

milliseconds_to_log

pl ugins: xmfile_|l og_streamnilliseconds_to_I| og specifies how often in
milliseconds that the log buffer is output to a log file. The default is 1000
milliseconds.

For example, the following configuration writes the log output to a log file
every 400 milliseconds.

pl ugins: xmfile log streammlliseconds to | og = "400";
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plugins:xmlfile_log_stream:

plugins:xmlfile_log_stream:
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rolling_file

plugins:xmfile_|og_streamrolling_fileisa boolean which specifies
that the logging plugin creates a new log file each day to prevent the log file
from growing indefinitely. In this model, the stream appends the current
date to the configured filename. This produces a complete filename, for
example:

/var/adm artix. | og. 02172005

A new file begins with the first event of the day and ends at 23:59:59 each
day. The default behavior is t rue. To disable rolling file behavior, set this
variable to false. For example:

plugins: xmfile_log _streamrolling_file = "fal se";

use_pid

pl ugi ns: xm fil e_| og_stream use_pi d specifies that the logging plug-in
uses a optional process identifier. The default is f al se. To enable the
process identifier, set this variable to t r ue:

plugins:xmfile_|l og_streamuse_pid = "true";



Custom Plug-ins

Custom Plug-ins

Overview

C++ plug-in libraries

When you write a custom plug-in for Artix, using either C++ or Java, you
must provide some configuration to the Artix runtime so that Artix can locate
the libraries and initial settings required to properly instantiate the plug-in.
This information is provided in the Artix configuration file used by your
application. Typically, you would place the information in the global scope
so that more than one of your applications can use the plug-in.

When writing custom C++ plug-ins you build your plug-in as a shared
library that the bus loads at runtime. In the Artix configuration file, you need
to provide the name of the shared library that loads the plug-in. You can do
this using the following configuration variable:

pl ugi ns: Pl ugi nNarre: shl i b_narre

The plug-in name provided must correspond to the plug-in name that is
listed in the orb_pl ugi ns list.

Example 15 shows an example of configuring a custom plug-in called
ny_filter thatis implemented by the shared library ny filter.dll.

Example 15: Custom C++ Plug-in Configuration
plugins:ny_filter:shlib_name="ny_filter"
_app
{
orb_plugins=["ny_filter" ...];

}

155



CHAPTER 6 | Artix Plug-in Configuration

Java plug-in classes Java plug-ins are loaded using the plug-in factory you implemented for the
custom plugin. In the Artix configuration file, you must provide that name for
the plug-in factory class. You can do this using the following configuration
variable:

pl ugi ns: Pl ugi nNane: d assNane.

The plug-in name provided must correspond to the plug-in name listed in
the or b_pl ugi ns list. Example 16 shows an example of configuring a
custom plug-in called ny_j ava_fil ter that has the factory class
nyJavaFi | ter Factory.

Example 16: Custom Java Plug-in Configuration
plugi ns: ny_j ava_fil ter:shlib_name="nyJavaFi | t er Fact ory"
ny_app
{
orb plugins=[..., "java"];

java_plugins=["ny_java filter"];

}

Plug-in dependencies In addition to providing a pointer to the plug-in's implementation, you can
also provide a list of plug-ins that your plug-in requires to be loaded. You
can provide this information using the following configuration variable:

pl ugi ns: Pl ugi nNare: pr er equi si t e_pl ugi ns.

The prerequisite plug-ins are specified as a list of plug-in names similar to
that specified in the or b_pl ugi ns list. When you provide this list the bus
ensures that the required plug-ins are loaded whenever your plug-in is
loaded.

Example 17 shows configuring some prerequisite plug-ins for a custom
plug-in called ny_filter.

Example 17: Custom Prerequisite Plug-in Configuration

plugins:ny_filter:prerequisite_plugins = ["ny_plugi n_1",
"ny_plugin_2", "ny_plugin_3", "ny_plugin4"];

The syntax is the same for Java and C+ + applications.

156



In this chapter

Artix Security

CHAPTER 7

This chapter describes variables used by the IONA Security
Framework. The Artix security infrastructure is highly

configurable.

This chapter discusses the following topics:

Applying Constraints to Certificates page 159
initial_references page 161
plugins:asp page 162
plugins:at_http page 164
plugins:atli2_tls page 168
plugins:csi page 169
plugins:csi page 169
plugins:gsp page 170
plugins:http page 174
plugins:iiop_tls page 179
plugins:login_client page 183
plugins:login_service page 184
plugins:security page 185
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158

policies page 186
policies:asp page 192
policies:bindings:corba page 193
policies:csi page 194
policies:https page 197
policies:iiop_tls page 202
principal_sponsor page 212
principal_sponsor:csi page 216
principal_sponsor:https page 219




Applying Constraints to Certificates

Applying Constraints to Certificates

Certificate constraints policy

Configuration variable

Constraint language

Example

You can use the Cert Constrai nt sPol i cy to apply constraints to peer X.509
certificates by the default Certifi cat eval i dat or Pol i cy. These conditions
are applied to the owner’s distinguished name (DN) on the first certificate
(peer certificate) of the received certificate chain. Distinguished names are
made up of a number of distinct fields, the most common being
Organization Unit (OU) and Common Name (CN).

You can specify a list of constraints to be used by Cert Const r ai nt sPol i cy
through the policies:iiop_tls:certificate_constraints_policy or
policies:https:certificate_constraints_policy configuration variables.
For example:
policies:iiop_tls:certificate_constraints_policy =
[" CN=Johnny*, QU=[unit 1] | T_SSL], O=l ONA, C=l rel and, ST=Dubl i n, L=Ea
rth", " ON=Paul *, Q=SSLTEAM O=lI ONA, C=l rel and, ST=Dubl i n, L=Eart h",
" ON=TheQmi pot ent One" ] ;

These are the special characters and their meanings in the constraint list:

* Matches any text. For example:
an* matches ant and anger, but not aunt
[] Grouping symbols.
| Choice symbol. For example:

QU=[unit1] I T_SSL] signifies that if the QUis unit1
or | T_SSL, the certificate is acceptable.

=, 1= Signify equality and inequality respectively.

This is an example list of constraints:

policies:iiop_tls:certificate_constraints_policy = [
"QU=[uni t1] | T_SSL], ON=St eve*, L=Dubl i n",

"OEI T_ART*, QU =l T_ARTt est er s, ON=[ Jan| Donal ], ST=

Boston" ];
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Distinguished names

160

This constraint list specifies that a certificate is deemed acceptable if and
only if it satisfies one or more of the constraint patterns:

| f
The QUis unitl or I T_SSL
And
The CN begins with the text Steve
And
The location is Dublin
Then the certificate is acceptable
Hse (moving on to the second constraint)
|
The QU begins with the text IT_ART but isn't | T_ARTtesters
And
The comon nane is either Donal or Jan
And
The State is Boston
Then the certificate is acceptabl e
Qherwi se the certificate is unacceptable.

The language is like a boolean OR, trying the constraints defined in each
line until the certificate satisfies one of the constraints. Only if the certificate
fails all constraints is the certificate deemed invalid.

Note that this setting can be sensitive about white space used within it. For
example, "ON =" might not be recognized, where "CN\=" is recognized.

For more information on distinguished names, see the Security Guide.



initial_references

initial_references

IT_TLS_Toolkit:plugin

The initial _references namespace contains the following configuration
variables:

® |IT_TLS_ Toolkit:plugin

This configuration variable enables you to specify the underlying SSL/TLS
toolkit to be used by Artix. It is used in conjunction with the

pl ugi ns: bal ti more_t ool ki t: shlib_nane,

pl ugi ns: schannel _t ool ki t: shl i b_name (Windows only) and

pl ugi ns: syst enssl _t ool ki t : shl i b_name (z/OS only) configuration
variables to implement SSL/TLS toolkit replaceability.

The default is the Baltimore toolkit.
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plugins:asp

authentication_cache_size

The pl ugi ns: asp namespace contains the following variables:
® authentication_cache_size

® authentication_cache_timeout

®  authorization_realm

® default_password

®  security type

®  security_level

For SOAP bindings, the maximum number of credentials stored in the
authentication cache. If this size is exceeded the oldest credential in the
cache is removed.

A value of -1 (the default) means unlimited size. A value of 0 means disable
the cache.

authentication_cache_timeout

authorization_realm
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For SOAP bindings, the time (in seconds) after which a credential is
considered stale. Stale credentials are removed from the cache and the
server must re-authenticate with the Artix security service on the next call
from that user.

A value of -1 (the default) means an infinite time-out. A value of 0 means
disable the cache.

Specifies the Artix authorization realm to which an Artix server belongs. The
value of this variable determines which of a user’s roles are considered
when making an access control decision.



default_password

security type

security_level

plugins:asp

For example, consider a user that belongs to the ej b- devel oper and
cor ba- devel oper roles within the Engi neeri ng realm, and to the or di nary
role within the Sal es realm. If you set pl ugi ns: asp: aut hori zati on_real m
to Sal es for a particular server, only the ordi nary role is considered when
making access control decisions (using the action-role mapping file).

The default is | ONAQ obal Real m

When the client credentials originate either from a CORBA Principal
(embedded in a SOAP header) or from a certificate subject, the

def aul t _passwor d variable specifies the password to use on the server side.
The pl ugi ns: asp: def aul t _passwor d variable is used to get around the
limitation that a PRI NO PAL identity and a CERT_SUBJECT are propagated
without an accompanying password.

The arti x_security plug-in uses the received client principal together with
the password specified by pl ugi ns: asp: def aul t _passwor d to authenticate
the user through the Artix security service.

The default value is the string, def aul t _passwor d.

(Obsolete) From Artix 3.0 onwards, this variable is ignored.

Specifies the level from which security credentials are picked up. The
following options are supported by the arti x_security plug-in:

MESSAGE LEVEL  Get security information from the transport header. This
is the default.

REQUEST_LEVEL  Get the security information from the message header.
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plugins:at_http

client:client_certificate

The pl ugi ns: at _ht t p configuration variables are provided to facilitate
migration from legacy Artix applications (that is, Artix releases prior to
version 3.0). The pl ugi ns: at _htt p namespace contains variables that are
similar to the variables from the old (pre-version 3.0) pl ugi ns: http
namespace. One important change made in 3.0, however, is that an
application’s own certificate must now be provided in PKCS#12 format
(where they were previously supplied in PEM format).

If the variables from the pl ugi ns: at _htt p namespace are used, they take
precedence over the analogous variables from the

princi pal _sponsor: https and pol i ci es: htt ps namespaces.

The pl ugi ns: at _ht t p namespace contains the following variables:
® client:client_certificate.

® client:client_private_key_ password.

® client:trusted_root_certificates.

® client:use_secure_sockets.

® server:server_certificate.

®  server:server_private key password.

® server:trusted root_certificates.

®  server:use_secure_sockets.

This variable specifies the full path to the PKCS#12-encoded X.509
certificate issued by the certificate authority for the client. For example:

plugins:at_http:client:client_certificate =
"C \aspen\ x509\ cert s\ key. cert. p12"

client:client_private_key_password
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This variable specifies the password to decrypt the contents of the
PKCS#12 certificate file specified by client:client_certificate.



plugins:at_http

client:trusted_root_certificates

client:use_secure_sockets

This variable specifies the path to a file containing a concatenated list of CA
certificates in PEM format. The client uses this CA list during the TLS
handshake to verify that the server's certificate has been signed by a trusted
CA.

The effect of the cli ent : use_secur e_socket s variable depends on the type
of URL specifying the remote service location:
® https://host: port URL format—the client always attempts to open a
secure connection. That is, the value of
pl ugi ns: at _http:client:use_secure_socket s is effectively ignored.
® http://host: port URL format—whether the client attempts to open a
secure connection or not depends on the value of
pl ugi ns: at _http:client:use_secure_sockets, as follows:
¢ t rue—the client attempts to open a secure connection (that is,
HTTPS running over SSL or TLS). If no port is specified in the
http URL, the client uses port 443 for secure HTTPS.

+  fal se—the client attempts to open an insecure connection (that
is, plain HTTP).

If pl ugi ns: at _http:client:use_secure_sockets is true and the client
decides to open a secure connection, the at _ht t p plug-in then automatically
loads the htt ps plug-in.

Note: If pl ugins:at _http:client:use_secure_sockets is true and the
client decides to open a secure connection, Artix effectively uses the
following client secure invocation policies:

pol i ci es: https:client_secure_invocation_policy:requires
["Confidentiality","Integrity", "DetectReplay",
"Det ect M sordering", "EstablishTrustlnTarget"];

pol i ci es: https:client_secure_invocation_policy:supports
["Confidentiality", “Integrity", "DetectReplay",
"Detect M sordering", "EstablishTrustlnTarget",
"EstablishTrustindient"];
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server:server_certificate

This variable specifies the full path to the PKCS#12-encoded X.509
certificate issued by the certificate authority for the server. For example:

pl ugi ns: at _http: server:server_certificate =
"c:\aspen\ x509\ cert s\ key. cert. p12"

server:server_private_key password

This variable specifies the password to decrypt the contents of the
PKCS#12 certificate file specified by server: server _certificate.

server:trusted_root_certificates

This variable specifies the path to a file containing a concatenated list of CA
certificates in PEM format. The server uses this CA list during the TLS
handshake to verify that the client’s certificate has been signed by a trusted
CA.

server:use_secure_sockets

The effect of the server: use_secure_socket s variable depends on the type

of URL advertising the service location:

® https://host:port URL format—the server accepts only secure
connection attempts. That is, the value of

pl ugi ns: at _ht t p: server : use_secur e_socket s is effectively ignored.

® http://host: port URL format—whether the server accepts secure
connection attempts or not depends on the value of

pl ugi ns: at _htt p: server: use_secur e_socket s, as follows:

+  true—the server accepts secure connection attempts (that is,
HTTPS running over SSL or TLS). If no port is specified in the
http URL, the server uses port 443 for secure HTTPS.

+  fal se—the server accepts insecure connection attempts (that is,
plain HTTP).
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If pl ugi ns: at _htt p: server: use_secur e_socket s is set and the server
accepts a secure connection, the at _htt p plug-in then automatically loads
the htt ps plug-in.

Note: If pl ugi ns: at _htt p: server: use_secur e_socket s is set and the
server accepts a secure connection, Artix effectively uses the following
server secure invocation policies:

pol i ci es: https: server_secure_i nvocation_pol i cy: requires
["Confidentiality","Integrity", "DetectReplay",
"Detect M sordering", "EstablishTrustinQient"];

policies: https: server_secure_i nvocati on_pol i cy: supports
["Confidentiality", “Integrity", "DetectReplay",
"Det ect M sordering", "EstablishTrustlnTarget",
"EstablishTrustInQient"];
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plugins:atli2_tls

use_jsse_tk

168

The pl ugi ns: atli2_tls namespace contains the following variable:

® use jsse tk

(Java only) Specifies whether or not to use the JSSE/JCE architecture with
the CORBA binding. If true, the CORBA binding uses the JSSE/JCE
architecture to implement SSL/TLS security; if f al se, the CORBA binding
uses the Baltimore SSL/TLS toolkit.

The default is fal se.



plugins:csi

plugins:csi

ClassName

shlib_name

The pol i ci es: csi namespace includes variables that specify settings for
Common Secure Interoperability version 2 (CSIv2):

® dasshanme

® shlib_nane

A assNare specifies the Java class that implements the csi plugin. The
default setting is:

pl ugi ns: csi : A assName = "com i ona. corba. security. csi.CSl Pl ugin";
This configuration setting makes it possible for the Artix core to load the
plugin on demand. Internally, the Artix core uses a Java class loader to load
and instantiate the csi class. Plugin loading can be initiated either by
including the csi in the orb_pl ugi ns list, or by associating the plugin with
an initial reference.

shl i b_nane identifies the shared library (or DLL in Windows) containing the
csi plugin implementation.

pl ugi ns: csi:shlib_nane = "it_csi_prot";

The csi plug-in becomes associated with the it _csi _prot shared library,
where it _csi_prot is the base name of the library. The library base name,
it_csi_prot, is expanded in a platform-dependent manner to obtain the full
name of the library file.
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plugins:gsp

The pl ugi ns: gsp hamespace includes variables that specify settings for the
Generic Security Plugin (GSP). This provides authorization by checking a
user's roles against the permissions stored in an action-role mapping file. It
includes the following:

®  accept_asserted_aut horization_info

® action_role_napping_file

® assert_authorization_info

® authentication_cache_size

aut henti cati on_cache_t i meout

aut hori zati on_real m

® dasshane

® enabl e _authori zati on

®  enabl e_gssup_sso

® enabl e_user_id_| oggi ng

®  enabl e x509 sso

enf orce_secure_coms_t 0_SSo_server
® enable_security_service _cert_authentication
sso_server_certificate_constraints

use_client_| oad_bal anci ng

accept_asserted_authorization_info

If fal se, SAML data is not read from incoming connections. Default is t r ue.

action_role_mapping_file
Specifies the action-role mapping file URL. For example:

pl ugi ns: gsp: action_rol e_nmappi ng_file =
“file:///nylaction/rol e/ mappi ng";
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assert_authorization_info

authentication_cache_size

plugins:gsp

If fal se, SAML data is not sent on outgoing connections. Default is t r ue.

The maximum number of credentials stored in the authentication cache. If
this size is exceeded the oldest credential in the cache is removed.

A value of -1 (the default) means unlimited size. A value of 0 means disable
the cache.

authentication_cache_timeout

authorization_realm

The time (in seconds) after which a credential is considered stale. Stale
credentials are removed from the cache and the server must re-authenticate
with the Artix security service on the next call from that user. The cache
timeout should be configured to be smaller than the timeout set in the

i s2. properti es file (by default, that setting is

i S2. ss0. sessi on. t i meout =600).

A value of -1 (the default) means an infinite time-out. A value of 0 means
disable the cache.

aut hori zat i on_r eal mspecifies the iSF authorization realm to which a
server belongs. The value of this variable determines which of a user's roles
are considered when making an access control decision.

For example, consider a user that belongs to the ej b- devel oper and

cor ba- devel oper roles within the Engi neeri ng realm, and to the ordinary
role within the Sales realm. If you set pl ugi ns: gsp: aut hori zat i on_r eal mto
Sales for a particular server, only the ordinary role is considered when
making access control decisions (using the acti on-r ol e mapping file).
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ClassName

enable_authorization

enable_gssup_sso

enable_user_id _logging
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A assNane specifies the Java class that implements the gsp plugin. This
configuration setting makes it possible for the Artix core to load the plugin
on demand. Internally, the Artix core uses a Java class loader to load and
instantiate the gsp class. Plugin loading can be initiated either by including
the csi in the orb_pl ugi ns list, or by associating the plugin with an initial
reference.

A boolean GSP policy that, when true, enables authorization using
action-role mapping ACLs in server.

Default is t rue.

Enables SSO with a username and a password (that is, GSSUP) when set to
true.

A boolean variable that enables logging of user IDs on the server side.

Default is f al se.

Up until the release of Orbix 6.1 SP1, the GSP plug-in would log messages

containing user IDs. For example:

[junit] Fri, 28 May 2004 12: 17: 22. 0000000 [ SLEEPY: 3284]
(IT_CSI:205) | - Wser alice authenticated successfully.

In some cases, however, it might not be appropriate to expose user IDs in

the Orbix log. From Orbix 6.2 onward, the default behavior of the GSP

plug-in is changed, so that user IDs are not logged by default. To restore the

pre-Orbix 6.2 behavior and log user IDs, set this variable to true.



enable_x509_sso

plugins:gsp

Enables certificate-based SSO when set to true.

enforce_secure_comms_to_sso_server

Enforces a secure SSL/TLS link between a client and the login service when
set to t rue. When this setting is true, the value of the SSL/TLS client secure
invocation policy does not affect the connection between the client and the
login service.

Default is t rue.

enable_security_service_cert_authentication

A boolean GSP policy that enables X.509 certificate-based authentication
on the server side using the Artix security service.

Default is f al se.

sso_server_certificate_constraints

use_client_load_balancing

A special certificate constraints policy that applies only to the SSL/TLS
connection between the client and the SSO login server. For details of the
pattern constraint language, see “Applying Constraints to Certificates” on
page 159.

A boolean variable that enables load balancing over a cluster of security
services. If an application is deployed in a domain that uses security service
clustering, the application should be configured to use client load balancing
(in this context, client means a client of the Artix security service). See also
policies:iiop_tls:|oad_bal anci ng_mechani sm

Default is t rue.
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plugins:http

The pl ugi ns: htt p namespace contains the following variables:
® client:client_certificate

hd client:client_certificate_chain

® client:client_private_ key

® client:client_private key password
hd client:trusted root_certificates

® client:use_secure_sockets

® server:server_certificate

hd server:server_certificate_chain

® server:server_private_key

® server:server_private_key_password
hd server:trusted root_certificates

®  server:use_secure_sockets

client:client_certificate

This variable specifies the full path to the PEM-encoded X.509 certificate
issued by the certificate authority for the client. For example:

plugins:http:client:client_certificate =

"c:\aspen\ x509\ cert s\ key. cert. penf
This setting is ignored if pl ugi ns: htt p: cl i ent: use_secur e_socket s is
fal se.

client:client_certificate_chain

(Optional) This variable specifies the full path to the PEM-encoded X.509
certificate chain for the client. For example:

plugins:http:client:client_certificate_chain =
"c:\aspen\ x509\ cert s\ key. cert. pent

This setting is ignored if pl ugi ns: htt p: cl i ent: use_secur e_socket s is
fal se.
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client:client_private_key

plugins:http

This variable specifies a PEM file containing the client certificate’s encrypted
private key. This private key enables the client to respond to a challenge
from a server during an SSL/TLS handshake.

This setting is ignored if pl ugi ns: htt p: cl i ent: use_secur e_socket s is
fal se.

client:client_private_key password

This variable specifies the password to decrypt the contents of the
client_private_key file.

This setting is ignored if pl ugi ns: htt p: cl i ent: use_secur e_socket s is
fal se.

client:trusted_root_certificates

client:use_secure_sockets

This variable specifies the path to a file containing a concatenated list of CA
certificates in PEM format. The client uses this CA list during the TLS
handshake to verify that the server's certificate has been signed by a trusted
CA.

This setting is ignored if pl ugi ns: htt p: cl i ent: use_secur e_socket s is
fal se.

This variable specifies whether the client wants to open a HTTPS
connection (that is, HTTP running over SSL or TLS) or an insecure
connection (that is, plain HTTP).

Valid values are true, for HTTPS, and f al se, for HTTP. The default is
fal se.
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server:server_certificate

This variable specifies the full path to the PEM-encoded X.509 certificate
issued by the certificate authority for the server. For example:

pl ugi ns: http: server:server_certificate =
"c:\aspen\ x509\ cert s\ key. cert. pent

This setting is ignored if pl ugi ns: ht t p: ser ver : use_secur e_socket s is
fal se.

server:server_certificate_chain

server:server_private_key

(Optional) This variable specifies the full path to the PEM-encoded X.509
certificate chain for the server. For example:

pl ugi ns: http: server: server_certificate_chain =

"c:\aspen\ x509\ cert s\ key. cert. penf
This setting is ignored if pl ugi ns: ht t p: ser ver : use_secur e_socket s is
fal se.

This variable specifies a PEM file containing the server certificate’s
encrypted private key. This private key enables the server to respond to a
challenge from a client during an SSL/TLS handshake.

This setting is ignored if pl ugi ns: ht t p: ser ver : use_secur e_socket s is
fal se.

server:server_private_key_password
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This variable specifies the password to decrypt the contents of the
server _private_key file.

This setting is ignored if pl ugi ns: ht t p: ser ver : use_secur e_socket s is
fal se.



plugins:http

server:trusted _root_certificates

server:use_secure_sockets

This variable specifies the path to a file containing a concatenated list of CA
certificates in PEM format. The server uses this CA list during the TLS
handshake to verify that the client’s certificate has been signed by a trusted
CA.

This setting is ignored if pl ugi ns: ht t p: server: use_secur e_socket s is
fal se.

This variable specifies whether the server accepts HTTPS connection
attempts (that is, HTTP running over SSL or TLS) or insecure connection
attempts (that is, plain HTTP) from a client.

Valid values are true, for HTTPS, and f al se, for HTTP. The default is
fal se.
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plugins:https

The pl ugi ns: htt ps namespace contains the following variable:
® (ClassName

ClassName

(Java only) This variable specifies the class name of the htt ps plug-in
implementation. For example:

pl ugi ns: htt ps: A assName = "com i ona. corba. htt ps. HTTPSPI ugl n";
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plugins:iiop tls

The pl ugi ns:iiop_tls namespace contains the following variables:

buffer_pool:recycle _segments
buffer_pool:segment_preallocation
buffer_pools:max_incoming_buffers_in_pool
buffer_pools:max_outgoing_buffers_in_pool
delay_credential_gathering_until_handshake
enable_iiop_1_0_client_support
incoming_connections:hard_limit
incoming_connections:soft_limit
outgoing_connections:hard_limit
outgoing_connections:soft_limit
tcp_listener:reincarnate_attempts
tcp_listener:reincarnation_retry_backoff ratio
tcp_listener:reincarnation_retry delay

buffer_pool:recycle_segments

(Java only) When this variable is set, the iiop_t1s plug-in reads this
variable's value instead of the
pl ugi ns: i i op: buf f er _pool : recycl e_segnment s variable's value.

buffer_pool:segment_preallocation

(Java only) When this variable is set, the i iop_t1s plug-in reads this
variable's value instead of the
pl ugi ns: i i op: buf f er _pool : segment _pr eal | ocat i on variable’s value.
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buffer_pools:max_incoming_buffers_in_pool

(C++ only) When this variable is set, the i i op_t | s plug-in reads this
variable's value instead of the

pl ugi ns: i i op: buf f er_pool s: max_i ncom ng_buf fers_i n_pool variable's
value.

buffer_pools:max_outgoing_buffers_in_pool

(C++ only) When this variable is set, the i i op_t | s plug-in reads this
variable's value instead of the

pl ugi ns: i i op: buf f er_pool s: max_out goi ng_buf fers_i n_pool variable's
value.

delay_credential_gathering_until_handshake

(Windows and Schannel only) This client configuration variable provides an
alternative to using the pri nci pal _sponsor variables to specify an
application’s own certificate. When this variable is set to true and

princi pal _sponsor : use_pri nci pal _sponsor is set to f al se, the client
delays sending its certificate to a server. The client will wait until the server
explicitly requests the client to send its credentials during the SSL/TLS
handshake.

This configuration variable can be used in conjunction with the
pl ugi ns: schannel : pronpt _wi t h_credenti al _choi ce configuration variable.

enable iiop 1 O client_support

This variable enables client-side interoperability of Artix SSL/TLS
applications with legacy IIOP 1.0 SSL/TLS servers, which do not support
IIOP 1.1.

The default value is f al se. When set to t rue, Artix SSL/TLS searches secure
target 1IOP 1.0 object references for legacy 110P 1.0 SSL/TLS tagged
component data, and attempts to connect on the specified port.

Note: This variable will not be necessary for most users.
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incoming_connections:hard_limit

Specifies the maximum number of incoming (server-side) connections
permitted to 1IOP. [IOP does not accept new connections above this limit.
Defaults to -1 (disabled).

When this variable is set, the i i op_t1s plug-in reads this variable's value
instead of the pl ugi ns: i i op: i ncom ng_connections: hard_l i mt variable’s
value.

Please see the chapter on ACM in the CORBA Programmer’s Guide for
further details.

incoming_connections:soft_limit

Specifies the number of connections at which 11OP should begin closing
incoming (server-side) connections. Defaults to -1 (disabled).

When this variable is set, the i iop_t1s plug-in reads this variable's value
instead of the pl ugi ns: i i op: i ncom ng_connections: soft_limt variable’s
value.

Please see the chapter on ACM in the CORBA Programmer’s Guide for
further details.

outgoing_connections:hard_limit

When this variable is set, the i i op_t1s plug-in reads this variable's value
instead of the pl ugi ns: i i op: out goi ng_connections: hard_l i mt variable’s
value.

outgoing_connections:soft_limit
When this variable is set, the i i op_t1s plug-in reads this variable's value

instead of the pl ugi ns: i i op: out goi ng_connecti ons: soft_limt variable’s
value.
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tcp_listener:reincarnate_attempts

(Windows only)

plugins:iiop_tls:tcp_listener:reincarnate_attenpts specifies the
number of times that a Listener recreates its listener socket after recieving a
SocketException.

Sometimes a network error may occur, which results in a listening socket
being closed. On Windows, you can configure the listener to attempt a
reincarnation, which enables new connections to be established. This
variable only affects Java and C+ + applications on Windows. Defaults to O
(no attempts).

tcp_listener:reincarnation_retry_backoff_ratio

(Windows only)
plugins:iiop_tls:tcp_listener:reincarnation_retry_del ay specifies a
delay between reincarnation attempts. Data type is | ong. Defaults to 0 (no
delay).

tcp_listener:reincarnation_retry_delay
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(Windows only)
plugins:iiop_tls:tcp_listener:reincarnation_retry_backoff_ratiosp
ecifies the degree to which delays between retries increase from one retry to
the next. Datatype is | ong. Defaults to 1.



plugins:login_client

plugins:login_client

The pl ugi ns: 1 ogi n_cl i ent namespace contains the following variables:

* wsdl_url

wsdl_url

Specifies the location of the login service WSDL to the | ogi n_cl i ent
plug-in. The value of this variable can either be a relative pathname or an
URL. The I ogi n_cl i ent requires access to the login service WSDL in order
to obtain details of the physical contract (for example, host and IP port).
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plugins:login_service

wsdl_url
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The pl ugi ns: | ogi n_servi ce namespace contains the following variables:

* wsdl_url

Specifies the location of the login service WSDL to the | ogi n_servi ce
plug-in. The value of this variable can either be a relative pathname or an
URL. The | ogi n_ser vi ce requires access to the login service WSDL in order
to obtain details of the physical contract (for example, host and IP port).



plugins:security

plugins:security

The pl ugi ns: securi ty namespace contains the following variable:
® share_credentials_across_orbs

share_credentials_across_orbs

Enables own security credentials to be shared across ORBs. Normally, when
you specify an own SSL/TLS credential (using the principal sponsor or the
principal authenticator), the credential is available only to the ORB that
created it. By setting the

pl ugi ns: security: share_credential s_across_or bs variable to true,
however, the own SSL/TLS credentials created by one ORB are
automatically made available to any other ORBs that are configured to share
credentials.

See also pri nci pal _sponsor: csi : use_exi sting_credenti al s for details of
how to enable sharing of CSI credentials.

Default is f al se.
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policies

The pol i ci es namespace defines the default CORBA policies for an ORB.
Many of these policies can also be set programmatically from within an
application. SSL/TLS-specific variables in the pol i ci es namespace include:
® allow.unauthenticated_clients_policy

® certificate_constraints_policy

® client_secure_invocation_policy:requires
® client_secure_invocation_policy:supports
® max_chain_l engt h_pol i cy

b nmechani sm pol i cy: accept _v2_hel | os

d nechani sm pol i cy: ci phersui tes

® nmechani sm pol i cy: prot ocol _versi on

® target_secure_i nvocation_policy:requires
® target_secure_invocation_policy:supports

® trusted ca_ list_policy

allow_unauthenticated_clients_policy

(Deprecated in favor of

policies:iiop_tls:allow unauthenticated clients_policy and
policies: https:al | ow unaut henti cated_clients_policy.)

A generic variable that sets this policy both foriiop_tls and https. The
recommended alternative is to use the variables prefixed by
policies:iiop_tls and policies:https instead, which take precedence
over this generic variable.
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certificate_constraints_policy

(Deprecated in favor of
policies:iiop_tls:certificate_constraints_policy and
policies:https:certificate_constraints_policy.)

A generic variable that sets this policy both foriiop_tls and https. The
recommended alternative is to use the variables prefixed by
policies:iiop_tlsandpolicies:https instead, which take precedence
over this generic variable.

client_secure_invocation_policy:requires

(Deprecated in favor of

policies:iiop_tls:client_secure_ invocation_policy:requires and
policies: https:client_secure_invocation_policy:requires.)

A generic variable that sets this policy both foriiop_t1s and https. The
recommended alternative is to use the variables prefixed by
policies:iiop_tls and policies:https instead, which take precedence
over this generic variable.

client_secure_invocation_policy:supports

(Deprecated in favor of
policies:iiop_tls:client_secure_invocation_policy:supports and
policies: https:client_secure_invocation_policy: supports.)

A generic variable that sets this policy both foriiop_tls and https. The
recommended alternative is to use the variables prefixed by
policies:iiop_tlsand policies:https instead, which take precedence
over this generic variable.
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max_chain_length_policy

(Deprecated in favor of pol i cies:iiop_tls: max_chai n_| ength_policy and
pol i ci es: ht t ps: max_chai n_| engt h_pol i cy.)

max_chai n_| engt h_pol i cy specifies the maximum certificate chain length
that an ORB will accept. The policy can also be set programmatically using
the I T_TLS API : : MaxChai nLengt hPol i cy CORBA policy. Default is 2.

Note: The max_chai n_| engt h_pol i cy is not currently supported on the
z/0S platform.

mechanism_policy:accept v2 hellos
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(Deprecated in favor of

policies:iiop_tls:nechani smpolicy:accept_v2 hell os and

pol i ci es: ht t ps: mechani sm pol i cy: accept _v2_hel | 0s.)

The accept _v2_hel | os policy is a special setting that facilitates
interoperability with an Artix application deployed on the z/OS platform.
When t r ue, the Artix application accepts V2 client hellos, but continues the
handshake using either the SSL_V3 or TLS V1 protocol. When fal se, the
Artix application throws an error, if it receives a V2 client hello. The default
is fal se.

For example:

pol i ci es: nechani sm pol i cy: accept_v2_hellos = "true";



policies

mechanism_policy:ciphersuites

(Deprecated in favor of

policies:iiop_tls:nmechani smpolicy:ciphersuites and

pol i ci es: ht t ps: mechani sm pol i cy: ci phersui tes.)

mechani sm pol i cy: ci pher sui t es specifies a list of cipher suites for the
default mechanism policy. One or more of the cipher suites shown in
Table 10 can be specified in this list.

Table 10: Mechanism Policy Cipher Suites

Null Encryption, Integrity Standard Ciphers
and Authentication Ciphers
RSA W TH NULL_MDB RSA_EXPCRT_W TH_RC4_40_MX%6
RSA W TH NULL_SHA RSA WTH RC4_128_M»b

RSA WTH RO4_128_SHA

RSA EXPORT W TH_DES40_CBC SHA

RSA W TH DES_CBC SHA

RSA W TH_3DES EDE_CBC SHA

If you do not specify the list of cipher suites explicitly, all of the null
encryption ciphers are disabled and all of the non-export strength ciphers
are supported by default.

mechanism_policy:protocol_version

(Deprecated in favor of

policies:iiop_tls:nmechani smpolicy: protocol _version and

pol i ci es: ht t ps: mechani sm pol i cy: prot ocol _ver si on.)

mechani sm pol i cy: prot ocol _ver si on specifies the list of protocol versions
used by a security capsule (ORB instance). The list can include one or more
of the values SSL_V3 and TLS_V1. For example:

pol i ci es: nechani sm pol i cy: prot ocol _versi on=["TLS V1", "SSL V3"];
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target_secure_invocation_policy:requires

(Deprecated in favor of
policies:iiop_tls:target_secure_invocation_policy:requires and
policies: https:target_secure_invocation_policy:requires.)

target _secure_i nvocation_pol i cy: requires specifies the minimum level
of security required by a server. The value of this variable is specified as a
list of association options.

Note: In accordance with CORBA security, this policy cannot be
downgraded programmatically by the application.

target_secure_invocation_policy:supports

(Deprecated in favor of
policies:iiop_tls:target_secure_invocation_policy:supports and
policies: https:target_secure_invocation_policy: supports.)

suppor t s specifies the maximum level of security supported by a server. The
value of this variable is specified as a list of association options. This policy
can be upgraded programmatically using either the QCP or the

Establ i shTrust policies.
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trusted_ca_list_policy

policies

(Deprecated in favor of policies:iiop_tls:trusted ca_list_policy and
policies:https:trusted _ca |ist_policy.)

trusted_ca_list_policy specifies a list of filenames, each of which
contains a concatenated list of CA certificates in PEM format. The aggregate
of the CAs in all of the listed files is the set of trusted CAs.

For example, you might specify two files containing CA lists as follows:

policies:trusted ca |list_policy =
["install _dir/asp/version/etc/tls/x509/calca_listl.pent,
"instal |l _dir/asp/version/etc/tls/x509/cal/ca_list_extra.pen];

The purpose of having more than one file containing a CA list is for
administrative convenience. It enables you to group CAs into different lists
and to select a particular set of CAs for a security domain by choosing the
appropriate CA lists.
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policies:asp

enable_authorization

enable_sso

192

The pol i ci es: asp hamespace contains the following variables:
® enable_authorization
® enable_sso

A boolean variable that specifies whether Artix should enable authorization
using the Artix Security Framework. Default is f al se.

A boolean variable that specifies whether Artix enables single-sign on (SSO)
on the server-side. Default is f al se.



policies:bindings:corba

policies:bindings:corba

token_propagation

gssup_propagation

The pol i ci es: bi ndi ngs: cor ba namespace contains the following variables:
® token_propagation
®  gssup_propagation

A boolean variable that can be used in a SOAP-to-CORBA router to enable
the transfer of an SSO token from an incoming SOAP request into an
outgoing CORBA request.

The CORBA binding extracts the SSO token from incoming SOAP/HTTP
invocations and inserts the token into an outgoing [IOP request, to be
transmitted using CSI identity assertion.

A boolean variable that can be used in a SOAP-to-CORBA router to enable
the transfer of incoming SOAP credentials into outgoing CORBA credentials.

The CORBA binding extracts the username and password credentials from
incoming SOAP/HTTP invocations and inserts them into an outgoing GSSUP
credentials object, to be transmitted using CSI authentication over transport.
The domain name in the outgoing GSSUP credentials is set to a blank
string. Default is f al se.
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policies:csi

The pol i ci es: csi namespace includes variables that specify settings for
Common Secure Interoperability version 2 (CSlv2):

® attribute_service: backward_trust:enabl ed

® attribute_service:client_supports

® attribute_service:target_supports

® auth_over_transport:authentication_service
® auth_over_transport:client_supports

® auth_over_transport:server_donai n_nanme

® auth_over_transport:target_requires

® auth_over_transport:target_supports

attribute_service:backward_trust:enabled

(Obsolete)

attribute_service:client_supports

attribute_service:client_supports is a client-side policy that specifies
the association options supported by the CSIv2 attribute service (principal
propagation). The only assocation option that can be specified is

I dentityAssertion. This policy is normally specified in an intermediate
server so that it propagates CSIv2 identity tokens to a target server. For
example:

policies:csi:attribute_service:client_supports =
["ldentityAssertion"];
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attribute_service:target_supports

attribute_service:target_supports is a server-side policy that specifies
the association options supported by the CSIv2 attribute service (principal
propagation). The only assocation option that can be specified is

I dentityAssertion. For example:

policies:csi:attribute_service:target_supports =
["ldentityAssertion"];

auth_over_transport:authentication_service

(Java CSI plug-in only) The name of a Java class that implements the

| T_CSI:: Aut hent i cat eGSSUPOr edent i al s IDL interface. The authentication
service is implemented as a callback object that plugs into the CSIv2
framework on the server side. By replacing this class with a custom
implementation, you could potentially implement a new security technology
domain for CSIv2.

By default, if no value for this variable is specified, the Java CSl plug-in uses
a default authentication object that always returns f al se when the
aut hent i cat e() operation is called.

auth_over_transport:client_supports

auth_over_transport: client_supports is a client-side policy that specifies
the association options supported by CSlv2 authorization over transport.
The only assocation option that can be specified is

Establ i shTrustIndient. For example:

policies:csi:auth_over_transport:client_supports =
["EstablishTrustInQient"];
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auth_over_transport:server_domain_name

The iSF security domain (CSIv2 authentication domain) to which this server
application belongs. The iSF security domains are administered within an
overall security technology domain.

The value of the ser ver _domai n_nane variable will be embedded in the IORs
generated by the server. A CSIv2 client about to open a connection to this
server would check that the domain name in its own CSIv2 credentials
matches the domain name embedded in the IOR.

auth_over_transport:target_requires

auth_over_transport:target_requires is a server-side policy that
specifies the association options required for CSlv2 authorization over
transport. The only assocation option that can be specified is

Establ i shTrust I ndient. For example:

policies:csi:auth_over_transport:target_requires =
["EstablishTrustInQient"];

auth_over_transport:target _supports
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auth_over_transport:target_supports is a server-side policy that
specifies the association options supported by CSIv2 authorization over
transport. The only assocation option that can be specified is

Establ i shTrust I nd i ent. For example:

policies:csi:auth_over_transport:target_supports =
["EstablishTrustInQient"];



policies:https

policies:https

The pol i ci es: htt ps namespace contains variables used to configure the
https plugin. It contains the following variables:

® allow.unauthenticated_clients_policy

® certificate_constraints_policy

® client_secure_invocation_policy:requires
® client_secure_invocation_policy:supports
® max_chain_|l engt h_pol i cy

b nmechani sm pol i cy: accept _v2_hel | os

d nechani sm pol i cy: ci phersui tes

® nmechani sm pol i cy: prot ocol _versi on

® session_caching_policy

® target_secure_invocation_policy:requires
target_secure_i nvocation_pol i cy: supports

® trusted ca list_policy

allow_unauthenticated clients_policy

A boolean variable that specifies whether a server will allow a client to
establish a secure connection without sending a certificate. Default is f al se.

This configuration variable is applicable only in the special case where the
target secure invocation policy is set to require NoPr ot ecti on (a semi-secure
server).

certificate_constraints_policy

A list of constraints applied to peer certificates—see “Applying Constraints
to Certificates” on page 159 for the syntax of the pattern constraint
language. If a peer certificate fails to match any of the constraints, the
certificate validation step will fail.
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The policy can also be set programmatically using the
I T_TLS API:: Cert Constrai ntsPol i cy CORBA policy. Default is no
constraints.

client_secure_invocation_policy:requires

Specifies the minimum level of security required by a client. The value of
this variable is specified as a list of association options—see the Orbix
Security Guide for details on how to set SSL/TLS association options.

Note: In accordance with CORBA security, this policy cannot be
downgraded programmatically by the application.

client_secure_invocation_policy:supports

Specifies the initial maximum level of security supported by a client. The
value of this variable is specified as a list of association options—see the
Orbix Security Guide for details on how to set SSL/TLS association options.

Note: This policy can be upgraded programmatically using either the QoP
or the Est abl i shTrust policies.

max_chain_length_policy
The maximum certificate chain length that an ORB will accept (see the

discussion of certificate chaining in the Orbix Security Guide).

The policy can also be set programmatically using the
| T_TLS APl : : MaxChai nLengt hPol i cy CORBA policy. Default is 2.

Note: The max_chai n_| engt h_pol i cy is not currently supported on the
z/0S platform.

mechanism_policy:accept v2_hellos

This HTTPS-specific policy overides the generic
pol i ci es: mechani sm pol i cy: accept _v2_hel | os policy.
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The accept _v2_hel | os policy is a special setting that facilitates HTTPS
interoperability with certain Web browsers. Many Web browsers send SSL
V2 client hellos, because they do not know what SSL version the server
supports.

When t rue, the Artix server accepts V2 client hellos, but continues the
handshake using either the SSL_V3 or TLS_V1 protocol. When f al se, the
Artix server throws an error, if it receives a V2 client hello. The default is
true.

Note: This default value is deliberately different from the
policies:iiop_tls:mechani smpolicy:accept _v2_hel | os default value.

For example:

policies: https: mechani sm pol i cy: accept _v2 hellos = "true";

mechanism_policy:ciphersuites

Specifies a list of cipher suites for the default mechanism policy. One or
more of the following cipher suites can be specified in this list:

Table 11: Mechanism Policy Cipher Suites

Null Encryption, Integrity Standard Ciphers
and Authentication Ciphers
RSA W TH NULL_MDB RSA_EXPCRT_W TH_RC4_40_MX%6
RSA W TH NULL_SHA RSA WTH RC4_128_M»b

RSA WTH RO4_128_SHA

RSA EXPORT W TH_DES40_CBC SHA

RSA W TH DES_CBC SHA

RSA W TH_3DES EDE_CBC SHA

If you do not specify the list of cipher suites explicitly, all of the null
encryption ciphers are disabled and all of the non-export strength ciphers
are supported by default.
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mechanism_policy:protocol_version

session_caching_policy

This HTTPS-specific policy overides the generic

pol i ci es: mechani sm pol i cy: pr ot ocol _ver si on policy.

Specifies the list of protocol versions used by a security capsule (ORB
instance). Can include one or more of the following values:

TLS V1
ssL_v3

The default setting is SSL_V3 and TLS V1.
For example:

poli ci es: https: mechani smpol i cy: protocol _version = ["TLS V1",
"SSL_V3"];

When this policy is set, the htt ps plug-in reads this policy’s value instead of
the pol i ci es: sessi on_cachi ng policy’s value (C++) or
pol i ci es: sessi on_cachi ng_pol i cy policy’s value (Java).

target_secure_invocation_policy:requires

Specifies the minimum level of security required by a server. The value of
this variable is specified as a list of association options—see the Orbix
Security Guide for more details about association options.

In accordance with CORBA security, this policy cannot be downgraded
programmatically by the application.

target_secure_invocation_policy:supports
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Specifies the maximum level of security supported by a server. The value of
this variable is specified as a list of association options—see the Orbix
Security Guide for more details about association options.

This policy can be upgraded programmatically using either the QP or the
Est abl i shTrust policies.



trusted_ca_list_policy

policies:https

Contains a list of filenames (or a single filename), each of which contains a
concatenated list of CA certificates in PEM format. The aggregate of the CAs
in all of the listed files is the set of trusted CAs.

For example, you might specify two files containing CA lists as follows:

policies:trusted ca list_policy =
["ASPInstal I D r/asp/ 6.0/ etc/tls/x509/calca_listl. pent,
"ASPInstal | Dr/asp/ 6.0/ etc/tls/x509/calca_list_extra.pen];
The purpose of having more than one file containing a CA list is for
administrative convenience. It enables you to group CAs into different lists
and to select a particular set of CAs for a security domain by choosing the
appropriate CA lists.
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policies:iiop _tls

The policies:iiop_tls namespace contains variables used to set
I10P-related policies for a secure environment. These setting affect the
i iop_tls plugin. It contains the following variables:

® allow.unauthenticated_clients_policy

hd buf f er _si zes_pol i cy: def aul t _buf f er _si ze

b buf f er _si zes_pol i cy: max_buf f er _si ze

® certificate_constraints_policy

® client_secure_invocation_policy:requires

® client_secure_invocation_policy:supports

® client_version_policy

® connection_attenpts

® connection_retry_del ay

® | oad_bal anci ng_nechani sm

® max_chain_|l engt h_pol i cy

b nmechani sm pol i cy: accept _v2_hel | os

d nechani sm pol i cy: ci phersui tes

® nmechani sm pol i cy: prot ocol _versi on

® server_address_node_policy: | ocal _domai n

® server_address_node_policy: | ocal _host nane

® server_address_node_pol i cy: port_range

®  server_address_node_pol i cy: publ i sh_host name
®  server_version_policy

® target_secure_invocation_policy:requires

® target_secure_i nvocation_policy: supports

® tcp_options_policy: no_del ay

® tcp_options_policy:recv_buffer_size

® tcp_options_policy:send buffer_size

® trusted ca list_policy
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allow_unauthenticated_clients_policy

A boolean variable that specifies whether a server will allow a client to
establish a secure connection without sending a certificate. Default is f al se.

This configuration variable is applicable only in the special case where the
target secure invocation policy is set to require NoPr ot ecti on (a semi-secure
server).

buffer_sizes_policy:default_buffer_size

When this policy is set, the iiop_t1s plug-in reads this policy’s value
instead of the pol i ci es:iiop: buffer_sizes policy:default_buffer_size
policy’s value.

buf fer_si zes_pol i cy: defaul t _buf f er _si ze specifies, in bytes, the initial
size of the buffers allocated by IIOP. Defaults to 16000. This value must be
greater than 80 bytes, and must be evenly divisible by 8.

buffer_sizes_policy:max_buffer_size

When this policy is set, the iiop_tls plug-in reads this policy’s value
instead of the pol i ci es:iiop: buf fer_si zes_pol i cy: max_buf f er _si ze
policy’s value.

buf f er_si zes_pol i cy: max_buf f er _si ze specifies the maximum buffer size

permitted by I10P, in kilobytes. Defaults to 512. A value of -1 indicates
unlimited size. If not unlimited, this value must be greater than 80.

certificate_constraints_policy

A list of constraints applied to peer certificates—see the discussion of
certificate constraints in the Artix security guide for the syntax of the pattern
constraint language. If a peer certificate fails to match any of the
constraints, the certificate validation step will fail.

The policy can also be set programmatically using the
I T_TLS API:: Cert Constrai ntsPol i cy CORBA policy. Default is no
constraints.
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client_secure_invocation_policy:requires

Specifies the minimum level of security required by a client. The value of
this variable is specified as a list of association options—see the Artix
Security Guide for more details about association options.

In accordance with CORBA security, this policy cannot be downgraded
programmatically by the application.

client_secure_invocation_policy:supports

client_version_policy

connection_attempts
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Specifies the initial maximum level of security supported by a client. The
value of this variable is specified as a list of association options—see the
Artix Security Guide for more details about association options.

This policy can be upgraded programmatically using either the QP or the
Est abl i shTrust policies.

client_version_pol i cy specifies the highest [IOP version used by clients. A
client uses the version of 1I0P specified by this variable, or the version
specified in the IOR profile, whichever is lower. Valid values for this variable
are: 1.0, 1.1, and 1. 2.

For example, the following file-based configuration entry sets the server [IOP
version to 1.1.

policies:iiop:server_version_policy="1.1";
The following i t admi n command set this variable:

itadmn variable nodify -type string -val ue "1.1"
pol i ci es:iiop: server_version_policy

connect i on_at t enpt s specifies the number of connection attempts used
when creating a connected socket using a Java application. Defaults to 5.



policies:iiop_tls

connection_retry_delay

connection_retry_del ay specifies the delay, in seconds, between
connection attempts when using a Java application. Defaults to 2.

load_balancing_mechanism

Specifies the load balancing mechanism for the client of a security service
cluster (see also pl ugi ns: gsp: use_cl i ent _| oad_bal anci ng). In this
context, a client can also be an Artix server. This policy only affects
connections made using IORs that contain multiple addresses. The
iiop_tls plug-in load balances over the addresses embedded in the IOR.
The following mechanisms are supported:

® random—choose one of the addresses embedded in the IOR at random
(this is the default).

® sequential —choose the first address embedded in the IOR, moving
on to the next address in the list only if the previous address could not
be reached.

max_chain_length_policy

This policy overides pol i ci es: max_chai n_I engt h_pol i cy for the iiop_tls
plugin.
The maximum certificate chain length that an ORB will accept.

The policy can also be set programmatically using the
| T_TLS API : : MaxChai nLengt hPol i cy CORBA policy. Default is 2.

Note: The max_chai n_| engt h_pol i cy is not currently supported on the
z/0OS platform.

mechanism_policy:accept v2_ hellos

This 110P/TLS-specific policy overides the generic
pol i ci es: mechani sm pol i cy: accept _v2_hel | os policy.
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The accept _v2_hel | os policy is a special setting that facilitates
interoperability with an Artix application deployed on the z/OS platform.
Artix security on the z/OS platform is based on IBM’s System/SSL toolkit,
which implements SSL version 3, but does so by using SSL version 2 hellos
as part of the handshake. This form of handshake causes interoperability
problems, because applications on other platforms identify the handshake
as an SSL version 2 handshake. The misidentification of the SSL protocol
version can be avoided by setting the accept _v2_hel | os policy to true in
the non-z/0S application (this bug also affects some old versions of
Microsoft Internet Explorer).

When true, the Artix application accepts V2 client hellos, but continues the
handshake using either the SSL_V3 or TLS V1 protocol. When fal se, the
Artix application throws an error, if it receives a V2 client hello. The default
is fal se.

Note: This default value is deliberately different from the
pol i ci es: ht t ps: mechani sm pol i cy: accept _v2_hel | os default value.

For example:

policies:iiop_tls:nechani smpolicy:accept_v2_hellos = "true";

mechanism_policy:ciphersuites
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This policy overides pol i ci es: mechani sm pol i cy: ci phersui t es for the
iiop_tls plugin.

Specifies a list of cipher suites for the default mechanism policy. One or
more of the following cipher suites can be specified in this list:

Table 12: Mechanism Policy Cipher Suites

Null Encryption, Integrity Standard Ciphers
and Authentication Ciphers
RSA WTH NULL_M®5 RSA EXPCRT W TH RC4_40_MXb
RSA WTH NULL_SHA RSA WTH R4 128 _M®b

RSA WTH RC4_128_SHA

RSA_EXPORT W TH DES40_CBC SHA




policies:iiop_tls

Table 12: Mechanism Policy Cipher Suites

Null Encryption, Integrity Standard Ciphers
and Authentication Ciphers

RSA W TH DES_CBC SHA

RSA W TH 3DES EDE_CBC SHA

If you do not specify the list of cipher suites explicitly, all of the null
encryption ciphers are disabled and all of the non-export strength ciphers
are supported by default.

mechanism_policy:protocol_version

This [IOP/TLS-specific policy overides the generic

pol i ci es: mechani sm pol i cy: prot ocol _ver si on policy.

Specifies the list of protocol versions used by a security capsule (ORB
instance). Can include one or more of the following values:

TLS V1

SSL_ V3
SSL_V2V3 (Deprecated)

The default setting is SSL_V3 and TLS V1.
For example:

policies:iiop_tls:nechani smpolicy:protocol_version = ["TLS V1",
"SSL_V3'];

The SSL_V2V3 value is now deprecated. It was previously used to facilitate

interoperability with Artix applications deployed on the z/OS platform. If you

have any legacy configuration that uses SSL_V2V3, you should replace it with

the following combination of settings:

policies:iiop_tls:nechani smpolicy:protocol _version = ["SSL_V3",
"TLS V1"];
policies:iiop_tls:mechani smpolicy:accept_v2 hellos = "true";

server_address_mode_policy:local domain
(Java only) When this policy is set, the iiop_t|s plug-in reads this policy’s

value instead of the
policies:iiop:server_address_node_policy: | ocal _domai n policy’s value.
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server_address_mode_policy:local_hostname

(Java only) When this policy is set, the iiop_tIs plug-in reads this policy’s
value instead of the

policies:iiop:server_address_node_policy: | ocal _host nane policy’s
value.

server _addr ess_node_pol i cy: | ocal _host nane specifies the hostname
advertised by the locator daemon, and listened on by server-side 110P.

Some machines have multiple hostnames or IP addresses (for example,
those using multiple DNS aliases or multiple network cards). These
machines are often termed multi-homed hosts. The | ocal _host name
variable supports these type of machines by enabling you to explicitly
specify the host that servers listen on and publish in their IORs.

For example, if you have a machine with two network addresses
(207. 45. 52. 34 and 207. 45. 52. 35), you can explicitly set this variable to
either address:

policies:iiop:server_address_node policy: | ocal _host nane =
"207.45.52. 34";

By default, the I ocal _host nane variable is unspecified. Servers use the
default hostname configured for the machine with the Orbix configuration
tool.

server_address_mode_policy:port_range
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(Java only) When this policy is set, the iiop_t|s plug-in reads this policy’s
value instead of the

policies:iiop:server_address_node_policy: port_range policy’s value.
server _addr ess_node_pol i cy: port _range specifies the range of ports that
a server uses when there is no well-known addressing policy specified for
the port.



policies:iiop_tls

server_address_mode_policy:publish_hostname

When this policy is set, the iiop_t1s plug-in reads this policy’s value
instead of the

pol i cies:iiop:server_address_node_pol i cy: publ i sh_host name policy’s
value.

ser ver _addr ess_mode- pol i cy: publ i sh_host name specifes whether [IOP
exports hostnames or IP addresses in published profiles. Defaults to f al se
(exports IP addresses, and does not export hostnames). To use hostnames
in object references, set this variable to true, as in the following file-based
configuration entry:

pol i ci es:iiop:server_address_node_pol i cy: publ i sh_host name=t r ue
The following i t admi n command is equivalent:

itadmn variable create -type bool -val ue true
policies:iiop:server_address_nmode_pol i cy: publ i sh_host nane

server_version_policy

When this policy is set, the iiop_tls plug-in reads this policy’s value
instead of the pol i ci es:ii op: server_version_pol i cy policy’s value.
server _versi on_pol i cy specifies the GIOP version published in [IOP
profiles. This variable takes a value of either 1. 1 or 1. 2. Orbix servers do not
publish [IOP 1.0 profiles. The default value is 1. 2.

target_secure_invocation_policy:requires

This policy overides

pol i ci es:target_secure_invocation_policy:requires fortheiiop_tls
plugin.

Specifies the minimum level of security required by a server. The value of
this variable is specified as a list of association options—see the Artix
Security Guide for more details about association options.

In accordance with CORBA security, this policy cannot be downgraded
programmatically by the application.
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target_secure_invocation_policy:supports

This policy overides

pol i ci es:target_secure_invocation_policy: supports fortheiiop_tls
plugin.

Specifies the maximum level of security supported by a server. The value of
this variable is specified as a list of association options—see the Artix
Security Guide for more details about association options.

This policy can be upgraded programmatically using either the QP or the
Est abl i shTrust policies.

tcp_options_policy:no_delay

210

When this policy is set, the iiop_t1s plug-in reads this policy’s value
instead of the policies:iiop:tcp_options_policy:no_del ay policy’s
value.

tcp_options_pol i cy: no_del ay specifies whether the TCP_NCDELAY option
should be set on connections. Defaults to f al se.



policies:iiop_tls

tcp_options_policy:recv_buffer_size

When this policy is set, the iiop_t1s plug-in reads this policy’s value
instead of the policies:iiop:tcp_options_policy:recv_buffer_size
policy’s value.

tcp_options_pol i cy: recv_buf fer_si ze specifies the size of the TCP
receive buffer. This variable can only be set to 0, which coresponds to using
the default size defined by the operating system.

tcp_options_policy:send_buffer_size

trusted _ca_list_policy

When this policy is set, the iiop_tls plug-in reads this policy’s value
instead of the policies:iiop:tcp_options_policy:send buffer_size
policy’s value.

tcp_options_pol i cy: send_buf f er _si ze specifies the size of the TCP send
buffer. This variable can only be set to 0, which coresponds to using the
default size defined by the operating system.

This policy overides the pol i ci es: trusted_ca_|ist_policy for the
iiop_tls plugin.

Contains a list of filenames (or a single filename), each of which contains a
concatenated list of CA certificates in PEM format. The aggregate of the CAs
in all of the listed files is the set of trusted CAs.

For example, you might specify two files containing CA lists as follows:

policies:trusted ca list_policy =
["ASPInstal | Dr/asp/ 6.0/ etc/tls/x509/calca_listl. pent,
"ASPInstal | Dir/asp/ 6.0/ etc/tls/x509/calca_list_extra.pem];
The purpose of having more than one file containing a CA list is for
administrative convenience. It enables you to group CAs into different lists
and to select a particular set of CAs for a security domain by choosing the
appropriate CA lists.
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principal_sponsor

The pri nci pal _sponsor namespace stores configuration information to be
used when obtaining credentials. the CORBA binding provides an
implementation of a principal sponsor that creates credentials for
applications automatically.

Use of the Pri nci pal Sponsor is disabled by default and can only be enabled
through configuration.

The Pri nci pal Sponsor represents an entry point into the secure system. It
must be activated and authenticate the user, before any application-specific
logic executes. This allows unmodified, security-unaware applications to
have Oredenti al s established transparently, prior to making invocations.

In this section The following variables are in this namespace:
® use_pri nci pal _sponsor
® auth_nethod_id
® auth_nethod_dat a
hd cal | back_handl er: d assNare

® login_attenpts

use_principal_sponsor

use_pri nci pal _sponsor specifies whether an attempt is made to obtain
credentials automatically. Defaults to f al se. If set to t rue, the following
princi pal _sponsor variables must contain data in order for anything to
actually happen.
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auth_method_data

principal_sponsor

aut h_rret hod_i d specifies the authentication method to be used. The
following authentication methods are available:

pkcs12 file The authentication method uses a PKCS#12 file.

For example, you can select the pkcs12_fil e authentication method as
follows:

princi pal _sponsor: auth_nethod_id = "pkcsl12_file";

aut h_net hod_dat a is a string array containing information to be interpreted
by the authentication method represented by the aut h_net hod_i d.

For the pkcs12_fil e authentication method, the following authentication

data can be provided in aut h_net hod_dat a:

fil enane A PKCS#12 file that contains a certificate chain and
private key—required.

passwor d A password for the private key—optional.

It is bad practice to supply the password from
configuration for deployed systems. If the password is not
supplied, the user is prompted for it.

password_file  The name of a file containing the password for the private
key—optional.

This option is not recommended for deployed systems.
For example, to configure an application on Windows to use a certificate,

bob. p12, whose private key is encrypted with the bobpass password, set the
aut h_net hod_dat a as follows:

princi pal _sponsor: aut h_net hod_data =
["fil ename=c: \ user s\ bob\ bob. p12", " passwor d=bobpass"];

The following points apply to Java implementations:
® |f the file specified by fi | enane= is not found, it is searched for on the
classpath.
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The file specified by fi | ename= can be supplied with a URL instead of
an absolute file location.

The mechanism for prompting for the password if the password is
supplied through passwor d= can be replaced with a custom
mechanism, as demonstrated by the | ogi n demo.



principal_sponsor

® There are two extra configuration variables available as part of the
princi pal _sponsor namespace, namely
princi pal _sponsor: cal | back_handl er and
princi pal _sponsor: | ogi n_attenpts. These are described below.

® These Java-specific features are available subject to change in future
releases; any changes that can arise probably come from customer
feedback on this area.

callback_handler:ClassName

login_attempts

cal | back_handl er : A assNane specifies the class name of an interface that
implements the interface com i ona. corba. t | s. aut h. Cal | backHandl er . This
variable is only used for Java clients.

| ogi n_at t enpt s specifies how many times a user is prompted for
authentication data (usually a password). It applies for both internal and
custom Cal | backHandl ers; if a Cal | backHandl er is supplied, it is invoked
upon up to I ogi n_at t enpt s times as long as the Pri nci pal Aut henti cat or
returns SecAut hFai | ur e. This variable is only used by Java clients.
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principal_sponsor:csi

use_existing_credentials

use_principal_sponsor

216

The pri nci pal _sponsor: csi hamespace stores configuration information to
be used when obtaining CSI (Common Secure Interoperability) credentials.
It includes the following:

® use existing credentials

® use_pri nci pal _sponsor
® auth_nethod_dat a

® auth_nethod_id

A boolean value that specifies whether ORBs that share credentials can also
share CSI credentials. If true, any CSI credentials loaded by one
credential-sharing ORB can be used by other credential-sharing ORBs
loaded after it; if f al se, CSI credentials are not shared.

This variable has no effect, unless the
pl ugi ns: security: share_credenti al s_across_or bs variable is also true.

Default is f al se.

use_pri nci pal _sponsor is a boolean value that switches the CSI principal
sponsor on or off.

If set to t rue, the CSI principal sponsor is enabled; if f al se, the CSI
principal sponsor is disabled and the remaining pri nci pal _sponsor : csi
variables are ignored. Defaults to f al se.



auth_method_data

principal_sponsor:csi

aut h_rret hod_dat a is a string array containing information to be interpreted
by the authentication method represented by the aut h_net hod_i d.

For the GSSUPMech authentication method, the following authentication
data can be provided in aut h_net hod_dat a:

user nane

passwor d

domai n

The username for CSIv2 authorization. This is optional.
Authentication of CSIv2 usernames and passwords is
performed on the server side. The administration of
usernames depends on the particular security mechanism
that is plugged into the server side see

aut h_over _transport: aut henti cati on_servi ce.

The password associated with username. This is optional. It is
bad practice to supply the password from configuration for
deployed systems. If the password is not supplied, the user is
prompted for it.

The CSIv2 authentication domain in which the
username/password pair is authenticated.

When the client is about to open a new connection, this
domain name is compared with the domain name embedded
in the relevant IOR (see

pol i ci es: csi:auth_over_transport:server_donai n_nare).
The domain names must match.

Note: If domai n is an empty string, it matches any target
domain. That is, an empty domain string is equivalent to a
wildcard.

If any of the preceding data are omitted, the user is prompted to enter
authentication data when the application starts up.

For example, to log on to a CSIv2 application as the adni ni strat or user in
the Us- Sant ad ar a domain:

princi pal _sponsor: csi: aut h_met hod_data =
["user name=adm ni strator", "domai n=US-Santad ara"];
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auth_method_id

218

When the application is started, the user is prompted for the administrator
password.

Note: It is currently not possible to customize the login prompt associated
with the CSIv2 principal sponsor. As an alternative, you could implement
your own login GUI by programming and pass the user input directly to the
principal authenticator.

aut h_rret hod_i d specifies a string that selects the authentication method to
be used by the CSI application. The following authentication method is
available:

GSSUPMech The Generic Security Service Username/Password
(GSSUP) mechanism.

For example, you can select the GSSUPMech authentication method as
follows:

princi pal _sponsor:csi:auth_nethod_id = "GSSUPMech";



principal_sponsor:https

principal_sponsor:https

In this section

use_principal_sponsor

The pri nci pal _sponsor: ht t ps namespace provides configuration variables
that enable you to specify the own credentials used with the HTTPS
transport. The variables in the pri nci pal _sponsor: ht t ps namespace
(which are specific to the HTTPS protocol) have precedence over the
analogous variables in the pri nci pal _sponsor namespace.

Use of the Pri nci pal Sponsor is disabled by default and can only be enabled
through configuration.

The Pri nci pal Sponsor represents an entry point into the secure system. It
must be activated and authenticate the user, before any application-specific
logic executes. This allows unmodified, security-unaware applications to
have Oredenti al s established transparently, prior to making invocations.

The following variables are in this namespace:
® use_pri nci pal _sponsor
® auth_nethod_id

® auth_nethod_data

use_pri nci pal _sponsor specifies whether an attempt is made to obtain
credentials automatically. Defaults to f al se. If set to true, the following
princi pal _sponsor: htt ps variables must contain data in order for anything
to actually happen:

® auth_nethod_id

® auth_nethod_data
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auth_method_id

auth_method_data

220

aut h_rret hod_i d specifies the authentication method to be used. The
following authentication methods are available:

pkcs12 file The authentication method uses a PKCS#12 file

For example, you can select the pkcs12 fil e authentication method as
follows:

princi pal _sponsor:auth_nethod_id = "pkcs12_file";

aut h_net hod_dat a is a string array containing information to be interpreted
by the authentication method represented by the aut h_met hod_i d.

For the pkcs12_fil e authentication method, the following authentication

data can be provided in aut h_net hod_dat a:

fil ename A PKCS#12 file that contains a certificate chain and
private key—required.

passwor d A password for the private key—optional.

It is bad practice to supply the password from
configuration for deployed systems. If the password is not
supplied, the user is prompted for it.

password_file  The name of a file containing the password for the private
key—optional.

This option is not recommended for deployed systems.
For example, to configure an application on Windows to use a certificate,

bob. p12, whose private key is encrypted with the bobpass password, set the
aut h_net hod_dat a as follows:

princi pal _sponsor: aut h_met hod_data =
["fil ename=c: \ user s\ bob\ bob. p12*, " passwor d=bobpass"];



CHAPTER 8

CORBA

When using the CORBA transport, Artix behaves like an Orbix
C++ application. This means that you can specify the Orbix
configuration variables that apply to the CORBA-based
plug-ins used by Artix.

Note: The variables described in this chapter only apply when Artix is
using the CORBA transport.

In this chapter The following CORBA-based variables are discussed in this chapter:
plugins:codeset page 223
plugins:giop page 226
plugins:giop_snoop page 227
plugins:iiop page 229
plugins:naming page 234
plugins:ots page 236
plugins:ots_lite page 239
plugins:ots_encina page 241
plugins:poa page 247
poa:FQPN page 248
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Core Policies page 250
CORBA Timeout Policies page 252
IONA Timeout Policies page 253
policies:giop page 254
policies:giop:interop_policy page 256
policies:iiop page 258
policies:invocation_retry page 263




plugins:codeset

plugins:codeset

The variables in this namespace specify the codesets used by the CORBA
portion of Artix. This is useful when internationalizing your environment.
This namespace includes the following variables:

char:ncs

char: ncs
char: ccs
wchar : ncs
wchar: ccs

al ways_use_def aul t

char : ncs specifies the native codeset to use for narrow characters. The

default setting is determined as follows:

Table 13: Defaults for the native narrow codeset

Platform/Locale Language Setting
non-MVS, Latin-1 locale C++ ISO-8859-1
MVS C++ EBCDIC
ISO-8859-1/Cp-1292/US-ASCI! Java ISO-8859-1
locale
Shift_JS locale Java UTF-8
EUC-JP locale Java UTF-8
other Java UTF-8
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char:ccs
char : ccs specifies the list of conversion codesets supported for narrow
characters. The default setting is determined as follows:
Table 14: Defaults for the narrow conversion codesets
Platform/Locale Language Setting
non-MVS, Latin-1 locale C++
MVS C++ I0S-8859-1
ISO-8859-1/Cp-1292/US-ASCII Java UTF-8
locale
Shift_JIS locale Java Shift_JIS, euc_JP,
ISO-8859-1
EUC-JP locale Java euc_JP, Shift_JIS,
ISO-8859-1
other Java file encoding,
ISO-8859-1
wchar:ncs

wchar : ncs specifies the native codesets supported for wide characters. The
default setting is determined as follows:

Table 15: Defaults for the wide native codesets

Platform/Locale Language Setting
non-MVS, Latin-1 locale C++ UCS-2, UCS-4
MVS C++ UCs-2, UCS-4
ISO-8859-1/Cp-1292/US-ASCIl | Java UTF-16
locale
Shift_JIS locale Java UTF-16
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Table 15: Defaults for the wide native codesets

Platform/Locale Language Setting
EUC-JP locale Java UTF-16
other Java UTF-16

wchar:ccs

wchar : ccs specifies the list of conversion codesets supported for wide
characters. The default setting is determined as follows:

Table 16: Defaults for the narrow conversion codesets

Platform/Locale Language Setting

non-MVS, Latin-1 locale C++ UTF-16

MVS C++ UTF-16

ISO-8859-1/Cp-1292/US-ASCIl | Java UCS-2

locale

Shift_JIS locale Java UCs-2,
Shift_JIS,euc_JP

EUC-JP locale Java UCS-2, euc_JP,
Shift_JIS

other Java file encoding, UCS-2

always_use_default

al ways_use_def aul t specifies that hardcoded default values will be used
and any codeset variables will be ignored if they are in the same
configuration scope or higher.
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plugins:giop

This namespace contains the pl ugi ns: gi op: message_ser ver _bi ndi ng_l i st
configuration variable, which is one of the variables used to configure
bidirectional GIOP. This feature allows callbacks to be made using a
connection opened by the client, instead of requiring the server to open a
new connection for the callback.

message_server_binding_list

Further information
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pl ugi ns: gi op: message_ser ver _bi ndi ng_| i st specifies a list message
inceptors that are used for bidirectional GIOP. On the client-side, the

pl ugi ns: gi op: message_ser ver _bi ndi ng_| i st must be configured to
indicate that an existing outgoing message interceptor chain may be re-used
for an incoming server binding, similarly by including an entry for

B D r_d CP, for example:

pl ugi ns: gi op: message_server_binding list=["BiDr_QC',"AC ];

For details of all the steps involved in setting bidirectional GIOP, see the
Orbix Administrator’s Guide.



plugins:giop_snoop

plugins:giop snoop

filename

rolling_file

The variables in this namespace configure settings for the GIOP Snoop tool.
This tool intercepts and displays GIOP message content. Its primary roles
are as a protocol-level monitor and a debug aid.

The GIOP Snoop plug-in implements message-level interceptors that can
participate in client and/or server side bindings over any GIOP-based
transport.

The variables in the gi op_snoop namespace include the following:

® filenane

® rollingfile

® shlib_name

®  verbosity

pl ugi ns: gi op_snoop: fi | ename specifies a file for GIOP Snoop output. By
default, output is directed to standard error (st derr). This variable has the
following format:

pl ugi ns: gi op_snoop: fi | enane = "<sone-fil e- pat h>";

A nont h/ day/ year time stamp is included in the output filename with the
following general format:

<fi | enanme>. MDDYYYY

pl ugi ns: gi op_snoop: rol I ing_file prevents the GIOP Snoop output file
from growing indefinitely. This setting specifies to open and then close the
output file for each snoop message trace, instead of holding the output files
open. This enables administrators to control the size and content of output
files. This setting is enabled with:

pl ugi ns: gi op_snoop: rol ling_file = "true";
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shlib_name
(C++ only) pl ugi ns: gi op_snoop: shl i b_nane locates and loads the
gi op_snoop plug-in. This is configured by default as follows:
pl ugi ns: gi op_snoop: shlib_name = "it_gi op_snoop";
Note: In addition, for both client or server configuration, the gi op_snoop
plug-in must be included in your orb_pl ugi ns list.
verbosity

pl ugi ns: gi op_snoop: ver bosi ty is used to control the verbosity levels of the
GIOP Snoop output. For example:

pl ugi ns: gi op_snoop: verbosity = "1";

GIOP Snoop verbosity levels are as follows:

LOV

MED UM
HE
VERY H CGH

A W N P
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plugins:iiop

The variables in this namespace configure active connection management,
IIOP buffer management. For more information about active connection
management, see the Orbix Administrator’s Guide.

This namespace contains the following variables:

connect i on: max_unsent _dat a

i ncom ng_connections: hard_|init

i ncom ng_connections:soft_linmt

i p: send_buf fer_size

i p:recei ve_buf fer_size

i p: reuse_addr

out goi ng_connections: hard_|imt
out goi ng_connections:soft_limt
pool : max_t hr eads

pool : m n_t hr eads

tcp_connecti on: keep_al i ve

t cp_connect i on: no_del ay
tcp_connection: | inger_on_cl ose
tcp_listener:reincarnate_attenpts
tcp_listener:reincarnation_retry backoff_ratio

tcp_listener:reincarnation_retry_del ay

connection:max_unsent_data

pl ugi ns: i i op: connect i on: max_unsent _dat a specifies the upper limit for
the amount of unsent data associated with an individual connection.
Defaults to 512k.
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incoming_connections:hard_limit

pl ugi ns: i i op:incom ng_connections: hard_|init specifies the maximum
number of incoming (server-side) connections permitted to IIOP. [IOP does
not accept new connections above this limit. Defaults to -1 (disabled).

incoming_connections:soft_limit

ip:send_buffer_size

ip:receive_buffer_size

ip:reuse_addr
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pl ugi ns: i i op:incom ng_connections:soft_limt sets the number of
connections at which [IOP begins closing incoming (server-side)
connections. Defaults to -1 (disabled).

pl ugi ns:iiop:ip:send_buffer_size specifies the SO SNDBUF socket options
to control how the IP stack adjusts the size of the output buffer. Defaults to
0, meaning the that buffer size is static.

pl ugi ns:iiop:ip:recei ve_buffer_size specifies the SO RCVBUF socket
options to control how the IP stack adjusts the size of the input buffer.
Defaults to O, meaning the that buffer size is static.

pl ugi ns:iiop:ip:reuse_addr specifies whether a process can be launched
on an already used port. The default is t rue. Setting this to f al se switches
SO REUSEADDR to f al se. This does not allow a process to listen on the same
port. An exception indicating that the address is already in use will be
thrown.
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outgoing_connections:hard_limit

outgoing_connections:soft_

pool:max_threads

pool:min_threads

tcp_connection:keep_alive

pl ugi ns: i i op: out goi ng_connections: hard_|l i mt sets the maximum
number of outgoing (client-side) connections permitted to I110P. IIOP does
not allow new outgoing connections above this limit. Defaults to -1
(disabled).

limit

pl ugi ns: i i op: out goi ng_connections: soft_limt specifies the number of
connections at which IIOP begins closing outgoing (client-side) connections.
Defaults to -1 (disabled).

pl ugi ns: i i op: pool : max_t hr eads specifies the maximum number of threads
reserved from the Wor kQueue to support tasks working on behalf of the ATLI
transport. Defaults to 5.

pl ugi ns: i i op: pool : m n_t hr eads specifies the minimum number of threads
reserved from the Wor kQueue to support tasks working on behalf of the ATLI
transport. Defualts to 1.

pl ugi ns: i i op: tcp_connecti on: keep_al i ve specifies the setting of

SO KEEPALI VE on sockets used to maintain IIOP connections. If set to TRUE,
the socket will send a ’keepalive probe’ to the remote host if the conneciton
has been idle for a preset period of time. The remote system, if it is still
running, will send an ACK response. Defaults to TRUE.
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tcp_connection:no_delay

pl ugi ns: i i op:tcp_connection: no_depl ay specifies if TCP_NCDELAY is set
on the sockets used to maintain [IOP connections. If set to false, small data
packets are collected and sent as a group. The algorithm used allows for no
more than a 0.2 msec delay between collected packets. Defaults to TRUE.

tcp_connection:linger_on_close

pl ugi ns:iiop:tcp_connection:|inger_on_cl ose specifies the setting of
SO LI NGERon all tcp connections to ensure that tcp buffers get cleared once
a socket is closed. Defaults to TRUE.

tcp_listener:reincarnate_attempts

(C++/Windows only)

pl ugi ns:iiop:tcp_listener:reincarnate_attenpts specifies the number
of attempts that are made to reincarnate a listener before giving up, logging
a fatal error, and shutting down the ORB. Datatype is | ong. Defaults to 0 (no
attempts).

Sometimes an network error may occur, which results in a listening socket
being closed. On Windows, you can configure the listener to attempt a
reincarnation. This enables new connections to be established.

tcp_listener:reincarnation_retry_backoff_ratio
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(C++/Windows only)
pl ugi ns:iiop:tcp_listener:reincarnation_retry_del ay specifies a delay
between reincarnation attempts. Data type is | ong. Defaults to 0 (no delay).
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tcp_listener:reincarnation_retry_delay

(C++/Windows only)
plugins:iiop:tcp_listener:reincarnation_retry_backoff_ratio

specifies the degree to which delays between retries increase from one retry
to the next. Datatype is I ong. Defaults to 1.
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plugins:naming

The variables in this namespace configure the naming service plugin. The
naming service allows you to associate abstract names with CORBA objects,
enabling clients to locate your objects.

This namespace contains the following variables:

® destructive_nethods_al | oned

® direct_persistence

® iiop:port
Ib_default_initial_|oad
I b_defaul t_|oad_ti meout

nt _servi ce_dependenci es

destructive_methods_allowed

dest ruct i ve_net hods_al | owed specifies if users can make destructive calls,
such as destroy(), on naming service elements. The default value is true,
meaning the destructive methods are allowed.

direct_persistence

di rect _per si st ence specifies if the service runs using direct or indirect
persistence. The default value is f al se, meaning indirect persistence.

iiop:port

i i op: port specifies the port that the service listens on when running using
direct persistence.
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Ib_default_initial_load

Ib_default_load_timeout

nt_service_dependencies

plugins:naming

I'b_default_initial_|oad specifies the default initial load value for a
member of an active object group. The load value is valid for a period of
time specified by the timeout assigned to that member. Defaults to 0. 0. For
more information, see the Orbix Administrator’s Guide.

I b_default _| oad_timeout specifies the default load timeout value for a
member of an active object group. The default value of -1 indicates no
timeout. This means that the load value does not expire. For more
information, see the Orbix Administrator’s Guide.

nt _servi ce_dependenci es specifies the naming service’'s dependencies on
other NT services. The dependencies are listed in the following format:

I T CRB-nane domai n- nane

This variable only has meaning if the naming service is installed as an NT
service.
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plugins:ots

default_ots_policy

default_transaction_policy
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The variables in this namespace configure the object transaction service
(OTS) generic plugin. The generic OTS plugin contains client and server side
transaction interceptors and the implementation of

CosTransactions: : Qurrent . For details of this plugin, refer to the CORBA
OTS Guide.

The pl ugi ns: ot s namespace contains the following variables:

® default_ots_policy

® default_transaction_policy

® default_transaction_tineout

® interposition_style

® jit_transactions

® ots_vll policy

b propagat e_separate_tid_optim zation

®  rollback_only_on_system ex

®  support_ots vll

® transaction_factory_name

def aul t _ots_pol i cy specifies the default OTSPol i cy value used when
creating a POA. Set to one of the following values:

requires

f or bi ds

adapt s

If no value is specified, no OrSPol i cy is set for new POAs.

defaul t _transaction_pol i cy specifies the default Transacti onPol i cy
value used when creating a POA.

Set to one of the following values:
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®  requires corresponds to a Transact i onPol i cy value of
Requi r es_shar ed.

® allows corresponds to a Transact i onPol i cy value of Al l ows_shar ed.

If no value is specified, no Transacti onPol i cy is set for new POAs.

default_transaction_timeout

interposition_style

jit_transactions

defaul t _transaction_ti meout specifies the default timeout, in seconds, of
a transaction created using CosTransacti ons: : Qurrent. A value of zero or
less specifies no timeout. Defaults to 30 seconds.

i nter posi ti on_styl e specifies the style of interposition used when a

transaction first visits a server. Set to one of the following values:

® standard: A new subordinator transaction is created locally and a
resource is registered with the superior coordinator. This subordinate
transaction is then made available through the Qurrent object.

®  proxy: (default) A locally constrained proxy for the imported
transaction is created and made available though the Qurrent object.

Proxy interposition is more efficient, but if you need to further propagate the

transaction explicitly (using the Cont rol object), standard interposition must
be specified.

jit_transactions is a boolean which determines whether to use
just-in-time transaction creation. If set to t r ue, transactions created using
Qurrent: : begi n() are not actually created until necessary. This can be
used in conjunction with an OrSPol i cy value of SERVER SI DE to delay
creation of a transaction until an invocation is received in a server. Defaults
to f al se.
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ots vl1 policy

ots_v11 policy specifies the effective Orspol i cy value applied to objects
determined to support CosTransacti ons: : Transact i onal (bj ect , if
support _ots_v11 is set to true.

Set to one of the following values:
®  adapts
® requires

propagate separate tid optimization

propagat e_separate_ti d_opti m zati on specifies whether an optimization
is applied to transaction propagation when using C++ applications. Must
be set for both the sender and receiver to take affect. Defaults to tr ue.

rollback_only_on_system_ex

support_ots v11

transaction_factory_name
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rol | back_only_on_syst em ex specifies whether to mark a transaction for
rollback if an invocation on a transactional object results in a system
exception being raised. Defaults to true.

support _ots_v11 specifies whether there is support for the OMG OTS v1.1
CosTransacti ons: : Transact i onal Obj ect interface. This option can be used
in conjunction with ots_v11_pol i cy. When this option is enabled, the OTS
interceptors might need to use remote _i s_a() calls to determine the type of
an interface. Defaults to f al se.

transacti on_f act ory_name specifies the initial reference for the transaction
factory. This option must match the corresponding entry in the configuration
scope of your transaction service implementation. Defaults to

Transacti onFactory.
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plugins:ots_lite

orb_name

otid_format_id

superior_ping_timeout

The variables in this namespace configure the Lite implementation of the
object transaction service. The ot s_l i t e plugin contains an implementation
of CosTransaci t ons: : Transact i onFact ory which is optimized for use in a
single resource system. For details, see the CORBA Programmer’s Guide.

This namespace contains the following variables:
®  orb_nane

® otidformat_id

®  superior_ping_tineout

® transaction_factory_name

® transaction_tineout_period

® use_internal _orb

or b_narme specifies the ORB name used for the plugin’s internal ORB when
use_internal _orb is set to true. The ORB name determines where the
ORB obtains its configuration information and is useful when the application
ORB configuration needs to be different from that of the internal ORB.
Defaults to the ORB name of the application ORB.

otid_format_id specifies the value of the f or mat I Dfield of a transaction’s
identifier (CosTransacti ons: : oti d_t). Defaults to 0x494f 4e41.

superi or _pi ng_ti meout specifies, in seconds, the timeout between queries
of the transaction state, when standard interposition is being used to
recreate a foreign transaction. The interposed resource periodically queries
the recovery coordinator, to ensure that the transaction is still alive when the
timeout of the superior transaction has expired. Defaults to 30.
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transaction_factory_name

transaction_timeout_period

use_internal_orb

240

transacti on_f act ory_name specifies the initial reference for the transaction
factory. This option must match the corresponding entry in the configuration
scope of your generic OTS plugin to allow it to successfully resolve a
transaction factory. Defaults to Transacti onFact ory.

transaction_ti meout _peri od specifies the time, in milliseconds, of which
all transaction timeouts are multiples. A low value increases accuracy of
transaction timeouts, but increases overhead. This value is added to all
transaction timeouts. To disable all timeouts, set to 0 or a negative value.
Defaults to 1000.

use_i nt ernal _or b specifies whether the ots_lite plugin creates an internal
ORB for its own use. By default, ot s_li t e creates POAs in the application’s
ORB. This option is useful if you want to isolate the transaction service from
your application ORB. Defaults to f al se.
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plugins:ots_encina

The pl ugi ns: ot s_enci na hamespace stores configuration variables for the
Encina OTS plugin. The ot s_enci na plugin contains an implementation of
IDL interface CosTransacti ons: : Transact i onFact ory that supports the
recoverable 2PC protocol. For details, see the CORBA OTS Guide.

This namespace contains the following variables:

agent _ior_file

allow registration_after_rol |l back_only
backup_restart file

di rect _persi stence

di rect _persi st ence

gl obal _nanespace_poa

i i op: port

initial_disk
initial_disk_size

| og_t hreshol d

| og_check_i nt erval
nmax_resource_fail ures
namespace_poa

orb_nane

otid format_id
resource_retry_tineout
restart_file

trace_conp

trace_file

trace_on

transacti on_factory_nane
transacti on_factory_ns_name
transaction_timeout _period
use_internal _orb

use_raw di sk
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agent_ior_file

agent _i or_fil e specifies the file path where the management agent
object’s IOR is written. Defaults to an empty string.

allow_registration_after_rollback_only

allow registration_after_roll back_only (C++ only) specifies whether

registration of resource objects is permitted after a transaction is marked for

rollback.

® true specifies that resource objects can be registered after a
transaction is marked for rollback.

® fal se (default) specifies that resource objects cannot be registered
once a transaction is marked for rollback.

This has no effect on the outcome of the transaction.

backup_restart_file

backup_restart_fil e specifies the path for the backup restart file used by
the Encina OTS to locate its transaction logs. If unspecified, the backup
restart file is the name of the primary restart file—set with restart_file—
with a . bak suffix. Defaults to an empty string.

direct_persistence

di rect _per si st ence specifies whether the transaction factory object can
use explicit addressing—for example, a fixed port. If set to true, the
addressing information is picked up from pl ugi ns: ot s_enci na. For
example, to use a fixed port, set pl ugi ns_ot s_enci na: i i op: port. Defaults
to fal se.
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global_namespace_poa

iiop:port

initial_disk

initial_disk_size

log_threshold

log_check_interval

plugins:ots_encina

gl obal _nanespace_poa specifies the top-level transient POA used as a
namespace for OTS implementations. Defaults to i OTS.

i i op: port specifies the port that the service listens on when using direct
persistence.

ini ti al _di sk specifies the path for the initial file used by the Encina OTS
for its transaction logs. Defaults to an empty string.

ini tial _di sk_si ze specifies the size of the initial file used by the Encina
OTS for its transaction logs. Defaults to 2.

I og_t hreshol d specifies the percentage of transaction log space, which,
when exceeded, results in a management event. Must be between 0 and
100. Defaults to 90.

I og_check_i nterval specifies the time, in seconds, between checks for
transaction log growth. Defaults to 60.
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max_resource_failures

namespace_poa

orb_name

otid_format_id

resource_retry_timeout

restart_file
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max_r esour ce_f ai | ures specifies the maximum number of failed
invocations on CosTransact i on: : Resour ce objects to record. Defaults to 5.

namespace_poa specifies the transient POA used as a namespace. This is
useful when there are multiple instances of the plugin being used; each
instance must use a different namespace POA to distinguish itself. Defaults
to Enci na.

or b_narme specifies the ORB name used for the plugin’s internal ORB when
use_internal _orb is set to true. The ORB name determines where the
ORB obtains its configuration information, and is useful when the
application ORB configuration needs to be different from that of the internal
ORB. Defaults to the ORB name of the application ORB.

otis_format_id specifies the value of the f or mat | Dfield of a transaction’s
identifier (CosTransacti ons: : otid_t). Defaults to 0x494f 4e41.

resource_retry_timeout specifies the time, in seconds, between retrying a
failed invocation on a resource object. A negative value means the default is
used. Defaults to 5.

restart_fil e specifies the path for the restart file used by the Encina OTS
to locate its transaction logs. Defaults to an empty string.



trace_comp

trace file

trace_on

plugins:ots_encina

trace_conp sets the Encina trace levels for the component conp, where conp
is one of the following:

bde

I og

restart

tran

tranLog_| og

tranLog_tran

util

vol

Set this variable to a bracket-enclosed list that includes one or more of the
following string values:

®  event: interesting events.

® entry: entry to a function.

®  param parameters to a function.

® internal _entry: entry to internal functions.

® internal _param parameters to internal functions.

® global.
Defaults to [] .

trace_fil e specifies the file to which Encina level tracing is written when
enabled via trace_on. If not set or set to an empty string, Encina level
transactions are written to standard error. Defaults to an empty string.

trace_on specifies whether Encina level tracing is enabled. If set to true,
the information that is output is determined from the trace levels (see
trace_conp). Defaults to f al se.
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transaction_factory_name

transacti on_f act ory_name specifies the initial reference for the transaction
factory. This option must match the corresponding entry in the configuration
scope of your generic OTS plugin to allow it to successfully resolve a
transaction factory. Defaults to Transacti onFact ory.

transaction_factory_ns_name

transaction_factory_ns_nane specifies the name used to publish the
transaction factory reference in the naming service. Defaults to an empty
string.

transaction_timeout_period

transacti on_ti meout _peri od specifies the time, in milliseconds, of which
all transaction timeouts are multiples. A low value increases accuracy of
transaction timeouts, but increases overhead. This value multiplied to all
transaction timeouts. To disable all timeouts, set to 0 or a negative value.
Defaults to 1000.

use_internal_orb

use_i nternal _or b specifies whether the ot s_enci na plugin creates an
internal ORB for its own use. By default the ot s_enci na plugin creates
POA's in the application’s ORB. This option is useful if you want to isolate
the transaction service from your application ORB. Defaults to f al se.

use_raw_disk

use_raw_disk specifies whether the path specified by i ni ti al _di sk is of a
raw disk (true) or a file (fal se). If set to fal se and the file does not exist,
the Encina OTS plugin tries to create the file with the size specified in
initial _disk_size. Defaults to f al se.
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plugins:poa

This namespace contains variables to configure the CORBA POA plug-in. It
contains the following variables:

° r oot _name

root_name

r oot _name specifies the name of the root POA, which is added to all
fully-qualified POA names generated by that POA. If this variable is not set,
the POA treats the root as an anonymous root, effectively acting as the root
of the location domain.
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poa:FQPN

direct_persistent

well_known_address

248

The POA namespace includes variables that allow you to use direct
persistence and well-known addressing for POAs (Portable Object
Adaptors). These variables specify the policy for individual POAs by
specifying the fully qualified POA name for each POA. They take the form:

poa: FQPN: Vari abl e

For example to set the well-known address for a POA whose fully qualified
POA name is hel | owor | d you would set the variable
poa: hel | owor | d: wel | _known_addr ess.

The following variables are in this namespace:
® direct_persistent

®  wvel |l _known_address

di rect _persi stent specifies if a POA runs using direct persistence. If this is
set to true the POA generates IORs using the well-known address that is
specified in the wel | _known_addr ess varaible. Defaults to f al se. For an
example of how this works, see wel | _known_addr ess.

wel | _known_addr ess specifies the address used to generate |IORs for the
associated POA when that POA’s di rect _per si st ent varaible is set to t r ue.

For example, to run your server using direct persistence, and well known
addressing, add the following to your configuration:

poa: hel | owor | d: di rect _persistent = "true";
poa: hel | owor | d: wel | _known_address = "hel | owor| d_port";
hel | owor| d_port:iiop:port = "9202";
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This corresponds to the following WSDL:

<servi ce name="Cor baServi ce">
<port bi ndi ng="cor bat m Cor baBi ndi ng" name="Cor baPort" >
<cor ba: address | ocation="file:../../hello_world_service.ior"/>
<cor ba: pol i cy poanare="hel | owor | d"/>
</ port >
</ servi ce>

Using these configuration variables, all object references created by the
hel I owor I d POA will now be direct persistent containing the well known
IIOP address of port 9202.

If your POA name is different, the configuration variables must be modified.
The scheme used is the following:

poa: FCPN di r ect _per si st ent =BOCL;
poa: FCPN wel | _known_addr ess=Addr ess_Pr efi x;
Addr ess_Prefix:iiop: port=LONG

FCPN is the fully qualified POA name. This introduces the restriction that
your POA name can only contain printable characters, and may not contain
white space.

Addr ess_Prefi x is the string that gets passed to the well-known addressing
POA policy. Specify the actual port used using the
Address_Prefix:iiop:port variable. You can also useiiop_tls instead of
iiop.
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Core Policies

non_tx_target policy

rebind_policy

routing_policy_max

250

Configuration variables for core policies include:
d non_t x_target_policy

®  rebind_policy

® routing_policy_nax

® routing policy_nmn

®  sync_scope_pol i cy

®  work_queue_policy

non_t x_target _pol i cy specifies the default NonTxTar get Pol i cy value for
use when a non-transactional object is invoked within a transaction. Set to
one of the following values:

per it Maps to the NonTxTar get Pol i cy value PERM T.

pr event Maps to the NonTxTar get Pol i cy value PREVENT.(default)

rebi nd_pol i cy specifies the default value for Rebi ndPol i cy. Can be one of
the following:

TRANSPARENT(default)

NO_REBI ND
NO_RECONNECT

routing_pol i cy_nax specifies the default maximum value for
Rout i ngPol i cy. You can set this to one of the following:

ROUTE_NONE(default)

ROUTE_FORMRD
ROUTE_STORE_AND FCRWMRD



routing_policy_min

sync_scope_policy

work_queue_policy

Core Policies

routing_pol i cy_nin specifies the default minimum value for
Rout i ngPol i cy. You can set this to one of the following:

ROUTE._NONE(default)

ROUTE_FCRWARD
ROUTE_STCRE_AND_FORWARD

sync_scope_pol i cy specifies the default value for SyncScopePol i cy. You
can set this to one of the following:

SYNC_NONE

SYNC W TH_TRANSPCRT(default)

SYNC W TH_SERVER

SYNC W TH_TARGET

wor k_queue_pol i cy specifies the default Wor kQueue to use for dispatching
GIOP Requests and Locat eRequest s when the War kQueuePol i cy is not
effective. You can set this variable to a string that is resolved using
CRB.resolve_initial _references().

For example, to dispatch requests on the internal multi-threaded work
queue, this variable should be set to | T_Mul ti pl eThr eadVdr kQueue.
Defaults to | T_Di r ect Di spat chwr kQueue. For more information about
Wr kQueue policies, see the CORBA Programmer’s Guide.
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CORBA Timeout Policies

Orbix supports standard CORBA timeout policies, to enable clients to abort
invocations. IONA also provides proprietary policies, which enable more
fine-grained control. Configuration variables for standard CORBA timeout
policies include:

d rel ative_request _tineout

hd relative_roundtrip_timeout

relative_request_timeout

rel ati ve_request _ti meout specifies how much time, in milliseconds, is
allowed to deliver a request. Request delivery is considered complete when
the last fragment of the GIOP request is sent over the wire to the target
object. There is no default value.

The timeout period includes any delay in establishing a binding. This policy
type is useful to a client that only needs to limit request delivery time.

relative_roundtrip_timeout

rel ative_roundtrip_tineout specifies how much time, in milliseconds, is
allowed to deliver a request and its reply. There is no default value.

The timeout countdown starts with the request invocation, and includes:
®  Marshalling in/inout parameters.
® Any delay in transparently establishing a binding.

If the request times out before the client receives the last fragment of reply
data, the request is cancelled using a GIOP Cancel Request message and all
received reply data is discarded.

For more information about standard CORBA timeout policies, see the
CORBA Programmer’s Guide.
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IONA Timeout Policies

This section lists configuration variables for the IONA-specific timeout
policies, which enable more fine-grained control than the standard CORBA
policies. IONA-specific variables in the pol i ci es namespace include:

® relative_bindi ng_excl usi ve_request _ti neout

hd rel ati ve_bi ndi ng_excl usi ve_roundtri p_ti neout

b rel ati ve_connection_creation_tineout

relative_binding_exclusive_request_timeout

rel ati ve_bi ndi ng_excl usi ve_request _ti meout specifies how much time,
in milliseconds, is allowed to deliver a request, exclusive of binding
attempts. The countdown begins immediately after a binding is obtained for
the invocation. There is no default value.

relative_binding_exclusive_roundtrip_timeout

rel ative_bi ndi ng_excl usi ve_roundtrip_timeout specifies how much
time, in milliseconds, is allowed to deliver a request and receive its reply,
exclusive of binding attempts. There is no default value.

relative_connection_creation_timeout

rel ative_connection_creation_timeout specifies how much time, in
milliseconds, is allowed to resolve each address in an IOR, within each
binding iteration. Default is 8 seconds.

An IOR can have several TAG | NTERNET_| CP (IIOP transport) profiles, each
with one or more addresses, while each address can resolve via DNS to
multiple IP addresses. Furthermore, each I0OR can specify multiple
transports, each with its own set of profiles.

This variable applies to each IP address within an IOR. Each attempt to
resolve an IP address is regarded as a separate attempt to create a
connection.
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policies:giop

The variables in this namespace set policies that control the behavior of
bidirectional GIOP. This feature allows callbacks to be made using a
connection opened by the client, instead of requiring the server to open a
new connection for the callback. The pol i ci es: gi op namespace includes
the following variables:

*  “bidirectional_accept_policy”.

®  ‘“bidirectional_export_policy”.

®  ‘“bidirectional_gen3_accept_policy”.

®  “bidirectional_offer_policy”.

bidirectional_accept_policy

bi di recti onal _accept _pol i cy specifies the behavior of the accept policy
used in bidirectional GIOP. On the server side, the

Bi DirPol i cy:: Bi DirAccept Pol i cy for the callback invocation must be set
to ALLON You can set this in configuration as follows:

pol i ci es: gi op: bi directional _accept _pol i cy="ALLON ;

This accepts the client's bidirectional offer, and uses an incoming
connection for an outgoing request, as long the policies effective for the
invocation are compatible with the connection.

bidirectional_export_policy

bi di recti onal _export_pol i cy specifies the behavior of the export policy
used in birdirectional GIOP. A POA used to activate a client-side callback
object must have an effective Bi Di rPol i cy: : Bi Di r Export Pol i cy set to
Bi DirPol i cy: : ALLOWN You can set this in configuration as follows:

pol i ci es: gi op: bi di recti onal _export_pol i cy="ALLON;

Alternatively, you can do this programmatically by including this policy in
the list passed to POA : create_PQA() .
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bidirectional_gen3_accept_policy

bidirectional_offer_policy

Further information

bi di recti onal _gen3_accept _pol i cy specifies whether interoperability with
Orbix 3.x is enabled. Set this variable to ALLONo enable interoperability
with Orbix 3.x:

pol i ci es: gi op: bi directional _gen3_accept _policy="ALLON;

This allows an Orbix 6.x server to invoke on an Orbix 3.x callback reference
in a bidirectional fashion.

bi di rectional _of fer_pol i cy specifies the behavior of the offer policy used
in bidirectional GIOP. A bidirectional offer is triggered for an outgoing
connection by setting the effective BiDirPolicy::BiDirCiferPolicy to
ALLOWfor an invocation. You can set this in configuration as follows:

poli ci es: gi op: bi directional _offer_policy="ALLON;

For more information on all the steps involved in setting bidirectional GIOP,
see the Orbix Administrator’s Guide.
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policies:giop:interop policy

The pol i ci es: gi op: i nterop_pol i cy child namespace contains variables
used to configure interoperability with previous versions of IONA products. It
contains the following variables:

® allowvalue_types_in_1_1

hd enabl e_pri nci pal _servi ce_cont ext
b i gnor e_ressage_not _consured

d negot i at e_transm ssi on_codeset

hd send_| ocat e_r equest

® send_princi pal

allow_value_types_in_1 1

all ow val ue_types_in_1_1 relaxes GIOP 1.1 complaince to allow
val uet ypes to be passed by Java ORBs using GIOP 1.1. This functionality
can be important when interoperating with older ORBs that do not support
GIOP 1.2. To relax GIOP 1.1 compliance, set this variable to true.

enable_principal_service context

enabl e_pri nci pal _servi ce_cont ext specifies whether to permit a
prinicipal user identifier to be sent in the service context of CORBA requests.
This is used to supply an ORB on the mainframe with a user against which
basic authorization can take place.

Typically, on the mid-tier, you may want to set the principal to a user that
can be authorized on the mainframe. This can be performed on a
per-request basis in a portable interceptor. See the CORBA Programmer’s
Guide for how to write portable interceptors.

To enable principal service contexts, set this variable to true:

pol i ci es: gi op:interop_policy:enabl e principal _service_context="true";
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ignore_message_not_consumed

i gnor e_message_not _consured specifies whether to raise MARSHAL
exceptions when interoperating with ORBs that set message size incorrectly,
or with earlier versions of Orbix if it sends piggyback data. The default value
is fal se.

The MARSHAL exception is set with one of the following minor codes:

®  REQUEST MESSAGE NOT_CONSUMED
®  REPLY MESSAGE NOT_CONSUMED

negotiate_transmission_codeset

send_locate_request

send_principal

negoti at e_t ransmi si ssi on_codeset specifies whether to enable codeset
negotiation for wide characters used by some third-party ORBs, previous
versions of Orbix, and OrbixWeb. Defaults to true.

If this variable is set to t r ue, native and conversion codesets for char and
wchar are advertised in | OP: : TAG OCDE_SETS tagged components in
published I0Rs. The transmission codesets are negotiated by clients and
transmitted using an 1 OP: : CodeSet s service context.

If the variable is f al se, negotiation does not occur and Orbix uses

transmission codesets of UTF-16 and ISO-Latin-1 for wchar and char types,
respectively. Defaults to true.

send_| ocat e_r equest specifies whether GIOP sends Locat eRequest
messages before sending initial Request messages. Required for
interoperability with Orbix 3.0. Defaults to t rue.

send_pri nci pal specifies whether GIOP sends Pri nci pal information
containing the current user name in GIOP 1.0 and GIOP 1.1 requests.
Required for interoperability with Orbix 3.0 and Orbix for 0S/390. Defaults
to fal se.
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policies:iiop

The policies:iiop namespace contains variables used to set I|0P-related
policies. It contains the following variables:

® client_address_node policy: | ocal _host nane

® client_address_node_policy: port_range

® client_version_policy

d buf fer _si zes_pol i cy: def aul t _buf fer_si ze

hd buf f er _si zes_pol i cy: max_buf f er _si ze
server_addr ess_node_pol i cy: | ocal _host nane

® server_address_node_policy: port_range
server _addr ess_node_pol i cy: publ i sh_host narre
®  server_version_policy

® tcp_options_policy: no_del ay

® tcp_options_policy:recv_buffer_size

® tcp_options_policy:send buffer_size

client_address_mode_policy:local_hostname

client _address_mode_pol i cy: | ocal _host nane specifies the host name
that is used by the client.

This variable enables support for multi-homed client hosts. These are client
machines with multiple hostnames or IP addresses (for example, those
using multiple DNS aliases or multiple network interface cards). The

I ocal _host nane variable enables you to explicitly specify the host name
that the client listens on.
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For example, if you have a client machine with two network addresses
(207. 45. 52. 34 and 207. 45. 52. 35), you can explicitly set this variable to
either address:

policies:iiop:client_address_node policy:|ocal _hostnane =
"207.45.52. 34";

By default, the I ocal _host nane variable is unspecified, and the client uses
the 0. 0. 0. 0 wildcard address. In this case, the network interface card used
is determined by the operating system.

client_address_mode_policy:port_range

client_version_policy

(C++ only) cli ent _address_node_pol i cy: port _range specifies the range
of ports that a client uses when there is no well-known addressing policy
specified for the port. Specified values take the format of
fromport:to_port, for example:

policies:iiop:client_address_node policy: port_range="4003: 4008"

client _version_pol i cy specifies the highest GIOP version used by clients.
A client uses the version of GIOP specified by this variable, or the version
specified in the I0R profile, whichever is lower. Valid values for this variable
are: 1.0, 1.1, and 1. 2.

For example, the following file-based configuration entry sets the server I1OP
versionto 1.1.

policies:iiop:server_version_policy="1.1";
The following i t admi n command set this variable:

itadmn variable nodify -type string -value "1.1"
policies:iiop:server_version_policy
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buffer_sizes_policy:default_buffer_size

buf f er _si zes_pol i cy: def aul t _buf f er _si ze specifies, in bytes, the initial
size of the buffers allocated by IIOP. Defaults to 16000. This value must be
greater than 80 bytes, and must be evenly divisible by 8.

buffer_sizes_policy:max_buffer_size

buf f er _si zes_pol i cy: max_buf f er _si ze specifies the maximum buffer size
permitted by IIOP, in kilobytes. Defaults to -1, which indicates unlimited
size. If not unlimited, this value must be greater than 80.

server_address_mode_policy:local_hostname

server _addr ess_node_pol i cy: | ocal _host nane specifies the server host
name that is advertised by the locator daemon, and listened on by
server-side 110P.

This variable enables support for multi-homed server hosts. These are
server machines with multiple hostnames or IP addresses (for example,
those using multiple DNS aliases or multiple network interface cards). The
I ocal _host name variable enables you to explicitly specify the host name
that the server listens on and publishes in its IORs.

For example, if you have a machine with two network addresses
(207. 45. 52. 34 and 207. 45. 52. 35), you can explicitly set this variable to
either address:

pol i ci es:iiop:server_address_node_policy: | ocal _host nane =
"207. 45. 52. 34";

By default, the I ocal _host nane variable is unspecified. Servers use the
default hostname configured for the machine with the Orbix configuration
tool.
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server_address_mode_policy:port_range

server _address_node_pol i cy: port _range specifies the range of ports that
a server uses when there is no well-known addressing policy specified for
the port. Specified values take the format of from port:to_port, for
example:

pol i ci es:iiop: server_address_node_pol i cy: port _range="4003: 4008"

server_address_mode_policy:publish_hostname

server_version_policy

ser ver _addr ess_mode- pol i cy: publ i sh_host name specifes whether [IOP
exports hostnames or IP addresses in published profiles. Defaults to f al se
(exports IP addresses, and does not export hostnames). To use hostnames
in object references, set this variable to true, as in the following file-based
configuration entry:

pol i ci es:iiop:server_address_node_pol i cy: publ i sh_host name=t r ue
The following i t adni n command is equivalent:

itadmn variable create -type bool -val ue true
policies:iiop:server_address_nmode_pol i cy: publ i sh_host nane

server _ver si on_pol i cy specifies the GIOP version published in [IOP
profiles. This variable takes a value of either 1. 1 or 1. 2. Orbix servers do not
publish [IOP 1.0 profiles. The default value is 1. 2.

tcp_options_policy:no_delay

tcp_opti ons_pol i cy: no_del ay specifies whether the TCP_NCDELAY option
should be set on connections. Defaults to f al se.
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tcp_options_policy:recv_buffer_size

tcp_options_policy:recv_buffer_size specifies the size of the TCP
receive buffer. This variable can only be set to 0, which coresponds to using
the default size defined by the operating system.

tcp_options_policy:send_buffer_size
tcp_options_pol i cy: send_buf f er _si ze specifies the size of the TCP send

buffer. This variable can only be set to 0, which coresponds to using the
default size defined by the operating system.
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policies:invocation_retry

backoff_ratio

initial_retry_delay

max_forwards

The policies:invocation_retry namespace contains variables that
determine how a CORBA ORB reinvokes or rebinds requests that raise the
following exceptions:

®  TRANSI ENT with a completion status of COMPLETED NO (triggers
transparent reinvocations).

®  (OOW FA LURE with a completion status of COMPLETED NO (triggers
transparent rebinding).

This namespace contains the following variables:

®  backoff_ratio

° initial _retry delay

®  max_forwards

®  nax_rebinds

d nax_retries

backof f _rati o specifies the degree to which delays between invocation
retries increase from one retry to the next. Defaults to 2.

initial _retry_del ay specifies the amount of time, in milliseconds,
between the first and second retries. Defaults to 100.

Note: The delay between the initial invocation and first retry is always 0.

max_f orwar ds specifies the number of forward tries allowed for an
invocation. Defaults to 20. To specify unlimited forward tries, set to - 1.
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max_rebinds

max_r ebi nds specifies the number of transparent rebinds attempted on
receipt of a COMM FAI LURE exception. Defaults to 5.

Note: This setting is valid only if the effective Rebi ndPol i cy is
TRANSPARENT; otherwise, no rebinding occurs. For more information, see
“rebind_policy” on page 250.

max_retries

max_retries specifies the number of transparent reinvocations attempted
on receipt of a TRANSI ENT exception. Defaults to 5.

For more information about proprietary IONA timeout policies, see the
CORBA Programmer’s Guide.
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