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Welcome to ChangeMan® zDD

Audience and
scope

Navigating this
book

Change bars

ChangeMan® ZDD is a network file system that operates on a PC networked with a z/0S®
operating system. From your PC, you can access data sets, job output, and ChangeMan
ZMF components that reside on a z/OS server.

See the Readme for the latest updates and corrections for this manual. The Readme is
available through the Micro Focus SupportLine website at: https://
www.microfocus.com/support-and-services/documentation/.

Use this manual if you are responsible for any of these tasks:
m Installing ChangeMan ZDD.
m Upgrading ChangeMan ZDD from a prior release.
m Managing mainframe change control or configuration management.
m Providing technical support for mainframe started tasks.
m Managing the mainframe security system at your data center.
Use this document to accomplish any of the following:
m Install a Sernet started task to act as a ChangeMan ZDD server.

m Add components to a ChangeMan ZMF server to access it from a separate
ChangeMan ZDD server.

m Add components to a ChangeMan ZMF server to make it a ChangeMan ZDD server.
This manual is organized as follows

The first three chapters introduce you to ChangeMan ZDD architecture and discuss
installation requirements and issues.

m The next four chapters provide detailed, step by step instructions for installing a
ChangeMan ZDD server.

m  The last chapter tells you how to set certain ChangeMan ZDD options with XML pages
in a file on the mainframe.

m  Appendixes follow with additional information that may be useful.

Change bars in the left margin identify substantive changes to this manual in this release.

Guide to ChangeMan ZDD Documentation

The following sections provide basic information about ChangeMan ZDD documentation.
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ChangeMan ZDD Documentation Suite

The ChangeMan ZDD documentation set includes the following manuals in PDF format.

Description

SER10TY User’s Guide

Provides instructions for applying licenses to enable
ChangeMan ZDD servers on the mainframe.

ChangeMan zZDD User’s
Guide

Explains how to:
m Install and configure the client components on your PC

m  Access and perform operations on mainframe data
from your desktop

ChangeMan ZDD Tools
Guide

Describes the following tools that you can use to assist in
your development:

m  ChangeMan Edit

m ChangeMan Diff

These tools use the Template Manager to control how your
code is displayed.

ChangeMan ZDD .NET
Programming Interface
Guide

Describes how to use the .NET programming interface to
access ChangeMan ZDD functionality from your own
programs and scripts.

ChangeMan ZDD COM
Programming Interface
Guide

Describes how to access ChangeMan ZDD functionality,
using COM Automation, from your own programs and
scripts.

ChangeMan ZDD Server
Installation Guide

Provides instructions for installing ChangeMan ZDD servers
on the mainframe.

ChangeMan ZDD Edit
Reference Card

Provides a summary of keyboard shortcuts that you can use
with ZDD editing facilities.

These manuals are available through the Micro Focus SupportLine website at: https://
www.microfocus.com/support-and-services/documentation/.

Related Documents

The following documents provide additional information that may be useful when
installing or using ChangeMan ZDD.

Description

ChangeMan ZMF
Messages Guide

Provides explanations for informational, warning, and error
messages for ChangeMan ZMF and Sernet. These
messages may be displayed when installing or using
ChangeMan ZDD.

ChangeMan ZMF User’s
Guide

Describes how to use ChangeMan ZMF features and
functions to manage changes to application components.
Many of these functions are available through ChangeMan
ZDD.

ChangeMan ZMF XML
Services User’s Guide

Documents the most commonly used features of the XML
Services application programming interface to ChangeMan
ZMF.
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Guide to ChangeMan ZDD Documentation

Using the Manuals

To view PDF files, use Adobe® Reader®, which may be downloaded for free at
get.adobe.com/reader/

TIP Be sure to download the full version of Reader. The more basic
iz version does not include the search feature.

This section highlights some of the main Reader features. For more detailed information,
see the Adobe Reader online help system.

The PDF manuals include the following features:

= Bookmarks. All of the manuals contain predefined bookmarks that make it easy for
you to quickly jump to a specific topic. By default, the bookmarks appear to the left of
each online manual.

m  Links. Cross-reference links within a manual enable you to jump to other sections
within the manual and to other manuals with a single mouse click. These links appear
in blue.

m  Comments. All PDF documentation files that are delivered with ChangeMan ZDD
have enabled commenting with Adobe Reader. Adobe Reader version 7 and higher has
commenting features that enables you to post comments to and modify the contents
of PDF documents. You access these features through the Comments item on the
menu bar of the Adobe Reader.

= Printing. While viewing a manual, you can print the current page, a range of pages,
or the entire manual.

= Advanced search. Starting with version 6, Adobe Reader includes an advanced
search feature that enables you to search across multiple PDF files in a specified
directory.

Using Adobe Reader Advanced Search

To search all PDF documents in a folder, execute the following steps (requires Adobe
Reader version 6 or higher):

1 In Adobe Reader, select Edit | Advanced Search (or press Shift+Ctrl+F).

2 Select the All PDF Documents in option and use Browse for Location in the drop
down menu to select the folder you want to search.

3 In the text box, enter the word or phrase that you want to find.

4 Optionally, select one or more of the additional search options, such as Whole words
only and Case-Sensitive.

5 Click Search.

6 In the Results, expand a listed document to see all occurrences of the search
argument in that PDF.
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Typographical Conventions

The following typographical conventions are used in the online manuals and online help.
These typographical conventions are used to assist you when using the documentation;
they are not meant to contradict or change any standard use of typographical conventions
in the various product components or the host operating system.

Convention Explanation

italics Introduces new terms that you may not be familiar with and
occasionally indicates emphasis.

bold Emphasizes important information and field names.

UPPERCASE Indicates keys or key combinations that you can use. For example,
press the ENTER key.

monospace Indicates syntax examples, values that you specify, or results that
you receive.

monospaced Indicates names that are placeholders for values you specify; for

italics example, f7lename.

monospace Indicates the results of an executed command.

bold

vertical rule | Separates menus and their associated commands. For example,
select File | Copy means to select Copy from the File menu.
Also, indicates mutually exclusive choices in a command syntax
line.
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Introduction

This chapter provides a high level description of ChangeMan ZDD.
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Chapter 1 Introduction

What is ChangeMan ZDD?

ChangeMan ZDD is a software infrastructure technology that makes mainframe data sets
and job output appear in Windows® Explorer and other desktop applications as though
they are local files or files on a Windows® network. It simulates a network file system on
a Windows® platform that is networked with a z/0S® operating system.

From your PC, you can access files, execute jobs, and examine output from jobs that
reside on a z/0S server. No special execution environment or programming interface is
required.

ChangeMan ZDD also gives you desktop access to ChangeMan ZMF. ChangeMan ZMF
instances, applications, packages, and libraries appear as folders in Windows Explorer and
other PC applications. You perform many ChangeMan ZMF functions from your PC, and all
of the software configuration management rules and restrictions set up in ChangeMan
ZMF apply.

ChangeMan ZDD has two components:
m ChangeMan ZDD client, which is installed on your desktop workstation.

m ChangeMan ZDD server, which is installed on an enterprise server to provide access to
files and services on an LPAR.

The primary component of ChangeMan ZDD server is Sernet.

What is Sernet?

Sernet (previously called Serena/Network) provides communication and other services on
the enterprise server for Micro Focus Serena products. Sernet runs as a started task on an
LPAR.

Some products, such as ChangeMan ZMF, run as applications under a Sernet instance.
Other products, such as ChangeMan ZDD, run on other platforms and use a Sernet
instance to get access to mainframe files and services.

The diagram on the next page is a logical view of the Sernet architecture.

14
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What is Sernet?

Serena Software SERNET Architecture

IBM Mainframe z/OS LPAR Complex with Shared DASD

LPAR 1 adres LPAR 2 LPAR 3

Spa

TCP/IP
SERNET Server "B" Address SERNET Server "A"
Space
Creation \—‘
— . ChangeMan ZMF SIERCILIER
File Tailoring DP Subsystem "A"
Server
task SR Subtask XMS
TSO ID
ChangeMan ZMF SOl .
P Subsystem "B"
XCH XMS
Batch
Job
2/0S File 1/0 and Queue ChangeMan ZMF
Requests XCH=(,port) Requests CMN=(,port)
T
N TCP/AP ) =
v FCPAP ) L] Services

[ ] [ ]
o 1T 10] [ T—TT [T] [T [1T] [ I=IT _[1T]
I [ I | I |
Windows Windows Eclipse Client Eclipse Client
Serena ChangeMan ZDD Serena ChangeMan ZMF for Eclipse

Direct access to ChangeMan ZMF components in a change package | Direct access to ChangeMan ZMF components in a change package
from a workstation running Windows . from a workstation running Eclipse .

The diagram shows two Sernet instances on separate LPARs, each managing a
ChangeMan ZMF instance. Users access these ChangeMan ZMF instances from the Web,
from workstations in the distributed environment, and from TSO sessions in the z/0S
environment. The TSO user in the last LPAR is using the Load Balancing Option of
ChangeMan ZMF to work from a mainframe environment where there is no Sernet or
ChangeMan ZMF instance.
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Chapter 1 Introduction

ChangeMan ZDD Server

When you configure a ChangeMan ZDD client on your desktop workstation, you specify
one or more ChangeMan ZDD servers.

Each ChangeMan ZDD server is a Sernet started task. Each Sernet started task that acts
as a ChangeMan ZDD server must:

m  Connect to the network with TCP/IP.
m  Run with licenses that enable ChangeMan ZDD programs.

m  Run with Sernet keyword option XCH=port to provide connectivity to ChangeMan ZDD
clients.

In the ChangeMan ZDD client, you configure each server definition with:
m  An IP address for the LPAR where the ChangeMan ZDD server resides.

m A port number for connectivity, which is the port number specified in the XCH=port
keyword option for the Sernet started task.

Accessing ChangeMan ZMF Servers

From a ChangeMan ZDD client on a desktop workstation, you may access one or more
ChangeMan ZMF servers through a ChangeMan ZDD server.

You need only one ChangeMan ZDD server on an LPAR to access all instances of
ChangeMan ZMF running on that LPAR.

ChangeMan ZDD Server Design

If you already have a Sernet instance running another product, you can use that started
task to act as a ChangeMan ZDD server, or you can install and configure a separate Sernet
started task to act as a dedicated ChangeMan ZDD server.

We recommend that you install a separate Sernet started task to act as a
dedicated ChangeMan ZDD server. A separate started task will:

m Reduce contention for Sernet resources

m  Avoid operational conflicts in areas such as scheduled downtime and disaster recovery
priority

Installation tasks in this manual are separated into three chapters. Execute the steps in
the chapter or chapters that describes the design that you want to use for your
ChangeMan ZDD server:

m  Chapter 5, "Build Dedicated Sernet Started Task" on page 43 tells you how to build a
Sernet started task that is dedicated as a ChangeMan ZDD server.

m Chapter 6, "Connect to ChangeMan ZMF" on page 59 tells you how to prepare an
existing ChangeMan ZMF server for access through a separate ChangeMan ZDD
server.
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m Chapter 7, "Add ChangeMan ZDD to ChangeMan ZMF" on page 65 tells you how to
reconfigure an existing ChangeMan ZMF server to also act as a ChangeMan ZDD
server.

While we do not recommend the design described in Chapter 7, it may be used if you want
to use ChangeMan ZDD primarily to access a single ChangeMan ZMF instance. Using an
existing Sernet instance is also the quickest way to get ChangeMan ZDD running to
explore its capabilities and demonstrate its benefits.

E NOTE Regardless of which ZDD server design you choose, you must
4 have a ZDD server on each LPAR where a ZMF instance runs that you
will access from ZDD clients.
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Dedicated ZDD Server

This diagram shows a Windows workstation using a dedicated ZDD server Sernet A to
access mainframe data sets, jobs, and Unix files, and to connect to two ZMF instances,

ZMF 2 and ZMF 3.
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Non-dedicated ZDD Server

This diagram shows a Windows workstation using a ZMF server Sernet A as a ZDD server
to access mainframe data sets, jobs, and Unix files, and to connect to three ZMF

instances, ZMF 1, ZMF 2 and ZMF 3.
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ZDD Added to One ZMF Instance

This diagram shows a Windows workstation using a ZMF server Sernet A as a ZDD server
to access mainframe data sets, jobs, and Unix files, and to connect to ZMF instance ZMF

1.

This is the configuration that you use to add ZDD to an existing ZMF instance without
installing a dedicated ZDD server.
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Chapter 2

Installation Requirements

This chapter describes requirements for installing a ChangeMan ZDD server in your
mainframe environment.
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CA Panvalet® and CA Librarian® Compatibility 23
Software Conflicts 24
Load Library APF Authorization 25
IPL 25
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System Requirements

This section defines operating system and software requirements, memory requirements,
and disk storage requirements.

Operating System

ChangeMan ZDD 8.1.3 runs without modification on all IBM and plug-compatible
mainframes running z/OS®. See the Readme for a link to current information about OEM
software compatibility testing.

Software Requirements

You need the following system software to run ChangeMan ZDD in your mainframe
environment:

m  One of the following external security systems:
o IBM Security Server RACF®
o CAACF2"
o CA Top Secret®
m  SAF (System Authorization Facility) to interface to your security system

m At least IBM TCP/IP V3R1 for MVS. For TCP/IP V3R2, you must be at PUT level 9706 or
above.

Memory Requirements

Sernet runs as a started task on each CPU that employs Sernet services. You may run
multiple Sernet instances on a single processor to test Sernet or its applications, to run
different products at different release levels of Sernet, or to achieve separation of control.

The recommended region size for a Sernet instance is zero megabytes (REGION=0M),
which provides the absolute maximum memory above and below the line. Sernet does
virtually all work in memory above the line, without spilling to DASD. To support hundreds
of concurrent users, a large amount of virtual memory is used. The symptom of
insufficient memory is abend S878.

NOTE If there are system exits that disallow REGION=0M, then set the Sernet region
size to at least 48 megabytes (REGION=48M). Consider removing exits that limit
memory acquisition, such as IEALIMIT, which limits an address space from acquiring
more than megabytes above the line, or increase the maximum allowed to at least 48
megabytes

Each Sernet instance obtains 64 bytes of CSA (Common System Area subpool 245) to
hold a Subsystem Communications Vector Table (SSCVT) control block. One SSCVT is
required for each Sernet started task on a processor. To avoid fragmenting memory, this
short piece of memory is never released (FREEMAIN). When Sernet is shut down and
restarted, it reuses the same anchor block until the next IPL clears it out.
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License for ChangeMan ZDD Server

Almost all Sernet mainframe programs are written in reentrant assembly language. Most
load modules have been given the RENT attribute at link-edit time as well as AMODE=31.
Some load modules reside below the line using RMODE=24, but most reside above the
line using RMODE=ANY. All memory that can be managed above the line is acquired there
for memory constraint relief.

DASD Space Requirements

The SERCOMC libraries unloaded from the download image or distribution CD require
approximately 16 cylinders of 3390 disk space.

License for ChangeMan ZDD Server

Licenses are required to activate Micro Focus Serena products on authorized CPUs.
Licenses are delivered to customers as XML-format documents attached to an email. If
you do not have a license for ChangeMan ZDD, contact your account representative.

ChangeMan ZDD Product Compatibility

ChangeMan ZDD uses these enabling technologies delivered in SERCOMC libraries:
m  Sernet

m  SER10TY License Manager

s Common Utilities

m XML Services

If you are installing Sernet as a dedicated ChangeMan ZDD server, use the files unloaded
from the ChangeMan ZDD download image or distribution CD to ensure that the
mainframe server software is compatible with the ChangeMan ZDD client software
installed on PCs.

If you intend to use an existing Sernet started task for a ChangeMan ZDD server, or if you
intend to connect ChangeMan ZDD to ChangeMan ZMF, review the ChangeMan ZDD
Readme for information about software release level compatibility.

You can avoid compatibility problems between ChangeMan ZDD and other products by
using JOBLIB and STEPLIB instead of adding product load libraries or SERCOMC load
libraries to the LINKLIST.

CA Panvalet® and CA Librarian® Compatibility

Sernet includes program SERIFACE as an interface to CA Panvalet and CA Librarian. The
source for SERIFACE is delivered in the SERCOMC ASMSRC library, but you do not need to
customize SERIFACE to use CA Panvalet or CA Librarian with ChangeMan ZMF.
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CA Panvalet must be at Release 12 or 14. Missing CA Panvalet PTF's can cause problems.
If the PAM module has been link-edited with the RENT option, SERIFACE abends with an
S0C4. PAM is not reentrant and must be link-edited with the NORENT parameter.

The CA Panvalet or CA Librarian product library must be available for calls from Sernet. If
the product library is not in the LINKLIST, then add the library to the STEPLIB in the
Sernet started procedure.

At startup, Sernet tries to load modules LIBR for CA Librarian and PAN#1 for CA Panvalet.
If the load is successful, the interface to these products is enabled. If you have renamed
program LIBR, use Sernet keyword option LIB to tell Sernet the new name. See "LIB" on
page 160.

Software Conflicts

If you use any of the software products described in this section, read the information
provided to determine if you must take action to prevent conflicts with Sernet.

Micro Focus Serena Products

Programs for Micro Focus Serena enabling technologies are delivered in the SERCOMC
libraries with all Micro Focus Serena mainframe products. Use STEPLIB and JOBLIB with
these mainframe products instead of LINKLIST concatenations to avoid problems with
software release compatibility.

Abend-AID® (from Compuware Corporation)

If an abend occurs, Abend-AID generates a formatted dump. However, some Sernet
problems cannot be solved without a full dump, so Micro Focus Customer Care accepts
only full dumps when helping you with abends.

If your installation uses Abend-AID and you always want full dumps from Sernet, code the
following DD statement in the Sernet started procedure and any JCL that executes Sernet
programs.

//ABNLIGNR DD DUMMY

PDSFAST (from Software Engineering of America)

At one time, PDSFAST would enqueue the temporary dataset created during a SERCOPY
reallocate function, preventing SERCOPY from renaming the dataset and finishing the
recovery. This problem has been fixed by the vendor.

PDSFAST and SERCOPY contain compression facilities that interfere with each other. Since
you cannot suppress the SERCOPY compression facility when SERCOPY is executed by the
Sernet started task (parameters are generated internally), you must suppress the
compression facility in PDSFAST for copy tasks initiated by Sernet.

Suppress PDSFAST compression for ChangeMan ZMF by adding this DD statement to the
Sernet started procedure:

//NPDSFAST DD DUMMY
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MAINVIEW® SRM StopX37/II™ (from BMC Software)

StopX37/11 intercepts DASD space abends and reallocates data sets. SERCOPY executed
from the Sernet started task compresses and reallocates PDS libraries. If both StopX37/11
and SERCOPY attempt to fix a space problem, the results are unpredictable.

You must suppress StopX37/II in a ChangeMan ZDD server by coding the following DD
statement in the Sernet started procedure:

//X37IGN DD DUMMY

Load Library APF Authorization

Some SERCOMC load modules have an Authorization Code of 1 (AC=1). Load libraries
containing these modules must be APF authorized. You must APF authorize all libraries in
a JOBLIB or STEPLIB concatenation when one library in the concatenation is APF
authorized.

IPL

When you install Sernet, IPL your system if you need to accomplish the following:
m  APF authorize Sernet load libraries if you use a static APF list.
m  Permanently APF authorize Sernet load libraries if you use a dynamic APF list.

m  Pick up new entries in your security system, such as the following in IBM Security
Server RACF:

o Static Class Descriptor Table

e Started Procedure Table

NOTE The SER10TY License Manager gives you a choice of storing licenses for Micro
' Focus Serena mainframe products in CSA or in a PDS. If you choose to store licenses in
CSA, reload the licenses to CSA when you IPL. See the SER10TY 4.3 User’s Guide for
information about applying licenses.
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Chapter 3

Installation Considerations

This chapter describes issues you must consider and decisions you must make before
installing or configuring a ChangeMan ZDD server.

NOTE The information in this chapter is provided to help you plan for your installation.
Do not execute any installation or configuration tasks until you get to one of these
chapters:

m Chapter 5, "Build Dedicated Sernet Started Task" on page 43
m Chapter 6, "Connect to ChangeMan ZMF" on page 59
m Chapter 7, "Add ChangeMan ZDD to ChangeMan ZMF" on page 65

System Considerations 28
Security Considerations 29
Sernet JCL 30
Job Review 34
Customizing the ChangeMan ZDD Client 35
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System Considerations

This section describes system issues that you must consider before you start the
installation process.

z/0S Subsystem

While each Sernet instance is identified by a "subsystem ID," Sernet is not a formal z/0S
subsystem like JES or DB2®: do not define Sernet in the subsystem name table in
SYS1.PARMLIB(IEFSSNxx). If you define it in the subsystem name table, Sernet abends
with an SO0C4 when it tries to update the subsystem communication vector table with the
identifying address space (ASID).

Updating the System Linkage Index

Each Sernet instance uses a system linkage index (a z/OS resource). The system linkage
index is not released when a Sernet started task is shut down. However, the next time the
same subsystem ID is initialized, the same system linkage index is used as before.

The NSYSLX parameter in IEASYSxx defines the number of linkage indexes (in addition to
those in the system function table) to be reserved as system linkages. The default
number is 55. If your environment has a number of subsystems defined that use system
linkage indexes (for example, DB2 and IMS V5), you might need to increase the value of
NSYSLX if you define multiple Sernet instances on the same LPAR.

Non-Swappable

The Sernet address space must be available at all times for asynchronous requests
coming from client desktops and from other z/OS address spaces. Each Sernet instance
makes itself non-swappable by internally issuing the following:

SYSEVENT TRANSWAP

TRANSWAP is IBM'’s preferred method of making an address space non-swappable for long
periods of time.

Libraries and LINKLIST

We recommend that you do not add load libraries for ChangeMan ZDD server to the
LINKLIST. Instead, include a STEPLIB statement in the JCL for each Sernet instance, and
include a JOBLIB or STEPLIB statement in the JCL for each batch job submitted by a Micro
Focus Serena product.

STEPLIB and JOBLIB are preferred because:

m If you license more than one Micro Focus Serena product and you do not keep the
products at compatible release levels, common load modules in a LINKLIST library
might interfere with the proper function of some of these products.

= You should segregate delivered (vendor) versions of load modules in libraries separate
from customized programs such as exits. It is easier to maintain the proper
concatenation of custom and vendor load libraries if they are in STEPLIB or JOBLIB
statements in started procedures and batch JCL.
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Security Considerations

This section provides information about how ChangeMan ZDD security works, and it
describes security issues you must consider before you start the ChangeMan ZDD server
installation process.

How ChangeMan ZDD Security Works

ChangeMan ZDD respects the mainframe security controls provided by RACF, CA ACF2,
and CA Top Secret:

m  You gain access to a ChangeMan ZDD server and other mainframe resources through
your TSO userid and password.

s ChangeMan ZDD only allows you to access data sets to which you have authority.

m  ChangeMan ZDD provides your user ID to ChangeMan ZMF so that your authorization
to access functions, applications, and components can be verified.

Data Set Access for the Sernet Started Task

Grant the Sernet started task userid the highest general data set access authority
possible. As described above, all data sets and libraries accessed by ChangeMan ZDD are
protected by your security system.

If administrators and developers already have access to ChangeMan ZMF applications,
functions, and data sets through the ISPF interface on the mainframe, they will have the
same privileges when they use ChangeMan ZDD.

SAF and Your Security System

SAF is an acronym for System Authorization Facility, an interface defined by z/0S that
enables programs to use system authorization services to protect access to resources
such as data sets and z/OS commands. SAF provides a common interface for IBM Security
Server RACF, CA ACF2, and CA Top Secret where you define the security rules for an
LPAR.

Sernet is configured to use SAF to interface to your security system. When you define
Sernet instances to your security system, you may also need to provide parameters to
enable SAF.

Access to TCP/IP Functions

Access to TCP/IP Services in z/0S Communications Server requires a z/0OS UNIX security
context, referred to as an OMVS segment, for the user ID associated with a Sernet
instance.

See the section "Requirement for an OMVS Segment” in the IBM publication z/0S
Communications Server: IP Configuration Guide.

Additionally, RACF PassTickets are a requirement for mainframe clients (not ChangeMan
ZDD or ChangeMan ZMF for Eclipse) connecting via TCP/IP. Instructions for generating
RACF PassTickets are detailed in Chapter 6, “Configuring Security”.
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Sernet JCL

Expect to run at least two instances of Sernet:

1 One or more Sernet instances that support production versions of Micro Focus Serena
mainframe applications.

2 A test Sernet instance to test upgrades and modifications before they are installed
into the libraries running the production Sernet started tasks.

Before building Sernet started procedure, consider the issues described in the following
subsections.

Subsystem ID

Each instance of Sernet is identified by a unique one-character subsystem ID. Valid values
for a subsystem ID are:

m  Blank (space)
= Numeric 0-9
m Alphabetic A-Z

m Special characters @, #, and $.

NOTE Although a null (blank) subsystem ID is valid, we strongly recommend that you
avoid using a null subsystem ID.

A subsystem ID is assigned through Sernet keyword option SUBSYS=subsysID, which is
input to program SERVER.

Sernet Started Task Names

As stated previously, you will have at least two Sernet instances: a test instance and a
production instance. You may also have multiple Sernet instances running on other LPARs.

Each Sernet started task must be assigned a unique identity in z/OS for console
commands, automated data center management tools, and SMF. There are three ways to
establish a unique z/0S identity for a Sernet started task:

m  Member name - Build a separate procedure (member) for each started task. Use only
the member name in the START command.

S SERPROC1
The Sernet started task jobname and identifier is SERPROC1.

m Identifier - Append an identifier to the procedure member name in the START
command.

S SERPROC.SERTASK2,ID=2
The Sernet started task jobname is SERPROC and the identifier is SERTASK2.
m Jobname - Use the JOBNAME parameter in the START command.
S SERPROC, JOBNAME=SERTASK3, ID=3
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The Sernet started task jobname and identifier are both SERTASK3.

If you use a common procedure for several Sernet instances, then you must use an
identifier or a JOBNAME parameter in the START command.

E' NOTE When you assign a started task identity that is different from the started
' procedure member name, IBM recommends that you use the JOBNAME parameter
because it provides an identity that is available to the most z/OS services.

Parameters for Sernet

Sernet behavior is controlled by keyword options input to program SERVER.

Passing Parameters to Sernet

Keyword options may be passed to Sernet in two ways:

m In the EXEC statement for program SERVER, as subparameters in the PARM=

parameter.
Example 1:
//SERVER PROC ID=1,0PT='XCH=1234"
//SERVER EXEC PGM=SERVER, *Started Task
// REGION=0M, *Maximum Region
// DYNAMNBR=200, *High allocations
// PARM="'SUBSYS=&ID,&0PT" *Execution Parms
Example 2:

Override the SERVER parameters in Example 1 by setting symbolic parameters in
the START command.

S SERPROC, ID=2,XCH=2345

m In a data set read by program SERVER at a DD statement referred to by the keyword
option DDNAME=ddname coded as a PARM= subparameter.

Example:
//SERVER  PROC
//SERVER EXEC PGM=SERVER, *Started Task
/7 REGION=0M, *Maximum Region
// DYNAMNBR=200, *High allocations
// PARM="'DDNAME=ANYNAME ' *Execution Parms

/ /ANYNAME DD DSN=SERCOMC.PARMS (SERPARM)
PDS member SERPARM contains:
SUBSYS=3 /* Sernet SUBSYS ID
XCH=3456 /* TCP/IP PORT #
Sernet Options For ChangeMan ZDD

Keyword options listed in this section are required or are commonly used with a Sernet
instance that is used as a ChangeMan ZDD server.

See Appendix F on page 151 for detailed descriptions of the options listed here.
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To find other Sernet keyword options that can be used with ChangeMan ZDD, look for
"XCH" in the “Application(s)” row of the description tables in Appendix F on page 151.

NOTE Any ChangeMan ZMF server at version 5.3.6 or above that you access with
ChangeMan ZDD must not use keyword option XML=NO, which suppresses XML
Services.

Required Options

These parameters must be specified for a Sernet instance acting as a ChangeMan zZDD
server.

Option Description
SUBSYS=x SUBSYS on page 163
XCH=port or XCH apl on page 152
SDNOTIFY=nnn SDNOTIFY on page 163

Common Options

These options are commonly used with Sernet instances:

Option Description
DDNAME=ddname DDNAME on page 157
EX003=NO EX003 on page 158

Other Options

These options may be specified for a Sernet instance acting as a ChangeMan ZDD server
under special circumstances:

Option Description
COMPRESS=[0|1] COMPRESS on page 155
CONNECTCHECK=[YES|NO] | CONNECTCHECK on page 155
EXPIRE=HhhMmm EXPIRE on page 157
MIGRAT=volser MIGRAT on page 160
RUNFOR=HhhMmm RUNFOR on page 162
TCPIP=tcpiproc TCPIP on page 163

SER#PARM DD Statement

Each Sernet started task creates and maintains a reference table of application TCP/IP
addresses and port numbers for Micro Focus Serena applications. This table is kept in a
PDS referenced by DD name SER#PARM in the Sernet started procedure. The TCP/IP
addresses are stored in @ member named #SERx, where “x” is the subsystem ID of the
Sernet started task.

CAUTION! Do not use the SER#PARM library for any other purpose. Sernet opens this
library for output, which can interfere with other uses of the file.
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The following example shows the format of a #SERx member in a SER#PARM file:

* SMFI.SUBS APP DOT.TED.DEC.MAL PORT# TCPIPROC --Update-Time-Stamp--
BH3A.SER1 XCH 111.11.111.111 11111 2008/08/15 @ 10:30:59
BH3A.SER1 CMN 222.22.222.222 22222 2008/10/19 @ 13:31:42

* END OF DATA

SERLIC DD Statement

The SER10TY License Manager gives you a choice of storing licenses for Micro Focus
Serena mainframe products in CSA or in a PDS.

If you store licenses in a PDS, that library must be named in DD statement SERLIC
included in any started procedure that connects to ChangeMan ZDD.

SYSMDUMP DD Statement

The preferred means of gathering diagnostic information for a program interrupt in a
Sernet started task is through a data set allocated to a SYSMDUMP DD statement. The
data set should have these attributes:

//SYSMDUMP DD DISP=(MOD,CATLG,CATLG), * SYSMDUMP
// DSN=somnode.SERCOMC.SYSMDUMP (+1) ,

// UNIT=SYSDA,SPACE=(CYL, (200,100) ,RLSE),

// DCB=(DSORG=PS,RECFM=FBS,LRECL=4160,BLKSIZE=4160)

We recommend that you define a GDG index for the SYSMDUMP dataset to prevent
diagnostic information in the dataset from being overwritten when the Sernet instance is
restarted after an abend.

SYSTCPD DD Statement

If there are multiple TCP/IP started tasks running on the same LPAR, you may need to
code DD name SYSTCPD in the Sernet started procedure. See topic “Considerations for
Multiple Instances of TCP/IP” in the IBM publication z/0S Communications Server IP
Configuration Guide.

Component Libraries

When you allocate mainframe libraries for ChangeMan ZDD server components, consider
the following:

m  Preserve the components delivered with the release. If you modify a ChangeMan ZDD
server component, you may need the original version if your changes do not work as
expected. Segregate “vendor” and “custom” components in separate libraries.

m Use the last node of the vendor library name when you name your generic and custom
libraries.

This example shows segregated vendor and custom component libraries:
Delivered Library:

SERCOMC.V8R1MO.LOAD
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JCL Library:
//STEPLIB DD DISP=SHR, * CUSTOM LOAD
// DSN=somnode.SERCOMC.V8R1MO.CUSTOM. LOAD
// DD DISP=SHR, * VENDOR LOAD
// DSN=somnode.SERCOMC.V8R1MO.LOAD

Job Review

The Job Review facility of Sernet makes mainframe job output available in ChangeMan
ZDD Jobs folders.

The Job Review facility uses the same subsystem interface as the TSO STATUS command.
Job Review is not directly connected to SDSF or other job output viewing tools, and it
does not offer the same options for viewing and manipulating output data sets.

What Job Review can make available to ChangeMan ZDD depends on how your
components for JES, security, and Sernet are configured. These components determine:

1 What job output can be selected by the subsystem interface.
2 What job output a user is authorized to see.

Some of the components that can affect what users can see in ChangeMan ZDD Jobs
folders include:

m JESJOBS and JESSPOOL resource classes

m  TSO output/status/cancel exit IKJEFF53

m  RACHECK preprocessing exit ICHRCX01 (RACF only)
m  RACHECK postprocessing exit ICHRCX02 (RACF only)

If you make no changes to your existing configuration, ZDD Jobs folders may only show
you this job output:

m  JES2 - Jobs with job names consisting of your TSO ID plus one character.
s JES3 - No jobs.

Sernet Exit SEREX003 for JES

Sernet exit SEREX003 restricts access to JES jobs and is delivered to customers in an
enabled state.

Starting with Sernet 7.1.1, exit SEREX003 allows read access to JES jobs that are not
owned by the userid. However, cancel/purge/requeue functions are restricted to jobs
owned by the userid.

Since access to JES jobs is normally controlled by resource classes JESJOBS and
JESSPOOL, regardless of whether SEREX003 is activated, we recommend that you disable
this exit. To disable the exit, do one of the following:

m  Use Sernet keyword option EX003=NO.

m  Customize the exit as described in comments at the top of the program source code.
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Customizing the ChangeMan ZDD Client

When you access ChangeMan ZMF through its ISPF client, you can modify ZMF panels to
fit your requirements. The ISPF interface can be customized further with exit programs
that run in the ISPF address space and alter information that is passed to the panels.

The ChangeMan ZDD client does not offer this same flexibility. Most ZDD dialogs that
access ChangeMan ZMF functions are fixed, and ZMF exit programs cannot modify what
appears on ZDD dialogs.

However, ZDD 3.2 and higher can read parameters and options coded in XML on the
mainframe that can alter the behavior and appearance of some ZDD client dialogs. These
XML pages control:

m Field labels, edit rules, and default values for the ZDD client Build dialog. This dialog is
the equivalent of the ISPF staging panels and the User Option Panel (CMNUSRO01).

m Library types available in the ZDD client. This function is like ZMF exit program
CMNEXO035 that hides library types in the ISPF interface.

m User-defined options for the Audit, Demote, Promote, and New Package dialogs.
m  Enabling or disabling of ZMF commands in the ZDD client.

m Package fields that a user may or may not update.

The XML pages are stored in members of a mainframe PDS(E) library that is named in DD
statement ZDDOPTS in the ZMF server JCL. The server must be running at ZMF 5.3.6 or
higher.

If you plan to access ZMF 5.3.6 or higher through ChangeMan ZDD, analyze the following
in your environment:

m  Customization of stage processing panels in the ISPF client.

m  Customization of exit program CMNEX035.

m User-defined options for the Audit, Demote, Promote, and New Package functions.
m  Which ZMF functions a user will be allowed to access.

m  Which package fields a user may or may not update.
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Chapter 4

Unload Mainframe Components

This chapter lists tasks you perform to unload ChangeMan ZDD components from the

download image or distribution CD and create libraries on the mainframe.

Introduction 38
Step 1: Unload the Files 38
Step 2: Transfer Files to the Mainframe 40
Step 3: Expand PDS Libraries with RECEIVE 42
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Chapter 4 Unload Mainframe Components

Introduction

Mainframe PDS libraries for ChangeMan ZDD server are delivered in compressed binary
format. This chapter tells you how to unload the files from the download image or
distribution CD, copy the files to the mainframe, and expand the files into PDS libraries.

To execute this process, you need:

m  TCP/IP FTP connectivity from your PC or workstation to the mainframe computer.
m The dotted decimal IP address or domain name of the LPAR on the mainframe.

= A mainframe userid and password.

m  Security authorization to allocate files on the mainframe.

When the unload process is complete, PDS libraries for ChangeMan ZDD server reside on
the mainframe, ready for the rest of the server installation procedure.

If you have problems with the automated steps in this procedure, you may execute the
same functions manually by following the instructions in Appendix C, "Manual File Transfer
and Expand" on page 121.

NOTE In this chapter:

Version number for ChangeMan ZDD
Release number
Maintenance release number

_‘
nono

Step 1: Unload the Files

Execute this procedure to copy files from the distribution media to a work station or
network drive, build an FTP command file, and create JCL for a mainframe job to execute
TSO RECEIVE commands.

1 If you have a distribution CD, go to Step 5 on page 39.

2 If you download ZDDSRVvrmSetup.exe from the Micro Focus SupportLine website,
double-click ZDDSRVvrmSetup.exe.

3 On the Location to Save Files dialog box, select the folder where you want to store
InstallShield Wizard setup files. (These are not the files you will transmit to the host.)

m Click Next to accept the default folder, or...

= Click Change..., select a different folder, click OK, and then click Next.

NOTE If you have previously executed these steps for this release of ChangeMan
ZDD, the Overwrite Protection dialog box opens. You can safely click Yes to All to
overwrite all setup files.

4 The Extracting Files dialog box opens, then the Preparing to Install dialog box
opens, and then the ChangeMan ZDD Server v.r.m - InstallShield Wizard starts.
Go to Step 10.

38

ChangeMan® zDD



Step 1: Unload the Files

10

11

12

13

14

Insert the distribution CD into your optical drive.
If autoplay is enabled, the ChangeMan ZMF Client Pack menu opens. Go to Step 8.

If autoplay is not enabled, navigate to the CD drive, open the Autorun folder, then
click AUTORUN.exe.

On the ChangeMan ZMF Client Pack menu, click option Install ChangeMan ZDD
v.r.m Server.

The Preparing to Install... dialog box opens, and then the ChangeMan ZDD
Server v.r.m - InstallShield Wizard starts.

On the on the Welcome ...dialog box, click NEXT.

NOTE If you previously installed this version of ChangeMan ZDD Server from this
workstation, the Welcome dialog box gives you three choices:

= Modify
= Repair
= Remove

Check Remove and click Next on this dialog box, and then click OK on the Confirm
Uninstall dialog box to uninstall the existing ZDD Server artifacts. Click Finish on
the Uninstall Complete dialog box, and then restart the unload procedure at Step 1
on page 38.

Read the text in the End User License Agreement scroll box. If you agree to the
terms stated in the End User License Agreement, check I accept..." and click Next.

On the Choose Destination Location dialog box, select the folder on your
workstation into which ChangeMan ZDD installation files are copied:

o Click Next to accept the default folder, or...

¢ Click Browse, select a folder, click OK, and then click Next.

On the Customize Ftp Template dialog box, choose whether to automatically
customize the FTP commands used to transmit ZDD server components to the host.

m Check Yes to automatically customize the FTP command file, then click Next to
continue, or...

m Check No to skip FTP command file customization and click Next to continue at
Step 16 on page 40.

NOTE If you skip customization, you can manually edit the transfer commands later,
or you can use a manual process to transfer ZDD server components from your
workstation to the host as described in Appendix C, "Manual File Transfer and
Expand" on page 121.

On the Enter FTP Parameters dialog box, type the following information (not case
sensitive):

m IP Address or Host Name - The dotted decimal IP address or domain name of
the mainframe host

= User ID - Your host logon (TSO) ID
Click Next.
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15

16

17

18

On the Specify the High Level Qualifier of the host datasets dialog box, type the
following information (not case sensitive).

» Transmitted File HLQ - High level qualifiers for the host data set names of the
binary XMIT files transmitted from your workstation

m PDS Libraries HLQ - High level qualifiers for the host data set names of the PDS
libraries expanded from the binary XMIT files.

NOTE Follow these rules when setting high level qualifiers:

m The host User ID specified in step Step 14 on page 39 must have authority to
allocate files with the HLQ you specify here.

m Do not enter leading or trailing periods.
m Do not enter parenthesis or quotes (single or double).
m Do not specify HLQ longer than 17 characters (including embedded periods).

m HLQ entered in this dialog box are not case sensitive, even though they are
embedded in the RECEIVE job that is run on the host.

m Do not choose high level qualifiers that will create data set names that already
exist on the mainframe. The transmit process and the RECEIVE job will overlay
existing data sets.

Click Next.

The Setup Status dialog box opens as files are decompressed and copied to your
workstation or network destination folder, the FTP command file is built, and JCL for
the mainframe RECEIVE job is created.

When the unload process is completed, the InstallShield Wizard Complete dialog
box opens. Check I would like to view the README file and click Finish.

If you installed from a distribution CD, close the ChangeMan ZMF Client Pack menu
dialog box.

Step 2: Transfer Files to the Mainframe

The installation wizard generates an FTP command file to transmit binary XMIT files
containing ZDD Server components to the mainframe host. In this step, you edit the FTP
command file, then execute the FTP file transfer.

Your workstation must be connected to the network to transfer files to the host.

NOTE If you have difficulty with this automated FTP process, or if you want to use 70
emulator software instead of FTP to transfer the files to the host, go to Appendix C,
"Manual File Transfer and Expand" on page 121.

Execute this procedure to transfer ChangeMan ZDD server files from your
workstation or network drive to the mainframe using FTP.

1

On the workstation where you ran the installation wizard, go to Start | Programs |
Micro Focus | ChangeMan ZDD Server v.r.m and click Edit FTP Input to open the
FTP command file for edit.
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10

In the FTP command file, overtype <PASSWORD> in the third line of the file with
your mainframe password.

Save the file to the same file name.

Go to Start | Programs | Micro Focus | ChangeMan ZDD v.r.m and click FTP File
to Host to initiate the file transfer.

An FTP In Progress window opens, which shows:
FTP process has begun.
When the transfer is completed, the window shows:

FTP process has completed.
View FTP Log.
Press any key to continue .

Go to Start | Programs | Micro Focus | ChangeMan ZDD v.r.m and click View
FTP Log to verify that the files were transferred to the mainframe host.

If you see the following errors in the FTP Log, make the recommended corrections to
the FTP.Input file, then restart the process at Step 4 on page 41.

Message Corrective Action

Unknown host... Edit the FTP.Input file and verify the IP address or domain
name of your mainframe host.

530 PASS command Edit the FTP.Input file and verify that you entered the correct

failed user ID and password.

Block size specified for Edit the FTP.Input file:

the host [binary] data .
set is invalid for the a Delete these four command lines:

record length literal site cylinders
Record length... invalid. literal site blocksi=3120
literal site 1r=80
literal site recfm=fb

b Replace the deleted lines with this command (on a
single line):

literal site recfm=fb 1r=80 blocksi=3120 cylinders

Not connected The FTP connection was lost so files were not transferred.
Reconnect and restart the FTP process.

Go to Start | Programs | Micro Focus | ChangeMan ZDD Server v.r.m and click
Edit FTP Input to open the FTP command file for edit.

In the FTP command file, overtype your password in the third line of the file with
<PASSWORD>.

Save the file to the same file name.
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Step 3: Expand PDS Libraries with RECEIVE

The installation wizard generates a batch mainframe job to execute the RECEIVE
command on binary XMIT files transferred to the host. The RECEIVE job is transferred to
the mainframe along with the binary XMIT files.

Execute this procedure to submit the RECEIVE job on the mainframe to expand
the ChangeMan ZDD Server binary XMIT files into PDS libraries.

1
2

5

Log on to the mainframe host.

Edit the file named somnode.RECEIVE.ZDDvrm.TXT, where somnode is the
Transmitted File HLQ that you entered in the installation wizard.

a Replace the four //JOBCARD lines at the top of the file with your JOB statements.
b Change the DATASET statements if you want different output PDS library names.
Submit the job.

Examine each of the output PDS libraries to ensure that they are PDS libraries.

NOTE The RECEIVE job can give a Return Code 00, and the job SYSOUT can show

the message “Restore successful to dataset...”, even when the RECEIVE process did
not complete successfully.

Save the RECEIVE job JCL.

ChangeMan ZDD server PDS libraries are now resident on the mainframe, ready for the
rest of the software installation procedure.
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Build Dedicated Sernet Started Task

This chapter tells you how to build a Sernet started task to act as a dedicated ChangeMan

ZDD server.

Introduction 44
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Introduction

In the diagram on page 18, Sernet A is a dedicated ChangeMan ZDD server. ZDD clients
connect to Sernet A to access data sets, jobs and Unix files, and to access ChangeMan
ZMF 2 and ZMF 3 that run on the same LPAR.

This chapter tells you how to build a dedicated ZDD server like Sernet A in the diagram on
page 18.

If you want to prepare an existing ChangeMan ZMF server for access through a separate
ChangeMan ZDD server, see Chapter 6, "Connect to ChangeMan ZMF" on page 59.

If you want to reconfigure an existing ChangeMan ZMF server to also act as a ChangeMan
ZDD server, see Chapter 7, "Add ChangeMan ZDD to ChangeMan ZMF" on page 65.

Step 1: Allocate Custom Libraries

Allocate a set of libraries for customized SERCOMC components. The following table
shows an example of vendor libraries and their corresponding custom libraries.

Vendor Libraries Custom Libraries
...SERCOMC.VVRrMm.ASMSRC ...SERCOMC.VVRrMm.CUSTOM.ASMSRC
...SERCOMC.VVRrMm.CLIST ...SERCOMC.VVRrMm.CUSTOM.CLIST
...SERCOMC.VVRrMm.CNTL ...SERCOMC.VVRrMm.CUSTOM.CNTL
...SERCOMC.VVRrMm.LOAD ...SERCOMC.VVRrMm.CUSTOM.LOAD

Recommendations for allocating CUSTOM libraries:

m  Choose data set names that comply with your data center standards.
m Use the same RECFM and LRECL as the corresponding vendor library.
= You may optimize the BLKSIZE parameter.

m  For simplicity, allocate SPACE=(CYL,(1,1,75)).

Step 2: APF Authorize Vendor and Custom Load

Libraries
Add these libraries to the APF list:
m  Vendor SERCOMC LOAD library that you unloaded from the download image or

distribution CD.

m  Custom LOAD library that you allocated in the previous step.
You can use the SETPROG system command to add these libraries to a dynamic APF list. If
you use a static APF list, you must IPL before you can execute some of the subsequent
steps in the installation process.
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Step 3: Apply ChangeMan ZDD License

Apply the license you received from Micro Focus to enable ChangeMan ZDD. Refer to the
SER10TY User’s Guide for instructions on how to apply the license.

NOTE ChangeMan ZDD 8.1 requires a new license key.

The load modules, JCL, and other components that run SER10TY are included in the
SERCOMC libraries unloaded from the download image or the distribution CD.

Step 4: Allocate SER#PARM TCP/IP Address File

Sernet uses a PDS or PDSE file to store TCP/IP addresses and port numbers for Micro
Focus Serena applications. See "SER#PARM DD Statement" on page 32.

"‘_‘- CAUTION! Do not use the SER#PARM library for any other purpose. Sernet opens this
. library for output, which can interfere with other uses of the file.

If you already have a Sernet started task running in your enterprise, and the library in the
SER#PARM DD statement is available through shared DASD, you should use that library in
the new Sernet started procedure you are building here.

If you do not have an existing SER#PARM library available, allocate a PDS(E) with these
characteristics:

DSN=node.SERNET.TCPIPORT * Recommended last node
DCB=(RECFM=FB,LRECL=80,BLKSIZE=0) * Let SMS set BLKSIZE
SPACE=(CYL, (1,10,30))

Sernet automatically creates a #SERx member (where “x” is the Sernet subsystem ID).

Step 5: Define XMLSPACE VSAM LDS

XML Services use a VSAM Linear Dataset (LDS) to map the relationships between XML
schemas and DSECTS used for fixed-format control blocks and copybooks. This data sets
is referenced by the XMLSPACE DD statement in the Sernet started procedure.

Execute this procedure to define and populate the XMLSPACE VSAM LDS.

E NOTE This step also creates a sequential MAPDATA dataset used by the XML prototype
" tool XMLSERV.

1 Copy member XMLLOAD from the vendor SERCOMC CNTL library to your custom
SERCOMC CNTL library.

2 Edit member XMLLOAD in your custom CNTL library.
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a Code your JOB statement at the top.

b In step RECEIVE, change DSN node placeholder somnode in the RECEIVE
command INDS parameter to point to your vendor SERCOMC CNTL library.

¢ Change all other occurrences of DSN node placeholder somnode to create dataset
names that comply with your local naming conventions. Keep the last node name
of MAPDATA.

3  Submit JCL member XMLLOAD.

4 Examine the job output for problems:
a Example of SYSTSPRT from job step RECEIVE:

READY

DELETE 'CMNTP.S6.V810.SERCOMC.MAPDATA'

IDC3012I ENTRY CMNTP.S6.V810.SERCOMC.MAPDATA NOT FOUND+

IDC3009I ** VSAM CATALOG RETURN CODE IS 8 - REASON CODE IS IGGOCLEG-42

IDCO551I ** ENTRY CMNTP.S6.V810.SERCOMC.MAPDATA NOT DELETED

IDCOO14I LASTCC=8

READY

RECEIVE INDS('CMNTP.S0.V810T0O6.SERCOMC.CNTL (XMLDATA) ')

INMR901I Dataset DDNAME.MAPDATA from BATCHTSO on NODENAME

INMR9O6A Enter restore parameters or 'DELETE' or 'END' +

INMR9O8A The input file attributes are: DSORG=SEQUENTIAL, RECFM=F, BLKSIZE=4096,
INMR9O9A You may enter DSNAME, SPACE, UNIT, VOL, OLD/NEW, or RESTORE/COPY/DELETE
INMROO1I Restore successful to dataset 'CMNTP.S6.V810.SERCOMC.MAPDATA'

READY

END

b Browse member XMLDATA in your SERCOMC CNTL library. Note the date and time
in this line of text near the top of the data set:

SERNET XML Dsect Cross Reference. Created: 26 Jan 2011 02:23:40

Browse the new MAPDATA file and look for the same text at the top of that file. The
date and time should be the same as in the XMLDATA member.

¢ Examine the job JESMSGLG to verify that job step LOAD completed with RC=00.

Step 6: Build Sernet Started Procedure

Execute these steps to build JCL for a Sernet instance:

1 In your custom CNTL library, create a member for the Sernet started procedure.
Name the member according to the conventions you established in "Sernet Started
Task Names" on page 30.

2 Copy the contents of model JCL member SERVER in the vendor SERCOMC CNTL
library into the new Sernet started procedure member in your custom CNTL library.

3 If you will store Sernet keyword options in a PDS or PDSE library member (see
"Passing Parameters to Sernet" on page 31), do the following:

a Code keyword option DDNAME=ddname in the PARM= parameter for program
SERVER.

b Allocate a PDS or PDSE library with RECFM=FB and LRECL=80.
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10

11

¢ Add a ddname DD statement to the started procedure, and code the DSN to point
to the library that you allocated and the member where you will store Sernet
keyword options.

In the STEPLIB DD statement:
a Delete CMNZMF libraries.

b Change the SERCOMC.CUSTOM.LOAD library name to point to the custom LOAD
library you created in "Step 1: Allocate Custom Libraries" on page 44.

¢ Change the SERCOMC.LOAD library name to point to the vendor LOAD library you
created in "Step 3: Expand PDS Libraries with RECEIVE" on page 42 respectively.

If you use a PDS to store licenses applied with the SER10TY License Manager (see
"Step 3: Apply ChangeMan ZDD License" on page 45), add a SERLIC DD statement to
point to your license PDS.

Change the SER#PARM DD statement to point the PDS(E) that you created in "Step 4:
Allocate SER#PARM TCP/IP Address File" on page 45.

Change the XMLSPACE DD statement to point to the VSAM LDS that you created and
populated in "Step 5: Define XMLSPACE VSAM LDS" on page 45.

Create a GDG index for SYSMDUMP datasets. (See "SYSMDUMP DD Statement" on
page 33.) Change the SYSMDUMP DD statement to point to the new GDG DSN (+1).

Add Sernet keyword options to the PARM= parameter for program SERVER or to the
keyword option PDS member. See "Sernet Options For ChangeMan ZDD" on page 32.
Adjust the &ID and &OPT symbolic parameters as needed.

Add ddnames that are required to resolve conflicts between Sernet and other software
tools in use at your site. See "Software Conflicts" on page 24.

Install the Sernet procedure in a system PROCLIB.

Step 7: Set Up Job Notification

The Job Notification facility of Sernet sends job completion messages to a user’s
workstation for jobs that they submit through ChangeMan zDD.

E' NOTE Job Notification does not add messages to batch jobs submitted by ChangeMan
' ZMF, even though you may use ChangeMan ZDD to initiate ChangeMan ZMF jobs.

To enable Job Notification in a ChangeMan ZDD server, you set up a mainframe JCL
fragment that is automatically appended onto JCL submitted from ChangeMan ZDD.

Execute these steps to set up the Job Notification JCL fragment:

1

Copy member $SERNTFY from the vendor SERCOMC CNTL library into your custom
CNTL library.

Edit member $SERNTFY in the custom library. Change the STEPLIB statement to point
to the vendor SERCOMC load library you coded in the STEPLIB for the Sernet started
procedure.
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3 Copy the updated $SERNTFY member from your custom CNTL library into a system
PROCLIB.

Step 8: Set Up Job Review

See "Job Review" on page 34 for more information about the Job Review facility.

As delivered in Sernet 7.1.1, Sernet allows read access to JES jobs that are not owned by
the userid. Cancel/purge/requeue are restricted to jobs owned by the userid.

Since access to JES jobs is normally controlled by resource classes JESJOBS and
JESSPOOL, regardless of whether SEREX003 is activated, we recommend that you disable
this exit. To disable the exit, do one of the following:

m  Use Sernet keyword option EX003=NO.

m  Customize the exit as described in source code comments at the top of the program.

Step 9: Configure Your Security System

Regardless of the security system you use, these are the tasks you must perform to set
up a dedicated ZDD server.

1 Set switches in local security routine SERLCSEC.

2 Identify the Sernet instance to your security system as a started task and assign a
user ID.

Permit data set access to files in the Sernet started procedure.
Set security for accessing USS file systems.

Define OMVS segments for access to TCP/IP functions.

A U AW

Optionally restrict logon to the ZDD server.

Customize SERLCSEC

SERLCSEC establishes the security environment for the user's subtask in Sernet so that
the subtask runs with the authority of the logged on user.

If you use RACF or CA ACF2, you can use the switch settings in program SERLCSEC that
are delivered in the LOAD library unloaded from the download image or the distribution
CD.

Many CA Top Secret customers can run with the SERLCSEC switch settings that we deliver.
However, if you are using the CA Top Secret security system and you have too many
security violations, set the bit switch for &LOGSVIO to zero.

Execute these steps to change switch &LOGSVIO for CA Top Secret:

1 Copy the source for program SERLCSEC from the vendor SERCOMC ASMSRC library to
your custom ASMSRC library.
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2 Edit SERLCSEC to change the &LOGSVIO switch. See the insert/delete below.

D SOURCE LINES
. S S

&VERFYID SETB 1 (YES) SAF user ID verification
I - &LOGSVIO SETB © (NO) security violation logging
D - &LOGSVIO SETB 1 (YES) security violation logging
0 (NO) .selective logging (by calling pgm)

*ACF2 batch ids are specified in a user modifiable table

* '"F ACF2BAT WORD 1' will find the start of this table.

* Please modify it as necessary.

K L L o o o o o o o e e o e e e e e e — o — -
* Notes:

* #1 If &VERFYID is set to 'l' in a Top Secret (TSS) shop,

* the started task must be set up as a MULTIUSER FACILITY.

* #2 &LOGSVIO must be set to 'l' for &LOGSEL to have any affect.

* If selective logging is selected, the logging is determined

*

by the calling program from products like XCH, CMN and CMW.

3 Copy model JCL member ASSEMBLE from the vendor CNTL library to your custom
CNTL library, edit the JCL, and submit it to assemble and link the SERLCSEC source in
your custom ASMSRC library into your custom LOAD library.

4 If the return code from the assemble and link job is zero:

a Compare the directory entries for SERLCSEC in your custom LOAD library to the
directory entries for SERLCSEC in the vendor LOAD library.

b If they are not identical, adjust the assemble and link options in the ASSEMBLE
job, and submit the job again.

5 If you assemble and link SERLCSEC after you start a ChangeMan ZDD server, shut
down the Sernet started task and start it again to have the exit modifications take
effect.

Configure RACF

The steps listed here provide examples specific to IBM Security Server RACF for
accomplishing security setup tasks. The following conventions are used in these
examples:

m  SERPROC is the member name of the started procedure.

m  SERTASK is the jobname assigned to the started task when procedure member
SERPROC is started. See "Step 6: Build Sernet Started Procedure" on page 46.

m  SERUSER is the RACF user ID for all Sernet instances. If you want different RACF
authority for different Sernet instances, assign a unique user ID to each.

This section is not intended to be an authoritative reference for RACF command syntax.
Your security administrator should be aware of the intent of each step and should adjust
the sample command syntax if necessary.

1 Define the user ID that will be assigned to the Sernet started task:

ADDUSER SERUSER NAME ('SERNET') OWNER(owner userid) +
DFLTGRP(group name) DATA('SERNET STARTED TASK')
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2 Add each Sernet instance to the STARTED class to associate the started task with the
user ID.

NOTE With RACF 2.1 and higher, you may define started procedures to the
STARTED class rather than adding them to the RACF Started Procedure Table, which
requires an IPL. The STARTED class must be active at your site.

Use the following command:

RDEF STARTED SERPROC.SERTASK STDATA(USER(SERUSER) +
GROUP (groupname) )
SETROPTS RACLIST(STARTED) REFRESH

In the STARTED class, you specify both the started procedure member nhame and the
jobname assigned in the START command. (See "Sernet Started Task Names" on page
30.) You can use a wild card for the jobname:

RDEF STARTED SERPROC.** STDATA(USER(SERUSER) GROUP(groupname))
or

RDEF STARTED SERPROC.SER* STDATA(USER(SERUSER) GROUP(groupname))

Configure CA Top Secret

The steps listed here provide examples specific to CA Top Secret for accomplishing
security setup tasks. The following conventions are used in these examples:

s SERPROC is the member name of the started procedure.
s SERACID is the name of ACID associated with the Sernet instance.

m  SERFAC is the name of Multiuser Facility created for the Sernet instance.

This section is not intended to be an authoritative reference for CA Top Secret command
syntax. Your security administrator should be aware of the intent of each step and should
adjust the sample command syntax if necessary.

1 Define the Sernet server as a Multiuser Facility, using one of the dummy facility
entries in the Facilities Matrix Table. See the CA Top Secret User Guide for information
on how to add a new facility.

Example:

FACILITY (USERxXx=NAME=SERFAC)
FACILITY (SERFAC=PGM=SER)
FACILITY (SERFAC=NOASUBM)
FACILITY (SERFAC=LCFCMD)
FACILITY (SERFAC=UIDACID=7)

2 Execute a TSS refresh to implement this parameter change, or perform a temporary
change until the next refresh or IPL by executing this command:

TSS MODIFY FACILITY (USERxx=NAME=SERFAC)

3 After the above TSS command has been completed, query CA Top Secret to verify that
the definition is correct.

TSS MODIFY FAC(SERFAC)
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The following messages are from a successful installation:

TSS9550I FACILITY DISPLAY FOR SERFAC

TSS95511 INITPGM=SER ID=T TYPE=013

TSS95521 ATTRIBUTES=INUSE,ACTIVE, SHRPRF,NOASUBM,NOABEND,MULTIUSER,NOXDEF
TSS95521 ATTRIBUTES=LUMSG, STMSG,SIGN (M), INSTDATA,RNDPW,AUTHINIT

TSS95521 ATTRIBUTES=NOPROMPT,NOAUDIT,RES,WARNPW,NOTSOC, LCFCMD

TSS95521 ATTRIBUTES=MSGLC,NOTRACE,NOEODINIT,IJU,NODORMPW,NONPWR,NOIMSXTND
TSS95531 MODE=FAIL DOWN=GLOBAL LOGGING=INIT,MSG

TSS95541 UIDACID=8 LOCKTIME=000 DEFACID=*NONE* KEY=8

TSS95561 MAXUSER=03000 PRFT=003

TSSO300I MODIFY FUNCTION SUCCESSFUL

4 Create a CA Top Secret Started Task (STC):

TSS CREATE(SERACID) TYPE(USER) NAME('SERACID STC FOR SERNET")
FACILITY(STC,BATCH,SERFAC) DEPT(NAME) PASS(NOPW,0Q)

5 Add the new STC to the Started Task Table:

TSS ADD(STC) ACID(SERACID) PROCNAME (SERPROC)
6 Add the SERFAC to the userids:

TSS ADD(SERACID) FACILITY(SERFAC)

NOTE Repeat this command for each user that requires this access, or put it in a
profile to which users are attached.

For more information, refer to the CA Top Secret OS Reference Guide Volume 3, Section:
TSS Command Function.

Configure CA ACF2

The steps listed here provide examples specific to CA ACF2 for accomplishing the security
setup tasks. The following conventions are used in these examples:

m  SERUSER is the Sernet logon ID.
s SERPROC is the started procedure name.

This section is not intended to be an authoritative reference for CA ACF2 command
syntax. Your security administrator should be aware of the intent of each step and should
adjust the sample command syntax if necessary.

1 Change the ACF2 Global System Options (GSO) to associate a logon ID with started
tasks. Set up a default logon ID to allow all started tasks to come up successfully.
From the TSO command processing option, enter the following commands:

ACF2

SET CONTROL (GSO)

INSERT ACFSTCID (Set up default logon ID for started tasks)
OPTS STC (To have privilege of started task)

2 Set up SERUSER as unique logon ID for Sernet. From the TSO command processing
option enter the following commands:

ACF2

SET CONTROL (GSO)

INSERT SERUSER (To insert a new logon ID)
OPTS STC (To have privilege of started task)
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To give ChangeMan ZMF enough dataset access to perform its functions, add non-
cancel authority NONCNCL or PREFIX(******%),

3 AddaTSO ID:

ACF
SET LID
INSERT SERPROC JOB STC ACC-SRCE(STCINRDR) MUSASS

MUSASS means multiple-user single address space system.

CAUTION! Verify that this ID is not assigned to a user as a TSO logon ID.

4 Add the following version-dependent definition to the environment:

For ACF2 Version 6.x:

SET C(GSO)

INSERT CLASMAP.CMN

RESOURCE (CMN)

RSRCTYPE (CMN)

INSERT SAFDEF.CMNGO1

ID(CMNOO1)

PROGRAM(SER-)

RB (SVC109)

RACROUTE (REQUEST=AUTH CLASS=CMN)

5 Activate the resource type SER.ACF2
SET RESOURCE (SER)

Permit Data Set Access

Permit data set access to the user ID assigned to the ZDD server started task:

m  READ access to all of the data sets coded in the ZDD server started procedure,
except...

m  UPDATE access to the data set in the SER#PARM DD statement.
m  ALTER access to the data set in the SYSMDUMP DD statement.

Set Security for USS File Systems

If you want to use ChangeMan ZDD to access HFS files in Unix System Services on the
mainframe, you must make additional entries in your security system.

The instructions here describe commands for z/OS Security Server RACF. If you use CA
ACF2 or CA Top Secret, consult with your security administrator to determine the actions
they must take in those security systems to accomplish the same objectives.

In the commands that follow, the following conventions are used:
m  SERUSER is the user-id assigned to the Sernet / ZMF started task.
m  SERGRP is the RACF group assigned to the Sernet / ZMF started task.

1 Assign a non-zero UID to SERUSER by manually assigning the next available value:
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ALTERUSER SERUSER OMVS(UID(xxx))
2 Permit access for SERUSER to two resources so it can manage HFS in USS:

PERMIT BPX.SERVER CLASS(FACILITY) ID(SERUSER) ACCESS (UPDATE)
PERMIT SUPERUSER.FILESYS CLASS(UNIXPRIV) ID(SERUSER)

ACCESS (READ)

SETROPTS RACLIST(FACILITY) REFRESH

SETROPTS RACLIST(UNIXPRIV) REFRESH

3 Ensure that the SERUSER default group SERGRP has a GID:
ALTERGROUP SERGRP OMVS (GID(YYY))

Define OMVS Segments For TCP/IP

Most user IDs requiring access to TCP/IP functions must have an OMVS segment.

To satisfy this requirement for the ChangeMan ZDD server and for ZDD users, do one of
the following:

m  Define an OMVS RACF segment for the userid of the ZDD server and for each ZDD
user.

or

m Use the default OMVS segment support provided by RACF and z/OS UNIX for users
and groups.

E' NOTE You may have already defined an OMVS segment for the ZDD server user ID in
i "Set Security for USS File Systems" on page 52.

See "Requirement for an OMVS segment" in the z/0S Communications Server IP
Configuration Guide.

Restrict Logon to ZDD

As described in "How ChangeMan ZDD Security Works" on page 29, ChangeMan ZDD
respects the mainframe security controls provided by your security system when a ZDD
user works with files, jobs, and job output.

In addition, you can require explicit permission at the user ID and group ID level to logon
to a ZDD server.

Execute these steps to restrict logon to a ZDD server:

1 Code Sernet keyword option CONNECTCHECK(YES) in one of these locations on a
Sernet instance that is acting as a ZDD server:

m The PARM= parameter for program SERVER in the Sernet started procedure.

m The data set coded at the ddname that is specified in the DDNAME=ddname
keyword option in the PARM= parameter.

The default value for this keyword option is CONNECTCHECK(NO).
2 Define a FACILITY class profile:
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SERENA.CONNECT. sysname.XCHsubsys
Where:
sysname is the four-character SMF ID of the LPAR where the Sernet instance runs

subsys is the one-character subsystem ID of the Sernet started task

3 Permit READ access to the FACILITY class to user IDs and group IDs to allow logon.

Step 10: Add PassTicket Support In Sernet

RACF PassTickets are a requirement for mainframe clients connecting via TCP/IP.

NOTE RACF PassTickets are not a requ