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Legal notices

Copyright notice

© Copyright 2016-2021 Micro Focus or one of its affiliates.

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”)
are set forth in the express warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. Micro Focus shall not be liable for technical or
editorial errors or omissions contained herein. The information contained herein is subject to change without
notice.

Documentation updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

You can check for more recent versions of a document through the MySupport portal. Many areas of the
portal, including the one for documentation, require you to sign in with a Software Passport. If you need a
Passport, you can create one when prompted to sign in.

Additionally, if you subscribe to the appropriate product support service, you will receive new or updated
editions of documentation. Contact your Micro Focus sales representative for details.

Support

Visit the MySupport portal to access contact information and details about the products, services, and
support that Micro Focus offers.

This portal also provides customer self-solve capabilities. It gives you a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can
benefit by using the MySupport portal to:

Search for knowledge documents of interest

Access product documentation

View software vulnerability alerts

Enter into discussions with other software customers
Download software patches

Manage software licenses, downloads, and support contracts
Submit and track service requests

Contact customer support

View information about all services that Support offers

Many areas of the portal require you to sign in with a Software Passport. If you need a Passport, you can
create one when prompted to sign in. To learn about the different access levels the portal uses, see the
Access Levels descriptions.
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Chapter 1: Agent overview

This chapter explains the role of the Agent, the components that comprise the Agent, and how to
deploy the Agent.

« The role of the Agent, below

o Support Center, below

« Agent accounts, on page 15

o Agent connections to Data Centers, on page 15

« Agent deployment tasks, on page 17

The role of the Agent

The Agent is a software that you install and configure on client computers. You use the Agent to back
up files on the client computers and to retrieve files that you previously backed up.

Every Agent has an account in the Data Center. The account contains information about the Agent
configuration.

The Agent sends files to the Data Center for backup. To perform a backup, the Agent scans the hard
drives of the computer on which it resides for files that require backup. Next, the Agent contacts the
Data Center to initiate a backup session. The Agent prepares the files for backup and notifies the Data
Center if users have deleted previously backed-up files since the last backup session.

To retrieve or restore files, the Agent requests the files from the Data Center, then downloads or
restores the files to the client computer.

The Agent initiates communication with the Data Center. The Data Center cannot contact an Agent
independently.

IMPORTANT:

The Agent does not support multi-user environments. Although you can install the Agent on a
computer that hosts more than one user account, you can only associate one user account with
the Agent. Additionally, more than one user account on a computer that hosts the Agent can
cause problems during file retrieval and backups.

Support Center

Support Center is a Web-based management application that technicians use to manage Agent
configurations and accounts. You can use Support Center from any computer with a supported browser
and a network or Internet connection. For the list of supported browsers, refer to the Micro

Focus Connected Backup Requirements Matrix.

Use Support Center to manage the following information:
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« Technician accounts

« Communities and Agent accounts
« Agent settings

« Agent profile and Web site settings
« Agent versions

o Agent rules

« Reports

Support Center interface

The Support Center interface consists of two panes.

The left pane displays a hierarchical tree that represents the organization of Agent accounts on your
Data Center (if you host your Data Center) and your communities.

The right pane displays information relevant to the node that you select in the left pane.

The following figure shows the Support Center interface.

Connected Backup 5uppor1' Cen'rer

searcH I SIGN OUT | HELP

s ADefault

v 8 A )
~
A Accounts Community Status
> B Technicians g::::nlwlD 1 an
» 1l Report Templates Registration Enabled
Digital Certificate Status No Certificate available
> ml Reports
Account Summary
» i Configurations
License Allocated  Active On Hold Reserved In Use Total Unused
> & BillTest PC and Mac Inherited* 0 0 0 0 Unlimited
PC with Server Opticn None 0 0 Q 0
> g8 BillTest2
Allocate Licenses
> & billtest3 * Inherits unused licenses from parent community
> 38 billtests Feature Summary
> #8 Communityl MyRoam® Connected EmailOpfimizer®
v 33 Default Enabled Enabled
> A Accounts
Bandwidth Throttling Status

> B, Technicians
Bandwidth Throttling: Unlimited

? ml Report Templates

Bandwidth Throttli

> 4l Repors | Bandvwich Thotting |
> i Configurations

> 8B tim v

p S

Nodes

The following table describes the major nodes and subnodes in the Support Center interface:
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Item Description

Top-level node Expand the top-level node to view the nodes and subnodes in the tree. The top-level
node uses the Data Center server name and is the top-level community.

Accounts Find and display information about the user accounts in your Data Center.

Technicians Create and modify logon accounts for technicians who use Support Center.

Report Create templates to generate reports that track account use and other statistics.
Templates

Reports Display report results after you use the Report Templates node to generate a report.
Legacy PC Use the Configuration Summary page to create, edit, and view version 7.x or earlier

Configurations PC Agent configurations.

Configurations Create, edit, and view Profile and Website settings, Mac Agent configurations and
version 8.0 or later PC Agent configurations.

Communities and subcommunities

You can create communities and subcommunities to organize accounts. A community appears as a
node below the top-level node. A subcommunity appears as a subnode below a community node.

The following figure shows Subcommunity 1 under Community 1.
v 28 Communityl
> A Accounts
? B. Technicians
? ml Report Templates
> Wl Reports
? i Configurations

? &% Subcommunityl

Each community and subcommunity has its own Accounts, Technicians, Configurations, Report
Templates, and Reports nodes.

Technicians

Technicians include Data Center administrators, Information Technology individuals, Technical
Support individuals, and others who support your user community. To use Support Center to perform
administrative tasks, a technician must create a technician account. A technician can give the account
as many permissions as necessary, and can delegate different tasks to supporting personnel.

For more information, see Set up communities and accounts, on page 21.
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Communities

A community is a group of accounts with a common element. You can create communities based on
department, office location, Agent configuration, or any category that helps you manage your accounts
efficiently.

For more information, see Set up communities and accounts, on page 21.

Agent configurations

An Agent configuration is a set of settings and features that you want to apply to one or more Agents.
You can create configurations to meet enterprise needs such as a backup schedule, security, and
features. After you create an Agent configuration, users can go to the Account Management Website to
download an Agent Setup file that uses the configuration. The Agent Setup applies the configuration
settings when users employ it to install an Agent, recover an Agent account, or upgrade an Agent.
Alternatively, you can install the Agent Setup file on client computers.

For more information, see Create Agent configurations, on page 41.

Rules

The Agent uses rules to determine which files to back up. When you build an Agent configuration, you
must assign a rule set.

For more information, see Create Agent rule sets, on page 47.

Reports

You can use Support Center to create and run reports about the use and status of accounts. You can
run reports once or regularly. You can configure reports to include charts. You can save reports in XML
format.

For more information, see Agent history and reports, on page 124.

Inheritance of Support Center objects

A Support Center object can be an Agent configuration, a report template, or a technician account. The
inheritance feature lets you use top-level objects in all subcommunities. In other words, when you
create objects in a community, the objects apply to the community and its subcommunities.

Support Center displays inherited objects in the left pane in regular text. It displays objects that you
create in the community in bold text. You cannot edit the inherited objects. However, you can edit the
objects you create.
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Duplicate object names

Because communities contain inherited objects and objects that you create, a community can contain
multiple objects that have the same name.

For example, if a parent community has a configuration named Finance, its subcommunity inherits that
configuration. You also can create a new configuration in the subcommunity named Finance. Support
Center displays the inherited community in regular text and the configuration you create in bold text.

As abest practice, use unique names or unique descriptions for all objects you create.

Open Support Center

You can open Support Center from any computer with Internet Explorer 6.0 or later and a network or
Internet connection.

Open Support Center in the following ways:

« Subscription users. Open a Web browser, and then enter the URL that the enterprise that hosts
the Data Center provides.

« Licensed users. Open a Web browser, and then enter a URL in one of the formats described in the
following table:

SSL Status Using DNS or WINS to store Not using DNS or WINS to
server names store server names

SSLis enabled https://server_ https://ip_
name/supportcenter/ address/supportcenter/

where server_name is the name of  where ip_address is the IP
the server that hosts Support Center address of the Support Center

server
SSL is not http://server_ http://ip_
enabled name/supportcenter/ address/supportcenter/

where server_name is the name of  where ip_address is the IP
the server that hosts Support Center address of the Support Center
server

Internet Explorer preparation for FDCC environments

You must install the following applications in a Federal Desktop Core Configuration (FDCC)
environment to allow Internet Explorer access to Support Center in order to manage your Connected
Backup accounts:

o SCBrowserUtils.d11 signed ActiveX control

o Adobe SVG viewer NPSVG3.d11 ActiveX control

These applications require administrative rights to install.
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SCBrowserUtils.dll Signed ActiveX Control

Support Center uses the SCBrowserUtils.d11 ActiveX control for the following functions:
« Downloading Agent Setup files

« Uploading Agent File Sets

« Uploading Branding-related files

« Uploading MSI certificates

« Downloading report XML file results

« Running the ACE utility to update Legacy Agent configurations

To install the application

1. Use Internet Explorer to log in to the Support Center as a technician.
2. Navigate to an Agent configuration page to download an Agent Setup file.

3. During the page display, Internet Explorer prompts the user to install the SCBrowserutils.d11
ActiveX control.

4. Click Install.

Internet Explorer installs the control. Once the Download button is selectable, the control is
installed.

NOTE:
In Internet Explorer 8, to enable the ActiveX control

a. InIntemet Explorer, select Tools > Manage Add-ons.

b. Inthe Manage Add-ons window, right-click BrowserUtility Class, and then click
More Information.

c. Inthe More Information window, click Allow on all sites, and then click Close.

d. Close the Manage Add-ons window and return to Intermnet Explorer.

Adobe SVG Viewer NPSVG3.dll ActiveX Control

Support Center uses the Adobe SVG viewer ActiveX control to display graphical report results.

To install the application

1. Download the installation file for the control from http:///www.adobe.com/devnet/svg/adobe-svg-
viewer-download-area.html.

2. Install the control by running the setup file and following the on-screen instructions.
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Agent accounts

Each deployed Agent has an account in the Data Center. Each account has a unique 10-digit number
that identifies it. The Data Center uses this account number to label and organize all data that it backs
up from the client. To view the account number, search for an account in Support Center. Record this
number in case you need to reinstall the account.

As atechnician, you can use Support Center to complete the following tasks:
« Change the account status.

« Manage account features.

« Manage security settings.

« Create and change Agent configurations.

As auser with native Connected Backup account credentials, you can use the Account Management
Website (AMWS) to perform the following tasks:

« Change your password.

« Update your profile (e-mail address, address, and telephone number).

However, if your account is mapped to an enterprise directory or a single sign-on account, you cannot
use AMWS to change your profile.

For more information about how to manage accounts, see Manage accounts, on page 24.

Agent connections to Data Centers

To connect to the Data Center, the Agent can use any Transmission Control Protocol/Internet Protocol
(TCP/IP) connection, including local area networks (LANs) and wide area networks (WANs). The
Agent supports Windows Sockets 1.1 and Windows Sockets 2.0 and uses whichever version
available.

The amount of network traffic that Agents generate depends on the following conditions:
« Number of Agents that you deploy
« File backup rules

« Agent backup schedules relative to your network peak and off-peak hours of use for your network

Agent connection properties

To connect to the Data Center, the Agent uses the DNS name or IP address of the Data Center server.
In a mirrored configuration, you can designate which of two Data Center servers the Agent contacts as
the primary server.

The Data Center replicates data from one server to the other. If the primary server is busy, the Agent
connects to the secondary server to back up files and retrieve files.
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When you run the Data Center setup, you can configure which Data Center server acts as the primary
server. You can designate different servers as the primary server for different communities. For
example, if you manage a mirrored configuration and have six distinct communities, you can designate
Server 1 as the primary server for Communities A, B, and C. You then can designate Server 2 as the
primary server for communities D, E, and F. When you designate different servers for different
communities, each server shares the volume of Agent transactions.

Proxy servers

If the client computer and the Data Center reside on different sides of a proxy server, configure the
Agent to connect to the Data Center through the proxy server.

The Agent can connect through the following proxy servers:
« SOCKS proxy server
« Non-SOCKS proxy server

o Software firewall

You configure the proxy server settings in Support Center. For more information, refer to Support
Center Help.

Connect through a SOCKS proxy server

When you use a SOCKS proxy server, all connections to the Data Center first require a connection to
the SOCKS server. The server then uses the IP/Port information in the Agent configuration to connect
to the Data Center.

To configure an Agent to connect to the Data Center through a SOCKS proxy server, use Support
Center to edit the proxy server settings. Specify the IP address and port number for the proxy server.
The Agent uses the SOCKS protocol to tell the proxy server the IP address and port number (16384) of
the Data Center.

If you use SOCKS, do not reconfigure your proxy server. For more information about how to configure
Agent proxy server settings, refer to Support Center Help.

Connect through a Non-SOCKS proxy server

If your enterprise uses a non-SOCKS-compliant proxy server, configure the Agent and your proxy
server to communicate with the Data Center. You configure the Agent proxy server information to map
the Data Center IP address to the IP address of the proxy server, and you specify the port on which to
connect to the proxy server. You can use domain names instead of IP addresses when you specify the
Data Center and proxy server mapping. If you use a mirrored pair, designate this mapping for both the
primary and secondary servers.

The Agent uses the mapping to connect to the IP address of the appropriate proxy server (using the
appropriate port) instead of connecting directly to the Data Center server. The firewall then routes the
connection to the Data Center that resides behind the proxy server.
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Connect Through firewalls

If the client computer uses a third-party firewall, such as Zone Labs ZoneAlarm or Symantec Norton
Internet Security, configure the Agent as though the computer does not use a proxy server. The firewall
software might prompt the user to allow the Agent to connect before it can back up or retrieve files.

Network interruptions

If the initial attempt to connect to a stand-alone Data Center server fails, the Agent records the failure in
the Agent History. In a mirrored environment, if an Agent cannot establish a network connection to its
primary server, the Agent attempts to connect to the secondary server. If the Agent connects to its
secondary server, it proceeds as normal and completes its task. If the Agent cannot connect to its
secondary server, it records the failed attempt in the Agent History.

If an interruption in the network connection occurs or the connection fails during a backup or retrieval,
the Agent attempts to reconnect and finish the operation after it waits for a predefined period of time.
After the wait period, the Agent attempts to reconnect to the Data Center server. The Agent does not
attempt to connect to a different Data Center server to continue an aborted backup or retrieval. When
the Agent reconnects, it starts at the beginning of the last file it worked on before the connection failed.

Agent deployment tasks

You begin a first-time Agent deployment by logically grouping your user accounts into communities.
You then define Agent configurations that have appropriate permissions and features for each
community. You can have several different Agent configurations that you can assign to accounts and
communities individually.

After you create or modify an Agent, you can download the Agent Setup program to users’ computers
for registration and installation.

Create communities and subcommunities

You can configure multiple Agent configurations, each with different properties, to suit the needs of
different groups in your enterprise. Before you create new Agent configurations, consider the different
groups in your enterprise and determine which Agent features benefit each group.

Use Support Center to create subcommunities based on factors such as department, geographical
location, or job function. After you create a subcommunity, you can move an Agent configuration to that
subcommunity, or create a new Agent configuration with properties that meet the requirements of the
subcommunity.

For more information, see Set up communities and accounts, on page 21.

Specify properties and settings

The Configurations node in Support Center contains the following types of Agent configurations:
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« PC Configurations. PC Agent configurations.

« Mac Configurations. Mac Agent configurations.

Support Center can contain the following Legacy Agent configuration:

« Legacy PC Configurations. Version 7.x PC Agent configurations

To define an Agent configuration, you must define the following components:

« Agent Versions. Determines the software version of the Agent and the language.
« Agent Settings. Determines the settings and features available to users.

« Agent Rule Sets. Determines the files included and excluded for backup.

« Profile and Website Settings. Determines the features that users can gain access to through the
Account Management Website. The Account Management Website lets users register accounts,
download Agent software, and manage their accounts.

For more information about Agent settings, versions, and rules, see Create Agent configurations, on
page 41.

Distribute the Agent software

After you define the Agent features during configuration, Support Center creates an Agent Setup
program that installs the Agent software on a client computer. The Agent Setup program is a Windows
Installer .msi file.

To distribute the file, use the following methods:

« Account Management Website. Users log on to this Web site to register accounts and download
the Agent Setup program. You can use the Account Management Website to distribute only files
customized for one user. If you use this method to distribute the files to other users, the backup
process does not work correctly. All users must download their own file from the Account
Management Website. For more information, refer to Installing PC Agents.

« Support Center download. You can download the Agent Setup program from Support Center and
distribute a generic Agent Setup file to users so that they can install the Agent themselves. For more
information, refer to Installing PC Agents.

NOTE: From 9.0.2 onwards, the packaging structure has changed as follows:
1. The following are the Agent Setup files when downloaded using Support Center:

a. AgentSetup.pkg
b. AgentSetup.mpkg
c. Resources

d. Install

2. The following are the Agent Setup files when downloaded using Account Management
Website:
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a. AgentSetup.pkg
b. Resources
c. Install

Do not delete or replace any setup files. Make sure to run AgentSetup.pkg instead of
earlier preferred AgentSetup.mpkg when you want to install Mac Agent.

NOTE: From 9.0.2 onwards, the install.exe will be outside the AgentSetup.pkg or
AgentSetup.mpkg.

« Disk image distribution. You can install an Agent on a computer and then create a disk image to
clone to other computers. For more information, refer to Installing PC Agents.

« Hands-free installation. You can download the Agent Setup file from Support Center and use the
installation command-line interface to install the Agent on multiple computers simultaneously
without user participation. For more information, refer to Installing PC Agents.

Register and install the Agent

When you register an Agent, the Data Center establishes an account for the Agent. The account
identifies the Agent client computer to the Data Center server. An account number in the Data Center
represents the client computer and the files on that computer.

Installation and registration occur in one of the following ways:

« Afterauserlogs on to Account Management Website (AMWS) and enters profile information,
AMWS communicates with the Data Center to register a new account. Each user must register on
the Account Management Website individually to get an Agent Setup program file that is particular to
the user’s account. After the user registers the Agent, the user downloads the Agent Setup program
and installs the Agent. Each user downloads a .msi file for their own use. The .msi file allows
access only to that user’s account.

« After you download the Agent Setup program from Support Center, you install and register the Agent
in one of the following ways:

o Use the Agent Startup Wizard. To use the Wizard, a technician must use Support Center to
enable it for the Agent configuration. For more information, refer to Installing PC Agents.

o Use the Agent installation command-line interface. You can use an XML file to specify
registration information. For more information, refer to Installing PC Agents.

If you do not provide registration information, the Agent registers anonymously. That means that the
Data Center identifies the Agent by only a computer name, and not by a user name.

During registration, the Data Center assigns a 10-digit account number to the Agent. The Data Center
uses the account number to label and organize the data it receives in a backup. The Agent account is
unique to the computer. You cannot use the same account number to install more than one Agent. Also,
you cannot have multiple Agents or accounts on the same computer.

The Data Center tracks each Agent that you register and the total number of registrations against the
total number of users permitted by your organization’s license agreement, and the number of licenses
allocated to a community where the Agent registers. When you use up the licenses, the Data Center
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does not accept new registrations from Agents until you buy more licenses, allocate additional licenses
to the community, or cancel unused accounts.
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Chapter 2: Set up communities and
accounts

This chapter explains how to set up communities and subcommunities, manage accounts, work with
technician accounts, allocate and manage licenses, and apply bandwidth throttling to Agent backups.

« Communities, below

o Subcommunities , on the next page

« Manage accounts, on page 24

« Managing general account functions, on page 27

« Agent Security, on page 30

« Technician accounts, on page 31

« Licenses for Agent accounts, on page 31

« Manage licenses and licensed features, on page 35

« Apply bandwidth throttling during Agent backups, on page 39

Communities

A community is a group of Agent accounts that share common characteristics, such as configuration
settings, the geographical location of the clients, or similar bandwidth throttling requirements. You can
use communities to run reports, edit settings, upgrade Agent configurations, and manage accounts.

Communities in Support Center

Each community that you create in Support Center appears as a node in the left pane of the Support
Center interface. The node contains subnodes that represent the accounts, technicians, reports,
configurations, and subcommunities in the community.

Each community or subcommunity inherits objects from the top-level community Data Center (root
level) node. For example, technicians whose permissions you define in the root level of your
community can gain access to all subcommunities. You can use the Agent configurations, reports, and
other objects that are defined at the root level of your community in any subcommunity.

The Default community

If you host your Data Center, depending on the permissions that are assigned to your technician
account, you might have access to a community labeled Default. When you install a self-hosted
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Support Center, the installation procedure creates this default community.

The Default community includes the Default Agent configuration, which contains default settings and
rules. You can use this community to organize your Agents, or as a model to construct your
communities. You must set the correct permissions for the technician account that you use to log on to
Support Center so that the account allows you access to the Default community.

If you do not host your own Data Center, you have access to specific subcommunities in the Default
community. However, you might not have permissions to gain access to the top-level Default
community.

New communities

You can create as many communities and subcommunities as necessary to organize your accounts.
All subcommunities that you create inherit the default Agent configuration in the root community.
However, any new Agent configurations that you create in a new subcommunity are available only to
that subcommunity and any of its subcommunities.

For more information, refer to Support Center Help.

To create a new community

1. Log onto Support Center.
2. Click Tools > Add Community.
The Add Community page opens.
3. Inthe Community Name field, enter a community name.

4. Click Save.

The name of the community appears in the left pane of the Support Center. The community node
contains subnodes representing the accounts, technicians, reports, and configurations for the
community.

IMPORTANT:
You can rename and move communities. However, you cannot delete communities.

Subcommunities

You can create subcommunities in any community that you can access. You can use subcommunities
to divide your Agent accounts into smaller categories, based on geographic location, departments,
bandwidth throttling, or other criteria. You can reassociate a subcommunity with a different parent
community, which is useful if you want your communities to reflect the changes in your organization.
For more information, refer to Support Center Help.

NOTE:
To manage Agents more easily, create separate subcommunities for each type of Agent that
you plan to deploy. Also keep Agent configurations for different operating systems in separate
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subcommunities.

For more information about Agent configurations, see Create Agent configurations, on page 41.

Create subcommunities

To create a subcommunity

1. Log on to Support Center.
2. Click the community for which you want to create the subcommunity.
3. From the Tools menu, select Add Subcommunity.

The Create Subcommunity page opens.
4. Inthe Community Name field, enter a name for the subcommunity.
5. Click Save.

The name of the subcommunity appears in the left pane of the Support Center. The subcommunity
node contains subnodes representing the accounts, technicians, reports, and configurations for
the community.

For more information, see the Support Center Help.

Agent accounts in subcommunities

Agent accounts in a subcommunity share characteristics with the parent community, but they have
distinct characteristics that set them apart from the parent community. For example, you might create
one community to represent the Agents in your branch office. In this parent community, you can create
subcommunities to represent the departments in the branch office, such as Finance, Accounting, and
Marketing.

The Agents in each subcommunity inherit versions, settings, and rule sets from the parent community.
They also can contain configurations unique to each subcommunity. For example, you define common
rules at the community level for your entire organization. Then, for each group in your organization, you
have subcommunities for which you can define unique settings. You then use the common rules and
the Agent settings that you define for each group to create Agent configurations for each
subcommunity.

Disable registration in communities

After you deploy Agents throughout your enterprise, you can use Support Center to disable registration
for communities and subcommunities. When you disable registration, no one can use a copy of Agent
Setup to register an account that you did not intend to create. If you must add new accounts to the
community or recover an account, you can enable registration.
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Manage accounts

Use Support Center to perform the following account management tasks:
« View an account number.

« View account information.

« Change account status.

« Manage general functions.

« Manage Agent security.

« Gain access to the Account Management Website to manage an account.

View an account number

Each deployed Agent has an account in the Data Center. Each account has a 10-digit number that
uniquely identifies it. The following is an example of an account number:

10203-61718

The sixth digit in the account number (the digit following the dash) is a check digit. Some of the Data
Center database tables drop the check digit and use a nine-digit format instead (for example,
102031718.)

The Data Center uses this account number to label and organize all data backed up from the client.
You can view an account number in the following ways:
« From the Agent interface

« From Support Center

To view your account number from the Agent interface

1. Open the Agent interface.
2. Click Help > About Connected Backup/PC Agent.

The About Connected Backup window opens. Your account number is at the bottom of the
window.

You can use the Agent interface to view the number of only your own account.

To view an account number from the Support Center

1. Use your technician ID and password to log on to Support Center.
The organization that hosts your Data Center provides the URL you need to log on.
2. Inthe left pane of Support Center, click Accounts.

The Account Search page opens in the right pane.
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3. Onthe Account Search page, enter one of the following kinds of information:

« Account name
« Organization name
« Department

4. Click Search.

The Accounts page lists the account number for every account that matches the search criteria.

View Account Information

To view information about an account

1. Log on to Support Center.
2. Inthe left pane of Support Center, click Accounts.
The Account Search page opens in the right pane.
3. Onthe Account Search page, enter one of the following kinds of information:
« Account name
« Organization name
« Department

« Account number

TIP:

The fastest way to find an account in Support Center is to search for the account
number. If you do not know the account number, you can use the account name,
organization name, department, or other identifying criteria to search for the account.
For more information, refer to Support Center Help.

4. Click Search.

The Accounts page opens and lists the account number for every account that matches the
search criteria.

5. Click the number of the account.

The Account Summary page opens and lists information about the account.

Change account status

The status of an account determines whether the account can connect to the Data Center. If you

change the account status, you can temporarily or permanently disable backup and retrieval for an
Agent.

For example, change the account status to block access to the Data Center from client computers that
were stolen or are no longer used. When an employee leaves your organization, you can cancel the
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account for that employee so that unauthorized users cannot gain access to the files that the former
employee previously backed up.

The account status includes the following options:

Status Description
option
Active An account can connect to the Data Center and perform backup and retrieve operations.

On Hold  Anaccount temporarily cannot connect to the Data Center and perform backup and
retrieve operations.

For example, you can place an account on hold if a employee associated with the
account takes a long-term leave from your organization. When the user returns, you can
change the status of the account back to Active.

Canceled An account cannot connect to the Data Center and perform backup and retrieve
operations. The Compactor labels the information that the Agent backed up as expired
and, after a defined expiration period, removes the information from the Data Center
server.

For example, you can cancel a user account if the employee associated with the
account permanently leaves your organization.

Canceled The compaction process ran on a canceled account, and the files, archives and
and Data encryption key associated with the account no longer exist on the Data Center.
Deleted

TIP:

To cancel or place on hold multiple SSO-enabled accounts at the same time, use the
CancelHoldAccounts command-line utility. For more information about this utility, which is part
of the DC toolkit, refer to Administering the Data Center.

To change the status of an account

1. Open Support Center and search for the Agent account.

2. When Support Center displays the search results, click the Agent account number.
The Account Summary page opens.

3. Onthe Account Summary page, click Account Status.
The Change Account Status page opens.

4. Select a status option.
For more information, refer to Support Center Help.

5. Tosave your changes, click Change Status Now.
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Managing general account functions

Use Support Center to manage the following general account functions:
« Reserve accounts.

« Change the primary server for an account.

« Orderimages on media for accounts.

« Change an Agent configuration.

« Send messages to Agents.

« Display backup messages.

« Display the Agent Status icon.

Reserve accounts

As an alternative to the standard account registration, you can reserve accounts in specific
communities. To reserve accounts, you can u