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1.1 Overview

Welcome to AcuConnect®! Part of the extend® family of solutions,
AcuConnect is a client/server technology that can help you distribute your
computing processes in the way that best suits your business needs, while
optimizing system performance and your existing resources. AcuConnect
lets you implement a client/server system in which the client piece can be as
“thin” or as “thick” asyou need.

AcuConnect can be deployed in two ways: in a distributed processing
environment or in an environment that uses our thin client technol ogy.

With AcuConnect’s distributed processing deployment, users can distribute
application logic between client and server machinesin away that best suits
their needs. AcuConnect users who take advantage of our thin client
technology can run the user interface (UI) portion of an application on a
Windows graphical display host while the rest of the application and data
reside on aserver.

Application Data
Server Server

Client

rogram.acu i
AcuCongect COBOL
Data
myprogramB.acu

This chapter introduces you to the basic concepts of these two AcuConnect
environments.

1.1.1 Distributed Processing with AcuConnect

With AcuConnect in adistributed processing environment, usersor programs
on client machines can launch applications on server machines, whether
those servers are part of alocal area network, wide area network, or global
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Internet. While some portions of your application continue to run on the
client (for example, the user interface and some interactive programs), the
resource intensive portion runswhere it is most efficient . . . on the server.

Should users decide to run their programs on serverl one day and server2 the
next, they can do so without any changes to the application code. They can
even run the application locally if they choose, or “daisy chain” applications
together on multiple servers.

With server programs written accordingly, AcuConnect can also provide
users access to Vision data. If the data is on the same remote server as
AcuConnect, no specia software isrequired to access the data from alocal
client. If the dataison aseparate data server, AcuConnect works in tandem
with our remote file server, AcuServer®, to provide seamless data access.
AcuConnect can also work with Acu4GL®, our COBOL -to-RDBMS bri dge,
to provide seamless access to relational data wherever it resides.

By alowing you to distribute processing between the client and server,
AcuConnect lets you leverage your computing resources to the fullest in a
true distributed processing environment. For example, with AcuConnect,
you can take advantage of the power of your server machines while utilizing
inexpensive client machines. AcuConnect

» Improves application performance by offloading major processing tasks
to the server.

» Decreases network traffic, especially for 1/0-intensive applications.

» Lengthensthelife of older computing equipment. Usersof slower, older
technology can use newer server components for the majority of their
processing.

» Letsyou take advantage of existing resources, including the Internet.

AcuConnect can also be used to execute remote COBOL objects from client
applications developed in C, C++, Java, .NET, Delphi, or Visual Basic.
These applications run on the client and use the C, .NET, or Java API
contained in our COBOL Virtual Machine (CVM) to interact with the
COBOL object on the server. Asinstructed by a configuration file on the
client, AcuConnect executes the COBOL object remotely and shares data
with the client application through the CVM on the client. For information
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on how to execute remote COBOL aobjects, refer to Section 5.4.1,
“Executing Non-COBOL Programson the Client,” in this manual.

1.1.2 Thin Client Technology with AcuConnect

Our thin client technology letsyou display your ACUCOBOL-GT® graphical
server-based application on graphical display hosts.

The thin client technology is designed for two main purposes:

1

To alow ACUCOBOL-GT programs running on a UNIX, Linux, MPE,
or VMS server to present afull Windows graphical user interface (GUI)
on PCs networked with TCP/IP. The application screens may require
conversion to graphical, but your application staysin one piece on the
server.

To alow you to host your application on a UNIX, Linux, MPE, VMS,
or Windows server and enjoy the benefits of centralized application
maintenance and to adopt the performance characteristics of a “thin”
architecture. Many applications perform better when deployed in a
thin fashion compared to other networking techniques, such as remote
file access (“thick clients’) or distributed processing. Thisis because
thin client configurations execute COBOL programs on the server,
where data access is local.

The benefits of our thin client technology are plentiful;

UNIX users can enjoy the best of two worlds: the stability and security
of the UNIX world in multi-user environments and the graphical nature
of Microsoft Windows. Previously, UNIX users could use terminal
emulation, move their applications to Windows and add a GUI, or split
their applications into two or more pieces.

UNIX applications can use ActiveX controls, Automation Servers (OLE
objects), and Windows Help systems on Windows clients. UNIX users
can also interact with .NET assembliesin thin client. An
ACUCOBOL-GT screen can include amix of Win32, ActiveX, and
.NET graphical controls, if desired.
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» Userscan print locally on their Windows machine or on the remote
server. They can also choose whether to perform local or remote
debugging.

* Youdo not haveto separate your application into multiple tiers or deploy
any of your application logic on client machines.

* You can usually improve application performance by executing COBOL
programs on the server, where data accessislocal. Server processing
eliminates the need to perform file operations over the network, which
can be quite slow when many records are involved. This reduces
network traffic and often improves responsetime. (The thin client
model does perform screen 1/0 over the network, but usually at alesser
cost than thefile I/0 that it replaces.)

* Administration is simplified when an application resides solely on a
server. Installation is easier, as are upgrades, distribution, and
management.

e Security is enhanced when an application resides centrally.

» Thetotal cost of ownership for enterprise information systemsis
reduced. With server-side processing, you take away many client
requirements, giving end users easier, more cost-effective access to
information.

» Usersand enterprises enjoy increased flexibility with achoice of clients.

e The AcuConnect thin client solution can run on any TCP/IP network,
including the Internet.

Our thin client solution can work in conjunction with other technol ogiesfrom
the extend family of solutions. If datawill be stored on a separate data server
in athree-tier architecture, your thin client solution can use AcuServer to
provide transparent accessto that data. If your application requires accessto
relational databases like Oracle, Informix, and Sybase, your thin client
solution can use Acu4GL or AcuSQL® technol ogies on the server to provide
automatic datatranslation. You can migrate your character-based application
to ACUCOBOL-GT, display it on Windows hosts, and when you' re ready,
convert your screensto afull-featured graphical user interface. You can
develop your GUI in Windows using our integrated development
environment, AcuBench®.
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1.2 Platform Support

Platform support for AcuConnect’s distributed processing deployment is
different from that in the thin client deployment. The following sections
outline the specific platforms supported in each environment.

Unless otherwise indicated, the referencesto “Windows’ in this manual
denote the following 32-bit versions of the Windows operating systems:
Windows XP, Windows NT 4.0 or later, Windows 2000, Windows 2003; and
the following 64-bit versions of the Windows operating system: Windows
Server 2003 and 2008 x64. In those instancesin which it is necessary to
make a distinction among the individual versions of those operating systems,
we refer to them by their specific version numbers (“Windows 2000,”
“Windows NT 4.0,” etc.).

1.2.1 Distributed Processing Platform Support

AcuConnect’s distributed processing solution supports the following clients:
e UNIX
e Windows NT Workstation
*  Windows 2000
*  Windows XP
*  Windows Vista
In this environment, AcuConnect supports the following servers:
¢ UNIX
o Linux
e Windows NT Server

*  Windows 2000, 2003, 2008 Server
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1.2.2 Thin Client Platform Support

The Thin Client technology supports the following client platforms:

Windows NT
Windows 2000
Windows XP

Windows Vista

The Thin Client technology supports the following server platforms:

UNIX

Linux

VMSversion 7.2 or later

HP e3000 MPE

Windows NT Server

Windows 2000, 2003, 2008 Server

1.3 How AcuConnect Works

This section describesin general terms how AcuConnect worksin itsvarious
environments. In all cases, AcuConnect runs as an independent resident
program (daemon) called acurcl.

1.3.1 Distributed Processing

In adistributed processing environment, AcuConnect isaruntime server that
handles user requeststo start new runtimes on server machines. AcuConnect
supports multiple runtime instances so that users may start multiple
applications on the server at the sametime. It also allows programs on one
server to start programs on another server, ad infinitum, so long as each
server has a copy of AcuConnect installed.
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In distributed processing, both the client and the server have a copy of the
ACUCOBOL-GT runtime. The runtime version on the client should match
the version of the runtime on the server. If your application interfaces with
C-ISAM or other specid library routines, you must relink the runtime with the
library routines you are using.

Because both the client and the server have an ACUCOBOL-GT runtime,
you decide how much of an application runs on the client and how much on
the server. The client can be as “thin” or as “thick” asyou like. With
AcuConnect in distributed processing, the client is actually a“smart” client.

To launch aserver program, the client uses standard COBOL CALL syntax.

You embed a CALL in the client application, and AcuConnect launches the
server application for you automatically. All application (and data) accessis
completely transparent to the end user.

Differentiation is achieved through configuration files and, more precisely,
through definition of either a CODE_PREFIX variable or a“code name
dias,” which defines the directory containing the object programs. Without
modifying or recompiling the original code, the same object can operate on
any server, client, or stand-alone machine.

The AcuConnect process can be described as follows:

1. A network administrator starts AcuConnect on the server. On Windows
servers, this can be accomplished through an application service. In
UNIX, the administrator uses the acurcl command along with options.
For instance, he or she may type:

acurcl -start -c acurcl.cfg -e server.err

2. The user startsthe ACUCOBOL-GT client application on the client. In
Windows, he or she clicksanicon. In UNIX, he or she types aruncbl
command. For instance:

runcbl -c client.cfg progl.acu

3. Theclient application, “progl.acu” in this example, performs a remote
CALL to the server application. For instance:

CALL "prog2.acu" using customer-info.
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4. AcuConnect automatically starts the remote application, “prog2.acu”,
on the server using the runtime flags and configuration file specified in
“client.cfg”.

5. The remote application performs the requested task and returns a
response to the client. If programmed accordingly, the remote
application may perform a CALL to another application on the same or
different server before sending back a response.

6. The client program processes the result, possibly displaying it to the
user.

Synchronous or Asynchronous Operation

In the example shown above, the client application waitsin asuspended state
until the remote application performsitstask and returns aresult (that is, a
“synchronous’ CALL is performed). If desired, you can allow the client
application to continue running by CALLing the CSASY NCRUN library
routine along with the remote application. In this case, you specify the
“handle” of the remote application, aswell asthe application nameitself. For
instance:

CALL "CSASYNCRUN" using handle-of-prog2 "prog2.acu" customer-info.

C$ASYNCRUN tells AcuConnect to allow asynchronous processing. If you
use C$ASY NCRUN, you can check the status of the server application using
the companion routine, CSASYNCPOLL. Seesection 4.3.2, " Synchronous
or Asynchronous Execution,” for more details.

1.3.2 Thin Client

Our Thin Client computing is a network-based approach to information
processing. With the thin client technol ogies, your software can display on
Windows front-end clients, access COBOL programs in practically any
server operating environment, permit local or remote printing, and allow
remote debugging from Windows.

Different from AcuConnect’s distributed processing environment, in which
some application components are processed on the client and some on the
server (and the application is engineered accordingly), thin client
configurations perform all processing on the server and pass simple screen
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commands between the client and the server. Because server hardwareis
usually faster and because data access on the server islocal, application
performance often improves when processing is performed on the server.

In athin client configuration, your application comprisestwo logical layers:
a Ul layer on the display host (client) and a COBOL layer on the application
host (server). The Ul layer handles screen, mouse, and keyboard activity, and
the COBOL layer performs application processing. Because no application
components are required on the client (unless you want to use ActiveX
controls), it is considered to be truly “thin.”

Rather than forcing you to split your application into client and server
components, the ACUCOBOL-GT runtime has been split so that your
existing application can be displayed on the client. The runtime portion that
isinstalled on the thin client is known as the ACUCOBOL-GT Thin Client.
Thethin client can beinstalled from your product media or downloaded from
the support section of Micro Focus's Web site (www.microfocus.com). Note
that you must be aregistered user to access the download portion of this site.
The full ACUCOBOL-GT runtime isinstalled on the server.

To function, the split runtime makes use of AcuConnect as a“remote
COBOL listener” onthe server. Theroleof thelistener isto wait for requests
from clients to launch the ACUCOBOL-GT runtime on the server. When a
request is received, the AcuConnect listener starts a new runtime on the
server, connects that runtime with the client process, and removesitself from
the communication stream to wait for requests from other enabled
applications. Once initiated, the runtime on the server executes the COBOL
application, and sends screen commands back to the client.

Together, the ACUCOBOL-GT Thin Client, the ACUCOBOL-GT runtime,
and the AcuConnect listener are the enabling technol ogies that make up our
thin client solution.

1.4 Licensing

Thelicensing schemefor AcuConnect allows AcuConnect to track both types
of client connection—distributed processing and thin client. The activator
creates “acurcl.alc” when generating licenses for thin client connections and
“acurcl.clc” when generating licensesfor distributed processing connections.
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AcuConnect is shipped with a product code and product key that definesthe
licensing capabilities specified in your purchase agreement. When you
supply your key information during installation, the Activator creates a
license file that contains information such as the product’s version number,
serial number, expiration date, and server count. After installation,
AcuConnect must be able to locate the license file to function.

AcuConnect searches for “acurcl.alc” for thin client connections and
“acurcl.clc” for distributed processing connections in the same directory as
the acurcl executable. If you move the AcuConnect executable to anew
directory, be sure to move acopy of thelicensefileaswell. If nolicensefile
isfound, or if the information in the license file does not permit execution,
AcuConnect exits with an error message.

When AcuConnect detects a client request to start a remote application
runtime, it checks the connection count to see if another connection is
permitted. If another connection is alowed, AcuConnect attemptsto start a
runtime on the server and connect it with the client process. Theruntime, in
turn, checks its usage count before it begins execution of the application.
When an AcuConnect user disconnects from the remote server by exiting the
COBOL program, the AcuConnect and runtime usage counts are
decremented and those slots are made available to subsequent users. If the
usage limit has been reached, the server runtime is not started and an
appropriate message is returned to the end user.

The ACUCOBOL-GT Thin Client, which isinstalled on client machines, is
available on your product mediaor asadownload on Micro Focus' sWeb site.
You are required to accept a clickwrap license agreement on installation.

Theacushareutility isrequired for all UNIX installationsthat do not have an
unlimited license. The acushare utility monitors and enforces the site
runtime usage limits.

Please note that when accessing extend products on remote serversviathe
Internet or avirtual private network, products or technologies from
third-party vendors like Microsoft may be invoked. Carefully review any
license agreements with these third-party vendors before proceeding with the
remote connection.

Nothing in this document is intended to amend the terms and conditions of
the applicable license agreement between you and Micro Focus. Rather, this



1-12 m Introduction

section is meant to summarize the various aspects of Micro Focus'slicensing
technology, which isrequired to operate the extend software. The terms and
conditions of your licensing of extend software shall continue to be governed
by the applicable license agreement between you and Micro Focus.

1.5 Security

AcuConnect system security is designed to address two fundamental issues:

1. controlling accessto datafiles

2. preventing unauthorized use of client components to perform
privileged activities (such as modifying privileged files)

Thefirst issue, controlling access to datafiles, is addressed in two ways:
firgt, viaaserver access file known as AcuA ccess (the same access file used
by AcuServer), and second, through the standard UNIX or Windows server
file access provisions. Whether an AcuConnect user can access agiven file
on the server depends on two things: (1) the user ID assigned the requester in
the server accessfile, and (2) either the Windows security set up for your
files, or the UNIX ownerships and permissions set on the particular file.

The second issue, preventing unauthorized privileged use, is addressed
through strict enforcement of the security measuresthat you have established
through the server’s operating system.

Achieving sound system security depends on the configuration and
management of the following security elements:

« the AcuAccess server access file (the database of authorized
AcuConnect users)

« theWindows server security protections set up for the acur cl executable
file, server configuration file, server accessfile, and remote data files
and directories. Microsoft recommends that you use the NT file system
(NTFS) for better security.

« the UNIX ownerships assigned to the acurcl executable file, server
configuration file, server accessfile, and remote data files and
directories
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» the UNIX access permissions(read, write, and execute) set on theacurcl
executable file, server configuration file, server accessfile, and remote
datafiles and directories

When AcuConnect isrunning as aWindows service (NT/2000/2003/2008), it
belongs to an implicit group called “SY STEM.” Make sure that the
“SYSTEM” group is added to your file permissions with “Full Control.”
Thisisnot necessary if you are using Windows NT security viathe
SECURITY_METHOD configuration variable.

UNIX ownerships and permissions can be set on key AcuConnect files.
Note, however, that your site could jeopardize security if you include entries
in the server access file that explicitly allow users running as root on the
clientsto run as root on the server. We strongly discourage the inclusion of
such entries.

UNIX ownerships and permissions on the acur cl executable, server
configuration file, and server accessfile are described in section 2.3,
“Establishing System Security.” These specifications must be strictly
maintained. If the ownerships and permissions are more permissive than
those specified, AcuConnect will not start, halting system operations.

In addition to the AcuAccessfile, AcuConnect offersinternal socket layer
encryption to further enhance security. Encryption protects information
whileit isin transit across the network. For information about the
configuration variables used to enable encryption, refer to section 3.4,
“Creating a Runtime Configuration File for the Remote Server
Component.”

1.6 Document Overview

The AcuConnect User’s Guide describes how to use the AcuConnect
client/server technology for distributed processing and thin client
environments. The manual covers the following topics:
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Introduction

The Introduction provides a high-level overview of how AcuConnect works
in distributed processing and thin client environments and the various
platformsonwhichit runs. Licensing and security issuesare briefly covered,
and extend Technical Services contact information is provided.

The AcuConnect Server

This chapter includes installation and start-up procedures for AcuConnect,
aong with server configuration file details. System security is also covered
in detail, including management of the server accessfile, ownerships and
permissions, and the thin client aliasfile. AcuConnect connection logic and
password issues are also covered here.

Server Configuration

This chapter covers the creation and management of the configuration files
that reside on the server machine.

Preparing Your Application

This chapter provides an overview of application design issues for
devel oping and modifying distributed processing and thin client applications.
International character handling is also included in this chapter.

Preparing the Client(s) in Distributed Processing

This chapter describes how to set up the client for AcuConnect operationina
distributed processing environment. The client configuration fileis
explained, and sample programs are presented.

Preparing the Client(s) in Thin Client

This chapter explains how to set up the client for AcuConnect operationin a
thin client environment. This chapter also describes the acuthin command
and how to launch programs on the Internet.
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Thin Client Special Topics

This chapter covers the use of library routines and dynamic link librariesin
thin client and contains detailed information for configuring the thin client
automatic update feature.

Managing the System

This chapter includes detailed information on the various acur cl command
options, along with some troubleshooting tips.

1.7 Technical Services

You can reach Technical Servicesin the United States Monday through
Friday from 6:00 a.m. to 5:00 p.m. Pacific time, excluding holidays. You can
also raise and manage product issues online and follow the progress of the
issue or post additional information directly through the website. Following
is our contact information:

Phone: +1 858.795.1902

Phone: 800.399.7220 (in the USA and Canada)
Fax: +1 858.795.1965

E-mail: support@microfocus.com

Online: http://supportline.microfocus.com

For worldwide technical support information, please visit
http://supportline.microfocus.com.


mailto:support@microfocus.com
http://supportline.microfocus.com
http://supportline.microfocus.com
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2.1 Getting Started with AcuConnect

This chapter describes some of the steps you need to take before you start
using AcuConnect®. AcuConnect'sinstallation and start-up instructions are
included, along with detailed i nformation about establishing system security.
The latter topic includes the creation of the server accessfile and server alias
filefor thin client. Ownerships and permissions are a so discussed.
Configuration file entries are covered in Chapter 3.

2.2 Installing AcuConnect

To prepare your server, you must first install AcuConnect. You aso need to
install an ACUCOBOL-GT® runtime. The procedure for installing
AcuConnect varies, depending on whether you are installing on a UNIX
server or aWindows server. Thefollowing sections describe the process for
these systems.

For thin client architectures, you can also install AcuConnect onaVMS or
MPE/iX server. Some special considerations apply when you want to run
AcuConnect on MPE/iX systems. Refer to section 2.2.3, “Installing
AcuConnect in Thin Client on a VM S Server,” for VMS procedures, and
to section 2.2.4, “Running AcuConnect in Thin Client on HP MPE/iX
Systems,” for MPE/iX instructions.

For AIX version 5.1 and later, HP-UX version 11.11 and later, and Solaris
version 7.0 and later, ACUCOBOL-GT products are distributed as shared
object libraries. If youinstall AcuConnect as ashared object library and you
choose not to install to the default location (/opt/acucorp/8xx), you need to
set an appropriate library search path variable specifying the location of the
shared objects. The exact library path variable to set depends on the
individual operating system. For example, on an AlX system, you would
need to set the LIBPATH environment variable. Notethat if youlogin asroot
or superuser, this variable must also be set in root’s environment for
AcuConnect to start.
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2.2.1 Installing AcuConnect on a UNIX Server

For UNIX platforms, AcuConnect software is shipped on the product
CD-ROM. Usethe following proceduresto install AcuConnect on a UNIX
server:

1

Create a directory on the server to hold the AcuConnect software. We
recommend that you install AcuConnect directly into the
ACUCOBOL-GT home directory.

Mount the product CD-ROM on your UNIX system. Change directory
(“cd”) into the directory in which your product CD-ROM is mounted
and execute the install script as described on the Quick Sart card that
came with your product.

Follow the instructions on the card, entering your product code and
product key when prompted.

If you want to use the server configuration file in its default location,
move “acurcl.cfg” into the /etc directory. This may require root or
superuser privileges. The“acurcl.cfg” file may remain in the current
directory or be copied or moved to some other directory. If “acurcl.cfg”
isnot located in the default directory (/etc), the name and location of the
configuration file must be specified with the “-c” option each time
AcuConnect is started. See section 8.2.1.9, “acurcl -start,” for more
information.

On UNIX servers, you must create a server access file (default name
/etc/AcuAccess) before AcuConnect will start or establish connections
with clients. AcuConnect includes a utility program for creating and
maintaining the server access file. To create a minimal server access
file that allows any user of any client to use AcuConnect, perform the
following steps:

a. Log on to the server as root or become superuser.

Use the “acurcl -access’ command to launch the server access file
manager utility.

¢. Respond to the prompt for the path and name of the server access
file by accepting the default /etc/AcuAccess.

d. Respond yes to the “Do you want to create it now?’ prompt.
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e. From the main menu, select option [1], “Add a security record.”

The manager presents a series of five prompts. Accept the default
for each prompt by simply pressing Return. After you accept the
umask field, the program reports that it has added the record.

f.  Exit the utility by selecting option [5] from the main menu.

Note that for the minimal server accessfile, the user should have an
account on the server by the same name asthe account on theclient. For
more details about the AcuAccess file and important information about
security, refer to section 2.3.3, “The Server AccessFile”

AcuConnect is now fully installed and ready for configuration on the
UNIX server. Seesection 3.3, “ Creating a Server Configuration
File” for the settings that can be configured for the server.

Note that acushareisinstalled automatically as part of AcuConnect
installation.

2.2.2 Installing AcuConnect on a Windows Server

For Windows networks, AcuConnect softwareisaso on the CD-ROM. Use
the following procedures to install AcuConnect on a Windows server. Note
that if you move or delete any installed “.dII” files, AcuConnect will not run.

1
2.

Install and configure TCP/IP before installing AcuConnect.

Log on to your NT server using the Administrator account or an
account that belongs to the Administrators group.

Insert the product CD-ROM into your disk drive. If the installation
program does not start automatically, click the Start button, select
Run, and enter:

D:\setup.exe

replacing D with the device designation of your CD-ROM drive. Follow
the instructions on the screen, entering your product code and product
key when prompted. During the installation procedure, you will be
prompted to specify an installation directory or to accept the default
location. You will also be prompted to select a component to install.
Select AcuConnect from the list of available products.
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4.

If you aready have the files “c:\etc\AcuAccess’ and
“c:\etc\acurcl.cfg,” the setup utility detects them and asks if you want
to overwrite them. Do not overwrite them unless you have a backup
copy. The AcuAccess file contains one access record that gives al
users access to AcuConnect. You can modify thisfile later, if desired.
The file “acurcl.cfg” contains the server configuration variables; when
the file isfirst installed, these variables are all commented out. You
can also modify this file later if desired.

If you want AcuConnect to start automatically on boot, it must be
installed and started as a Windows service. The setup program creates
a sample Start Menu folder, if desired, and asks if you want to install
and start these services.

You can use the graphical control panel to install and start AcuConnect
asaservice. The Servicestab in thisinterface lets you add, start, stop,
and remove services.

Please note that installing a service on a particular port resets all startup
optionsfor the service on that port. You canuseall valid “-start” options
when installing AcuConnect as a service. These options are stored so
that the service will use them when starting.

The default service is named “AcuConnect.” All other service names
include the port on which to run.

Note that service naming differences prevent AcuConnect from
administering services created by pre-Version 6.2 AcuConnect, and vice
versa,

If you choose to start AcuConnect during the installation process, a
Windows Command Prompt (DOS box) appears, showing the status of
the Windows services being started or restarted automatically. You
may see some error messages that can be ignored if the Windows
services are not aready installed and running. For example, you might
see

acurcl -kill

Open/Control Service failed
acurcl -remove

Open/Control Service failed
acurcl -install

AcuConnect service installed.
acurcl -start

STATE: START PENDING
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7. The Windows services that are needed for AcuConnect can also be
started manually. You can start the required Windows services from
the command line (“acurcl -install”, “acurcl -start”) or from the
control panel.

In Windows, issuing the acurcl command without options causes a
graphical control panel to appear. You can start AcuConnect from the
Servicestab in thisinterface.

Refer to Chapter 8 for information about other acurcl command-line
options.

Please note that when AcuConnect is started as a Windows service, all
paths used in the configuration file or on the command line are relative
to the Windows server system directory (for example,
c:\winnt\system32). For instance, if your current directory is
c:\acucorp\acuchl8xx\AcuGT\bin and you start AcuConnect with the
command “acurcl -start -le acurcl.log”, the log fileis not created in the
current directory, but rather in the \winnt\system32 directory. If desired,
you can use full pathnames, which hasthe effect of using an explicit file.

8. After the services are installed and running, there should be no reason
to stop them. However, if you choose to stop them, you may do so
from the command line (“acurcl -kill”). You can also stop services by
clicking Stop in the Services tab on the graphical control panel.

You may perform start and stop operations from the Service Control
Applet. After the services areinstalled, there should be no reason to
delete them. However, if you decide to delete them, use the following
command from the command line;

acurcl -remove

or click Remove on the graphical control panel’s Servicestab. Refer to
Chapter 8 for information about other acurcl command-line options.

This command deletes only the services and does not delete the
executables. To help in resolving service problems, you can check some
messages from these services in the Microsoft Event Viewer:

Start/Programs/Administrative Tools/Event Viewer/Log/Application

Note: Thislocation may vary, depending on your version of Microsoft
Windows.
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2.2.3 Installing AcuConnect in Thin Client on a VMS

Server

For VMS platforms (version 7.2 or later), AcuConnect softwareis shippedin
BACKUP format. Select adirectory on the server to hold the AcuConnect
software, and extract the files from the tape. Follow the installation
instructions on the Quick Sart card that came with your product. You should
be logged in to the “SY STEM” account or an account with “SY SPRV”
system privileges.

You should note that runtimes on VMS servers use RM S indexed files rather
than Vision.

Install AcuConnect on VMS as follows:

1

Define a symbol so users can access AcuConnect. Set up asymbol for
each AcuConnect user.

acurcl == "Sdisk: [directory]acurcl.exe"

Use the “acurcl -access” command that launches the access file utility
to create a server access file. Refer to section 2.3.3, “The Server
Access File,” for information about creating and maintaining the server
accessfile. Note that the server accessfilein VMSisan RM S indexed
file rather than Vision.

acurcl -access
Enter the name of the Server Access File
Filename [acuaccess.dat]: acuaccess.dat

Set up user account quotas to define each user’s capabilities. You can
always modify account quotas as needed, but we suggest the following
settings if you encounter quota errors:

Maxjobs: 0 Fillm: 300 Bytlm: 100000
Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0
Maxdetach: 0 BIO1m: 10000 JTquota: 4096
Prclm: 40 DIO1m: 10000 WSdef : 100000
Prio: 4 AST1m: 400 WSquo: 100000
Queprio: 0 TQE1m: 400 WSextent: 100000
CPU: (none) Englm: 4000 Pgflquo: 100000
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AcuConnect isnow installed and ready for configuration onthe VM S server.
Refer to section 3.3, “ Creating a Server Configuration File,” for possible
configuration variable settings. Refer to section 2.4, “ Creating a Server
AliasFilein Thin Client,” to learn how to create and maintain an aiasfile
that holds all the information needed to start the desired application on the
server. Section 2.6.4, “ Sarting AcuConnect in Thin ClientonaVMS
Server,” describes how to start AcuConnect in this environment.

2.2.4 Running AcuConnect in Thin Client on HP MPE/iX
Systems

A limitation in the MPE/iX operating environment requires that sites
planning to use AcuConnect on an MPE/iX host carefully consider how they
will deploy the service. Theremainder of this section describesthis situation
and offers two management approaches for deploying on MPE/iX.

AcuConnect uses the same basic methods as AcuServer® to start the service,
validate a service request, and fulfill arequest. AcuConnect runs as an
independent resident program (daemon) called acurcl. The running acurcl
process takes the user ID of the account that starts the program. The service
normally runsin the background, waiting for requests. When a service
reguest isreceived, acurcl determinesthe user ID of the requester, checks an
authorization file (AcuAccess) to determineif the requester isallowed to use
the service, and determinesthe proxy user 1D to be used for the requester (the
reguester user 1D can be mapped to another 1D; the mapped 1D may be
unique or may be shared by anumber of users). If authorizationissuccessful,
acurcl temporarily assumes the proxy user ID to fulfill the request. On most
UNIX systems, the SETUID system function is used to assume the correct
user ID. A similar function is used in the Windows operating environment.

Inthe MPE/iX environment, the operating system does not provide away for
aprogram (in this case, acurcl) to changeitsuser ID. Therefore, the service
always uses the ID of the account that started acurcl. Any action acurcl
takesis performed with that ID. Thisinability to change IDsimposes some
limitations and requires that MPE/iX sites carefully consider how they will
deploy AcuConnect.
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Because acur cl takes the user 1D of the account that startsit, and because it
uses that ID to access files and fulfill requests, that account must be able to
serviceall anticipated requesters. There aretwo approachesto managing this
issue. The approaches can be combined.

One approach isto start acurcl from an account that is accessible to all
requesters (a“ group” account). Of course, such an account must have al of
the necessary access permissionsto satisfy every requester. Thelimitation of
thisapproach isthat al requesters have the same proxy user ID on the server,
and there is no way to identify a unique requester.

The second approach isto start a separate instance of acurcl for each unique
requester, or group of requesters (multiple group accounts). This approach
will work as long as the number of separate instances does not over-tax
system resources (process space, processor capacity, and dynamic memory).
The number of instances that each system can handle will vary depending on
the resources of that machine. Some experimentation may be necessary to
determine the limits of a given machine. Note that when acurcl is not
executing arequest, it waits on a socket in an efficient loop, consuming few
resources.

2.2.5 Installing the ACUCOBOL-GT Runtime

The process for installing the ACUCOBOL-GT runtime on your UNIX or
Windows server is basically the same as the process for installing
AcuConnect.

In UNIX, follow theinstructionsin section 2.2.1, “Installing AcuConnect
on a UNIX Server,” taking care to insert the ACUCOBOL-GT runtime
installation media and to select atarget directory for the installation.

In Windows, follow the instructions for installing AcuConnect from the
product CD-ROM, but make sureto select “ACUCOBOL-GT runtime” from
the Product Selection screen.
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2.2.6 Relinking the Server Runtime in Distributed
Processing

If your applications do not interface with any special library routines, you do
not need to relink your runtime. If, on the other hand, your applications
interface with C-1ISAM or other special library routines, you must relink the
included runtime with these special routines. To execute the link, you must
have the appropriate C compiler for your host machine;

¢ On Windows servers, use Microsoft Visual Studio .NET 2005. Refer to
Chapter 5in A Guide to Interoperating with ACUCOBOL-GT for more
information.

¢ OnUNIX servers, use the C compiler supplied by the vendor of your
UNIX system. On some machines, thisis supplied with UNIX, on
others, it is an add-on option.

For C-ISAM, follow the relinking procedure described in the add-on
modul€’'s documentation.

For other special library routines, follow the proceduresin Chapter 6 in A
Guide to Interoperating with ACUCOBOL-GT.

Note: Before relinking, modify “direct.c” (direct method) or “sub.c” and
“sub85.¢” (interface method) to include your C routines (see Chapter 6in A
Guide to Interoperating with ACUCOBOL-GT).

2.3 Establishing System Security

Proper ownerships and permissions on the acurcl executable file, server
configuration files, server accessfiles, and existing data files and directories
are essential to establishing a secure and functional system. Whether an
AcuConnect user can access a given application depends on two things: (1)
the user ID assigned the requester in the server accessfile (discussed in detail
in section 2.3.3, “ The Server Access File"), and (2) either the Windows or
UNIX native server security set up for your files, or the UNIX ownerships
and permissions set on the particular file. UNIX ownershipsand permissions
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on the acurcl executable, server configuration file, and server access file
must be strictly maintained. 1f the ownerships and permissions are more
permissive than those specified, AcuConnect does not start.

2.3.1 Windows permissions

After you set up your applications, you may set access permissions by using
the Windows server security features. Please refer to your Windows
documentation for more information about security procedures. Notethat in
Windows, the AcuAccess and “AcuAccess.vix” files should be readable and
writable by “Administrator” and “ System,” with no other access. Make sure
that the AcuAccessfile and the “acurcl.cfg” file can be written only by those
accounts and groups that you want to have write privileges.

Note: It isrecommend that you use native system security rather than
AcuConnect system security. On Windows 2008 it is essentially required
that you use system security. To use native security, you set the
SECURITY_METHOD variable in both the runtime configuration file on
the client and server configuration file on the server. You till create a
server access file containing access records that define your user base, but
the server access file is used only to check if the user connecting to the
server is alowed to connect, and to check to which local account the
connection should be mapped. See SECURITY_METHOD in Section
3.3.11 for more information.

We recommend that you install and run AcuConnect on an NTFS drive,
because FAT partitions offer no security to files or programs and are not
supported by Micro Focus. If you install AcuConnect on an NTFS partition,
be aware that the user connecting to AcuConnect needs all of the following:

* READ (RX) permissions on “wrun32.exe” and “acurcl.clc”
* READ on*“wrun32.ac” (or other licensefiles)

» the appropriate permissions to access any file



2-12 m The AcuConnect Server

For example, if ACUCONNECT_RUNTIME_FLAGS contains“-elogfile”,
AcuConnect attemptsto write“logfile’ inthe same directory as* acurcl.exe”.
In this case, the user would need CHANGE (RWXD) permissions to access
that directory.

If the user connecting to AcuConnect is mapped to DEFAULT_USER, then
DEFAULT_USER needs these permissions.

2.3.2 UNIX ownerships and permissions

Setting ownerships and permissions requires root privileges on UNIX
systems or Administrator privileges on Windows systems. In UNIX, usethe
commands chown, chgrp, and chmod to set ownerships and permissions.

UNIX permission modes are specified by a series of three octal numbers.
These three numbers assign access privileges to user, group, and other,
respectively.

In each user, group, and other field, avalue of “7” givesread, write, and
execute permissions; avalue of “6” givesread and write permissions, avalue
of “5” givesread and execute permissions, and avalue of “4” givesread only
permissions.

The UNIX command “Is-I” will return the permissions, ownerships, file size,
and modification date of afile or directory. For example:

ls -1 /usr2/bsmith/fio_seq

returns:

-rw-r--r-- 1 bsmith general 4870 Jan 18 2005
/usr2/bsmith/fio seq

For details regarding UNIX file permission masks and the use of chown,
chgrp, and chmod, see your UNIX operating system manuals.
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Key file seftings

UNIX ownershipsand permissions must be assigned to key AcuConnect files
as specified in the following table.

File name Owner Permissions
acurcl (executablefile) root 755
AcuAccess (server accessfile) root 600
acurcl.cfg (server configuration file) root 644

The permissions specified in the above table are the least restrictive (most
permissive) settings alowed for each file. The specified permissions are the
optimal permissions for most installations. However, more restrictive
permissions may be assigned. (Note that more restrictive permissions could
prevent some users from using some AcuConnect functions. For example, if
the acur ¢l executable file were assigned permissions of 700, no user other
than root could execute the “acurcl -info” command to generate a report of
current AcuConnect system status.)

If the files named in the preceding table do not possess the specified
ownerships and permissions (or more restrictive permissions), AcuConnect
does not start.

You must also set appropriate ownerships and permissions on existing data
filesand directories. Appropriate ownerships and permissions are those that
alow file access to the individual s and groups that require access, and that
disallow accessto al others. See your UNIX operating system
documentation for a discussion of file permissions and file security.

Caution: Your site could jeopardize security if you include entries in the
server accessfilethat explicitly allow users running as root on the clientsto
run as root on the server. We strongly discourage the inclusion of such
entries.

Runtimes that are started by AcuConnect on the server inherit the
environment of the user who started AcuConnect. Therefore, we recommend
that you log on asthe DEFAULT_USER and then use the “su” command to
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gain root privileges and start up AcuConnect. This ensures that any users
mapped to the DEFAULT_USER account do not have any more privileges
than you intend.

Ownerships and permissions on new files or processes

When aclient application makesitsinitial request to AcuConnect for
services, the requester is validated for permission to use AcuConnect. If the
requester is permitted to use AcuConnect, the runtime invoked for that user
runs in the context of that user. The runtime acts exactly asit would if the
user logged onto the server machine and started the runtime from ashell. All
access permissions and restrictions for the user apply to the runtime running
for the user.

umask

The umask of the runtime process started for the user isthe umask givenin
the AcuAccessfile. Any new files created by the runtime have permissions
based on that umask.

The umask isavariable having athree-digit octal value, similar to that used
by chmod, but which describes the permissions that are not to be set on new
files. Thevalue of each digit, subtracted from seven, givesthe corresponding
chmod value. For instance aumask of 002 correspondsto achmod value of
775 (however, because execute permission is not applicable to datafiles,
AcuConnect actually setsthe chmod valueto 664). A umask of 002 grants
read and write permissions to user and group, and read only permissions to
other. Another common umask is 007, which setsread and write permissions
for user and group, and no permissions for other. For more about umask, see
your UNIX operating system documentation.

2.3.3 The Server Access File

The foundation of AcuConnect system security is the server accessfile, an
encrypted Vision file named “AcuAccess’ by default. Thisfile containsa
database of access records that determine which machines and which users
are allowed to use AcuConnect. AcuConnect searchesfor thisfilein the/etc
directory on UNIX servers and the operating system drive:\etc directory on
Windows servers. You may rename thefileif you like.
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The server accessfileis designed to support awide range of access security,
from very permissive to very restrictive. You choose the level of security
appropriate for your application.

Access records may include wild cards that allow all clients or all users
(except root under UNIX and Administrator under Windows) access to
AcuConnect. Or you can create individual access records for each user of
each client. By having individual access records, you can restrict access to
only those users specifically named in the accessfile.

The individual access records allow you to specify the user ID that
AcuConnect will use when executing requests for users matching the given
record. Inthisway, you can assign auser 1D that has exactly the privileges
needed, and no more (typical of group access accounts).

In addition, every access record can include a password entry that the
application or user must match before AcuConnect establishes aconnection.
(However, if the SECURITY_METHOD configuration variable is set to
“LOGON", the local account password can be used instead.)

Note: Itisrecommend that you use native system security rather than
AcuConnect system security. On Windows 2008 it is essentially required
that you use system security. To use native security, you set the
SECURITY_METHOD variable in both the runtime configuration file on
the client and server configuration file on the server. You still create a
server access file containing access records that define your user base, but
the server access file is used only to check if the user connecting to the
server is alowed to connect, and to check to which local account the
connection should be mapped. See SECURITY_METHOD in Section
3.3.11 for more information.

The security system is almost completely transparent to the end user. Only
when remote file access requires interactive password authentication isthe
user made aware of the security system.

On UNIX servers, the access file must be owned by root. The accessfile
cannot be writable by anyone other than root. If the accessfile doesnot exit,
isnot owned by root, or iswritable by users other than root, AcuConnect does
not start.
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On Windows servers, you should protect the access file by allowing only the
Administrator or someone in the Administrators group to have write access
toit. If the accessfile does not exist, is hot owned by Administrator or the
Administrators group, or iswritable by users other than Administrator or the
Administrators group, AcuConnect does not start.

Using an existing AcuAccess file

The server accessfile for AcuConnect is structured the same and named the
same asthe server accessfilefor AcuServer®. If you are using AcuServer for
UNIX, you can use your existing AcuAccess file in conjunction with
AcuConnect, or you can set up a separate file for AcuConnect, if desired. If
you do not want to modify your AcuServer AcuAccessfile, you can set up a
separate file for AcuConnect.

2.3.4 Access Record Composition

The server access file contains one or more access records. Each access
record comprises the following fields:

Client MachineName  The official host name by which the client machineis
identified on the TCP/IP network. For distributed
processing on Windows, this nameis found in the Host
field under Control Panel/TCP/IP Properties’DNS
Configuration. Under UNIX, use the “hostname” or
“uname-n" command to determine the name.

Client Username The user’s login name on the client system.

Local Username Thelocal user name that AcuConnect will use when
fulfilling requests for the client user

Password Optional password protection. When used, the
requester must supply a password that matches this
field.

umask A three-digit file creation mask
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A typical server access record might look like:

Client Client L ocal Password umask
Machine Username Username

Name

starling bernie bsmith | ....... 002

This record allows user bernie to connect from machine starling.
AcuConnect uses the local user name bsmith (Berni€'s account on the file
server) when executing requests for bernie. Inthiscase, “. .. ... " represents
Berni€'s local Windows password, which is required if Windows security is
used.

Four fields—Client Machine Name, Client Username, Loca Username, and
Password—each have awild card value that is used to indicate a general
behavior. These wild cards are:

Field name Wild card Meaning

Client Machine Name * Match all client machines
Client Username (empty field) Match all client users
Local Username same as client Use the Client Username
Password * Deny access to user

When the string “same as client” is specified in the Local Username field,
certain conditions apply. If Client Usernameis not avalid name on the
server, DEFAULT_USERisused. Inaddition, if the Local Usernamefieldis
blank, DEFAULT_USER is used.

Again, if DEFAULT_USER is used to connect to AcuConnect on an NTFS
partition under Windows NT, 2000 - 2008 be sure that DEFAULT_USER has
both READ (RX) permissions on “wrun32.exe” and the appropriate
permissions to access any file.
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Common access records example

For illustrative purposes, hereis a set of common access records:

Client Machine Client L ocal Username Password umask
Name Username

support-pc techie <none> 002
warehouse-pc <none> 002
president-pc diamond <same as client> <none> 002
robin <same as client> <none> 002
starling felice <same as client> <none> 002
starling baxter =~ | | .. 002
swallow hartley hartley <none> 002
swallow acct <none> 002
raven * 002

These entries are interpreted as follows:

The entry for support-pc allows any user of support-pc to use AcuConnect.
AcuConnect will use the local user name techie when executing requests for
support-pc.

The entry for warehouse-pc allows any user of warehouse-pc to use
AcuConnect. Because the Local Username field is empty, AcuConnect will
use the value of DEFAULT_USER asthe local user name when executing
requests for warehouse-pc.

The entry for president-pc alows user diamond to access AcuConnect.
Because the Local Username field holds “same as client,” AcuConnect will
attempt to use diamond as the Local Username. If diamond is not avalid
local user name, the value of DEFAULT_USER will be used.

The entry for robin allows all users of robin to access AcuConnect. If the
requester has an account on the server by the same name, AcuConnect will
use that name; otherwise, AcuConnect will use the value of
DEFAULT_USER.
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The first entry for starling allows user felice to access AcuConnect.
AcuConnect will follow the samerules as the previous entry to assign alocal
user name.

The second entry for starling alows user baxter to access AcuConnect.
AcuConnect will use the value of DEFAULT_USER when executing
requests for baxter. baxter will need to provide a password before a
connection will be established.

The first entry for swallow allows user hartley to access AcuConnect.
AcuConnect will usethelocal user name hartley when executing requestsfor
hartley.

The second entry for swallow allows all users of swallow to access
AcuConnect. AcuConnect will use the local user name acct for all users of
swallow, except hartley (or other records for swallow that explicitly name a
client user).

The entry for raven denies any user of raven access to AcuConnect.

The most permissive access record that can be created is:

Client Machine
Name

Client L ocal Username Password umask
Username

*

<same as client> <none> 002

Thisrecord alows any user of any client to use AcuConnect, aslong as they
have an account on the server by the same name, or DEFAULT_USER is
defined with avalid user name (DEFAULT_USER cannot be defined to be
root). A client user running as root will be mapped to DEFAULT_USER.

2.3.5 Using the Access File Manager

Create and maintain the server accessfilewith the accessfile manager utility.
You usethe “acurcl -access’ command or the Accesstab in the AcuConnect
graphical control panel in Windowsto start thisutility. To use the accessfile
manager, you must be logged onto aUNI X server asroot or superuser or onto
aWindows server from the Administrator account or from an account that
belongs to the Administrators group.
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2.3.5.1

23.5.2

Note: To use the accessfile utility on Windows 2008 where User Access
Control security isturned on (asit is by default), any user must choose
“Run as Administrator” in order to use the various Acuserver utilities.
UAC can be turned off, in which case the user must merely be a member of
the administrators group in order to fully operate the utility.

The accessfile manager is an interactive, menu-driven utility that allows you
to:

e create an accessfile

» add an access record

e remove an access record

* modify an access record

« display an access record(s)

When the accessfile manager displaysavaueinside apair of square brackets
(ID, that value is the default value for the field. To accept the default value,
simply press Return. Inthe following example, /etc/AcuAccess isthe
default value.

Enter the name of the Server Access File
Filename [/etc/AculAccess]:

Starting the access file manager

To launch the access file manager, use the “acurcl -access’ command, as
shown:

acurcl -access

Creating or opening an access file

When the access file manager starts, you are prompted for the path and name
of the server accessfile:

Enter the name of the Server Access File
Filename [/etc/AcuAccess]:
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To open an existing accessfile, enter the path and file name of interest. If the
specified server accessfile is not found, the manager asks if you want to
create thefile.

'access-file' does not exist.
Do you want to create it [N]?

Enter “Y” to create anew file. After opening or creating the accessfile, the
manager displays amenu of five options:

Server Access File Option:

. Add a security record

Remove a security record

Modify a security record
Display one/all security records
Exit

a s W N

Enter choice [4]:

2.3.5.3 Adding an access record

1
2.

Start the access file manager.

Select option [1] from the main menu. The manager then presents a
series of five prompts, one for each field in the record. Thefirst field is
the Client Machine Name field. The prompt looks something like this:

A value of "*" for client machine name means that

this record will match all clients for which there
are no other records. You cannot use alias names.
The name must be the official machine name. Enter
the official machine name [*]:

Enter a client machine name or accept the default value.

The second prompt is for the Client Username. If this field is blank,
any user name will match.

If no client user name is entered it implies any user.
Enter client user name []:

Enter aclient user name or accept the default value.
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4. The third prompt fills in the Local Username field. The Local
Username is the name that AcuConnect will use when executing access
requests for regquesters that match the first two fields of this record.
Note that if the Local Username is not a valid name on the server, the
server will attempt to use the value of the server configuration variable
DEFAULT_USER (if defined). If DEFAULT_USER is not defined,
the connection will be refused (AcuConnect returns an error 9D,103).

A value of 'same as client' for local user name
means to use the client user name. If no local
user name is entered DEFAULT USER is used.
Enter the local user name [same as client]:

Enter alocal user name or accept the default value.

5. The fourth prompt allows you to specify a password that must be
supplied by requesters who match this record.

Enter a password up to 64 characterslong. The set of allowable
characters includes upper and lower case |etters, numbers, the space
character, and most specia characters (all ASCII characters numbered
32-126). Delete, escape, and other non-printable characters are not
allowed.

The password characters are not echoed on the screen when entered.
You are asked to enter the password a second time to verify that it was
entered correctly.

If no password is entered it implies none.
Enter password []:
Retype password for verification:

If the password verification fails, you see the following message:

Mismatch - try again.
If no password is entered it implies none.
Enter password []:

6. The final prompt alows you to specify a umask. Enter the umask of
the runtime process started for the user. Section 2.3, “Establishing
System Security,” provides more information on determining this
value.

The umask defines the file creation mask for all
files created by this user. It must be an octal
value between 000 and 777.

Enter umask [002]:
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Enter a umask value or accept the default value. If you enter an invalid
umask value, you see this message:

Invalid value for umask - try again.

After you specify avalid umask, the access file manager adds the record
to the server accessfile.

Record added.
Press <Return> to continue...

If you accept al of the defaults when creating the record, the entry looks
like this:

Name

Client Machine | Client L ocal Username Password umask

Username

*

<same as client> <none> 002

Thisrecord entry matches any client and allows any user to connect to
the server, provided that:

» the user has an account of the same name on the server
or

e the DEFAULT_USER variableis defined with the name of avalid
user

Through inclusion or exclusion of wild cards, named entries, passwords,
and umasks, it is possible to construct a server access file that allows
open, unrestricted access; rigid, tightly controlled access; or almost any
level in between.

2.3.5.4 Removing an access record

1

Select option [2] from the main menu. The manager presents two
prompts:

Enter official client machine name:
Enter client user name:

At the first prompt, enter the officia client machine name.
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At the second prompt, enter the client user name. If a matching record
is found, it is removed and the following message appears:

Record removed
Press <Return> to continue...

2.3.5.5 Modifying an access record

1

Select option [3] from the main menu. The access file manager presents
the following prompts:

Enter official client machine name:
Enter client user name:

At the first prompt, enter the official client machine name.

At the second prompt, enter the client user name. If amatching record
is found, the following message appears:

Here is the record that was found:
Client machine name:

Client user name:

Local user name:

Password

Umask:

Do you want to modify the local user name [N]:

Type “Y” to modify the local user name. If you have a different local
user name and want to change the record to “same as client,” you can
type “same as client” at this prompt. Upper/lower case is ignored, but
you must put a single space between the words. Don't enter brackets
or quotes. If you enter “Y” or “same as client” at this prompt, you are
asked:

Do you want to modify the password [N]:

If you want to modify the password, enter a new one now.
After the password value is entered, you are prompted:

Enter a new umask [002]:

If you want to change the umask, enter the new value here.
After this series of prompts is answered, the record is updated.

Record modified
Press <Return> to continue...
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2.3.5.6 Displaying an access record
1. Select option [4] from the main menu.

You can display recordsto the screen, or you can output all of therecords
to afile. The manager first asksif you want to display the recordsto the
screen.

Display to the screen [Y]?

2. To display the records to the screen, type “Y”. The manager responds
with the following prompt:

Display all records [Y]?
Displaying all records...

a.  Toview an individua record, respond “no” (“N”) to “Display al
records?’ and the manager displays the following prompts:

Enter official client machine name:
Enter client user name:

If amatch isfound, the record appears; otherwise, the manager
states that no match was found and returns to the main menu.

No matching record found.
Press <Return> to continue...

b. To copy al of therecordsto afile, respond “no” to the “Display to
the screen?’ prompt. The manager then prompts for a file name.

Enter the name of the Server Report File
Filename [AcuAccess.rpt]:

c. Enter afile name, or accept the default. The manager copies the
access records to the named file.

Creating 'AcuAccess.rpt'

2.4 Creating a Server Alias File in Thin Client

Before using AcuConnect for thin client operations, you must create asingle
association file to hold all the information that will be needed to invoke the
appropriate application on the server. Thisfileisin XML format.
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Note: Aliasfiles created prior to Version 7.0 arein “.ini” format. These
files are automatically converted to XML format on first use with Version
7.0 and beyond. If you would prefer your aliasfileto bein “.ini” format,
set the ALIAS FILE IS XML variableto “FALSE” in your environment
when executing “acurcl -alias’ (or “acurcl” with the graphical control
panel on Windows). Aliasfilesin XML format are incompatible with all
AcuConnect versions prior to 7.0.

1. Tocreatethe server diasfile, log onto the server as the superuser
(UNIX) or Administrator (Windows) and type:

acurcl -alias

2. When you execute “acurcl -aias’, you are prompted for the necessary
information. First, you are asked for the file to modify or create:

Enter the name of the Alias file: [/etc/acurcl.ini]

In VMS, the following prompt appears:

Enter the name of the alias file: [acurcl.ini]

Type the name of the file you want to use, or press Return to use the
default file. If the file does not exist, AcuConnect asksif you want to
createit. If youanswer “Yes’, it continueswith processing asbelow, and
if you answer “No”, it asks for anew file name. The menu looks like
this:

RCL Alias file options
1) Add an alias entry

2) Remove an alias entry
3) Modify an alias entry
4) Display alias entries
5) Exit

Enter Choice [4]:

In Windows, you can also perform these tasksin the graphical control panel’s
Aliastab.
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2.4.1 Adding an dlias

1

Toadd an dliasto thedliasfile, chooseitem [1] from thealiasmenu. You
will receive the following prompt:

Add an alias
Enter the alias name:

Enter the name of the alias you want to add. |f the named alias already
exists in the alias file, a message displays:

Alias already exists

and you are returned to the alias menu. Otherwise, you are asked for the
working directory for the alias:

Enter the working directory:

Type an existing directory name. (Note that AcuConnect does not
verify that this directory actually exists.) You are then asked for a
command line for the runtime:

Enter the command line:

Type the command line that you would normally type when executing
the runtime, except do NOT include the runtime name. The command
line is parsed and the alias entry is added to the dias file. If there are
incorrect parameters in the command line, the parsing fails and the
diasis not added to the alias file. Note that if you inadvertently add a
space, tab, or special character to the name of your program, it may not
be found.

AcuConnect keeps track of when the file was last modified, and if the
modification date of the aliasfileis later than the tracked date, the fileis
reread. This meansthat you can add information to the alias file while
AcuConnect is running, and the next time that aliasisrequested by aclient it
uses the new information.

Example

To add an alias entry named “tour” that runs the tour program with the
command “runcbl -le err tour”, you would have the following interaction:
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C:\Acucorp\AcuCBL8xx\AcuGT\bin> acurcl -alias
Enter the name of the Alias file: [/etc/acurcl.ini] myalias.ini

'myalias.ini' does not exist. Do you want to create it [N]? y

RCL Alias file options
1) Add an alias entry

) Remove an alias entry
3) Modify an alias entry
4) Display alias entries
5) Exit

Enter Choice [4]: 1

Add an alias

Enter the alias name: tour

Enter the working directory:
C:\acucorp\acucbl8xx\acugt\sample
Enter the command line:

-le err tour

Press <Return> to continue...

RCL Alias file options
1) Add an alias entry

2) Remove an alias entry
3) Modify an alias entry
4) Display alias entries
5) Exit

Enter Choice [4]: 5

C:\Acucorp\AcuCBL8xx\AcuGT\bin>

2.4.2 Removing an alias
1. Toremove an dlias from the aliasfile, choose item [2] from the alias
menu. You receive the following prompt:

Remove an alias
Enter the alias name:

2. Enter the name of the alias that you want to remove. If the named alias
does not exist in the alias file, a message displays:

Alias does not exist
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and you are returned to the alias menu. Otherwise, you see the current
working directory and command line for the alias, and are asked to
confirm deleting the entry:

Are you sure you want to remove this alias?

Enter “Y” or “N”. In either case, you are returned to the alias menu. If
you answered “Y”, the dias is no longer an entry in the dias file.

2.4.3 Modifying an alias

1.

Tomodify an aliasin thediasfile, chooseitem [3] from the alias menu.
You receive the following prompt:

Modify an alias
Enter the alias name:

Enter the name of the alias that you want to modify. If the named alias
does not exist in the alias file, a message displays:

Alias does not exist

and you are returned to the alias menu. Otherwise, you see the current
working directory and are asked for a new one.

Press Return to leave the working directory unchanged, or type the
name of a different directory.

After you enter a directory, you see the command line as it currently
exists in the dlias file, and are asked for a new command line. Press
Return to leave the entry unchanged, or enter a new command line.
You are then returned to the alias menu.

2.4.4 Displaying aliases

Todisplay an diasinthediasfile, chooseitem [4] from theaiasmenu. You
receive the following prompt:

Display aliases
Enter the alias name:
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Enter avalid alias name, or enter nothing to see alist of valid aliases
contained in thefile. If you enter avalid alias name, you see the working
directory and the command line for that alias. You are then returned to the
alias menu.

Note: AcuConnect rewrites the command line before putting it into the
diasfile, so when it isdisplayed, it might not be exactly the same as what
was originally entered. For example, displaying the “tour” alias above
shows that the command lineis “-el err tour”.

2.5 Installing Server Programs

Thelast step in preparing your server for use with AcuConnect is copying the
server components of your COBOL application onto the server into the
desired directory. If you created a runtime configuration file for the server
application, you must copy these onto the server as well.

AcuConnect supports the following server platforms:
¢ UNIX
e Windows NT Server

*  Windows 2000, 2003, 2008 Server

2.6 Starting AcuConnect

For a client process to access programs on the server, AcuConnect must be
running. To start and stop AcuConnect (as well as perform several system
administration functions such as checking system status, maintaining the
server accessfile, or installing AcuConnect as a Windows service), you issue
the acurcl command on the server at the command line. In Windows, using
the acurcl command with no options brings up a graphical control panel.
You can start AcuConnect from the Services tab of this screen.
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This section provides specific instructions for issuing the “acurcl -start”
command on the server. Chapter 8 describes AcuConnect’s systems
administrator functions and provides a complete reference to acurcl
command formats and options.

2.6.1 Starting AcuConnect on a UNIX Server

1. Loginasroot or superuser.

2. Issuethe “acurcl -start” command on the server command line. Valid
options to “-start” are listed in the following table:

Option

Description

-C

Specifiesthe name and path of the server configuration file. The“-c”
must be followed by a space and then the path and name of the server
configuration file. When “-c” isnot used, acurcl looks for the
configuration filein its default location: /etc/acurcl.cfg for UNIX or
\etc\acurcl.cfg for Windows.

Starts AcuConnect on the server machine in debug mode.
AcuConnect runsin the foreground. Note that you are limited to one
UNIX client connection when you use this option.

Causes error output from acurcl to be placed in the named file.
Follow “-€” with a space and then the path and name of the error
output file (use this same syntax for the“-ee” and “+€” options listed
below).

If “-e" is not specified, acurcl attempts to direct error output to
/dev/console. If /dev/console cannot be opened, acurcl attempts to
append to afile named “acurcl.err” inthe current directory. If that file
doesn’t exist, or the file append fails, acurcl prints the message
“acurcl: can’t open error output file” to standard output, and acur cl
terminates.

You can use “-e€” to redirect the contents of stderr into the new error
file.

You can use “+€” to append error output from acurcl to the named
file.
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Option

Description

-f

By default, acurcl runsin background. Usethe “-f” option to run
acurcl in foreground. When run in foreground, the acurcl process
traps normal keyboard signals, such as CtrI+C. |f combined with the
“-t” option, the “-f” option causes acurcl to display tracing and
transaction messages directly to the screen. However, if the “-€”
switch is used, all messages are placed in the named log file.

Causes the file specified by the “-€” option to be compressed using
the gzip compression method. Because the error file nameis not
modified to reflect the compression, we recommend that you specify
adifferent file extension for the error file (for example, “.gz") when
you use thisoption. To read thefile, you must decompressit with

gzip.

Causes alisting of the server configuration file to be printed to
standard error output. This can be helpful when you are debugging
problems that may be related to configuration variables. When this
option is combined with the “-e” option, the listing is captured in the
error output file.

Assigns a port number to thisinstance of the acurcl program. The
“-n" must be followed by a space and then an integer, for example,
“5633". It overridesthe ACURCL_PORT value set in the server
configuration file.

The“-n" option associates a port number with one instance of the
acurcl daemon.

Thin client applications can be assigned to a particular instance of the
acurcl daemon viathe <server:port> notation on the acuthin
command line. Thin clients launched from a Web page can have the
port number specified by the atc-port variable in the thin client
command-line file (see section 7.3.1, “ Thin Client
Command-line Files.”)

The acurcl daemon can work with privileged port numbers (from 0 to
1023), and with non-privileged port numbers (1024 and higher).
Privileged port numbers are useful for external, secure applications.

Note: If you start acurcl on two ports, you must also specify all
start-up arguments, including the configuration file, asin:

acurcl -start -n 5632 -c c:\etc\configl [other options]
acurcl -start -n 5633 -c c:\etc\config2 [other options]
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Option

Description

-t#

Turns on the tracing function. When combined with the - option,
trace information is placed in the named error file. The“#” symbol
representsthe type of tracing or logging to be performed, as described
below:

“1" providesinformation about access file match attempts. Thetrace
information buffer is flushed to the error file when the buffer isfilled
or acurcl terminates.

“2" provides information about runtime requests. The buffer is
flushed to the error file when the buffer isfilled or acurcl terminates.

“3" provides the information described for “1” and “2”.

“5" isequivalent to “1”, but the tracing buffer is flushed to the error
file each time an access file match isrequested. (File trace flushing
can aso be controlled with the FILE_TRACE_FLUSH server
configuration variable. See section 3.3, “ Creating a Server
Configuration File.”)

“6" isequivalent to “2”, but the tracing buffer is flushed to the error
file each time aruntime is requested.

“7" provides the information described for “5” and “6”.

You can stop AcuConnect at any timeby issuing the“acurcl -kill” command.
See section 8.2.1.6, “acurcl -kill,” for adiscussion of the “-kill” command
options.

AcuConnect returns a status code of “0" after a successful start. When
AcuConnect fails to start, it returns one of the following status codes to the
operating system, indicating the reason for the failure:

o g b~ W N P

Invalid argument

Missing license

Expired license

Unable to open the error log file

Unable to open the configuration file (writable by other than root)

Unable to open the AcuAccess file (missing or writable by other than
root)

Unable to create a child process
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8 Too many servers running

9 Unable to create a socket, because the socket is used by something
other than AcuConnect

10 AcuConnect is aready running on this port.

How you get this status depends on your shell. When you use the Bourne
shell (or acompatible shell), echo $? to see the return status of any program
executed from the shell.

Setting the user environment in UNIX

With theuse of aUSE_UNIX_SHEL L configuration variable, you can direct
AcuConnect to attempt to read your UNIX shell login files based on the shell
named in /etc/passwd when AcuConnect starts aruntime. Setting this
variable to “true” means that AcuConnect can start a runtime through your
login files, and the environment variables you set in these files are therefore
available to the runtime.

AcuConnect triesto convince the shell to read the startup files by making the
first character of argv[0] =‘-', just aslogin(1) does. Asaresult, thefollowing
environment variables are set:

«  HOME (from /etc/passwd)

e SHELL (from /etc/passwd)

* PATH /usr/local/bin:/bin:/usr/bin:
 TERM dumb

» LOGNAME $USER
Your startup files may modify these variables or set other variables.

AcuConnect starts the shell as shown:

shell -c "'runcbl' . . ."

where shell isthe user’s shell and the éllipsis (“. . .”) designates the position
of the arguments that AcuConnect would normally use to start the runtime.
Thefull path to runcbl isalso given. Make sure that the shell used supports
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the “-c” option and the ability to set argv[0] to “-”. For example, the
following shells can be used: sh, ksh, and bash. The csh and tcsh shells are
not supported.

2.6.2 Starting AcuConnect on a Windows Server

Issue the “acurcl -start” command from the Administrator account or from
an account that belongsto the Administrators group. On Windows servers, it
isbest to specify “acurcl -start” with no options. You can aso click the Sart
button on the Windows graphical control panel’s Services tab.

Note: To usethe AcuServer Control Panel on Windows 2008 where User
Access Control security isturned on (asit is by default), any user must
choose “Run as Administrator” in order to use the various Acuserver
utilities. UAC can be turned off, in which case the user must merely be a
member of the administrators group in order to fully operate AcuServer.

You can stop AcuConnect at any time by issuing the “acurcl -kill” command
or by clicking Stop on the control panel’s Servicestab. See section 8.2.1.6,
“acurcl -kill,” for adiscussion of the“-kill” command options.

2.6.3 Starting AcuConnect in Thin Client on MPE/iX

To start the server process on an MPE/iX host, you need to run the process as
an MPE batch job. Thejob file might be called JACURCLD and might look
something like this:

JOB JACURCLD, MGR.ACUCOBOL; PRI=CS
IRUN /ACUCOBOL/bin/acurcl; &
! INFO='-start -c¢ /ACUCOBOL/etc/acurcl.cfg -le

/ACUCOBOL/bin/acurcl.err -t3';&
! PRI=CS
EOJ

To stream the job, you could do the following, assuming you are in the MPE
group where the job fileis:
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MPE:
:STREAM JACURCLD

POSIX:
shell/iX> callci "STREAM ./JACURCLD"

To stop the job, you would do the following:

MPE:
ABORTJOB # [job-number]

Use SHOWJOB to obtain the job number, if necessary.

POSIX:
shell/iX> /ACUCOBOL/bin/acurcl -kill

2.6.4 Starting AcuConnect in Thin Client on a VMS Server

To start AcuConnect on VMS (version 7.2 or later) as adetached process, use
the following command line;

run/detached sysS$system:loginout /input=acurcl.com -
/output=acurcl.out /process name=acurcl

2.6.5 Starting AcuConnect at System Startup

On aUNIX server, to start AcuConnect whenever the server boots, add the
“acurcl -start” command to the system boot file. Your entry might be similar
to the following:

#
# If the acurcl executable is present,
# start acurcl
if (test -f /acucobol/acurcl) then
echo Starting acurcl > /dev/console
/acucobol/acurcl -start -e /acucobol/acurcl.log
fi
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On aWindows server, we recommend that AcuConnect be installed as a
Windows service. This causes the service to be started automatically each
time the system is booted. If you do not install it asa service, it will stop
whenever you log out.

We provide aninstallation script that givesyou the option to install theacurcl
daemon as a Windows service. |f you choose not to install the service from
theinstallation script, you caninstall it asaservicein thefollowing way. You
must be logged into an account that belongs to the Administrators group.
From the command line, type:

acurcl -install

You can aso click New in the graphical control panel’s Servicestab. The
service will now be started automatically each time the system is booted.

Immediately following the installation, you can start the service from the
graphical control panel’s Services tab by clicking Start. Asan aternative,
you can use the Start/Settings/Control Panel/Services menu option.

Please note that installing a service on a particular port resets al start-up
options for the service on that port. You can use al vaid “-start” options
when installing AcuConnect asaservice. These options are stored so that the
service will use them when starting.

2.7 AcuConnect Connection Logic

How the client connectsto AcuConnect depends on the client application that
is attempting to connect. However, some common steps are involved with
any attempt, regardless of the client application. These are described hereto
clarify the use of the server access file and the DEFAULT_USER
configuration variable.

To validate arequester’s access privileges, AcuConnect does the following
when a client process first makes a request to AcuConnect:

1. Opensthe server accessfile.

2. Searches for arecord that matches both the client machine name and
the client user name.
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3. (If no match is found) searches for a record that matches the client
machine name and a “match all” (blank) client user name.

4. (If no match is found) searches for a record that has the “match all”
(“*") client machine name and the client user name.

5. (If no match is found) searches for arecord that has the “match all”
(“*") client machine name and the “match all” (blank) client user
name.

6. (If no match is found) refuses the connection.

When amatch is found:

1. If theLoca Usernameisvalid, it isused.
2. If the Local Usernameis not valid, DEFAULT_USER is used.

3. If the Local Username is not valid and DEFAULT_USER is not valid,
the connection is refused.

4, If the Local Usernameis valid and the password field is defined, a
message is sent back to the requester asking for a password.

When aconnection is established, AcuConnect invokes the runtime based on
the information provided by the client making the request. AcuConnect
connects that child runtime with the client and then removes itself from the
communication loop between the two processes.

2.7.1 Passwords

When apassword is assigned to an entry in the server access file, requesters
who match that entry must return a matching password to AcuConnect. Ina
distributed processing environment, the client application hastwo optionsfor
acquiring and sending a password back to AcuConnect. In thin client, only
option 2 applies.
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Option 1: Program Variable

The requesting application may include code that checks for the program
variable acu_client_password. If defined, itsvalueis considered an
unencrypted password, which is then encrypted and sent to AcuConnect for
verification. If the value does not match the value in the access record, the
connection is refused. Using acu_client_password, the COBOL
programmer has a great deal of flexibility in setting and acquiring the
password. The programmer can supply a password to AcuConnect without
requiring any user interaction (the user may remain unaware that a password
isrequired).

To use acu_client_password, declare an external pic x variable named
acu_client_password in Working-Storage:

ACU_CLIENT_ PASSWORD PIC X(64) IS EXTERNAL

Assign avalue to the variable before the program’s first access to aremote
file (or better, before the program’s first access to any file). Note that the
value of acu_client_password should be terminated by LOW-VALUES.

Option 2: User-entered Password

If acu_client_password is not defined, the client runtime opens adialog
window requesting that the user enter a password.

A password is required to connect to host hostname.
Please enter a password:

The user must enter a password. The characters do not echo on the screen.

The password is then encrypted and sent to the server for verification. If the
password matches, a connection is established. If the password doesn’t
match, or the user enters a blank password (for example, Enter or OK), the
user is prompted again to enter a password:

Invalid password
Please enter a password:

The password verification cycleisrepeated until avalid password is entered,
or the value of the server configuration variable PASSWORD_ATTEMPTS
is exceeded (the default valueis*“3"). Thetext displayed by the runtime to

prompt for a password and report afailed verification can be modified with
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the TEXT runtime configuration variable. See section 3.3, “Creating a
Server Configuration File,” for more information about these configuration
variables.

2.7.2 Exiting the Access Manager

To exit the manager, select option [5] from the main menu.
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3.1 Configuring the AcuConnect Server

After you install AcuConnect, you need to configure the server. At a
maximum, this can entail configuring the environment, creating a server
configuration file for AcuConnect, and creating a runtime configuration file
for the server component of your COBOL program. |f you accept the default
security filelocations and other settings, however, no special configurationis
required.

The client machine a so requires configuration; thisis discussed in Chapter
5, “Preparing the Client(s) in Distributed Processing” and Chapter 6,
“Preparing the Client(s) in Thin Client.”

3.2 Configuring the Environment

Environment variables are values maintained by the host operating system
that can be changed by the user. These values can be used to store
information, such as the location of executable programs and header files.
Following is an environment variable that you may choose to set on your
AcuConnect server if you want to specify the format of your aliasfile. For
more information on environment variables, refer to the ACUCOBOL-GT
User’s Guide, section 1.5, “Environment Variables.”

3.2.1 ALUAS_FILE_IS_XML

Aliasfiles are stored on disk as XML files by default. If you want the alias
filestobein INI format rather thanin XML, set the ALIAS FILE_ IS XML
environment variableto “FALSE".

Note: Oncetheadliasfileisin XML format, setting this variableto FALSE
won't revert it.

If you want to use this variable, you must set it in the environment when you
are executing “acurcl -aias’ (or acurcl with the graphical control panel on
Windows), because AcuConnect reads no configuration filesin this mode.

See your operating system documentation for how to set environment
variables.
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3.3 Creating a Server Configuration File

The server configuration file, called “acurcl.cfg” throughout this book, tells
AcuConnect the location of the AcuAccess file, defines the default user, and
supplies other information. If you have stored AcuAccessin the default /etc
or operating system drive:\etc directory (\etc for UNIX/Linux), the
configuration server fileis completely optional.

When shipped, AcuConnect comes with a sample “acurcl.cfg” file. If you
choose to use a server configuration file, you can use the sasmplefileasis
(complete with its default values) or you can modify the file to your
specification. By default, AcuConnect looks for “acurcl.cfg” in /etc or
operating system drive:\etc on the server. If thefileisgiven another name, or
islocated in another directory, you must specify the full location and name of
the file with the “-c” option when you start AcuConnect. For more
information, see the description of the “-start” command in section 8.2.1.9,
“acurcl -start.”

The server configuration file can contain any or al of thefollowing variables:

Name Default Value
ACCESS FILE /etc/AcuAccess
ACURCL_PORT 5632

AGS BAD_SOCKET undefined
ALIAS FILE_ IS XML TRUE
CHILD_WAIT 50
DEFAULT_USER undefined
FILE_TRACE 0
FILE_TRACE_FLUSH FALSE
FILE_TRACE_TIMESTAMP FALSE
PASSWORD_ATTEMPTS 3
PROVIDE_PASSWORD_MESSAGES FALSE
SECURITY_METHOD NONE
SERVER_ALIAS FILE [etc/acurcl.ini (thin client only)
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Name Default Value
SERVER_IP undefined
SERVER_NAME undefined

SERVER_RUNTIME

wrun32.exe or runchl in the
acurcl directory

TEXT_015 “A password is required to
connect to host %s.”
TEXT_016 “Please enter apassword: ”
TEXT_017 “Invalid password.”
USE_SYSTEM_RESTRICTIONS FALSE
USE_UNIX_SHELL FALSE
WINNT_EVENTLOG_DOMAIN undefined
WINNT_LOGON_DOMAIN NULL

Note that values assigned to variables contained in the server configuration
file are applied solely to operations performed by AcuConnect. To gain a

context for using these variables, read section 2.6, “ Sarting AcuConnect.

3.3.1 ACCESS_FILE

”

The ACCESS _FILE variable (along with DEFAULT_USER and
PASSWORD_ATTEMPTY) affects AcuConnect access security.

ACCESS _FILE must hold the full path and file name of the server access
file, if itisother than the default location (/etc/AcuAccesson UNIX systems,
\etc\AcuA ccess on the root drive on Windows servers).

For example;

access_file c:\security\AcuAccess
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3.3.2 ACURCL_PORT

The ACURCL_PORT variable specifies a particular port number to be used
for accessing AcuConnect on the server host machine. Thisis especialy
helpful when the server host machine has a security firewall, because
firewallsgenerally allow access only to specific ports. With thisvariable, the
site can ensure that firewall restrictions are satisfied.

The acurcl daemon can work with privileged port numbers (from 0 to 1023),
and with non-privileged port numbers (1024 and higher, up to 32767).

The value of this variable is overridden by any port number assigned on the
command line (viathe “-n" option) when the daemon is started.

Note: The ACURCL_PORT variable may be specified in the server
configuration file. It may also be specified on the server command line
with the “-n” option. If you specify a non-default value, you must use the
same value on the client side (using the <server:port> notation).

3.3.3 AGS_BAD_SOCKET

AcuConnect depends on the ahility to pass an open socket descriptor to the
runtime for the client to communicate with the server. Some UNIX shells
don't pass all file descriptorsto a child process. You may be experiencing
such aproblem if users can sometimes connect to the server, but other times
can no longer connect, even though there are sufficient licenses.

If you detect such problems, look for alinein the server runtimeerror filethat
shows what descriptor the socket is using, asin the example below:

Runtime version 8.0.0

Configuration file = 'config'

Thin client socket uses descriptor 6
Loading map file

Unable to open TC-MAP-FILE '', error O
Try loading 'testit.acu'...

testit.acu loaded

Set the AGS_BAD_SOCKET variable to this socket descriptor to alleviate
the problem. You can set this variable multiple times, once for each bad
descriptor that you detect. Each time you set it, however, you should set it to
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asinglevalue. For example, if you find that descriptors “18” and “62" are
causing problems, you can add the following two lines to the runtime
configuration file:

AGS_BAD_SOCKET 18
AGS_BAD_SOCKET 62

Note: If the socket descriptor isin use at the time you attempt to set it, you
will not be able to use the “-config” option of acurcl.

Also, please note that there is a chance that the setting will fail when using
“-config”. You can determine whether this setting had any effect by looking
at the error file. You will see aline something like:

7431977 - CONFIG request - SET AGS BAD SOCKET to n
Set parameter 'AGS BAD SOCKET' to n

Instead of n, you will seethe value you are trying to set. The most important
lineisthe second. If you don't seethat line, it means that acurcl has that

descriptor value open for some other purpose (perhaps another client istrying
and failing to connect). You should continue trying until you get the setting.

3.3.4 CHILD_WAIT

The CHILD_WAIT configuration variable lets you determine how long
AcuConnect waits for a child runtime to start successfully. Thisvariableis
valid only for Windows servers. The default value (in milliseconds) is 50.
When you set this variable to “0”, AcuConnect does not wait at all. The
maximum value is 32767, or approximately 32 seconds.

Thisvariable helps you determine whether you have reached a Windows
limit on the number of simultaneous child runtimes. Refer to section 8.7.3,
“Connection Refused,” for moreinformation about thisWindows limitation
and how to work around it.

3.3.5 DEFAULT_USER

DEFAULT_USER holds the default user name given to AcuConnect
reguesterswho are not specifically mapped to aloca user namein the server
access file (as when the Local Username field of the access record is empty,
or the value of the field isan invalid user name). Definition of
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DEFAULT_USER isoptional. DEFAULT_USER cannot be defined as
“root” on UNIX systems or Administrator (on Windows systems). For a
description of when AcuConnect assigns DEFAULT_USER to arequester,
see section 2.7, “ AcuConnect Connection Logic.”

3.3.6 FILE_TRACE

Thisvariable alows you to start the tracing function without specifying a
“-t #" option on the command line when you start AcuConnect. Setting this
variable to avalue between “1” and “7” saves connection information. The
default valueis“0”. Referto section 2.6, “ Starting AcuConnect,” for more
information about trace values.

3.3.7 FILE_TRACE_FLUSH

Setting FILE_ TRACE_FLUSH to “1” (on) causes AcuConnect to flush the
error trace buffer to disk after every alias program execution. This function
also ensures that in the event that the acur cl daemon terminates abnormally,
all traceinformation, up to the last alias program execution, is captured in the
error file. If thisconfiguration variableis not used (set to O, false, or off) and
AcuConnect terminates unexpectedly, an undefined amount of trace
informationislost. FILE_ TRACE_FLUSH isset to “false” by default. Note
that you can also enable trace flushing when you start the acur cl daemon by
including the“-t #’ command-line switch in the start command (see section
2.6, “ Sarting AcuConnect,” for more information).

3.3.8 FILE_TRACE_TIMESTAMP

Setting this variable to “true” alows you to turn on trace file timestamping.
The timestamp is added to the trace file at the beginning of every line. The
default valueis“false”. Notethat setting this variable to “true” may have a
negative impact on performance.

3.3.9 PASSWORD_ATTEMPTS

The variable PASSWORD_ATTEMPTS (along with DEFAULT_USER and
ACCESS FILE) affects AcuConnect access security.
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PASSWORD_ATTEMPTS holds apositiveinteger value specifying the total
number of password validation attempts a requester is allowed before a
connection attempt isterminated. The default valueis“3”. If avalue of less
than “1” isgiven, thevalue“1” isused. If anon-integer valueisgiven, the
default value is used.

3.3.10 PROVIDE_PASSWORD_MESSAGES

3.3.11

This variable controls whether the server sends password messagesto the
client when aremote connection is requested and passwords are required.
When you set this variable to “true”, the password messages defined in the
TEXT configuration variable are sent to the client when it requests a
connection to the server. If PROVIDE _PASSWORD MESSAGESissetto
the default value of “false”, the client usesits own default values.

SECURITY_METHOD

This variable lets you determine the security method AcuConnect employs
for user logon. AcuConnect can use the operating system'’s native logon
facility or the security provided by the AcuAccessfile. Users can use their
regular passwords when they connect to servers, instead of having adifferent
password in the AcuAccess file or remembering to keep the password in the
AcuAccess file coordinated with the native password.

Note: It isrecommend that you use native system security rather than
AcuConnect system security. On Windows 2008 it is essentially required
that you use system security. To use native security, you set the
SECURITY_METHOD variable as described in this section. You still
create a server access file containing access records that define your user
base, but the server access file is used only to check if the user connecting
to the server is alowed to connect, and to check to which local account the
connection should be mapped.

This feature works for Windows servers and for UNIX servers. For UNIX
servers, passwords can be stored in /etc/passwd or in /etc/shadow (in other
words, the machine uses shadow passwords). It does not use the newer
pluggable authentication module (PAM) libraries.
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The default value of SECURITY_METHOD is“NONE”, which means that
AcuConnect’s AcuAccess file security isused. For information about using
the AcuAccessfile, refer to section 2.3, “ Establishing System Security.”

When thisvariableis set to “LOGON”", the operating system’s native logon
capability isused. In Windows, AcuConnect attempts to log the user on to
the domain specified in the WINNT_LOGON_DOMAIN configuration
variable. (Refer to section 3.3.18, “WINNT_LOGON_DOMAIN,” for
details.) AcuConnect first usesthe password inthe AcuAccessfileto log the
user onto the server. If the AcuA ccess password matchesthe user’sWindows
domain password, the login completes and the user is never prompted for a
password. If the password doesn’'t match, or the password field in the
AcuAccessfileis empty, the user is prompted to supply a password. The
password provided must match the user’s network domain password on the
Windows server. The number of attempts the user has to supply the correct
password is limited by the value of the configuration variable

PASSWORD _ATTEMPTS. (Refer to section 3.3.9,
“PASSWORD_ATTEMPTS,” for details.) A successful logon grants users
all the access rights they would have were they directly logged onto the
server. AcuConnect allows Windows serversto manage all issues pertaining
to access permissions.

In UNIX, the AcuAccess password is checked against the password in the
system files. If the password matches, the login is completed. If it does not
match, the user is asked for a password that is then checked against the
system password. If you want your UNIX machine to be able to restrict
access to the machine based on various parameters, set the
USE_SYSTEM_RESTRICTIONS configuration variable. (Refer to section
3.3.16, “USE_SYSTEM_RESTRICTIONS,” for details.)

In distributed processing, SECURITY_METHOD must be set in both the
client and the server configuration files, and the values must match. If the
values don’t match, the security method revertsto “NONE”, which usesonly
the AcuA ccess password.

In athin client environment the initial behavior is different than that of
distributed processing. When the thin client establishes its configuration, it
has a default setting of “LOGON”". Thisvalue must match the
SECURITY_METHOD setting on the server. If the values don’t match, the
security method revertsto “NONE”, which uses only the AcuAccess
password.
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A value of “NAMED-PIPE” isfor AcuServer use only and we do not
recommend its use here.

Note: The SECURITY_METHOD configuration variable replaces the
NT_SECURITY variable (which has been removed). If you are upgrading
aWindows server, you must change your configuration file, replacing the
NT_SECURITY variable with the SECURITY_METHOD variable.

3.3.12 SERVER_ALIAS_FILE

Thisvariable applies only in athin client environment.
SERVER_ALIAS FILE holds the name of the alias file to be used with the
thin client. When the thin client isinvoked, it is not given the name of a
COBOL program to run. Rather, it is given the name of an aliasto use. This
aliasholdsall theinformation for invoking the runtime, which will be used to
run the COBOL program. Refer to section 2.4, “ Creating a Server Alias
Filein Thin Client,” for information on creating the server aiasfile.

3.3.13 SERVER_IP

Thisvariable is necessary only if your server interfaces with more than one
network. In thisinstance, you can use SERVER_IP to specify the exact
Internet Protocol (1P) address of the network interface card that you want
AcuConnect to use. For example:

SERVER _IP 192.215.170.107

starts AcuConnect using |P address 192.215.170.107. If you have already
assigned a host name to the desired | P address, you can use the
SERVER_NAME variableinstead of SERVER_IP to specify the precise
network card to use.

Note that if both the SERVER_IP and SERVER_NAME configuration
variables are defined in the configuration file, AcuConnect uses the value of
the first valid entry in thefile.
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3.3.14 SERVER_NAME

You can use this variable in place of SERVER_IP to specify which network
interface card to use when starting AcuConnect. It isnecessary only if your
server interfaces with more than one network, and it can be used only if you
have already assigned ahost nameto the desired I P address. Inthisinstance,
you can use SERVER_NAME asfollows:

SERVER_NAME <host-name>

where <host-name> is the host name assigned to the | P address of the
desired network card. For example:

SERVER_NAME nts2
starts AcuConnect using host name nts2.

Note that if both the SERVER_IP and SERVER_NAME configuration
variables are defined in the configuration file, AcuConnect uses the value of
the first valid entry in thefile.

3.3.15 TEXT nnn

A set of TEXT configuration variablesis used to control the text of selected
AcuConnect messages. Three configuration variables have been included to
support AcuConnect password handling. The default text for each message
is:

TEXT 015 "A password is required to connect to host %s."

TEXT 016 "Please enter a password: "
TEXT 017 "Invalid password."

Notethat in message 15, the name of the AcuConnect host will be substituted
for the “%s’ characters.

To change the text associated with a given message, place theword “ TEXT”
at the beginning of alinein the configuration file, followed by an underscore,
the message number, an “=" character (or a blank space or tab), and the text
to be used when that message number is displayed. For example:

TEXT 0l6=Enter your password now:

Note that to enable the display of the password messages, you set the
PROVIDE_PASSWORD_MESSAGES variable to “true” (1, on, yes).
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The use of password protection is optional. |f password protection is not
used, these messages will not be displayed.

3.3.16 USE_SYSTEM_RESTRICTIONS

This configuration variable applies only to UNIX systems. Some UNIX
machines can restrict access to the machine based on various parameters. If
you want to include those restrictions in AcuConnect, set the
USE_SYSTEM_RESTRICTIONS configuration variable to “true”. The
default value is“false”. This configuration variable is available only on
UNIX serversand isused only if the SECURITY_METHOD configuration
variableissetto“LOGON”. Theserver usestheloginrestrictions() function
toimplement thisfeature. Ask your system vendor for information about this
function and how to establish restrictions. For more information about
SECURITY_METHOD, refer to section 3.3.11,
“SECURITY_METHOD.”

3.3.17 USE_UNIX_SHELL

This configuration variabl e determines whether AcuConnect attemptsto start
aruntime through the user’s UNIX login shell. When USE_UNIX_SHELL
isset to “true” (1, on, yes), AcuConnect reads the user’slogin shell files
based on the shell named in /etc/passwd when it startsaruntime for that user.
Asaresult, the runtime has access to al the environment variables that the
user has set in the startup file. The default valueis*“false”.

Note: Running AcuConnect in debug mode when USE_UNIX_SHELL is
“on” in adistributed processing deployment may render the UNIX
debugger display unreadable. This behavior occurs because the TERM
environment variable is automatically set to “dumb” when
USE_UNIX_SHELL ison. To avoid this behavior, you can add alineto
your shell’s login script file (for example, “.profile”, “.bash_profile”, or
“.cshrc”) that sets either the TERM or A_TERM environment variable to
another value.
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3.3.18 WINNT_LOGON_DOMAIN

This configuration variable applies only to Windows servers. When the
SECURITY_METHOD configuration variableis set to “LOGON”", you can
specify adomain name for user logon via another configuration variable.
Setting WINNT_LOGON_DOMAIN to the name of aWindowsdomainlogs
the user on to that domain. The user logs on to the NULL domain if this
variableis not set. Note that the WINNT_LOGON_DOMAIN setting
applies only when SECURITY_METHOD is“LOGON".

3.3.19 WINNT_EVENTLOG_DOMAIN

This configuration variable applies only to Windows servers. Set
WINNT_EVENTLOG_DOMAIN to the Universal Naming Convention
(UNC) name of the computer to which event log messages should be sent.
This variable must be set in the configuration file and is not changeable. If
thisvariable is not set, system logging information is sent to the local
machine on which the server is executing. For information about event
logging, refer to section 8.5, “ Event L ogging.”

3.3.20 Sample “acurcl.cfg” File

The following fileisincluded in the /sasmple directory on your AcuConnect
installation CD. Usethisfile as a starting point, then modify it for your
needs.

"acurcl.cfg"

# This is a sample AcuConnect configuration file

# You should edit it to match your needs

# The following lines are commented out to show you the
# default values. If you want to use a different value,
# then uncomment the line and change the value.
#Access_file /etc/AcuAccess

#default _user

#password attempts 3

#server_port -1

# Windows NT specific configuration variables

#server start 6997 -1 -e acuconnect.log -c \etc\server2.cfg
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3.4 Creating a Runtime Configuration File for the
Remote Server Component

Because at | east some application logic executes on the server, you may want
to create aruntime configuration file for the remote server component of your
application. If created, thisfileisinstalled on the server machine along with
the remote application component. It defines how the remote application
should behave at runtime.

To tell AcuConnect whereto find thisfilein a distributed processing
environment, you must specify its full path using the
ACUCONNECT_RUNTIME_FLAGS variablein the client configuration
file, “client.cfg” (described in section 5.2.2, “ Other Variables’).

Because the remote application is run using an ACUCOBOL-GT runtime,
you can use any runtime configuration file variable described in the
ACUCOBOL-GT User’s Guide. The following variables are significant for
the distributed processing environment:

Name Default value
AGS MAX_SEND _SIZE 16000

AGS _RECEIVE_BUFFER_SIZE 16384

AGS SEND_BUFFER_SIZE 16384
AGS_SOCKET_COMPRESS NONE
AGS_SOCKET_ENCRYPT 0

AGS _TCP_NODELAY TRUE

Runtime configuration files have a similar function in athin client
environment. Thefileis stored on the server along with the application, and
itsnameis specified in a server adiasfile that you establish when first setting
up the system. (See section 2.4, “ Creating a Server AliasFilein Thin
Client,” for details). In addition to the variables in the previous table, the
following variables are important for a thin client environment:

Name Default value

FREEZE_AX_EVENTS 1
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Name

Default value

TC_AUTO_UPDATE_FAILED MESSAGE

ACUCOBOL-GT Thin Client:
Automatic update was
unsuccessful

TC_AUTO_UPDATE_FAILED_TITLE

ACUCOBOL-GT Thin Client

TC_AUTO_UPDATE_NOTIFY_FAIL

TRUE

TC_AUTO_UPDATE_QUERY

1

TC_AUTO_UPDATE_QUERY MESSAGE

See section 7.4.4, “ Informing
the User When an Updatels
Needed.”

TC_AUTO_UPDATE_QUERY _TITLE

ACUCOBOL-GT Thin Client

TC_AX_EVENT_LIST

undefined

TC_CHECK_ALIVE_INTERVAL

300

TC_CHECK_INSTALLER_TIMESTAMP

TC_CONTINUITY_WINDOW

TC_CONTROL_SYNC_LEVEL

TC_DELAY_ACTIVATE

TC_DELAY_PRE_EVENT OPS

TC DISABLE AUTO_UPDATE

0
0
1
1
0
0

TC_DISABLE_SERVER LOG

FALSE

TC_DOWNLOAD_CANCEL_MESSAGE

Please wait while the download is
being cancelled . . .

TC_DOWNLOAD_DESCRIPTION

Downloading installation file.. . .

TC_DOWNLOAD_DIALOG

1

TC_DOWNLOAD_DIALOG_TITLE

ACUCOBOL-GT Thin Client

Automatic Update
TC_EVENT_LIST undefined
TC_EXCLUDE_EVENT_LIST 0
TC_INSTALLER_ARGS undefined

TC_INSTALLER_CLIENT_FILE

<APPDATA>\ACUCOBOL-GT\
<installer_server_filename>
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Name Default value
TC_INSTALLER_RUN_ASYNC 0

TC _INSTALLER _SERVER FILE <runtime_path>\acuthin.msi
TC_INSTALLER TARGET_DIR undefined
TC_INSTALLER _UI_LEVEL DEFAULT
TC_MAP_FILE undefined
TC_NESTED_AX_EVENTS 0

TC_QUIT_MODE -1

TC_REQUIRES BUILD NUMBER 0
TC_RESTRICT_AX_EVENTS 0
TC_SERVER_LOG FILE autoupdate.%c.%op.log
TC_SERVER_TIMEOUT 20
TC_TV_SELCHANGING 1
THIN_CLIENT_ENCRYPT 0

3.4.1 AGS_MAX_SEND_SIZE

Thisvariableletsyou tune socket performance by determining the maximum
size of each data packet sent across the network. The default valueis
“16000". Tipson how to usethisvariablein athin client environment can be
found in section 8.8.2.1, “ Buffer size considerations.”

3.4.2 AGS_RECEIVE_BUFFER_SIZE

Thisvariable helps you tune one element of low-level socket communication
between aclient and server. AGS RECEIVE _BUFFER_SIZE controls the
size of the low-level receive buffer. The variable must be set before the
creation of any sockets. The default valueis*“16384”.

Note that because ACUCOBOL-GT does not control this buffer, changesin
its value are not displayed in response to a U debugger command to list
runtime memory usage. Changesto the default value may have little, if any,
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noticeable effect. The default value is probably adequate in most situations.
Tips on how to use this variable in athin client environment can be found in
section 8.8.2.1, “Buffer size considerations.”

3.4.3 AGS_SEND_BUFFER_SIZE

Thisvariable helpsyou tune one element of low-level socket communication
between aclient and server. AGS_SEND_BUFFER_SIZE controlsthe size
of the low-level send buffer. The variable must be set before the creation of
any sockets. The default valueis“16384".

Note that because ACUCOBOL-GT does not control this buffer, changesin
its value are not displayed in response to a U debugger command to list
runtime memory usage. Changes to the default value may havelittle, if any,
noticeable effect. The default valueis probably adequatein most situations.
Tips on how to use this variable in athin client environment can be found in
section 8.8.2.1, “ Buffer size considerations.”

3.4.4 AGS_SOCKET_COMPRESS

Thisvariable controls data compression by the internal socket layer. Setting
thisvariableto “ZL1B” means that datais compressed using the same
algorithm as the gzip compression utility. A value of “RUNLENGTH”
means that a simple compression based on counting repeated bytes of datais
performed. RUNLENGTH compression tends to be faster than ZL1B
compression, but tends not to compress as well, especialy with large blocks
of data. The default value for thisvariableis“NONE".

AGS _SOCKET_COMPRESS must be set before any socket communication
isdone, and it cannot be changed viathe SET ENVIRONMENT statement.
Tips on how to use this variable in athin client environment can be found in
section 8.8.2.2, “ File compression.”

Note that Windows supports ZL1B compression, but not all UNIX machines
do. If ZLIB compression isnot supported on a particular machine, avariable
value of “ZLIB” will beignored. When the system must negotiate the
compression algorithm to be used with a server, the method that both
machines support is used.
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3.4.5 AGS_SOCKET_ENCRYPT

The AGS_SOCKET_ENCRYPT variable lets you encrypt any data passed
over asocket. Setthisvariableto“1” (on, true, yes) if you want the internal
socket layer to perform encryption. The default valueis“0”. You must set
this variable before any socket communication occurs, and you cannot
changeit viathe SET ENVIRONMENT statement. Note that if the
THIN_CLIENT_ENCRYPT variableisset to “1”, then

AGS SOCKET_ENCRYPT isaso setto“1”. You can still usethe
ENCRY PTION_SEED configuration variable with

AGS _SOCKET_ENCRYFT.

3.4.6 AGS_TCP_NODELAY

Thisvariable helps you tune one element of low-level socket communication
between a client and server. The setting of AGS TCP_NODELAY
determines whether the Nagle algorithm is used to affect the frequency of
socket communication. The Nagle algorithm is a method by which the
transmission of small socket packetsisbriefly delayed so several can be sent
at the sametime. Setting thisvariableto “false” causes the algorithm to be
used.

The default value is “true”, which resultsin immediate individual packet
transmissions. The default value is probably adequate in most situations.

3.4.7 ENCRYPTION_SEED

The value of this variable initializes the encryption agorithm. You can
change the default value of this variable to any text string of your choice.
Note that AGS_SOCKET_ENCRY PT must be set to “true” for this variable
to have an effect. Itisnot required for encryption to be enabled.

3.4.8 FREEZE_AX_EVENTS

This variable applies only in athin client environment. During the
processing of an ActiveX event, the Windows and thin client runtimes
attempt to suspend subsequent ActiveX events until the first event has
completed. By default, the thin client runtime al so attempts to suspend
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ActiveX events whenever the application is nhot processing an ACCEPT
statement. To suspend and resume events, the runtime calls the ActiveX
function 1 OleControl::FreezeEvents().

You might want to disable callsto “ FreezeEvents’ for ActiveX controls that
discard eventswhilein a“FreezeEvents’ state. For example, if auser
double-clicksin an ActiveX control, the control might generate three events:
mouse-down, mouse-up, and double-click. If the COBOL program
terminates an ACCEPT statement in response to the mouse-down event, the
runtime calls FreezeEvents(), and the ActiveX control might discard the
mouse-up and double-click events.

You can disable the FreezeEvents() logic by setting the
FREEZE_AX_EVENTS runtime configuration variable to “0” (off, false,
no) in the configuration file or programmatically with the SET verb. The
default value of FREEZE_AX_EVENTSIis"“1” (on, true, yes).

Note that when this variable is set to “0”, the setting of
TC_RESTRICT_AX_EVENTSIsignored.

Note: The FreezeEvents() logic protects against unexpected nesting of
ActiveX events and against event procedures running unexpectedly during
a CREATE, DISPLAY, MODIFY, INQUIRE, or other operation that waits
for results from the thin client. Turning this feature off can cause
unexpected behavior.

3.4.9 TC_AUTO_UPDATE_FAILED_MESSAGE

This configuration variable applies only to the thin client automatic update
feature. If this processfails, the following message appears:

ACUCOBOL-GT Thin Client: Automatic update was
unsuccessful

You canusethe TC_AUTO_UPDATE_FAILED_MESSAGE
configuration variable to change the text of this message.

For more information about this variable, refer to section 7.4.7, “ Automatic
Update Failure.”
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3.4.10 TC_AUTO_UPDATE_FAILED_TITLE

3.4.11

This configuration variable applies only to the thin client automatic update
feature. If thisprocessfails, the message specified either by default or by the
TC _AUTO_UPDATE_FAILED MESSAGE configuration variable
appears with the following in the title bar:

ACUCOBOL-GT Thin Client

You can usethe TC_AUTO_UPDATE_FAILED_TITLE configuration
variable to change this title bar text.

For more information about this variable, refer to section 7.4.7, “ Automatic
Update Failure.”

TC_AUTO_UPDATE_NOTIFY_FAIL

This configuration variable applies only to the thin client automatic update
feature. If this process fails, a message appears informing the user of the
failure. If you do not want this message to appear, set the
TC_AUTO_UPDATE_NOTIFY_FAIL configuration variable to “false” (O,
off, no). The default value of thisvariableis“true”’ (1, on, yes).

For more information about thisvariable, refer to section 7.4.7, “ Automatic
Update Failure.”

3.4.12 TC_AUTO_UPDATE_QUERY

This configuration variable applies only to the thin client automatic update
feature. When an event triggers the update process, the thin client displays a
message box informing the user that an upgrade is required. The default
setting of “1” (on, true, yes) for the TC_AUTO_UPDATE_QUERY
configuration variable enables the display of that message box. Setting this
variableto “0” (off, false, no) prevents the message box from appearing.

For moreinformation about this variable, refer to section 7.4.4, “ Informing
the User When an Update |s Needed.”
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3.4.13 TC_AUTO_UPDATE_QUERY_MESSAGE

This configuration variable applies only to the thin client automatic update
feature. When an event triggers the update process, the thin client displays a
message box informing the user that an upgradeisrequired. The value of the
TC_AUTO_UPDATE_QUERY_MESSAGE configuration variable
determines the message displayed in that message box. The default value of
the variable depends on the circumstances that triggered the automatic
update. For example, if the automatic update isinitiated by aversion or
protocol number mismatch, the default message displayed is:

Incompatible server version

Server version: <srvvers>, client <clntvers>
Server protocol: <srvprotos>, client <clntprotos
Press OK to automatically correct this problem

where <srwvers>, <clntvers>, <srvproto>, and <clntproto> are replaced by
the server version, client version, server protocol number, and client protocol
number, respectively.

For more information about this variable, including other default values for
this configuration variable, refer to section 7.4.4, “ Informing the User
When an Update Is Needed.”

3.4.14 TC_AUTO_UPDATE_QUERY_TITLE

This configuration variable applies only to the thin client automatic update
feature. When an event triggers the update process, the thin client displaysa
message box informing the user that an upgradeis required. You use the
TC_AUTO_UPDATE_QUERY _TITLE configuration variableto specify the
title bar text in that message box. The default value of thisvariableis

ACUCOBOL-GT Thin Client

For more information about this variable, refer to section 7.4.4, “ Informing
the User When an Update | s Needed.”
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3.4.15 TC_AX_EVENT_LIST

This configuration variable applies only in athin client environment.
TC_AX_EVENT_LIST letsyou control which events your program
receives, giving you more control over the rate of network traffic. It contains
thenumeric value of asingle .NET or ActiveX event typeor alist of .NET or
ActiveX event types separated by non-numeric characters like spaces or
commas. Whether your program receives these events depends on the value
of TC_EXCLUDE_EVENT_LIST. Ifitsvalueis“0”, your program receives
theeventslisted in TC_AX_EVENT_LIST. If the value of

TC EXCLUDE_EVENT LISTis“1", theeventslistedin
TC_AX_EVENT_LIST are not sent to your program. Notethat thisvariable
must be set in the configuration file and cannot be changed programmatically
viathe SET statement.

An AX-EVENT-LIST common control property performs the same function
asthisconfiguration variable. For moreinformation, refer to section 8.8.2.5,
“Graphical control event handling.”

3.4.16 TC_CHECK_ALIVE_INTERVAL

Thisvariable appliesonly in athin client environment. Useit to specify how
long the runtime should wait (in seconds) for an inactive client (a*“ dead”
acuthin) before exiting the server runtime process. If you enter avalue of
“60”, the runtime checks for client activity for 60 seconds. Client activity
includesregular client user interaction or “ping” messages sent automatically
from the client to the server. If no client activity is detected during the
specified interval, the server runtime process exits. Valid values range from
1to 32767. Setthisvariableto “0” to disable client checking. The default
valueis“300” (5 minutes).

3.4.17 TC_CHECK_INSTALLER_TIMESTAMP

This configuration variable applies only to the thin client automatic update
feature. The value of the TC_CHECK_INSTALLER_TIMESTAMP
configuration variable determines whether the thin client compares the
modification times of theinstaller files on the client and on the server. If this
variableissetto“1” (on, true, yes) and the modification time of theclient file
is older than the time of the server file, the automatic update processis
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initiated. If theinstaller file does not exist on the client, then the comparison
is made with the modification time of the thin client executable (acuthin)
currently running. The default value for thisvariable is“0” (off, false, no).

For more information about this variable, refer to section 7.4.1, “ Automatic
Update Overview.”

3.4.18 TC_CONTINUITY_WINDOW

This variable applies only in athin client environment.
TC_CONTINUITY_WINDOW can ensure that a given application does not
lose focusin Windows 2000 and Windows X P clients because the application
has destroyed all of itswindows. Setting TC_CONTINUITY_WINDOW to
“1” (on, true, yes) causes the thin client to create an invisible, independent
window, which ensures that your application maintains focus. The default
valueis“0”.

3.4.19 TC_CONTROL_SYNC_LEVEL

This variable applies only in athin client environment.
TC_CONTROL_SYNC_LEVEL letsyou control which VALUE dataitems
are updated after an embedded procedure is executed. The setting of this
variable can affect performance. When you set
TC_CONTROL_SYNC_LEVEL to“1” (the default), only the VALUE data
item associated with the current field is updated when its AFTER or
EXCEPTION procedure executes. A setting of “2" means that only the
VALUE data item associated with the current field is updated when its
BEFORE, AFTER, or EXCEPTION procedure executes. When you set the
variableto “3”, al VALUE dataitems are updated when any BEFORE,
AFTER, or EXCEPTION procedure executes. Note that this setting affects
only BEFORE, AFTER, and EXCEPTION procedures. Values of all
variables are made current any time an ACCEPT terminates.

For best performance, we recommend that this variable be set to the default
of “1”. You can directly INQUIRE the value of a control in an embedded
procedure if necessary.
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3.4.20 TC_DELAY_ACTIVATE

3.4.21

Thisvariable applies only in athin client environment.
TC_DELAY_ACTIVATE letsyou control whether the thin client delays
sending a CMD-ACTIVATE event to the server until after the Windows
notification that caused the event is complete. Notethat ActiveX eventsare
never delayed, regardless of the setting of thisvariable. The default value of
“1” (on, true, yes) enablesthisbehavior. Setting TC_DELAY_ACTIVATEto
“0" (off, false, no) turns off the delay mechanism.

TC_DELAY_PRE_EVENT_OPS

This variable applies only in athin client environment. Using this
configuration variable, you can direct the thin client to buffer some requests
received from the server and process them later. When you set this variable
to“1", the thin client buffers the requests received between the time that the
client sends an event to the server and the time that the server informs the
client that it has started the related event procedure. The eventsare processed
only after the event procedure startsto prevent the thin client from processing
reguests that generate more events before the first event procedure has
started. The default value of TC_DELAY_PRE_EVENT_OPSis“0".

Note: The buffering behavior described for this configuration variable was
introduced as the default behavior in Version 6.1. Beginning with Version
7.2, the buffering behavior is turned off by default.

3.4.22 TC_DISABLE_AUTO_UPDATE

This configuration variable applies only to the thin client automatic update
feature. You can disable the automatic update process by setting the
TC_DISABLE_AUTO_UPDATE configuration variable to “1” (on, true,
yes). The default value of thisvariableis“0” (off, false, no).

For more information about this variable, refer to section 7.4.3, “ Enabling
or Disabling the Automatic Update Feature.”
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3.4.23 TC_DISABLE_SERVER_LOG

This configuration variable applies only to the thin client automatic update
feature. If thisprocessfails, alog file may be created on the server. Thisfile
contains alog of the update operations and details about the failure. To
prevent the creation of thislog file, set the TC_DISABLE_SERVER_LOG
configuration variable to “true” (1, on, yes). The default value of this
variableis“fase” (0, off, no).

For more information about this variable, refer to section 7.4.7, “ Automatic
Update Failure.”

3.4.24 TC_DOWNLOAD_CANCEL_MESSAGE

This configuration variable applies only to the thin client automatic update
feature. During the automatic update installer file download process, a
progress dialog appears. You can cancel the download at any time from this
dialog. Usethe TC_DOWNLOAD_CANCEL_MESSAGE configuration
variableto specify the message that appears when the download is cancell ed.
The default value for thisvariable is

Please wait while the download is being cancelled . .

For more information about this variable, refer to section 7.4.5.4,
“Download progress dialog.”

3.4.25 TC_DOWNLOAD_DESCRIPTION

This configuration variable applies only to the thin client automatic update
feature. During the automatic update installer file download process, a
progress dialog appears. You usethe TC_DOWNLOAD_DESCRIPTION
configuration variable to specify the text that appears in the middle of the
download progress dialog. Itsdefault valueis

Downloading installation file.

For more information about this variable, refer to section 7.4.5.4,
“Download progress dialog.”
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3.4.26 TC_DOWNLOAD_DIALOG

This configuration variable applies only to the thin client automatic update
feature. During the automatic update installer file download process, a
progress dialog appears. The default value of “1” (on, true, yes) for the
TC_DOWNLOAD_DIALOG configuration variable allows the appearance
of thisdialog. If you set thisvariableto “0” (off, false, no), the progress
dialog does not appear.

For more information about this variable, refer to section 7.4.5.4,
“Download progress dialog.”

3.4.27 TC_DOWNLOAD_DIALOG_TITLE

This configuration variable applies only to the thin client automatic update
feature. During the automatic update installer file download process, a
progress dialog appears. The TC_DOWNLOAD_DIALOG _TITLE
configuration variable is used to specify thetitle bar text in thisdialog. The
default value of thisvariableis

ACUCOBOL-GT Thin Client Automatic Update

For more information about this variable, refer to section 7.4.5.4,
“Download progress dialog.”

3.4.28 TC_EVENT_LIST

Thisvariable applies only in athin client environment. TC_EVENT_LIST
letsyou control which eventsyour program receives, giving you more control
over the rate of network traffic. It contains the numeric value of asingle
event type or alist of event types separated by non-numeric characters like
spaces or commas. Whether your program receives these events depends on
thevalue of TC_EXCLUDE_EVENT_LIST. If itsvalueis“0", your
program receives the eventslisted in TC_EVENT_LIST. If
TC_EXCLUDE_EVENT_LIST is“1”, the eventslisted in
TC_EVENT_LIST arenot sent to your program. Notethat thisvariable must
be set in the configuration file and cannot be changed programmatically via
the SET statement.
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An EVENT-LIST common control property performs the same function as
this configuration variable. For more information, refer to section 8.8.2.5,
“Graphical control event handling.”

3.4.29 TC_EXCLUDE_EVENT_LIST

Thisvariable applies only in athin client environment. The value of
TC_EXCLUDE_EVENT _LIST determines whether the eventslisted in
TC_AX_EVENT_LIST or TC_EVENT_LIST are sent to your program. A
value of “1" means the specified events are not sent to your program. The
default valueis“0”. Note that this variable must be set in the configuration
file and cannot be changed programmatically viathe SET statement.

An EXCLUDE-EVENT-LIST common control property performs the same
function as this configuration variable. For more information, refer to
section 8.8.2.5, “ Graphical control event handling.”

3.4.30 TC_INSTALLER_ARGS

3.4.31

This configuration variable applies only to the thin client automatic update
feature. Thethin client usesthe value of the TC_INSTALLER_ARGS
configuration variable as the command-line options passed to the installer
executable. For example, if you want “msiexec.exe” to log all of its
operationsto afile named “msi.log”, then you could set
TC_INSTALLER_ARGSto /log msi.log. TC_INSTALLER_ARGS has no
default value.

For more information about this variable, refer to section 7.4.5, “ Accepting
the Automatic Update.”

TC_INSTALLER_CLIENT_FILE

This configuration variable applies only to the thin client automatic update
feature. You usethe TC_INSTALLER_CLIENT_FILE configuration
variable to specify the path and file name of theinstaller file that you want to
create on the client. The default value of thisvariableis

<APPDATA>\ACUCOBOL-GT\<installer server filenamex>
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where <APPDATA> isaspecia directory name for C:\Documents and
Settings\<user>\Application Data.

For more information about this variable and specia directory names like
<APPDATA>, refer to section 7.4.5, “ Accepting the Automatic Update.”

Note: If TC_INSTALLER_CLIENT_FILE is set to a non-existent
directory or to one on which the autoupdate process doesn’t have sufficient
permissions, no log file is written if the autoupdate process fails.

3.4.32 TC_INSTALLER_RUN_ASYNC

This configuration variable applies only to the thin client automatic update
feature. You usethe TC_INSTALLER RUN_ASY NC configuration
variable when you want to prevent the thin client from restarting after an
automatic update or when your installer file handles the automatic update
process to completion. When you set thisvariableto “1” (on, true, yes), the
thin client starts the installer process asynchronously and then exits
immediately. It does not wait for the automatic update process to complete
and does not restart the application. The default valueis“0” (off, false, no).

For more information about this variable, refer to section 7.4.5, “ Accepting
the Automatic Update.”

3.4.33 TC_INSTALLER_SERVER_FILE

This configuration variable applies only to the thin client automatic update
feature. You set the TC_INSTALLER_SERVER_FILE configuration
variableto the path and file name of the server installer file. Itsdefault value
is

<runtime paths>/acuthin.msi

where <runtime_path> isthe directory that contains the wrun32 or runcbl
runtime executable.

For more information about this variable, refer to section 7.4.5, “ Accepting
the Automatic Update.”
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3.4.34 TC_INSTALLER _TARGET_DIR

This configuration variable applies only to the thin client automatic update
feature. You usethe TC_INSTALLER_TARGET_DIR configuration
variable to specify the location where you want the updated thin client to be
installed. Thisvariable has no default value.

For more information about this variable, refer to section 7.4.5, “ Accepting
the Automatic Update.”

3.4.35 TC_INSTALLER_UI_LEVEL

This configuration variable applies only to the thin client automatic update
feature. The keywords or numeric valuesin the

TC_INSTALLER _Ul_LEVEL configuration variable control the Windows
installer interface. Set TC_INSTALLER_UI_LEVEL toNONE or “0” if you
do not want the Windows installer to display a user interface. Set this
variable to UNATTENDED or “1” if you want the Windows installer to
display informational and progress messages, but to execute unattended. Set
thevariableto INTERACTIVE, DEFAULT, or “2” if you want the Windows
installer to prompt for and accept user input for the installation process. Set
the variableto REDUCED or “3” if you want to use areduced user interface.

For more information about thisvariable, refer to section 7.4.5, “ Accepting
the Automatic Update.”

3.4.36 TC_MAP_FILE

This variable applies only in athin client environment. Use this variable to
define the name and path of the map file to be used (if any) to map special
charactersin your client character set to their decimal or hexadecimal
equivalent on the server. Thisfilelets you reconcile the character encoding
between two machinesthat use different codes for the same charactersand is
particularly useful for international character trandation. (See section 4.5,
“International Character Handling,” for more information.) Note that
only single-byte alphanumeric characters are mapped.
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3.4.37 TC_NESTED_AX_EVENTS

Thisvariable applies only in athin client environment.
TC_NESTED_AX_EVENTS alows you to control whether the runtime
processes subsequent ActiveX eventswhileit is already processing an
ActiveX event from the same control. Setting thisvariableto“1” enablesthis
behavior. The default valueis“0".

3.4.38 TC_QUIT_MODE

This variable applies only in athin client environment. TC_QUIT_MODE
lets you control how your COBOL application shuts down when no client
activity occurs during the interval defined by
TC_CHECK_ALIVE_INTERVAL. Setting TC_QUIT_MODE to “-1”
(the default value) shuts your program down according to the value chosen
for the QUIT_MODE configuration variable. (Refer to ACUCOBOL-GT
Appendices, Appendix H, for details.) If you set thisvariableto “0”, the
runtime stops the program immediately. When thisvariableis set to avalue
greater than “0” (up to “32767"), your application has a program-controlled
exit.

When the runtime determines that the thin client is no longer responding (no
user interaction and no pingsduring TC_CHECK_ALIVE_INTERVAL), the
MSG-MENU-INPUT event is sent to the program’s main window and
EVENT-DATA-2 contains the value defined by TC_QUIT_MODE. Your
program can detect thisin the main window’s event procedure and you can
perform whatever code you desire. At thispoint, thereisno connectionto the
thin client, so user interface operations may not be performed. You must end
your shutdown code with “STOP RUN” to terminate the runtime.

3.4.39 TC_REQUIRES_BUILD_NUMBER

This configuration variable applies only to the thin client automatic update
feature. When the thin client executes, it comparesits build number with the
value of the TC_REQUIRES BUILD NUMBER configuration variable. If
the value of this variable does not match the client’s build number, the
automatic update processisinitiated. Set thisvariableto thethin client build
number required by the application. The default value of thisvariableis“0”
(off, false, no).
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For more information about this variable, refer to section 7.4.1, “ Automatic
Update Overview.”

3.4.40 TC_RESTRICT_AX_EVENTS

3.4.41

This variable applies only in athin client environment. Thethin client
runtime suspends all ActiveX events when the application is not processing
an ACCEPT statement. However, some ActiveX controls do not support the
ability to suspend and resume events. Asaresult, in athin client
environment, an event procedure may run unexpectedly during a CREATE,
DISPLAY, MODIFY, INQUIRE, or any other operation that waits for results
from the thin client.

With the TC_RESTRICT_AX_EVENTS configuration variable, you can
control whether your application ignores all ActiveX events between the
termination of one ACCEPT statement and the beginning of another. Setting
thisvariableto“1” (on, true, yes) enablesthisbehavior. The default valuefor
thisvariableis“0” (off, false, no).

To determine if a particular ActiveX control supports suspending and
resuming events, check the control’s documentation or ask the control
vendor. Note that to support suspending and resuming events, the control
must implement the “1OleControl::FreezeEvents()” method.

TC_SERVER_LOG_FILE

This configuration variable applies only to the thin client automatic update
feature. If the automatic update processfailsfor any reason, alog file may be
created on the server. Thisfile containsalog of the update operations and
details about the failure. The TC_SERVER _LOG_FILE configuration
variable can be used to configure the location and name of that log file. The
name can optionally include the hostname of the client machine and the
process |D of the server runtime that was managing the automatic update at
the time of the failure.

By default, thisfileis named “autoupdate.%c.%p.log”, where %c is replaced
by the client hostname and %p is replaced by the process ID of the server
runtime. The default location is the working directory specified in the alias
on the server. Note that the directory must exist at the time of the failure for
the log file to be created.
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For more information about this variable, refer to section 7.4.7, “ Automatic
Update Failure.”

3.4.42 TC_SERVER_TIMEOUT

This variable applies only in athin client environment.
TC_SERVER _TIMEOUT lets you determine how many seconds (from 0 to
32767) the client waits for aresponse from the server. If the client receives
no response from the server in the specified time period, the following
message box appears:

The remote host is not responding.

Press OK to close this program.

Press Cancel to wait another %s seconds.

where %sisthevaue of TC_SERVER TIMEOUT. The default valueis
“20".

3.4.43 TC_TV_SELCHANGING

Thisvariable applies only in athin client environment. The
TC_TV_SELCHANGING variable lets you control how often
Msg-Tv-Selchanging events are generated in the thin client environment. A
setting of “0” means that the Msg-Tv-Selchanging event is never generated.
Setting thisvariableto “1” (the default) results in generation of a
Msg-Tv-Selchanging event only when atree view selection is changed. A
setting of “2” means that Msg-Tv-Selchanging is always generated. For
more information on Msg-Tv-Selchanging, see the ACUCOBOL-GT User’s
Guide, section 6.3, “Control Events.”

3.4.44 THIN_CLIENT_ENCRYPT

Thisvariable applies only in athin client environment. Use of this variable
issuperseded by the AGS SOCKET_ENCRYPT configuration variable.
Setting THIN_CLIENT_ENCRYPT to “1" means that

AGS _SOCKET_ENCRYPT isautomatically setto“1". Refertoinformation
about the AGS_SOCKET_ENCRY PT variable if you want to encrypt your
data.
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4.1 Designing Your Application

AcuConnect® is a client/server technology that lets you distribute your
computing processesin the way that best suitsyour businessneeds. How you
design your application for use with AcuConnect can affect system
performance and efficiency. Whether you choose the distributed processing
model or use our thin client technology with AcuConnect, you will want to
give some serious thought to your application design. Some issues for
consideration are covered in section 4.2, “ Distribution Considerations.”

4.1.1 In Distributed Processing

To prepare your application for use in a distributed processing environment,
you need to divide the application into two main components: aclient
component and aserver component. |f you are developing anew application,
you can consider the division during the design stage of development. If you
are modifying an existing application for use in a distributed processing
environment, you heed to find alogical division point.

With distributed processing, we recommend that your client application
contain not only the user interface portion of the program, but also all of the
interactive components. The server application, on the other hand, should be
reserved for batch processing components (components that do not require
user interaction).

How much processing is performed on the client and how much on the server
istotally up to you. With AcuConnect’s distributed processing capabilities,
you can distribute the workload for maximum throughput. Be sure to
consider such issues as network 1/0, performance, and security when
designing your application distribution.

If you change the location of your server application, all youneedto dois
changethe CODE_PREFI X setting or the code alias definition in the client
configuration file (for example, “client.cfg”). If youwant to be ableto access
your application on multiple machines, you can install the server component
in several locations, and then modify “client.cfg” on an as-needed basis.
More information regarding the design of a distributed processing
application can be found in section 4.3, “ Distributed Processing
Application Design.”
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4.1.2 With Thin Client Technology

Applicationsfor usein athin client environment require some preparation as
well, even if you already have an ACUCOBOL-GT® program. Remember
that with our thin client technology, only the user interface portion of your
application resides on aWindowsclient or display host. Thin client supports
all ACUCOBOL-GT control types and classical ACCEPT and DISPLAY. It
also allowsthe use of ActiveX controls, provided the controlsareinstalled on
the client machine.

If your ACUCOBOL-GT program is aready graphical, full benefits are
immediately availablein thin client. If your ACUCOBOL-GT program is
character-based, you can run it asis and convert to graphical over time using
AcuBench®, ACUCOBOL-GT, or the Character-to-GUI Wizard.

If you plan to redeploy Windows applicationsin athin client environment,
you should be aware that your application will be running on a back-end
server rather than the desktop. The client machine provides screen and
printing services. Other operating system servicesare provided by the server.
If your program operates on the Windows registry, and the server isnot a
Windows machine, then the registry does not exist. Callsto those library
routines return a“not supported” status. Information about thin client
application design issues can be found in section 4.4, “ Thin Client
Application Design.”

4.2 Distribution Considerations

AcuConnect allowsyou to distribute your application componentsto best use
your enterprise resources. You can perform most of your processing on the
client (ina“thick” client arrangement), most on the server (in a“thin” client
arrangement), or divide the processing equally. The ability to choose
between these options or select anything in between makes the AcuConnect
client a“smart” client.

Like any paradigm, there are advantages and disadvantages to the thin and
thick client approaches. Deciding where to distribute your processing tasks
reguires extensive knowledge of the network. Your decision should be based
on several issues, including:
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*  Security—weighing ease of use against system integrity.
» Performance—scaling client speed versus the speed of the server.

« Physical location of program and data files, factoring in two-tier versus
three-tier applications.

¢ Number of users—planning for availability versus contention.

¢ Network bandwidth—intranet versus Internet, dial-up versus direct
access.

» User requirements—occasional use versus constant connection, and
batch processing versus real-time processing.

4.2.1 When to Use a “Thin” Client

For performance reasons, the “thin” client approach isideal for
data-intensive applications such as reporting. Data-intensive applications
typically have a small number of screen I/Os and ACCEPTS, so they can
easily be executed on the server to reduce network traffic. Theclientinthis
caseis“thin”, because the server performs the bulk of the application
processing.

Our Thin Client technology can be an efficient architecture, with only the
user interface portion of your application residing on the client. This model
can also beagood choiceif you want to develop agraphical user interfacefor
your non-Windows application. In this case, the user interface displayson a
Windows machine, while the rest of your application resides on aUNIX,
Linux, Windows, or VMS machine.

4.2.2 When to Use a “Thick” Client

The“thick” client approach is suitable for screen-intensive applications with
interactive data entry. Such applications would suffer performance
degradation if processing were performed on a server and passed across the
network. By keeping interactive applications on the client, network traffic
can be kept at a minimum.

You might also consider this arrangement if you want your client application
to interact with other desktop software using the client’s processor.
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4.2.3 When to Use a “Smart” Client

In reality, most applications have a combination of screen and datal/O. To
maximize performance, you can divide your application into a client
component and a server component, splitting the processing responsibilities
between the client and the server where you seefit. The “smart” client
approach isthe foundation of the AcuConnect deployment. AcuConnect lets
programmers or systems analysts design enterprise applications so that they
use the least amount of network resources and at the same time reduce
response time.

4.3 Distributed Processing Application Design

Preparing your application for use in a distributed processing environment
involves the consideration of several issues. Use of the CALL verb,
synchronous or asynchronous program execution, and various memory and
environment issues should be explored. The following sections describe
these areas of concern.

4.3.1 Embedding COBOL CALLs

AcuConnect in distributed processing achieves remote application access
with standard COBOL CALLs. Just asyou would CALL alocal application
component, you can CALL aremote application component using
AcuConnect.

For example, if the name of the remote program that you want to invokeis
“prog2.acu”, you embed the following statement into your client application:

CALL "prog2".

If you have not set the ACUCOBOL-GT configuration variable
CODE_SUFFIX, the runtime system first attempts to locate an object file
called “prog2.acu” and then an object file called “prog2” with no suffix.

Or, if you have added “CODE_SUFFIX obj” to the “client.cfg” file, the
runtime looks only for an object file called “prog2.obj” on the remote
machine.
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4.3.1.1

AcuConnect supports ACUCOBOL-GT's standard usage of the CALL verb,
S0 you could embed:

CALL "prog2" USING {parameter} . . .
CALL "prog2" ON {EXCEPTION} statement-1.

Note: You canuseall formsof CALL documented in the ACUCOBOL-GT
Reference Manual with AcuConnect, with the following exception:
AcuConnect does not support the use of CALL THREAD, CALL
PROGRAM, or CALL RUN to aremote server.

The configuration file on the client, “client.cfg”, specifies the complete
remote path of the CALLed program, so you don't haveto specify the pathiin
the application code. Thisway, you can redistribute the application in your
network as often as necessary without changing asingle line in your code.

Terminating the remote application

By default, AcuConnect leaves the server runtime in memory with an open
connection until the client application exits. Thisallowsyou to CALL the
application as often as necessary without having to restart the server runtime.

If you want to close the connection after a CALL is completed, you must
embed a CANCEL or CANCEL ALL inyour client program and set the
ACUCONNECT_CLOSE_AFTER_CANCEL configuration variablein
the “client.cfg” file. Setto“0”, thisvariable leaves the remote application
open until the client application exits. Setto“1”, thisvariable closes the
remote application whenever a CANCEL occursin the program. Note that
you cannot set ACUCONNECT_CLOSE_AFTER_CANCEL from within a
program.

Note: |f you make asynchronous CALLs using the CSASYNCRUN
routine described in section 4.3.2.1, “ CALLing CSASYNCRUN,” you do
not need to embed a CANCEL in your client program. The routine used to
check application status, CSASY NCPOLL, closes the remote application
automatically when it receives a*“ completed” status indicator.
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4.3.1.2

4.3.1.3

Exception handling

Asisthecasewithany CALL, if your remotely CALL ed program encounters
an exception, the program terminates unless you use the “on exception”
phrase. You could then use the C$CALLERR routine to find out what went
wrong. If an ERR-CODE of “25” isreturned, it means that the AcuConnect
server is not running.

For more information on the “on exception” phrase or the C$CALLERR
library routine, refer to the ACUCOBOL-GT documentation set.

CALLing multiple programs

With AcuConnect in distributed processing, you can start multiple
applications on the server at the same time by invoking multiple instances of
the runtime.

In addition, programsthat have been CAL L ed using AcuConnect can CALL
other programs on the same server as normal, or on a different server using
AcuConnect. For example, program 1 on a client machine can CALL
program 2 on Server A. Inturn, program 2 can CALL program 3 on Server
B, and program 3 could even CALL program 4 on Server C, and so on.

To start multiple programs in this fashion, you must design your application
components to perform remote CALLSs, then provide the necessary
configuration files.

When CALLing multiple programs, be aware of the following:

» If a“second generation” AcuConnect program (such as program 3 on
Server B in the example above) requires a password from the first
generation program, the password must be supplied using the
acu_client_password variable coded into the CALLing program.
Otherwise, the authentication will fail, because the first generation
AcuConnect program has no way to handle an interactive password
screen. For more information on using passwordswith AcuConnect, see
section 2.7.1, “ Passwords.”

» Each successive generation of AcuConnect programs can have its
configuration file and runtime flags specified by its CALLing program
using the ACUCONNECT_RUNTIME_FLAGSvariable.
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* Runtime configuration variables are not passed from one program to the
next when you use AcuConnect. So, instead of creating code name
diasesfor al the programsin the client configuration file, you should
provide only the variables relevant to the first generation programs you
are CALLing. Thefirst generation programs need their own
configuration variables to be used in CALLing second generation
programs, and so forth.

4.3.2 Synchronous or Asynchronous Execution

4.3.2.1

By default, AcuConnect performs synchronous CALLsto remote
applications. That is, the client application CALLSs the remote application,
then waitsfor aresponse back from the server. Only when the client receives
aresponse from the server does the client application continue processing.

To perform asynchronous CALLS, you can CALL the CSASYNCRUN
library routine along with the remote application name. Thisroutineis
installed during normal AcuConnect installation.

CAlLLing C$ASYNCRUN

If desired, you call the CSASYNCRUN library routine along with the remote
application name to achieve asynchronous processing. The syntax for this
CALL is

CALL "CS$ASYNCRUN" using handle-of-call program name parameter-1
parameter-2

where;

handle-of-call isahandle of the CALL defined in Working-Storage
program_name isthe name of the CALLed program

parameter isaparameter of the CALL

For example, you might have the following line in the Working-Storage
section of your client program:

01 h-call-prog2 handle.
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4.3.2.2

and the following in the Procedure Division section:

CALL "CSASYNCRUN" using h-call-prog2 "prog2.acu" customer-info.

C$ASYNCRUN tells AcuConnect to alow the client application to continue
processing even while the server application is active.

CAlLing C$ASYNCPOLL

To check the status of the server program while the client isrunning, you can
call the CPASYNCPOLL routine. The syntax for this CALL is:

CALL "CSASYNCPOLL" using handle-of-call state-of-call parameter-1
parameter-2.

where:

handle-of-call isthe handle of the CALL previously run with
C$ASYNCRUN

state-of-call isaPIC 5(9) with value “0” if the run is not yet
completed, or “1” if the run is completed

parameter isthe parameter of the CALL returned when
state-of-call is“1”

For example:

CALL "CSASYNCPOLL" using h-call-prog2 state-of-call customer-info.

Note that any parameters given in CSASY NCPOLL must match the
parametersgivenin CSASY NCRUN. C$ASYNCPOLL tells AcuConnect to
guery the server about the status of the remote application. AcuConnect
returns a status that you can DISPLAY on the client. If the statusis“1”
(CALL completed), CSASYNCPOLL terminates the connection with the
remote application.

4.3.3 Memory and Environment Issues

Asyou design your application for distributed processing, you should be
aware of certain memory/environment issues with the ACUCOBOL-GT
runtime.
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Runtimes

Remotely CALLed programs cause the AcuConnect server to start a new
runtime on the server machine. Spawned runtimes can start runtimes on
other server machines, if desired, or they can call other programson the same
server.

AcuConnect can spawn AcudGL® or AcuServer® linked runtimes, even if
the client runtimeis not so linked.

Memory

The remote program and remote runtime live in memory on the server
machine.

Environment

The runtime started by AcuConnect on the server takes on whatever
environment that the AcuConnect daemon itself was started in when it was
started on the server. For example, if you log on as root and start
AcuConnect, AcuConnect will inherit root’s environment. If you log on as
userX and then start AcuConnect by issuing the superuser account,
AcuConnect will inherit userX's environment.

Theimportant thing to noteisthat the CALLed program does not inherit the
client environment of the CALLing program.

Open connections

The runtime started by AcuConnect on the server in responseto a CALL is
kept running until a“stop run” is encountered on the client. Thishasthe
effect of maintaining any itemsin memory on the server machine until the
client program is shut down.

Oneexception to thisisin the case of asynchronous program execution, when
the CSASYNCPOLL library routineiscalled. Inthiscase, the runtimeonthe
server isimmediately shut down when a status of “1” (CALL completed) is
returned by CSASYNCPOLL.
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Another exception isin response to a CANCEL command (see section
4.3.1.1, “ Terminating the remote application,” for more information).

EXTERNAL data items

Data items declared as EXTERNAL are not shared between client and
remote programs with AcuConnect.

CHAIN command

The CHAIN command cannot be used to start aremote program through
AcuConnect.

4.4 Thin Client Application Design

Designing an application for our Thin Client environment presents some
uniqueissues. Inaddition to user interface design concernsand certain issues
with Windowsand printing, varioustechnical limitationsapply inthismodel.
The following sections cover these considerations.

Note that if your application is currently in alanguage other than
ACUCOBOL-GT, you must migrate your code to ACUCOBOL-GT before
you can implement our Thin Client solution. You can perform the migration
yourself, or hire a Micro Focus extend consultant.

No specia preparation is needed for your datain athin client environment.
Because your data resides on a server (either the same server asthe
application or on a different data server) access to that dataisthe same asiit
would bein astandard client/server environment using AcuServer or
Acu4GL. The server runtime passesthe results back to the ACUCOBOL-GT
Thin Client for display. If the dataresides on the same server asthe
application runtime, no extra communication software is required.
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4.4.1

Limitations in Thin Client Environments

Note that there are some limitations to running a program with thin client.
You may need to make some adjustmentsto your program if you rely on these
features:

The SCREEN EDITED-UPDATES=Formatted runtime configuration
variable is not supported. Generally speaking, you can continue to run
programs that use this feature without changing them. The user will
experience a formatting difference while entering data, but the final
result should be the same.

Creating a graphical component does not move the cursor to the cell to
the component’sright. Thisrestriction does not affect relative graphical
component placement in the Screen Section (for example, “col + 2").

The grid control does not generate the MSG-CELL-GOTO-DRAG
event. Thisisdone for performance reasons. Because of this, you
cannot use the REGION-COL OR property to highlight an areawhen the
mouse is dragged over it. For a description of an aternate technique for
doing this, refer to section 8.8.2.7, “ Grid control.”

The runtime assumes that graphical components and windows are
successfully created in the thin client. If the client runs out of memory,
the creation succeeds, but subsequent operation is undefined.

"The CREATE statement can only create COM and .NET objects on
Windows-based servers. Refer to the CREATE statement documentation
in the ACUCOBOL-GT Reference manual for details.

The JUSTIFY_NUM_FIELDS configuration variable is not
communicated to the thin client.

The C$SETVARIANT library routine and OLE SAFEARRAY datatype
are supported in thin client environments, regardless of the kind of
operating system on the server. The C$GETVARIANT library routine,
however, is not supported and returns a negative RESULT-CODE value
in thin client environments. To learn more about the CSSETVARIANT
routine, refer to Appendix | in ACUCOBOL-GT Appendices.
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Note: You should be careful when using C$SETVARIANT in thin
client environments, because it generates network traffic and can affect
performance. When using this library routine in athin client
environment, you should pass only small amounts of data.

The WIN32_CTL_INPUT_STATUS configuration variable, which
affects ACCEPT FROM INPUT STATUS behavior, isnot supportedin a
thin client environment.

The thin client environment provides limited support for the
SHARED_LIBRARY _LIST configuration variableand the“-y” runtime
option. Note that they do not load client-side dynamic link libraries
(DLLSs) for thin client applications that make calls using the CALL verb
“@[DISPLAY]:” syntax. These applications must explicitly load the
DLL by calling it with the CALL verb before calling a function within
the DLL. For moreinformation about SHARED_LIBRARY _LIST,
refer to Appendix H in ACUCOBOL-GT Appendices. To learn more
about the “-y” option, see Chapter 2in ACUCOBOL-GT User’s Guide.

4.4.2 User Interface Work in Thin Client

4.4.2.1

Front-end work is necessary in the following situations:

When you want a graphical display and haven't built one yet
When the limitations of the character display are unacceptable

When your program is highly interactive and you want to deploy itina
wide-area network like the Internet

Building a new graphical display

If you want your application to display afull Windows graphical user
interface (GUI) on the client, but it is currently character-based, you can
develop a GUI using our graphical workbench, AcuBench.
ACUCOBOL-GT includes a Character-to-GUI Wizard to assist in this
process, and the workbench is designed to automatically use many of the
graphical features of ACUCOBOL-GT.
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4.4.2.2 Working with character display limitations

4.4.2.3

Because of certain limitations and restrictions, if you deploy a
character-based application in our Thin Client configuration, certain display
functionswill not have the characteristics that you expect. Many will simply
display in another fashion. But some unsupported display functions may be
ignored. If thisis unacceptable to you, you can alter your code to work
around the limitations.

Deploying a highly interactive program in a wide-area network

Because highly interactive programs require frequent communication
between the client and server, they are not practical for thin client
configurations deployed over wide-areanetworkslike the Internet. Themore
interactivethe program, the slower the performanceisover slow connections.

If your program was coded with event procedures (handlers), for instance,
you should consider removing all but the events that your program really
cares about, because event procedures result in frequent “calls’ from the Ul
layer back to the COBOL layer. If your program tracks mouse movements or
watches for interactions with controls, you may want to make further
maodifications. You can chooseto redesign the screen or you can just simplify
your program’sinteraction with the screen. The goal isto reduce the number
of timesthat the client and server have to communicate.

4.4.3 Other Application Work in Thin Client

4.43.1

We have identified some other situations that require modifications to an
application for use in athin client environment. Issuesinvolving certain
Windows features and printing, among others, are described in the following
sections.

Adjusting for certain Windows features

You may want to adjust your application for the individual Windows
characteristics described in the following sections.
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Making direct calls to the Windows API

Windows applications that contain direct calls to the Windows APl must be
modified to remove these calls, whether you deploy on a Windows or UNIX
server.

Deploying a Windows application on UNIX

ACUCOBOL-GT is so portable that you can deploy your Windows
application on aUNIX server, if you wish. Asmentioned earlier, if your
application calls Windows API functions directly, you will need to remove
these calls. If it relies on DOS file naming conventions and directory
structures, you will need to modify your program with UNIX file names and
directories.

Testing the OS-IS-WINDOWS flag

Some programs that are intended to run under multiple operating systems
may test the OS-1S-WINDOWS flag to determine whether a graphical
display isavailable. If your server isnot aWindows machine, these programs
assume that graphics are not available in thin client. Programslike this
should test the HAS-GRAPHICAL-INTERFACE flag rather than
OS-ISWINDOWS. More information can be found in the descriptions of
ACCEPT FROM SY STEM-INFO and ACCEPT FROM TERMINAL-INFO
in section 6.6 of the ACUCOBOL-GT Reference Manual.

Accessing Windows help from a UNIX application

Your UNIX applications can access Windows help viathe ACUCOBOL-GT
SWINHELP library routine. Calling $WINHELP from your COBOL
program sends the given arguments to the thin client to process. Thethin
client eventually calls the Windows help program with the arguments given
to SWINHELP. Notethat the help fileisnot copied to the client machine, but
the client must be able to find thisfile. In alocal office environment, help
files can beinstalled on alocal hard drive or ashared drive. Remote users
should install the help files on the client machine. (More information about
SWINHELP can be found in Appendix | in ACUCOBOL-GT Appendices.)
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4.4.3.2

4.43.3

Using certain $WINHELP op-codes

Some $WINHELP op-codes are not supported in a thin client environment.
If your application uses them, you may experience unexpected system
terminations. These op-codesare HELP_MULTIKEY,
HELP_SETWINPOS,HELP_CONTEXTMENU,HELP_SETPOPUP_POS,
and HELP_WM_HELP.

Accessing the Windows registry on the client machine

A set of library routines |ets you access and modify the Windows registry on
the client machine. The names of the routines all begin with “DISPLAY” to
distinguish them from similar routines that operate on the server’sregistry if
the server is Windows. For example, you use
DISPLAY_REG_CREATE_KEY or DISPLAY_REG CREATE_KEY_EX
to create a new registry key on the display host. Note that user authorization
isrequired to change the registry with any of the following routines:

« DISPLAY_REG_CREATE_KEY
« DISPLAY_REG DELETE _KEY
« DISPLAY_REG _SET_VALUE
+ DISPLAY_REG CREATE KEY_EX
e DISPLAY_REG DELETE VALUE
« DISPLAY_REG_SET_VALUE_EX
You authorize or cancel an operation in an authorization dial og.
Refer to ACUCOBOL-GT Appendices, Appendix |, for adescription of all

the DISPLAY Windows registry library routines. Look for the section titled
“Routines to Handle the Windows Registry.”

Printing in thin client

Printing in athin client environment presents the unique issues described in
the following sections. You may need to modify your application
accordingly.
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Printing locally on Windows machines

If you'd like to allow end usersto print locally on their Windows machines,
you can add callsto ACUCOBOL-GT's WINS$PRINTER library routine to
your program. The thin client environment supports WIN$SPRINTER
function calls, -P SPOOLER (DIRECT) and -Q printing. (Refer to the
Getting Sarted manual for more information.)

Note that the following WIN$PRINTER functions are not supported by thin
client because of variationsin memory allocated by datatypeson the host and
the client:

*  WINPRINT_GET_SETTINGS_SIZE
*  WINPRINT_GET_SETTINGS
*  WINPRINT_SET_SETTINGS

Instead of using these functions, you can make calls to
WINPRINT_GET_PRINTER_INFO_EX andWINPRINT_SET_PRINTER,
which are very similar. (Refer to Appendix | in ACUCOBOL-GT
Appendices for more information about these WIN$PRINTER functions.)

Note that if the UNIX server is not an active thin client host when a
WINS$PRINTER call ismade, WINSPRINTER returnsa“0” (not supported).

Any COBOL logic that disablesthe WIN$PRINTER capability in non-32-bit
Windows environments should be removed to allow Windows client printing
to work.

Printing to -P SPOOL ER automatically routes the print job to the client
printer.

Although it ispossibleto print directly to the server printer, font selection and
formatting capabilities are limited. These restrictions can have an impact on
form printing. We recommend that you send the print job to the client and | et
the client send the job to the desired printer. Note that the desired printer
must be visible to the client.
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4.4.3.4 Selecting a file from the client machine’s drives

4.4.3.5

A call to the CSOPENSAVEBOX library routine allows you to browse the
client machine's drives and select adirectory or file. Thisroutineisused in
conjunction with other operations that have access to the client machine's
drives, such as C$COPY, C$SY STEM, DLL calls, and COM or ActiveX
components. The server machine's file system does not appear in the box.

If your server machine is Windows, you can navigate to the server using
Universal Naming Convention (UNC) notation. Set the CSOPENSAVBOX
parameter OPNSAV-DEFAULT-DIR to the desired mapped drive or server
directory using UNC notation.

Using W$BITMAP print screen features

Some elements of the W$BITMAP print screen feature deserve special
mention in the context of athin client deployment, particularly the
WBITMAP-CAPTURE-IMAGE, WBITMAP-CAPTURE-DESKTOP, and
WBITMAP-CAPTURE-CLIPBOARD functions. Full details regarding all
WS$BITMAP features can be found in Appendix | in ACUCOBOL-GT
Appendices.

WBITMAP-CAPTURE-IMAGE usageis asfollows:

CALL "WSBITMAP"
USING WBITMAP-CAPTURE-IMAGE
filename
[window-handle]
[client]
[colordepth]
GIVING [result].

If filename is specified, theimage is stored in the named file on the server,
not the client machine. For example, with the following code:

CALL "W$SBITMAP" USING WBITMAP-CAPTURE-IMAGE
"c:\myfile.bmp".

the bitmap image is stored as “ myfile.bmp” in the c:\ directory on the server.
In this example:

CALL "WSBITMAP" USING WBITMAP-CAPTURE-IMAGE
"myfile.bmp".
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“myfile.bmp” is stored in the working directory specified inthe dliasfile. If
you want the file stored on the client, use the CSCOPY library routine to
transfer it tothe client. (Refer to section 7.2.1, “ Copying Files Between the
Client and Server,” for more information.)

If filename is not specified or is set to a space, the image is placed on the
client machine's clipboard.

Thesetting of colordepth isimportant to consider in athin client deployment.
Because color density isa memory-intensive setting and the image may be
transferred over network connections, a combination of high resolution and
low bandwidth can have a negative effect on thin client application
performance. Consider how theimageisbeing used and set the color density
only as high as needed.

The descriptions of filename and colordepth in the previous paragraphs also
apply to their usage in the WBITMAP-CAPTURE-DESKTOP function of
the W$BITMAP library routine.

The WBITMAP-CAPTURE-CLIPBOARD function copies the current
bitmap content of the client machine'sclipboard. The description of filename
in the previous paragraphs also appliesto its usagein
WBITMAP-CAPTURE-CLIPBOARD, except that for this function,
filename is mandatory.

4.5 International Character Handling

Often in client/server environments, the client and server machines may use
different character encoding, particularly if one machineis set up for foreign
language characters that use values outside the ASCI I character set (decimal
values 128 and higher), or if the client is using a PC character set and the
server isusing a UNIX character set. This presents a problem when
programs or data are passed between the environments, because the
characters do not transate directly.



4-20 m Preparing Your Application

4.5.1 In Distributed Processing

If you anticipate passing any items with special characters (such as vowels
with a grave accent, acute accent, circumflex, or tilde) during aremote
CALL, then you should create amap file to reconcile the character encoding
for you. You should also consider creating a map file if the client machine
uses a different character set from the server machine. The map file should
specify which client characters are to be converted to which values before
passing the CALL’s arguments to the server process or returning information
from the server process. The trandation on returning data will affect items
that were passed to the server process as“BY REFERENCE” (the default).

The map file should re-map only those values that vary between the two
character sets. It should contain two values per line: thefirst indicating the
decimal or hexadecimal value of the special character on the client machine,
and the second indicating the decimal or hexadecimal value of the
corresponding character on the server machine. You can check the values of
specific characters by using the Windows Character Map accessory in the PC
environment, or by referring to your UNIX man pagesin the UNIX
environment.

In your character map, hexadecimal values should use the standard “0x”
notation. For instance:

0x90 0xC9

maps“E" (acute) inthe|BM PC character setto“E” (acute) inthe | SO8859-1
character set using hexadecimal notation.

144 201
gives the same mapping using decimal notation.
You can use the pound sign (#) to indicate acomment, if desired.

Note that the map will be used to translate only alphanumeric fields, but it
will translate all aphanumeric fields, including group items and items
subject to a REDEFINES clause. If thisis not a desired behavior, you may
need to restructure your program to avoid these clauses by passing the
elementary itemsinstead of the group item, or passing an item from the
REDEFINES clause instead of the first reference.
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For example, if you pass the group-name in the following COBOL program:

01 group-name
03 field-1 pic99 comp-5.
03 field-2 pic99 comp-5.
call "sun3:/usr/obj/prog2" using group-name.

tranglation will occur on the elementary numeric items. If these numeric
items contain binary data that matches the value of mapped characters, the
datawill be corrupted. To correct thissituation, you could changethe CALL
statement to:

call "*sun3:/usr/obj/prog2" using field-1, field-2.

Or you could change the definition of the numeric itemsto atype that will not
conflict with potentially mapped characters, asin:

01 group-name
03 field-1 pic99.
03 field-2 pic99.

Defined thisway, the numbers are stored asthe ASCI | representation of each
digit, which should not conflict with any character mapping.

Once the map fileis created, you place it on the client, or if theclient is
AcuServer enabled, you can place it on the client or server. Either way, you
specify the location of the map file using the DEFAULT_MAP_FILE or
server _ MAP_FILE variablein the client configuration file (for example,
“client.cfg”). Refer to Chapter 5 for more information on using these
variables.

4.5.2 In Thin Client

International character handling in thin client is similar to that in distributed
processing. You create a simple text file that contains the mapping of
characters that may be different on the client than on the server, as described
in the previous section. You need to include only the character codes that
differ between the two machines.
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After you create your map file, you need to point to it using a runtime
configuration variable. For athin client environment, thisvariableis called
TC_MAP_FILE. Character mapping istriggered by the presence of the
TC_MAP_FILE variable. Refer to section 3.4.36,“TC_MAP_FILE,” for
more information about this configuration variable.

You need to be sure that the configuration file that contains thisvariableis
referenced in the program’salias definition. Information about the thin client
diasfile can befoundin section 2.4, “ Creating a Server AliasFilein Thin
Client.”
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5.1 Installing the ACUCOBOL-GT Runtime

For the distributed processing deployment, there is nothing on the
AcuConnect® distribution mediato install on the client machine. However,
you should ensure that every client system that will use AcuConnect has a
licensed copy of the ACUCOBOL-GT ® runtime that matches the version of
AcuConnect installed on the server. For example, if you haveinstalled
AcuConnect Version 8.0 on the server, then the client should have the
ACUCOBOL-GT runtime Version 8.0 installed.

To check the version number of the client runtime, use the “-v” option on the
runtime command line. The runtime will display information similar to the
following:

ACUCOBOL-GT runtime version 8.0

Serial number 1234

Licensed for 2 user(s), 2 processes per user
Copyright (c) 2008, Micro Focus (IP) Ltd.

A “-w" (double-v) option also displays the runtime's version number, along
with extended information. The“-vwv” (triple-v) option, valid on UNIX
systems, resultsin the display of additional configuration information about
the UNIX port that is primarily useful to the our Development team. The
information displayed varieswith individual UNIX systemsand is subject to
change without notice.

If you have an earlier version of the runtime installed, or no version at all,
contact your Micro Focus extend Sales Professional for information on
purchasing the latest version of the runtime. For instructionsoninstalling an
ACUCOBOL-GT runtime, refer to the ACUCOBOL-GT User’s Guide.

5.1.1 Relinking the Client Runtime

No relinking is necessary to use AcuConnect. The regular runtime can call
an AcuConnect server program. If you need specia extensionsfor which you
would normally relink the runtime, refer to Chapter 6 in A Guide to
Interoperating with ACUCOBOL-GT.
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5.1.2 Removing AcuConnect Client Support From the
Runtime

The procedure for removing AcuConnect client support from your runtime
varies with your operating system. For Windows, delete the “aclnt.dll” file
from the bin subdirectory. For UNIX, use the following procedure;

1. Remove“sub.o”.
2. Set NO_ ACUCONNECT=1 in “config85.c”.

3. Run the following make command:

make

5.1.3 Passwords for Clients

If you are requiring a client password to access the server machine, you can
prompt the user for this password and store it in the acu_client_password
variable, or you can let the runtime prompt for it.

5.1.4 Setting Up the Host Name

The runtime system on each client machine needs to know the name of the
server host machine. Thisisaccomplished in the client configuration file,
“client.cfg.” You can either use the CODE_PREFI X variable to define the
remote pathname, or you can define code name aliases. Code hame aliases
are faster, because the runtime does not have to search remote machines. If
you use CODE_PREFI X, we recommend that you place the remote paths at
the end of the variable. Refer to section 5.2.1, “ Defining Remote
Application Path,” for details.

5.1.5 Confirming Network Services

Whether your client isrunning UNIX or Windows, confirm that your TCP/IP
software isloaded and running. On Windows clients, confirm that
“WSOCK32.DLL" isloaded.
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5.2 Creating a Client Configuration File

Once you have installed your client applications on the client(s), you must
create a special configuration file that tells AcuConnect the location of the
remote application component, the runtime flags to use when running the
remote application (if any), and the runtime configuration fileto use. This
file can be named anything, but for clarity, it is called “client.cfg” in this
manual. The client configuration file should be placed inthe/etc or operating
system drive:\etc directory on the client or specified using the “-c”
command-line option at runtime.

When AcuConnect is shipped, it includes a sample “client.cfg” file. If you
want to install this sample file on your client machine(s), you may do so.
This may be agood starting point for creating and modifying your own file.

The“client.cfg” file can contain any standard configuration file variable
defined in the ACUCOBOL-GT User’s Guide (for instance,
CODE_SUFFIX, ACUCOBOL, and TEXT). In addition, it can contain any
of several AcuConnect-specific variables discussed in this section.

Note: Many of these variables are used to specify the location of remote
programs and files. You can use either |P addresses or server namesin the
“client.cfg” file.

5.2.1 Defining Remote Application Path

5.2.1.1

You can define the pathname of the remote application in the client
configuration filein two ways: by using the CODE_PREFIX variable or by
defining code name aliases.

CODE_PREFIX

If desired, you can use the CODE_PREFIX variable to define the location of
the object programs being called. In adistributed processing environment,
the CODE_PREFIX variable can be defined as follows:

CODE_PREFIX . /usr/progl *servername:/usr/prog2



Creating a Client Configuration File m 5-5

where progl and prog2 are the directories containing the ACUCOBOL-GT
object code (for example, “progl.acu” and “prog2.acu”). In this example,
whenever the client application triesto access a program’s object code, it first
looks for the code in the current directory (“.”), thenin the local /usr/progl
directory, and finally on the remote application server “servername” in the
directory /usr/prog2.

Because AcuConnect supports Transmission Control Protocol/Internet
Protocol (TCP/IP), it can aso be used to launch application processes over
the Internet. In an Internet environment, the “ servername” portion of
CODE_PREFIX would be the name of the application server on the Internet.

Notice that the remote server name is preceded by the character “*”. The
asterisk indicates that the program islocated on the server and must be run on
the server aswell.

When the client COBOL program executes a CALL, it verifieswhich
directory contains the program (by looking in CODE_PREFIX), and
executes the program either on the client or the server.

Note: Whenyou use CODE_PREFIX to specify the location of your called
program, the runtime traverses the specified paths to locate the resource. If
you usethismethod, try to place remote notationstoward the end of thefile.
Generally, you achieve better performance by defining a code name alias,

because remote machines do not need to be searched using this method.

This architecture allows most existing COBOL programsto operatein atrue
distributed processing environment without any code modification. You can
simply install AcuConnect and modify the “client.cfg” file according to your
needs. Even the parameter transfer is performed following standard COBOL
procedures (the USING clause after the CALL command).

For example, in a stand-alone environment, CODE_PREFIX could be
defined as follows in a Windows system:

CODE_PREFIX c:\progl;c:\prog2

and asthe following in aUNIX system:
CODE_PREFIX /usr/progl:/usr/prog2
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5.2.1.2 Code name aliases

If you would rather specify the exact location of your called program (rather
than having AcuConnect search through CODE PREFIX for the location),
you can define code name aliases, also in the client configuration file. A
code name aliasis a substitute name for the program that you' re calling.

For example, if you have this CALL statement in your application:

CALL "prog2" using customer-info.

You could create the alias “PROG2" in your client configuration file by
adding two lines:

PROG2 *gervername:/usr/prog2/prog2.acu
CODE_MAPPING 1

Thefirst line creates the alias “PROG2” to represent “prog2.acu” on the
application server in directory “/usr/prog2.” The second line turns the code
dias, and any other code aiases, “on.”

With these two linesin the “client.cfg” file, AcuConnect knows to look on
“*servername” for the remote application when it encounters the CALL.

By using aliasesinthe “client.cfg” file, you enable your usersto changetheir
configuration file dynamically at runtime, and you enable them to improve
performance.

Note: To disable code aliases, set CODE_MAPPING to “0”. In this case,
remote program location isderived from the CODE_PREFIX variable. For
more information on the CODE_MAPPING variable, refer to Appendix H
in ACUCOBOL-GT Appendices.

5.2.2 Other Variables

Although the “client.cfg” file can contain any standard configuration file
variable defined in the ACUCOBOL-GT User’s Guide, the variables
described in the following sections have specific meaning to AcuConnect.
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5.2.2.1

5.2.2.2

ACUCONNECT_DEBUG_METHOD

This configuration variable gives you some control over where remote
program debugging occurs. ACUCONNECT_DEBUG_METHOD is
undefined by default and may take one of these values: XTERM,
TERMINAL, THIN, or THINCLIENT. These settings also determine what
valuesthe ACUCONNECT_DEBUG_METHOD_STRING configuration
variable takes. See section 5.2.2.2 for details on this variable.

¢« When ACUCONNECT_DEBUG_METHOD issetto “XTERM”, the
remote runtime creates an xterm and uses it for interaction with the
runtime debugger. ACUCONNECT _DEBUG_METHOD_STRING
should be set to the name of the X server to which the xterm isdisplayed.

* When ACUCONNECT DEBUG METHOD issetto “TERMINAL”,
the terminal named in ACUCONNECT_DEBUG_METHOD_STRING
is used by the runtime to interact with the user for debugging the remote
COBOL program.

*  When ACUCONNECT_DEBUG_METHOD issetto “THIN" or
“THINCLIENT?”, the client runtime attempts to start an instance of the
thin client with the correct parameters using the client machine name and
port number specified in
ACUCONNECT_DEBUG_METHOD_STRING.

ACUCONNECT_DEBUG_METHOD_STRING

This configuration variable is used in conjunction with
ACUCONNECT_DEBUG_METHOD to control remote program
debugging. Thisvariableisundefined by default. For information about the
ACUCONNECT_DEBUG_METHOD configuration variable, refer to
section 5.2.2.1, “ACUCONNECT_DEBUG_METHOD.”

*  Whenthe ACUCONNECT_DEBUG_METHOD configuration variable
issetto “XTERM”, ACUCONNECT_DEBUG_METHOD_STRING
should be set to the name of the X server to which the xterm isdisplayed.
If the latter variableis not set, the xterm appears on the X server defined
by the A_DISPLAY or DISPLAY environment variable.
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*  When ACUCONNECT_DEBUG_METHOD isset to “TERMINAL”,
ACUCONNECT_DEBUG_METHOD_STRING must be set to the
nameof aTTY that isrunning aruntime started in a special mode
(“runchbl --wait”). The runtime uses the specified terminal to interact
with the user for debugging the remote COBOL program.

*  When ACUCONNECT_DEBUG_METHOD issetto “THIN” or
“THINCLIENT”, ACUCONNECT_DEBUG_METHOD_STRING
must be set to <client:port>, where client is the name of a Windows
machine, and port isthe port to which the runtime attemptsto connect in
order to control athin client. Inthismode, the client runtime attemptsto
start an instance of the ACUCOBOL-GT Thin Client with the correct
parameters. For example, if
ACUCONNECT_DEBUG_METHOD_STRING isset to
“rzack-xp:4444”, the client runtime starts “acuthin --wait --port 4444"
Notethat if the client machineisnot rzack-xp, you may haveathin client
instance that is not being used.

ACUCONNECT_CLOSE_AFTER_CANCEL

Thisvariablelets you specify whether the connection to aremote application
should remain open or be closed after aCALL iscomplete. Set to the default
value of “0" (off, false, no), this variable leaves the remote application open
until the client application exits. Setto“1” (on, true, yes), thisvariable closes
the remote application whenever a CANCEL occurs in the client program.
For example:

ACUCONNECT CLOSE_AFTER_CANCEL 1

ACUCONNECT_RUNTIME_FLAGS

ACUCONNECT_RUNTIME_FLAGS are parameters that you would
normally put on the runtime command line when starting the remote
application. These are used when the runtime for the remote application
executes.

For example:
ACUCONNECT RUNTIME FLAGS *servername: -le errfile
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52.2.5

5.2.2.6

Any runtime flag documented in the ACUCOBOL-GT User’s Guide can be
used, except “-d”. For information on how to run the remote application in
debug mode, see section 5.2.2.1,
“ACUCONNECT_DEBUG_METHOD,” and section 5.2.2.2,
“ACUCONNECT_DEBUG_METHOD_STRING.”

Note: Theserver runtimerunsin batch mode by default. It isnot necessary
to include “-b” in the runtime flags.

ACUCONNECT_RUNTIME_FLAGS aso containsthe name of the runtime
configuration file for the remote application. By default, thisfileis named
“cblconfig” and islocated in the \etc directory in which you installed
AcuConnect.

ACURCL_PORT

The ACURCL_PORT variable specifies a particular port number to be used
for accessing AcuConnect on the server host machine. Thisisespecially
helpful when the server host machine has a security firewall, because
firewallsgeneraly allow access only to specific ports. With thisvariable, the
site can ensure that firewall restrictions are satisfied.

The acurcl daemon can work with privileged port numbers (from 0 to 1023)
and with non-privileged port numbers (1024 and higher, up to 32767).

The value of this variable is overridden by any port number assigned on the
command line (viathe “-n" option) when the daemon is started.

DEFAULT_MAP_FILE

Use this variable to define the name and path of the map file to be used (if
any) to map special charactersin your client character set to their decimal or
hexadecimal equivalent on the server. Thisfile letsyou reconcile the
character encoding between two machines that use different codes for the
same characters. Itisparticularly useful for international character
trandation. (See section 4.5, “ International Character Handling,” for
more information.) For example:

DEFAULT MAP_FILE=c:\etc\pc_iso
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If desired, you can keep your map file on aremote machine and access it
using AcuServer®. S mply use remote name notation for your
DEFAULT_MAP_FILE entry to point to a server that is running the
AcuServer daemon. For example:

DEFAULT MAP FILE=@sun3:/user/data/pc_iso map

Note that you are not required to keep your map files on the same remote
machine that you are calling with AcuConnect.

server_ MAP_FILE

Similar to DEFAULT_MAP_FILE, this configuration variable lets you
specify amap file for use with international character translation. However,
this variable specifies amap file for use with a specific server. The map file
itself can be stored anywhere.

For example, if you include the following statement in your client
application:
CALL "prog2" using my-data.

and your client configuration file includes:

CODE_PREFIX *sun3:/usr/obj *sun4:/usr/obj

then:
sun3_MAP FILE=c:\etc\pc_iso map

causes the map file“pc_iso_map” to be applied if prog2 isfound and run on
sun3 but not on sun4. Aswith DEFAULT_MAP_FILE, you may use
AcuServer remote name notation to point to amap file residing on aremote
server running AcuServer.

Note: You can haveonly one DEFAULT_MAP_FILE variable specifiedin
the client configuration file, but you can have as many server_ MAP_FILE
variables as you want.
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5.2.29

SECURITY_METHOD

This variable lets you determine the security method AcuConnect employs
for user logon. Thisvariable must also be set in the server configuration file.
AcuConnect can use the operating system’s native logon facility or the
security provided by the AcuAccessfile. Itisrecommend that you use native
system security rather than AcuConnect system security. On Windows 2008
it isessentially required that you use system security. To use native security,
you set the SECURITY_METHOD variable as described in Section 3.3.11.
You still create aserver accessfile containing access records that define your
user base, but the server access fileis used only to check if the user
connecting to the server is allowed to connect, and to check to which local
account the connection should be mapped.

TEXT _nnn

A set of TEXT configuration variablesis used to control the text of selected
AcuConnect messages. Three runtime messages support AcuConnect
password handling. The default text for each message is as follows:

TEXT 015 "A password is required to connect to host %s."
TEXT 016 "Please enter a password: "
TEXT 017 "Invalid password."

Notethat in message 15, the name of the AcuConnect host will be substituted
for the “%s’ characters.

To change the text associated with a given message, place theword “ TEXT”
at the beginning of alinein the configuration file, followed by an underscore,
the message number, an “=" character (or a blank space or tab), and the text
to be used when that message number is displayed. For example:

TEXT_0l6=Enter your password now:

Note that to enable the display of the password messages, you set the
PROVIDE_PASSWORD_MESSAGES server configuration variable to
“true” (1, on, yes). Thisvariable tellsthe remote listener to send these
messages to the client.
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5.2.3 Sample “client.cfg” File

The following fileisincluded in the sample directory on your AcuConnect
installation CD-ROM. You can usethisfile asa starting point and modify it
to suit your needs.

"client.cfg"

# This is a sample configuration file used when starting your program
# on the client.

# You should edit it to match your needs. (See the AcuConnect User's
# Guide) .

# Use the "*" notation to point to the cobol object on the server.

code prefix . *serverl:c:\acuconnect\sample.

# Allow code name aliases. A name alias is a substitute string for the
# literal name that appears in the CALL statement.

#code mapping 1

#prog2 *serverl:c:\acuconnect\sample\prog2.acu

# runtime flags on the server

acuconnect runtime flags *serverl: -c c:\acuconnect\etc\cblconfig -le
errfile

# action to be taken with the connection to the remote runtime after a
# CANCEL

acuconnect_close_after cancel 0

# map special characters in client character set to their equivalent
# on server.

#default_map file c:\etc\pc_iso

5.3 Installing Client Programs

Thelast step in preparing your client for use with AcuConnect in distributed
processing is copying the client components of your COBOL application
onto the client into the desired directory. If multiple clients will be used to
access the server application, then you must install the client application
components on each client machine.

5.4 Executing Programs on the Client

After AcuConnect is running on the server, al you have to do to access the
remote server application from the client is start the client program. If you
have designed your application properly (embedding synchronous or
asynchronous CALLs into the client application component, as described in
section 4.3.2, “ Synchronous or Asynchronous Execution”), the client
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program will automatically and seamlessly launch the server application for
you. Theclient configuration file, “client.cfg” or equivalent, defines the
location of the server, along with the runtime flags and configuration file to
be used at the server program run time.

When starting your client program, you can use any of the runtime options
available to a standard ACUCOBOL-GT runtime. If you want to provide
AcuConnect trace information for the client, specify “-l€” plus the name of
the error file in which to store the data.

5.4.1 Executing Non-COBOL Programs on the Client

You don't have to have a COBOL object running on the client. AcuConnect
can also be used to execute remote COBOL objects from client applications
developed in C, C++, Java, .NET, Delphi, or Visual Basic. Thisrelieson the
C, Java, and .NET APIs contained in the ACUCOBOL-GT runtime.

To call aremote COBOL object from a non-COBOL program on the client:

1. Instal the runtime on the client, as described in section 5.1 of this
chapter.

2. Inthe runtime configuration file on the client, set CODE_PREFIX to
point to the AcuConnect server. Section 5.2.1.1 of this chapter
describes this variable in detail.

3. UsetheC, Java, or .NET API contained in the runtime to call COBOL
functions from the non-COBOL program. Refer to A Guide to
Interoperating with ACUCOBOL-GT for information on each of these
APIs.

4. Set the u.pass_type member of the argument structure of the runtime's
“sub85” interface to control how datais passed back and forth between
the non-COBOL program and the remote COBOL object (by reference,
by content, or by value.) Refer to section 6.3.3.2 of A Guide to
Interoperating with ACUCOBOL-GT for more details.

5. Run the application developed in C, C++, Java, .NET, Delphi, or
Visual Basic on the client.

AcuConnect will execute a COBOL object remotely and share data with the
X client.
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5.4.2 Debugging in a Distributed Processing Environment

You can interact with the runtime debugger and debug remote programsin
two ways.

Thefirst way isto view adebugger window on the server itself: Thisis
accomplished by starting acuconnect with the “—d” flag, or example:

acuconnect -start -d.

When started with this flag, AcuConnect will run in the foreground. This
means that all logging messages will be sent to the console or command line
window. On UNIX, only one connectionisallowed at atime. On Windows,
multiple users can connect simultaneously. When a server runtimeis started
by AcuConnect, a debugger window will be displayed to the console. On
Windows, multiple debugger windows can be opened for multiple
connections. The server debugger isafully functional.

The second way to debug aremote program isto direct the debugger window
to be opened on aremote machine with aTTY, an xterm, or the thin client.

If you want to use an xterm, the remote runtime will create an xterm and use
it for interaction with the runtime debugger. Alternatively, you can specify
thenameof aTYY that will be used by the runtime to interact with the
debugger. You can a so specify a Windows client machine and port number.
The client runtime will then start an acuthin instance for interacting with the
debugger. For specific instructionsin implementing these optionsrefer to the
following AcuConnect configuration variables:

ACUCONNECT_DEBUG_METHOD and
ACUCONNECT_DEBUG_METHOD_STRING

5.5 Sample Programs

This section contains sample client and server programs. “progl.cbl”,
“prog2.chbl”, and “asynch.cbl”. By default, these files were placed in your
acuconnect/sample directory during installation on the server. These
programs are included in the sample directory on your AcuConnect
installation media.
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“progl.chl” isaclient program that performs a synchronous CALL. Notice
the CALL statement in the Procedure Division section of thisprogram. This
CALL invokes*“prog2” on the server and displays the result on the client
workstation. Remember that the client configuration file (“ client.cfg”, for
example) defines the location of the server. Inthiscase, it aso defines the
CODE_SUFFIX, “.acu”.

“asynch.chl” isaclient program that performs an asynchronous CALL.
Notice that in the Procedure Division section of this program, aCALL is
made to the C3ASYNCRUN library routine using “prog2” and some
parameters. Thistells AcuConnect to alow processing on the client to
continue. Notice also that this program later calls the CSASYNCPOLL
routine to check the status of “prog2”.

Both “progl.chl” and “asynch.chl” start “prog2” on the server using the same
“client.cfg” file.

After you have prepared your server and client, you can try running
“progl.acu” and/or “asynch.acu” on the client to test your AcuConnect
connection. For instructions, refer to section 5.6, “Running the Sample
Programs.”

Note: The samplefile “progl.acu” was compiled with “ccbl32 -0 @.acu
progl.cbl”. “prog2.acu” was compiled with “cchl32 -0 @.acu prog2.cbl”.

“prog1.cbl”
identification division.
program-id. progl.
working-storage section.
01 err-code pic x(2).
01 err-message pic x(60).
01 customer-info.
05 requested-age.

10 low-age pic x(2).
10 high-age pic x(2).
05 age-group-count pic 9(3).

procedure division.
main-logic.
move "35" to low-age.
move "39" to high-age.
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call "prog2" using customer-info
on exception
perform exception-handling

end-call.
display "Number of customers between " low-age " and "
high-age ": " age-group-count.
accept omitted.
stop run.

exception-handling.
call "CSCALLERR" using err-code, err-message.
display "Error#: " err-code ", " err-message.
accept omitted.
stop run.

“prog2.cbl”

identification division.

program-id. prog2.

environment division.

input-output section.

file-control.

select customer-file
assign to "custfile"
organization is line sequential
file status is customer-status.

data division.

file section.

fd customer-file.

01 customer-record.

05 customer-id pic 9(3).
05 customer-name pic x(20).
05 customer-age pic xx.

working-storage section.
01 customer-status pic xx.
88 eof-customer-file value "10".
linkage section.
01 customer-info.
05 requested-age.

10 low-age pic x(2).
10 high-age pic x(2).
05 age-group-count pic 9(3).

procedure division using customer-info.
main-logic.

perform count-customers.

goback.
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count -customers.
move zero to age-group-count.
open input customer-file.
perform until eof-customer-file
read customer-file next record
at end
continue
not at end
if customer-age >= low-age and
customer-age <= high-age
add 1 to age-group-count
end-if
end-read
end-perform.
close customer-file.

“asynch.cbl”
identification division.
program-id. asynch.
author. MJE.
remarks.
Used to test asynchronous calls. Need prog2 on server.

working-storage section.

01 h-call-prog2 usage handle.
01 state-of-call pic s9.
01 call-status pic xx.

88 call-complete value "ok".

01 customer-info.
05 requested-age.

10 low-age pic x(2).
10 high-age pic x(2).
05 age-group-count pic 9(3).

procedure division.
main-logic.
move "35" to low-age.
move "39" to high-age.
call "C$SASYNCRUN" using h-call-prog2 "prog2" customer-info.
if return-code not equal zero
display "CALL ERROR#: " return-code
accept omitted
stop run
end-if.
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display "age-group-count immediately after async call: "
age-group-count.
display "Begin sleep for 5".
call "C$SLEEP" using 5.
display "End sleep, call asyncpoll".
perform until call-complete
call "CSASYNCPOLL" using
h-call-prog2 state-of-call customer-info
if return-code not equal zero
display "CALL ERROR#: " return-code
accept omitted
stop run
end-if
if state-of-call =1
display "Number of customers between " low-age " and "
high-age ": " age-group-count
set call-complete to true
accept omitted
end-if
end-perform.
stop run.

5.6 Running the Sample Programs

To test your AcuConnect connection between the client and server, you can
copy the sample client programs onto the client and try to run them. If the
connection succeeds, the server returns a response to the client, and that
response displays on the client workstation. The following sections describe
how to run the sample programsin UNIX and in Windows.

5.6.1 Running the Sample Programs in UNIX

1. Start AcuConnect on the server by going to the server and typing:

acurcl -start -c acurcl.cfg -e server.err
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Copy the programs “progl.acu” and “asynch.acu” from the sample
directory on the server to any directory on the client. If you kept the
installation defaults, these files can be found in the /acuconnect/sample
directory on the server. You may want to create a new directory on the
client to hold the samples.

Start the sample client program by changing to the directory where you
installed the programs on the client and typing:

runcbl -c client.cfg progl.acu

to test synchronous CALLSs, or

runcbl -c client.cfg asynch.acu

to test asynchronous CALLSs.

5.6.2 Running the Sample Programs in Windows

1

Start AcuConnect on the server by using the“acurcl -start” command or
by clicking Start on the graphical control panel’s Services tab.

Copy the programs “progl.acu” and “asynch.acu” from the sample
directory on the server to any directory on the client. If you kept the
installation defaults, these files can be found in the c:\Program
Files\acucorp\acuchl8xx\AcuGT\sample directory on the server. You
may want to create a new directory on the client to hold the samples.

Start the sample client program by opening a Windows Command
Prompt (DOS box) and changing to the directory where you installed
the programs on the client. From the prompt, type:

wrun32 -c client.cfg progl.acu
to test synchronous CALLS, or
wrun32 -c client.cfg asynch.acu

to test asynchronous CALLSs.
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5.6.3 Results

Whether you are working in Windows or UNIX, you can expect the same
results from the sample programs. If the connection is unsuccessful, you
receive an error message. Refer to section 8.7, “ AcuConnect Distributed
Processing: Troubleshooting,” for advice.

Synchronous sample

When “progl” CALLs"prog2”, AcuConnect automatically starts“prog2” on
the server with the runtime flags and configuration file specified in the
sample “client.cfg” file. Thisisequivalent to typing, “wrun32 -b -le
prog2.err -c cblconfig prog2.acu” on a Windows server or “runchl -b -le
prog2.err -c chlconfig prog2.acu” on a UNIX server.

If the connection is successful, the following displays on the client:

Number of customers between 35 and 39: 003

Asynchronous sample

When “asynch.acu” CALLs"prog2”, AcuConnect automatically starts prog2
on the server with the runtime flags and configuration file specified in the
sample“client.cfg” file. Since CBASYNCRUN was called aswell, however,
AcuConnect alows the client program, “asynch.acu”, to continue running
thistime.

If the connection is successful, the following displays on the client:

age-group-count immediately after async call:
Begin sleep for 5

End sleep, call asyncpoll

Number of customers between 35 and 39: 003
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6.1 Preparing the Client

In the AcuConnect® Thin Client environment, the client is also known asthe
display host. Thisiswhere screen, mouse, and keyboard handling is
performed, but no actual application processing is performed on the client.
Unlike servers (or application hosts), which are considered to be “thick,”
display host clients are “thin” because of their lack of application
components and substantive processing work. Thin clients communicate
with their application hosts through a split runtime, the thin portion of which
isinstalled on the client.

The following two steps are al you need to do to prepare the client for
AcuConnect Thin Client operation:

1. Instal client software.

2. Runthe ACUCOBOL-GT® Thin Client.

6.2 Installing the ACUCOBOL-GT Thin Client

For in-houseinstallations, the ACUCOBOL-GT Thin Client installation files
are included on the product media. A self-extracting installation program
(“atcinst.exe”) can be found in the REDIST directory on either the Windows
or the UNIX CD-ROM. In accordance with the applicable license
agreement, this file can be distributed within your organization or placed on
ashared network drive. Usersdouble-click thisfile and follow the on-screen
instructionstoinstall thethin client. Thethin client can also be selected asan
installed product from the Windows CD-ROM.

Onceitisinstaled, you can invoke the ACUCOBOL-GT Thin Client froma
command lineor you can set up aniconfor it. Werecommend that you create
an icon for the thin client, specifying command parameters as desired.
Command parameters for the thin client are described in section 6.5.1, “ The
acuthin Command.” For information on establishing program icons, refer
to your Windows documentation.
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You can aso download and install the ACUCOBOL-GT Thin Client from
Micro Focus's Web site. Click thelink for Micro Focus's download page,
then click the link for the ACUCOBOL-GT Thin Client. Follow the
displayed instructionsto download thefile. When the download is complete,
follow the instructions on the screen to install the thin client.

When you install the thin client from “atcinst.exe” or from Micro Focus's
Web site, the system displays the terms and conditions for using the
ACUCOBOL-GT Thin Client. You must agreeto the terms of the agreement
to install or use the thin client.

Note: Vista's UAC mechanism blockstheinstallation of ActiveX controls,
such asthe Thin Client, onto systems that are not running I nternet Explorer
7 in administrator mode. Vistaincludes an ActiveX installer service that
alows IT administrators to use Group Policy to specify Web sites from
which standard users will be allowed to install ActiveX controls.

6.3 Installing ActiveX Files

If the server application uses ActiveX resource files or ActiveX controls,
these resources and controls must be installed on the thin client machine
before the application can be executed. Thisis because thereis no way to
send such resources along with screen commands to the Ul layer in asingle
network message, and if they are sent separately, the Ul layer doesn’t “know”
anything about how to group them into a Screen Section item.

End users can usually install and register ActiveX controls and resources by
downloading the controlsfrom the control vendor’s Web site and running the
accompanying setup program.

For simple controls, end users can usually accomplish installation and
registration by downloading or copying the ActiveX control files (at least an
“.ocx” or “.dIl” file) to their hard disk and executing the following command:

regsvr32 <ocx or dll name>
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“regsvr32.exe” is normally located in the \windows\system directory and
may not be in the end user’s search path. Even if the control is already
installed on the machine (for instance, if it came with other software that’s
been installed), the user may still need to register the control with
“regsvr32.exe.”

Note that the ability to load and destroy ImageL.ist data types used by
ActiveX controlsis supported in thin client viathe WSBITMAP library
routine. Information about this function can be found in Appendix | in
ACUCOBOL-GT Appendices.

6.4 Thin Client Splash Screen

The ACUCOBOL-GT Thin Client displays a splash screen on startup. This
screen remains in place until the application’s initial window appears. You

can disable the splash screen by using the “--nosplash” option in the acuthin
command line. For example:

acuthin --nosplash myserver:5764 myprog

Another method for suppressing the splash screen isto include the following
inyour “.atc” or “.acutc” command file;

atc_splash screen off
where off can also be “0”, “no”, or “false”.

You can also use a splash screen of your own design. Simply name it
“acuthinsplash.omp” and place it in the same directory as “acuthin.exe”.

6.5 Launching Remote Programs From the Client

Assuming that AcuConnect has been started on the server, you can launch
remote server programs from a Windows client by issuing the acuthin
command, either on the command line or from an icon. To point the client
machine to the remote application host, specify a server name and port
number along with an alias name and arguments.
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6.5.1 The acuthin Command

The acuthin command parameters can be specified as follows:

acuthin server[:port] [rargl [rarg2 . . .]] alias [cargl [carg2 . . .]]

or

acuthin acurcep://server[:port]/alias([?cargl[&carg2 . . .]]

where:

[ optional parameters

server server name

port port number

rargl an argument passed on the runtime command line before the
program name

cargl an argument passed on the runtime command line after the
program name

acurcep ACUCOBOL-GT Remote COBOL Execution Protocol

alias an diasthat identifies a COBOL application on the server

For example:

acuthin myserver:5633 -d myprogl 10 20 30

or

acuthin acurcep://myserver:5633/myprogl?10&20&30

If you execute the acuthin command with an invalid argument, AcuConnect
displays astandard “Usage:” error message. For example:

Usage: acuthin [--ping | -p] server:port

acuthin --accept

acuthin --register

acuthin --unregister

acuthin [-t [n]] server[:port] [runtime options] ALIAS
[COBOL arguments]
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6.5.1.1

Other acuthin command-line options alow you to perform specific
functions. The“-d” debugging option is described in the following section.
For a description of debugging a COBOL program from within atransaction
processing environment, refer to section 6.5.1.2, “Debugging in a
transaction processing environment.” Information about command-line
options to test your connection (“-p” or “--ping”) can be found in section
6.5.1.3, “ Testing your AcuConnect connection.” Options for designating
username and password (“--user” and “--password”) are described in section
6.5.1.4, “ Setting username and password.”

Debugging option

If you want to test and debug your application in athin client configuration,
you can run the ACUCOBOL-GT Thin Client with the“-d” argument. This
causes the server to be started in debug mode. For example, the following
command line:

acuthin server[:port] -c <path>\configfile -dlxe trace <prognames>

would create afile named “trace” on the server in the directory specified by
thedlias. You can specify afull path, but it must be for the server, not for the
client. For example:

acuthin server[:port] -c <path>\configfile -dlxe <paths>\trace
<progname>

If the problem is slow screen display when the debugger window appears on
the client screen, use the “ts” command to trace screen control creation.

You may also use the “Ctrl-Break” command to enter the debugger program
(thisworkseven if the program is not running an ACCEPT statement, aslong
as the program periodically makes requests to the user interface or is doing
file1/O). If thethin client program is busy (such aslooping around callsto
external software or performing lengthy computations), insert some
ACCEPT var FROM INPUT STATUS statements if you want to be able to
use <Ctrl-Break> to enter the debugger in that part of your program. For
further information on using Ctrl-Break to enter the debugger, see
ACUCOBOL-GT book 2, User Interface Programming, section 11.5
“Regarding Debugging.”

You should not attempt to execute a shell command (1) whileyour programis
in debug mode. If you do, you receive the error message “Unable to start
shell in thin-client mode.”



Launching Remote Programs From the Client m 6-7

6.5.1.2

6.5.1.3

Debugging in a transaction processing environment

You can debug your program from within a transaction processing
environment, as long as this capability is supported by the vendor of that
environment. Please see your vendor’s documentation for details.

Use the following acuthin command-line syntax from your Windows
machine;

acuthin --wait [--port nnnn]

where nnnn is the desired port number. When this option is used, the thin
client waitsfor the transaction server to start the runtime, after which you can
debug your application in the runtime debugger screen.

In this mode, the acuthin command has an additional option, “--restart”.
With this option, the thin client restartsitself after each debug session, soif a
transaction requires multiple COBOL programs to run, you can debug all of
them. To terminate the thin client after your debugging session, use the
Windows Task Manager.

On UNIX servers, an environment variable setting is required before the
transaction server can start theruntime. A_ DEBUG_USING_THIN must be
set to anonzero numeric value for debugging on thin client in transaction
processing to occur. No additional environment settings are required for
Windows servers.

Information about transaction processing environments can be found in
Chapter 9 of A Guide to Interoperating with ACUCOBOL-GT.

Testing your AcuConnect connection

Totest your initial AcuConnect setup, you can add acommand-line option to
the acuthin command. Add the“-p” or “--ping” option to test whether
AcuConnect is running on the server. The command-line syntax is as
follows:

acuthin -p [servername]

If a connection is established, the program shows results for message 1D,
time at client, time at server, and round trip time. If the client doesn’'t have
the proper runtime installed, a message displays to this effect.
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6.5.1.4 Setting username and password

Two acuthin command-line arguments let you send a username and a
password for AcuConnect to use when it reads the AcuAccessfile. The
“--user <username>" option allowsyou to log into the server as“username”
rather than as the current logged-on user. The “--password <password>"
option lets you send the given password to the server without being asked for
it. If the password is not valid, the thin client does not allow the connection
to occur. These options should appear before the server:port designation in
the acuthin command line.

These options can also be set in athin client command-line file. Use the
“atc-user” and “atc-password” options described in section 7.3.1, “ Thin
Client Command-line Files.”

You are required to set a password on the server if you use the “--user”
command-line option. In this situation, a prompt for the password appears
after username is passed. If a password is not required, the “--user” option
does not work.

6.6 Launching Programs on the Internet

The ACUCOBOL-GT Thin Client worksin an Internet environment as well
as alocal-area or wide-area network environment. When end users invoke
the thin client in an Internet environment, they ssimply enter the server name
and, optionally, the port number of the server they are accessing over the
Internet.

For example:

acuthin myserver.acucorp.com:5633 myprogl 10 20 30

Note that clients must have alive Internet connection when they execute this
command, and the server name that they enter must be resolvable by the
Internet name server used by their service provider. (The Internet name
server then resolves the name with its | P address.)

If the server nameisnot exposed to Internet name servers, end users can enter
the explicit IP address on the acuthin command line, asin the following
example:

acuthin 128.110.121.42:5633 myprogl 10 20 30
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If the server isin aVirtua Private Network (VPN), the user must connect to
the network before entering the acuthin command.

If you include your application on a Web site as described in section 7.3,
“Launching Thin Client Applications From a Web Page,” end users can
launch your program from their browsers rather than typing command-line
syntax. When they visit your Web site and click alink, the ACUCOBOL-GT
Thin Client is automatically invoked on their machine, initiating thin client
communication with the server.

6.7 Using the Client Cache Directory

When the thin client needs to use a bitmap (“.bmp”), wave (“.wav"), or
ActiveX resourcefile, it downloads the file from the server to alocal cache
directory. Thisdirectory isthe oneidentified by the value in the TEMP
environment variable. If no directory isdesignated inthe TEMP variable, the
file is downloaded to the client’s current working directory.

The client downloads a particular bitmap, wave, or resource file on
subsequent requests only if the file on the server isa different size or has a
later timestamp than the corresponding file in the client cache directory, or
the file in the cache is deleted for any reason.

The thin client assigns a unique name to each file that it downloads to the
cache. This nameincludes characters from the server name, port number,
aliasname, COBOL program archive or library name, server path, and server
file name. For example, two bitmap files with the same name might be
uniquely identified in the cache directory as shown:

myserver5764myalias, libraryl.acu, image.bmp
myserver5764myalias, library2.acu, image.bmp

If your application calls the WIN$PLAY SOUND library routine, and the
named sound refersto adisk file on the server or aresourcein the program or
alibrary, the client downloads the file to its cache directory, even from a
UNIX server. Another usefor the cache directory includes storing keystroke
files from the W$KEY BUF library routine. (Refer to section 7.2.3, “Using
Files Containing Keystrokes,” for information about the use of
W$KEYBUF.)



If your application callsthe W$BITMAP routine, there may be alimit to the
number of characters you may usein afile name. You are limited to 127
charactersif the name passed to W$BITMAP is afile name and extension
only AND you want W$BITMAP to search for amatching filein the
following directories and the order shown below:

1
2.
3.

4
5.
6

The directory in which an application is loaded.
The current directory.

The Windows system directory.

The 16-bit Windows system directory.

The Windows directory.

The directories that are listed in the PATH environment variable.
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7.1 Introduction

This chapter covers severa topics of interest for thin client users:

e Callstosome ACUCOBOL-GT library routinesand dynamic link
libraries (DLLs) in thin client involve special procedures

* Instructionsfor starting a thin client application from a Web page

< A highly configurable automatic update featur e for the
ACUCOBOL-GT Thin Client piece is described in detail

7.2 Using Library Routines and DLLs in Thin Client

Callsto some library routines and dynamic link libraries (DLLS) may have
some unique characteristics in thin client environments, as opposed to
distributed processing deployments. Implementations of the C$COPY,
C$SY STEM, and W$KEY BUF library routines, among others, are included
in this category. The method for calling DLLs on the display host aswell as
on a Windows application host (server) is also somewhat different for thin
client deployments. The following sections describe these functions for the
thin client.

7.2.1 Copying Files Between the Client and Server

The C$COPY library routine allows the transfer of files between the
application host and the display host in thin client and between directorieson
the display host. A special hame notation of “@[DISPLAY]:” indicates that
aparticular fileislocated on the display host, or client. Use this designation
for the source file or the destination file in the call to CSCOPY. If the copy
operation is performed entirely on the client side, the “ @[DISPLAY]:”
notation appears in both the source and destination file parameters. Asan
example, for afile transfer from the server to the client, “ @[DISPLAY]:”
precedes the destination file name, as shown:

CSCOPY "/usr/data/filel.ext" "@[DISPLAY]:C:\My Documents\filel.ext"

For afiletransfer from the client to the server, “ @[DISPLAY].” precedesthe
source file name. For example:

CSCOPY "@[DISPLAY] :C:\My Documents\filel.ext" "/usr/data/filel.ext"
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Path specifications on the client are relative to the directory identified in the
TEMP user environment variable. On the server, they are relative to the
working directory specified in the application’s alias definition. For
example, if TEMP is C:\Documents and Settings\joe\Local Settings\Temp
and the application’s working directory on the server is /usr/apps/appl, then
the following statement:

C$COPY "@[DISPLAY]:filel.ext" "file2.ext"

uploads “ C:\Documents and Settings\joe\Local Settings\Temp\filel.ext”
from the client to “/usr/apps/appl/file2.ext” on the server.

Accessto files on the display host is also accomplished viaa set of directory
specifiers. If the file name on the client starts with a special directory
specifier, the thin client attemptsto locate those files in special Windows
directories. The special directory names are as follows:

Identifier Directory

<APPDATA> C:\Documents and Settings\<user>\Application
Data

<COMMON_APPDATA> C:\Documents and Settings\All

Users\Application Data
<COMMON_DOCUMENTS>  C:\Documents and Settings\All

Users\Documents
<DESKTOP> C:\Documents and Settings\<user>\Desktop
<LOCAL_APPDATA> C:\Documents and Settings\<user>\L ocal
Settings\Application Data
<MYDOCUMENTS> C:\Documents and Settings\<user>\My
Documents

Note that these directories are not necessarily the same for al versions of
Windows, and may in fact be on network drives.

If further directory information is specified, the thin client attemptsto create
the directories added. For example, when attempting to access
<APPDATA>\ACUCOBOL-GT\settings.dat, the thin client ensures that the
ACUCOBOL-GT directory actually exists as a subdirectory of the
Application Data directory.
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If the syntax for files on the display host is
C$COPY "@[DISPLAY] : "<APPDATA>/filename

the thin client would attempt to locate the specified filein

C:\Documents and Settings\<user>\Application Data

For security purposes, user authorization isrequired to allow afiletransfer to
the server using C$COPY. Copying afileto alocation other than the
directory named in the TEMP user environment variable also needs user
authorization. The thin client displays a dialog box requesting the
authorization.

Note that when the “ @[DISPLAY]:” notation appearsin the first or second
parameter in the call to C$COPY, the optional parameter FILE-TY PE is not
used. Only the single file named as the source fileis copied. When an
application is not running in the thin client, the* @[DISPLAY]:” notation is
ignored.

Using C$COPY with AcuServer

A technical limitationin AcuConnect affectsthe ability to copy afilefrom a
remote AcuServer server directly to the client in athin client environment.
The following code, for example, does not accomplish the desired copy
function:

CALL "C$COPY" USING "@SERVER:c:\serverpath\test.dat"
"@[DISPLAY] :c:\clientpath\test.dat"

A recommended workaround involves the use of three CALL statementsin
your code. First, have the AcuConnect server runtime copy the file from
AcuServer to atemporary file. Usethe“@[DISPLAY]:"” notation to copy
that fileto thethin client. Finally, deletethetemporary file on the server. For
example:

CALL "C$COPY" USING "@SERVER:e:\serverpath\test.dat"
"tempfile"

CALL "C$COPY" USING "tempfile"

"@[DISPLAY] :e:\clientpath\test.dat"

CALL "CS$SDELETE" USING "tempfile"
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7.2.2 Executing Desktop Programs

Your server application can execute desktop programs viathe
ACUCOBOL-GT C$SY STEM library routine. To achievethisfunctionality,
add the CSY S-DESK TOPflag to the set of flagspassed to C$SY STEM. This
flag indicates that the application wants to run the program on the client
machine rather than the application server.

Note that the thin client appears “frozen” while the command executes in
order to return the termination status to the application correctly. To avoid
this behavior, run the command asynchronoudly by specifying the
CSYS-ASYNC flag.

For example, the following code fragment starts Notepad on the client
machine;

77 flags pic 9(4) comp

add csys-desktop, csys-async giving flags
call "csSsystem" using "notepad", flags

Because C$SY STEM can perform harmful actions on the desktop (like
removing files), the thin client asks the user for permission to run the
command. The user can choose not to see the question again for a specific
application host.

For detailed information about C$SY STEM, refer to Appendix | in
ACUCOBOL-GT Appendices.

7.2.3 Using Files Containing Keystrokes

WS$KEY BUF library routine behavior is dightly different in thin client
environments than in the distributed processing environment. Thisroutine
lets you create files of keystrokes that can be played back to simulate user
input. Specifically, WSKEY BUF op-codes 7, 8, and 9 have a different
implementation in thin client. In athin client environment, these files of
keystrokes are created in atemporary cache file on the thin client machine,
then uploaded to the server when recording stops (op-codes 7 and 8). When
afileisto be played back, the thin client requests that the file be downloaded
from the server to the client’s temporary cache directory, as specified in the
TEMP environment variable. If TEMP isnot set, the files are stored in the
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thin client’s current working directory. Thefile is not downloaded again
unlessit is changed on the server or deleted from the client.

More information about the W$KEY BUF library routine can be found in
Appendix | in ACUCOBOL-GT Appendices.

7.2.4 Selecting Files on the Client

A call to the CBOPENSAVEBOX library routine allows you to browse the
client machine's drives and select adirectory or file. Thisroutineisused in
conjunction with other operations that have access to the client machine's
drives such as CSCOPY, C$SY STEM, DLL calls, and COM or ActiveX
components.

Note that the server machine'sfiles do not appear in the dialog. However, if
your server machine is Windows, you can navigate to the server using
Universal Naming Convention (UNC) notation. Set the CSOPENSAVBOX
parameter OPNSAV-DEFAULT-DIR to the desired mapped drive or server
directory using UNC notation.

7.2.5 Accessing Local Resource Files

You can access alocal resource file on the display host in thin client by
adding the “ @[DISPLAY]:” notation to the file namein callsto the
WS$BITMAP, WIN$SPLAY SOUND, W$KEY BUF, or CSRESOURCE library
routine. When afile name that you pass to one of these routines begins with
“@[DISPLAY]:", the routine attempts to access the file in the display host’s
file system. It does not download the file from the server. Thisfunctionis
helpful when your application uses many or large resource files and you want
to avoid the download delay that occurs when you first run your application.

You can distribute any number of resource files with the thin client
executable. You can specify absolute paths or paths relative to the directory
location of “acuthin.exe”. For example, if you distribute the wave file
“MyApp\sounds\soundl.wav”, you can accessit on the display host with the
following statement:

CALL "WIN$PLAYSOUND" USING

"@[DISPLAY]:../../MyApp/sounds/soundl.wav",
SND-SYNC.
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Note that if you change a distributed resource file, you need to distribute the
updated file to all your users.

7.2.6 Calling Dynamic Link Libraries (DLLs)

7.2.6.1

7.2.6.2

Inathin client environment, you can call subroutinesin DLLson the display
host (client), aswell as on the application host, when the application host isa
Windows server. DLL callsto the display host involve some special
considerations, which are described in this section. Calling DLLson the
Windows application host uses the COBOL syntax and configuration
variables described in Chapter 3 in A Guide to Interoperating with
ACUCOBOL-GT. However, DLLsthat are called on the server side and that
interact with the user interface may be of limited use to thin client
applications.

Calling client-side DLLs

Cdling aDLL onthedisplay host requires special notation. The name of the
DLL called on the display host must begin with “ @[DISPLAY]:”. For
example, to call aDLL named “MYLIB” on the client, you would use the
following code:

CALL "@[DISPLAY] :MYLIB.DLL"

Thefile path for acalled DLL isrelative to the directory that contains
“acuthin.exe”. For example, if “acuthin.exe” islocated in C:\Program
Files\Acucorp\A cuchl8xx\A cuGT\bin, then the following call:

CALL "@[DISPLAY] :MYAPP\MYLIB.DLL"

refersto C:\Program

Files\Acucorp\Acucbl8xx\AcuGT\bin\M YAPPAMYLIB.DLL. Note that the
CALL statement ignores CODE_PREFI X when it searchesfor DLLson the
client. CODE_PREFIX is applied only to actions on the application host.

Related configuration variables

You can use the CODE_MAPPING configuration variable (see
ACUCOBOL-GT Appendices, Appendix H) to map CALLsto DLLson the
display host. For example, the following configuration file entry:

CODE_MAPPING 1
MYLIB.DLL @[DISPLAY] :MYLIB.DLL
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7.2.6.3

causesacall toMYLIB.DLL to execute ontheclient. Inaddition to mapping
the DLL name, you should map the name of each function contained in the
DLL inthe configuration file, as shown below for FuncA and FuncB in
MYLIB:

FuncA @[DISPLAY] : FuncA
FuncB @[DISPLAY] :FuncB

It isimportant that you usethe DLL_CONVENTION configuration variable
to specify the appropriate calling convention. Refer to ACUCOBOL-GT
Appendices, Appendix H, for more details about DLL_CONVENTION.

Passing pointers in DLL calls

Passing a pointer as a parameter of a DLL call that executes on the display
host requires some special handling in code, because the pointer value refers
to amemory address on the application host. In certain cases, you may safely
passapointer BY VALUE. You may never passapointer BY REFERENCE.
This section includes some guidelines for passing pointers BY VALUE.

Using M$ALLOC

The runtime knowsthe size of allocated memory and can pass the contents of
that memory to the thin client if the pointer isreturned by a call to the
MS$ALLOC library routine. Then, if the DLL call on the client modifies the
memory, the display host returns the modified memory back to the
application host. As an example, assume you have DLL routines named
SetData and GetData that take size and pointer arguments. You may use the
following code:

77 PTR USAGE POINTER.
77 ITEM-1 PIC X(100).

CALL "MSALLOC" USING 100, PTR.
CALL "MSPUT" USING PTR, "Hello World".
CALL "@[DISPLAY] :SetData" USING 100, BY VALUE PTR.

CALL "@[DISPLAY] :GetData" USING 100, BY VALUE PTR.
CALL "MSGET" USING PTR, ITEM-1.
CALL "MSFREE" USING PTR.
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The application host sends the 100-byte contents of memory to the client on
the CALL to SetData. After the client fills the 100 bytes of memory with
GetData, it returns the contents to the server.

Using the “-Zm” compiler option

You can use anew compiler option with the Format 7 SET statement to pass
pointersto client-side DLL calls. Usethisoptionif you don’t want to add the
WITH MEMORY SIZE phrase for each pointer parameter in a CALL
statement. (WITH MEMORY SIZE isdescribed in the next section.) If your
Format 7 SET statement returns a pointer value and you compile with the
“-Zm” option, the compiler generates additional code that providesthe
runtime with the size of the item specified in the SET statement. Once the
runtime has this information, it can pass the memory contents to the thin
client and then retrieve the contents after the thin client modifiesthem. Note
that the “-Zm” option adds runtime overhead for each Format 7 SET
statement. For information about the SET statement, refer to
ACUCOBOL-GT Reference Manual, section 6.6, “Procedure Division
Statements.”

Using the CALL statement

The USING phrase in the Format 1 CALL statement includes a size-phrase
item with which you can pass the size of amemory item aong with the
pointer value. Use size-phrase when the runtime and the thin client cannot
automatically determine the size of the memory being pointed to. Thiscan
occur if, for example, a pointer is passed through the Linkage section or isan
externa item. Thesyntax is

[ USING { [ BY {REFERENCE} ] {parameter} size-phrase ...} ...]
{coNTENT }  {OMITTED }
{VALUE } {NULL }

where size-phraseis.

[WITH MEMORY SIZE { = |} memory-size]
{ 15}

Memory-size isa numeric literal or dataitem.

As an example, assume you have pointer PTR that pointsto 1024 bytes of
memory. You can pass this pointer to aDLL called SetData on the display
host with the following code:
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CALL "@[DISPLAY] :SetData" USING BY VALUE PTR
WITH MEMORY SIZE 1024.

Detailed information about the CALL statement can be found in
ACUCOBOL-GT Reference Manual, section 6.6, “Procedure Division
Statements.”

7.2.7 Calling the DLL Version of the ACUCOBOL-GT Thin
Client

A DLL interfaceto the ACUCOBOL-GT Thin Client isdesigned to be called
from languages that don’t support ActiveX or when aDLL interfaceis
preferableto ActiveX. If you decidethat aDLL interfaceisthe best method
of accessing the Thin Client from your program, you call thethin client DLL,
“acuthin.dll”.

In order to call the ACUCOBOL-GT Thin Client DLL from another
programming language, you must add a single declaration to the source
program. This example shows what you would usein C/C++:

int PASCAL AcuThinMain( const char *pCmdLine ) ;
To start the thin client, you must pass AcuThinMain a single parameter that
specifies a command-line string using the same syntax as required by the
“acuthin.exe” command line. For example, in C/C++ you would use the

following syntax to start an application on “myserver” using port 5764 with
an acurcl aias named “myappalias’:

int iRetVal = AcuThinMain( "myserver:5764 -d myappalias" );
AcuThinMain returns“1” on success, “0” on failure.

Thethin client DLL dependson “acme.dil”, “aclnt.dll”, and “atermmgr.dil”.
If your program uses “.jpg” files, you also need “ajpg32.dil”.

7.3 Launching Thin Client Applications From a Web
Page

If you want thin client usersto launch your application from aWeb page, you
can do the following:
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1. Install your COBOL application on your application server host. This
machine must also contain the ACUCOBOL-GT runtime, AcuConnect,
and the other required software components. Note that your application
does not need to reside on the same host as your Web server.

2. Create athin client command-line file that contains all the information
needed by the ACUCOBOL-GT Thin Client to launch your application.
This file should have an “.atc” or “.acutc” extension. The format of
this file is described in the following section.

3. Place the thin client command-line file on your Web server and create
alink to it from an appropriate Web page. Your users click on thislink
to launch your thin client application.

4. To ensure that your thin client is recognized across a wide variety of
browsers, configure your Web server to generate an HTTP
“Content-type” response header field, which is included with the thin
client command-line file. This field should contain the MIME type
“application/vnd.acucorp.thincommandline”. Refer to your Web server
documentation for instructions on adding a MIME type.

After you set up your hyperlink, end users who visit your Web page can run
the program by clicking on the program’slink. The display occursin an
application window outside of the user’s browser. Note that users who start
the thin client from an “.atc” or “.acutc” file that was downloaded from the
Internet are presented with a security dialog asking them to authorize the
action.

Note: A Windows XP Service Pack 2 user may receive a File Download
dialog before the thin client application can execute. |If the user clears the
“Always ask before opening this type of file” check box the first time it
appears, then subsequent requests for this thin client application proceed
immediately.

Another way to launch thin client applications from a Web page is the
ACUCOBOL-GT Web Thin Client. The Web thin client isan ActiveX
control that encapsulates the functionality of the ACUCOBOL-GT Thin
Client. Itisdesigned for browsersthat support ActiveX controls, particularly
Microsoft Internet Explorer. Moreinformation about the Web thin client can
be found in A Programmer’s Guide to the Internet.
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Users can aso launch the ACUCOBOL-GT Thin Client by entering the host
name of the application server or an Internet | P address on the “ acuthin.exe’
command line. Refer to section 6.6, “Launching Programson the
Internet,” for more information.

7.3.1 Thin Client Command-line Files

When usersinstall the ACUCOBOL-GT Thin Client on a Windows display
host, the “.atc” and “.acutc” file extensions are automatically associated with
the thin client executable (acuthin.exe). Asaresult, when your browser
downloads one of thesefiles, it usesthese associationsto invoke acuthin.exe.
The thin client uses the contents of thisfile to establish its command-line
parameters. Thethin client command-line file has aformat that resembles
other configuration files. It may contain the following variables:

Variable name Description

lets you disable the thin client automatic update
feature with a setting of “off” (0, false, no)

atc-auto-update

atc-user the logon user name (no default value)

the password given to the server (arequired variable
when atc-user is used; no default value)

atc-password

atc-splash-screen the option that lets you disable the thin client splash
screen with a setting of “off” (0, false, no)

atc-trace the trace level (default valueis“0")

atc-server the name or | P address of the server to connect to (a
required variable with no default value)

atc-port the TCP port number to use (default value is 5632)

atc-runtime-options

runtime options passed to the runtime via
AcuConnect (no default value)

atc-alias the alias to execute (a required variable with no
default value)
atc-cobol-args COBOL arguments passed to your COBOL

program via AcuConnect (no default value)

Note that comment lines (preceded by the “#" character) are allowed in this
file, asthey arein other configuration files.
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The contents of the “.atc” or “.acutc” file are interpreted by the thin client as
the following command line:

acuthin [atc-user atc-password atc-splash-screen atc-tracel
<atc-servers[:<atc-port>] [atc-runtime-options] <atc-aliass>
[<atc-cobol-args>]

As an example, assume the following command-line file components:

atc-server myserver
atc-port 5633
atc-runtime-options -Ixe runtime.err
atc-alias myprog
atc-cobol-args 102030

These command-line file contents are interpreted as the following command
line:

acuthin myserver:5633 -lxe runtime.err myprog 10 20 30

7.3.2 Using Anchor Tags

Use the HTML anchor tags <a> and </a> to create alink to your COBOL
application. Anchor tags are closed elements that highlight text or images,
making them clickable. When users click on ahighlighted item on your Web
page, they are transferred to the linked document. Because the link in this
caseis athin client command-line file, when users click on the highlighted
item, the thin client is automatically invoked.

To turn text into a hypertext anchor, enclose the clickable text in the anchor
tags. For example:

<a href="myprog.atc">Click here to run the application</a>

7.4 Thin Client Automatic Update

The ACUCOBOL-GT Thin Client has an automatic update feature that
determines whether the acuthin executable on the client is compatible with
the server components (the AcuConnect executable acurcl and the
ACUCOBOL-GT runtime executable wrun32 or runcbl) and triggers an
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automatic update of the client pieceif itisnot. Thisfeatureis especialy
helpful if you need to upgrade a large number of clients after you update your
server components. With the automatic update, users do not see an error
message regarding a version mismatch, and they can use the application
immediately after the update.

With thisfeature, thethin client can automatically download and install anew
version of the client piece that matchesthe server version. It can then restart
the user’s application using the newly installed thin client.

Notethat if your server isrunning AcuConnect Version 7.2 or later, it cannot
automatically update athin client that is earlier than Version 7.2. However,
Version 7.2 can be upgraded from one product build to another viathe
TC_CHECK_INSTALLER_TIMESTAMP or

TC_REQUIRES BUILD_NUMBER configuration variable. (Thisfunction
may be useful when installing a patched product.) You can aso test the
automatic update process by using the “--testautoupdate” acuthin
command-line option. More information about the configuration variables
and command-line options that control the update process appears in the
following sections.

7.4.1 Automatic Update Overview

Thethin client first connects to the AcuConnect executable, acurcl, whichis
running on the server. This executable looks up the specified alias and starts
the ACUCOBOL-GT runtime on the server, which takes over the
communication with the thin client. The runtime sends the thin client
information about itself, including its version number and thin client protocol
number. It also sends several configuration variables that control the thin
client automatic update behavior.

You specify these configuration variablesin the runtime configuration filefor
your application rather than in the acur ¢l configuration file. Asaresult, you
can have adifferent automatic update configuration for each application alias
managed by a single AcuConnect server. More information about the
automatic upgrade configuration variables can be found in the following
sections.

Each of the following five events can cause an automatic update of the thin
client:
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1. Theclient’'smajor and minor version numbers do not match the server’s.
2. Theclient’s protocol number does not match the server’s.

3. The TC_REQUIRES BUILD_NUMBER configuration variable is a
nonzero value, and the client’s build number does not match this value.

4., The TC_CHECK_INSTALLER_TIMESTAMP configuration variable
is set to “on”, and the modification time of the installer file on the
server is later than the modification time of the installer file on the
client. If the installer file does not exist on the client, the modification
time of the running “acuthin.exe” is used.

5. The acuthin command has been executed with the “--testautoupdate’
command-line option.

TheTC_REQUIRES BUILD_ NUMBER configuration variablefacilitates
the automatic update of the thin client viaa comparison of the client’s build

number with the variable value. You set this variable to the thin client build
number required by the application. The default value of thisvariableis“0”

(off, false, no).

When thin client executes, it compares its build number with the value of
TC_REQUIRES BUILD_NUMBER. If the value of this variable does not
match the client’s build number, the automatic update processisinitiated.
For example, suppose you have apatched version of thethin client containing
some enhancements needed by your application, and you want to use the
automatic update feature to deliver the patched thin client to users. Run
“acuthin -v” to get the build number of the patched thin client, then set
TC_REQUIRES BUILD _NUMBER to that build number in the runtime
configuration file set up for your application. Even though the version and
protocol numbers have not changed, the different build number triggers the
automatic update. Note that if the value of

TC_REQUIRES BUILD _NUMBER does not match either the old or the
new thin client build number, the automatic update processis initiated each
time the user launches the acuthin executable.

Thevalueof the TC_CHECK INSTALLER_TIMESTAM P configuration
variable determines whether the thin client compares the modification times
of theinstaller files on the client and on the server. If thisvariableis set to
“1" (on, true, yes) and the modification time of the client fileis older than the
time of the server file, the automatic update processisinitiated. If the
installer file does not exist on the client, then the comparison is made with the
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modification time of the thin client executable (acuthin) currently running.
Thedefault valuefor thisvariableis“0” (off, false, no). To usethisautomatic
update method, you should ensure that your client and server clocks are
synchronized to avoid unnecessary automatic updates. Times are converted
to UTC (Coordinated Universal Time)—formerly known as Greenwich
Mean Time (GMT)—so the comparison works across world time zones.

The “--testautoupdate” acuthin command-line option lets you test the
automatic update feature with your configuration. You need to specify a
server, port number, and alias when you use this option.

7.4.2 Automatic Update Process

When the server runtime determines that a thin client automatic update is
needed, it triggers the following process (optional steps are enabled by
default):

1. Thethin client checksto seeif the automatic update feature is enabled.

2. If the feature is enabled, the thin client informs the user that an update
is required and asks the user to proceed with or cancel the update
(optional). If the user accepts the update, the thin client downloads a
single “installer” file while displaying a download progress dialog.

3. Iftheingtaler filehasan “.ms” extension, then the thin client launches
the Microsoft Windows Installer (“msiexec.exe”) to complete the thin
client installation using the contents of the “.msi” file.

4. Thin client waits for the installer process to exit and then starts the
newly installed thin client with the same command-line parameters or
“.atc” (or “.acutc”) file passed to the original thin client process
(optional).

5. If the automatic update fails for any reason, the thin client informs the
user of that fact (optional).

7.4.3 Enabling or Disabling the Automatic Update Feature

The thin client automatic update feature is enabled by default. The feature
can be disabled in one of three ways. You can
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» settheatc-auto-updatethin client command-linevariableinthe“.atc” (or
“.acutc”) fileto “0” (off, false, no). The default valueis“1” (on, true,

yes).

» setthe TC _DISABLE _AUTO_UPDATE runtime configuration
variableto “1” (on, true, yes). Default valueis“0” (off, false, no).

e usethe“--noautoupdate” acuthin command-line option.

7.4.4 Informing the User When an Update Is Needed

When athin client event triggers the update process, the thin client displaysa
message box informing the user that an update is required. The appearance
of the box may be triggered by aversion or protocol number mismatch or a
build number mismatch. At this point, the user may choose to proceed with
or cancel the update. Three runtime configuration variables control the
message box’s appearance.

The default setting of “1” (on, true, yes) for the
TC_AUTO_UPDATE_QUERY configuration variable enablesthe display of
the query message box. Setting this variableto “0” (off, false, no) prevents
the message box appearance.

You usethe TC_AUTO_UPDATE_QUERY_TITLE configuration variable
to specify the title bar text in the automatic update query message box. The
default value of thisvariableis

ACUCOBOL-GT Thin Client

Thevalue of the TC_AUTO_UPDATE_QUERY_MESSAGE configuration
variable determines the message displayed in the query message box. The
default value depends on the circumstances that triggered the automatic
update. For example, if the automatic update is triggered by a version or
protocol number mismatch, the message displayed is:

Incompatible server version

Server version: <srvverss>, client <clntvers>
Server protocol: <srvproto>, client <clntprotos
Press OK to automatically correct this problem

where <srwvers>, <clntvers>, <srvproto>, and <clntproto> are replaced by
the server version, client version, server protocol number, and client protocol
number, respectively.
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If the automatic updateistriggered by abuild number mismatch, the message
displayedis:
This application requires a newer version of
ACUCOBOL-GT Thin Client
Build required: <regbld>, current <curblds>
Press OK to automatically update this software

where <regbld> isthe value of the TC_REQUIRES BUILD_NUMBER
configuration variable, and <curbld> is the build number of the currently
running thin client.

If the automatic update is triggered by any other condition, the following
message appears:
This copy of ACUCOBOL-GT Thin Client is out of date
Press OK to automatically update this software

7.4.5 Accepting the Automatic Update

If the user proceeds with the thin client automatic update, the thin client
downloads an installer file. we provide a default “.msi” installer file called
“acuthin.msi” inthe REDIST directory on our product CD. Thisfile contains
all of the information needed to update the thin client, including installation
instructions and properties. To usethisfile asyour installer file, you should
copy it to the directory that contains the wrun32 or runcbl runtime
executable. If you renamethisfileor install it in any other directory, you
must set the TC_INSTALLER_SERVER_FILE configuration variableto the
path and file name of theinstaller file.

You may use Microsoft® Visual Studio®, Install Shield®, Wiseinstaller, or a
similar tool to create your own “.msi” fileif you want to customize the thin
client automatic update installation.

You can aso create an “.exe”, “.html”, “.doc”, “.pdf”, “.bat”, or “.cmd” file
toruninstead of a“.msi” installer. If theinstaller file endswith “.msi” or
“.exe”, the thin client executes the file directly. If theinstaller file does not
have either extension, the thin client uses the Windows Shell Execute() API to
run it asif the user had double-clicked on the file or opened the file using
Windows Explorer. Other issues apply if you use an installer file that does
not havethe“.msi” extension. (Refer to the description of the
TC_INSTALLER _RUN_ASYNC configuration variablein section 7.4.6 for
details.)
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7.4.5.1

7.4.5.2

"

.msi” installer

When the installer file hasan “.msi” extension, the location specified in the
TC_INSTALLER _TARGET_DIR configuration variable is used for setting
the installation directory that appearsin the installer dialog. The

“acuthin.msi” file distributed with AcuConnect defines a default location of

C:\Program Files\Acucorp\Acucbl8xx\AcuGT\bin

If theinstallation directory for the new version of thin client isthe sameasthe
location of the currently running thin client, theinstaller cannot overwritethe
executables and DL Ls because they arein use. To avoid this problem, set
TC_INSTALLER _TARGET_DIR to aunique namethat includesthe version
number and build number, if necessary.

Notethat if you set TC_INSTALLER_RUN_ASY NC (described in section
7.4.6), you may install the new thin client in the same directory as the
currently running thin client. The system allows the executable and DLLsto
be overwritten as soon as the current thin client exits, which with
TC_INSTALLER_RUN_ASYNC, happensimmediately after the thin client
startstheinstaller. However, in thisinstance, the thin client does not
automatically restart the application.

Other installers

If your installer file does not have a“.msi” extension, it needs to choose or
allow the user to choose the installation directory. After the new directory is
chosen, your installer needs to update the “.atc” file type association in the
registry so that the thin client can locate the newly installed executable after
your installer finishes. If you want to install the thin client in a directory
relative to the location of the existing thin client, you can determine the
location by querying the registry entries for the “.atc” (or “.acutc”) file type
association.

Thethin client examinesthe“ .atc” filetype association in the registry by first
reading the value of HKEY _CLASSES ROOT\.atc to identify the
version-specific name of the current thin client. It then reads the value of
HKEY_CLASSES ROOT\<current_version>\shell\open\command to get
the absolute directory path to the “acuthin.exe” executable.

For example, after aVersion 7.2 thin client installation,
HKEY_CLASSES ROOT\.atc hasthe value

Acucorp.ThinClient.72



7-20 m Thin Client Special Topics

7.4.5.3

HKEY_CLASSES ROOT\Acucorp.ThinClient.72\shell\open\command
may have the value

"C:\Program Files\AcuThin\acuthin.exe" "$%1"

This value starts with the absolute directory path for the thin client. Your
installer should change this value if you install the new thin client in a
different directory.

If thevalue of TC_INSTALLER CLIENT_FILE isan executable (“.exe”
file), the thin client uses the value of the TC_INSTALLER_ARGS
configuration variable as the command-line options passed to that
executable. For example, if you want “msiexec.exe’ to log all of its
operations to afile named “msi.log”, then you could set
TC_INSTALLER _ARGSto“/logmsi.log”. (Seethe Microsoft Windows
Installer documentation for more details.) TC INSTALLER _ARGS has no
default value.

Note that if the TC_INSTALLER_ARGS configuration variable is set, the
TC_INSTALLER_UI_LEVEL configuration variable (seesection 7.4.5.5) is
ignored.

Installer file locations

Two configuration variables specify the locations of the client and server
installer files. You setthe TC_INSTALLER SERVER FILE configuration
variableto the path and file name of the server installer file. Itsdefault value
is

<runtime paths>/acuthin.msi

where <runtime_path> is the directory that contains the wrun32 or runcbl
runtime executable. Asmentioned earlier, you can substitute another type of
filefor the“.mg” file (for example, an “.exe”, “.html”, “.doc”, “.pdf”, or
“.cmd”).

Note that on Windows servers, you should not use drive letters mapped to
network sharesin TC_INSTALLER_SERVER_FILE. Problemscan occur if
you try to use adrive letter that is mapped in a different security context.
Instead, use Universal Naming Convention (UNC) names to access
resources. The format looks like the following:

TC_INSTALLER_SERVER_FILE
\\MyServer\filesharename\directoryname\filename
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Note: To access network shares, you must either set the AcuConnect
SECURITY_METHOD configuration variable to “LOGON” or use the
control panel to set the AcuConnect Service “Log On As’ property to an
account that can access the network share.

Usethe TC_INSTALLER_CLIENT_FILE configuration variable to specify
the path and file name of theinstaller filethat you want to create on theclient.
You may use the following special directory names for Windows to specify

the value of TC_INSTALLER_CLIENT_FILE:

Identifier Directory

<APPDATA> C:\Documents and
Settings\<user>\Application Data

<COMMON_APPDATA> C:\Documents and Settings\All

Users\Application Data
<COMMON_DOCUMENTS>  C:\Documents and Settings\All

Users\Documents
<DESKTOP> C:\Documents and Settings\<user>\Desktop
<LOCAL_APPDATA> C:\Documents and Settings\<user>\L ocal
Settings\Application Data
<MYDOCUMENTS> C:\Documents and Settings\<user>\My
Documents

More information about these special directory names can be found in
section 7.2.1, “ Copying Files Between the Client and Server.”

The default value of TC_INSTALLER_CLIENT_FILE s
<APPDATA>\ACUCOBOL-GT\<installer server filename>

where <installer_server_filename> is the file name specified in the
TC_INSTALLER_SERVER_FILE configuration variable. By default, the
specified file nameis“acuthin.msi”. Asan example, if user Bob has
TC_INSTALLER SERVER FILE set to the default, the default value of
TC_INSTALLER_CLIENT_FILEis

C:\Documents and Settings\Bob\Application
Data\ACUCOBOL-GT\acuthin.msi
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7.4.5.4

7.4.5.5

Download progress dialog

During the installer file download process, a progress dialog appears. You
can cancel the download at any time from thisdialog. Four configuration
variables control the behavior of the download progress dialog.

The default value of “1” (on, true, yes) for the TC_DOWNLOAD_DIALOG
configuration variable enables the appearance of the progress dialog. If you
set thisvariableto “0” (off, false, no), the progress dialog does not appear.

The TC_DOWNLOAD_DIALOG_TITLE configuration variableis used to
specify the title bar text in the download progress dialog. The default value
of thisvariableis

ACUCOBOL-GT Thin Client Automatic Update

You use the TC_DOWNLOAD_DESCRIPTION configuration variable to
specify the text that appears in the middle of the download progress dial og.
Its default valueis

Downloading installation file.

Usethe TC_DOWNLOAD_CANCEL_MESSAGE configuration variableto
specify the message that appearsif the download processis cancelled. The
Cancel push button is disabled immediately after the user clicksit, the
description line in the middle of the dialog disappears, and the message
specified in this configuration variable appears. The default value for

TC DOWNLOAD_CANCEL_MESSAGE is

Please wait while the download is being cancelled .

Microsoft Windows Installer

After the installer file downloads successfully, the thin client executes the
Microsoft Windows Installer (“msiexec.exe”), which installs the new
ACUCOBOL-GT Thin Client. Note that “msiexec.exe” isavailable on, and
the“.mg” file extension is automatically recognized by, later generations of
Microsoft operating systems. However, Windows NT may require the
installation of a patch from Microsoft to execute the“.msi” file. These patch
filesare “InstMsiW.exe” for Windows NT Service Pack 6 and later.



Thin Client Automatic Update m 7-23

Distributed with AcuConnect, these two files are located in the REDIST
directory on the product CD. For the automatic download to work, you need
to copy the appropriate patch file to the same directory astheinstaller file on
the server, that is, the directory containing the runtime executable wrun32 or
runcbl or the directory specified in TC_INSTALLER_SERVER FILE.

The“acuthin.msi” file contains a default location for theinstall. If you want
to install to adifferent location, usethe TC_INSTALLER _TARGET_DIR
configuration variable.

Note that on Windows servers, you should not use drive letters mapped to
network sharesin TC_INSTALLER TARGET_DIR. Problems can occur if
you try to use adrive letter that is mapped in a different security context.
Instead, use UNC names to access resources. The format looks like the
following:

TC_INSTALLER TARGET DIR \\MyServer\sharename\directoryname

The keywords or numeric valuesinthe TC_INSTALLER_UI_LEVEL
configuration variable control the Windows installer interface. Set
TC_INSTALLER_UI_LEVEL to NONE or “0” if you do not want
“msiexec.exe’ to display auser interface. This setting adds the msiexec
“/gn” command-line option.

Set this variable to UNATTENDED or “1” if you want “msiexec.exe” to
display informational and progress messages but to execute unattended. This
setting adds the msiexec “/passive” command-line option.

Set TC_INSTALLER_UI_LEVEL to INTERACTIVE, DEFAULT, or “2” if
you want “msiexec.exe” to prompt for and accept user input for the
installation process. For example, the user could choose the directory
location for thin client installation. This setting adds the msiexec “/qgf”
command-line option, which is the default msiexec option.

Set the variable to REDUCED or “3” if you want “msiexec.exe” to use a
reduced user interface. This setting adds the msiexec “/qgr” command-line
option.
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7.4.6 Restarting the Application with the New Thin Client

After theinstaller processis complete, the newly installed thin client is
started with the same command line parameters or “.atc” (or “.acutc”) file
passed to the original process. The thin client examines the “.atc” file type
association in the registry to find the new thin client version. If the registry
entries are properly set, when you open the “.atc” file from Windows
Explorer, a desktop shortcut, or the start menu, the updated version of thin
client is automatically found.

Thethin client also addsthe“ --noautoupdate” acuthin command-line option,
which preventsaninfiniteloop in the event an error causesthe new thin client
to detect that it needs another update. This could happen if, for instance, the
automatic update was configured with an incorrect version of the installer
that installs an older thin client than required.

You usethe TC_INSTALLER_RUN_ASY NC configuration variable when
you want to prevent the thin client from restarting after an automatic update
or when your installer file handles the automatic update process to
completion. When you set thisvariableto “1” (on, true, yes), the thin client
starts the installer process asynchronously and then exitsimmediately. It
does not wait for the automatic update process to complete and does not
restart using the same command line parameters or “.atc” file. The default
valueis“0” (off, false, no).

You may also use TC_INTALLER_RUN_ASYNC to install the new thin
client in the same directory as the currently running thin client. When this
variableisset to “1", the system allows the executable and DLLs to be
overwritten as soon as the current thin client exits, which happens
immediately after the thin client starts the installer.

Thisvariableisuseful if you want to run an “.exe”, “.html”, “.doc”, “.pdf”,
“.cmd”, or other fileinstead of a“.msi” installer. For example, you could set
TC_INSTALLER_SERVER_FILE to “AutoUpdate.ntml” and

TC INSTALLER RUN_ASYNCto“1". Thethin client downloads
“AutoUpdate.html” and runsit. The original thin client process would exit
and leave Internet Explorer (or the default Web browser or application
associated with “.html™) displaying the contents of “ AutoUpdate.html”.
“AutoUpdate.html” couldinclude scripting code, redirect the Web browser to
aWeb site, or simply display an informational message to the user.
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7.4.7 Automatic Update Failure

If the thin client automatic update processfailsfor any reason, amessage box
appearsand alog fileis created on the server by default. Thisfile containsa
log of the update operations and details about the failure. The configuration
variables that affect the failure notification process are described in the
following paragraphs.

The TC_AUTO_UPDATE_FAILED_TITLE configuration variable lets you
set the title bar text for the message box that appears on update failure. Its
default valueis

ACUCOBOL-GT Thin Client

TheTC_AUTO_UPDATE_FAILED_MESSAGE configuration variable lets
you specify the text in this message box. Its default valueis

ACUCOBOL-GT Thin Client: Automatic update was
unsuccessful

In some cases, you may not want the thin client to inform the user that the
automatic update failed. Setthe TC_AUTO_UPDATE_NOTIFY_FAIL
configuration variable to “false” (0, off, no) to configure the thin client so it
does not notify the user if the automatic update fails. The default value of
TC_AUTO_UPDATE_NOTIFY_FAIL is“true”’ (1, on, yes).

Note that the message box does not appear if the user cancels the Windows
installer download process.

You can usethe TC_SERVER LOG_FILE configuration variable to
configure the location and name of the log file created on the server. The
name can optionally include the hostname of the client machine and the
process ID of the server runtime that was managing the automatic update at
the time of the failure.

By default, thisfileis named “ autoupdate.%c.%op.log”, where %c isreplaced
by the client hostname and %p is replaced by the process ID of the server
runtime. The default location is the working directory specified in the alias
on the server.

The directory must exist at the time of the failure. Otherwise, thisfileis not
created. The location of thelog file is relative to the working directory
specified in the alias. For example, the following setting:

TC_SERVER LOG_FILE updatefailed/%c.%p.log
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configures the log filesto be created in a directory named “ updatefailed”
relative to the working directory. The files are named with the hostname of
the client followed by adot and the process ID of the server runtime, ending
with the“.log” file extension.

Theclient and server may bein different time zones. You canlook at thefile's
creation date to see what time the update failed according to the clock on the
server, and view the timestamps at the beginning of thelinesinthelog fileto
see what time it failed according to the clock on the client.

Set the TC_DISABLE_SERVER_LOG configuration variable to “true” (1,
on, yes) to prevent the creation of alog file for athin client automatic update
failure. The default value of TC_DISABLE_SERVER LOGis“fase’ (0,
off, no).
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8.1 Introduction

This chapter discusses some system management issues to consider when
you oversee AcuConnect® operations. Most UNIX system management
functions are performed using the acur cl command described in section 8.2,
“Managing the System: UNIX.” Windows users have two methods for
performing management functions: the acurcl command or a graphical
control panel, described in section 8.3, “ M anaging the System: Windows.”

This chapter also discusses machine failures, event logging, and
troubleshooting for both the distributed processing and thin client
environments.

8.2 Managing the System: UNIX

The acurcl command is your control and maintenance interface to
AcuConnect. Theacurcl command isused on the server at the command line
(or with the graphical control panel under Windows) and initiates the
following actions:

» starts and stops the AcuConnect program and installs and removes
AcuConnect as a Windows service

« controls the configuration of running instances of AcuConnect
e reports AcuConnect system status

» creates and maintains the server access and server aliasfiles

When the acurcl command is entered with no options, alist of options (or a
graphical control panel in Windows) appears.

The acurcl command formats on UNIX servers are:

acurcl
acurcl -access
acurcl -alias

acurcl -config [server] [-n port]

acurcl -info [server] [-n port]

acurcl -kill [server] [-f] [-n port] [-p PID]
acurcl -start [-c config file] [-d] [-e error file]
[-1]1 [-t #] [-n port]

acurcl -version
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I'n addition to these command formats, the following formats are available on
Windows servers:

acurcl -install [server] [-depends ServiceDependency] .
[any valid start options]

acurcl -query [server] [-n port]

acurcl -remove [server] [-n port]

8.2.1 The acurcl Command

8.2.1.1

8.2.1.2

8.2.1.3

The following sections describe the acurcl command optionsin detail.

acurcl -access

The “acurcl -access’ command starts the server access file manager utility.
The access file manager is used to create and maintain the database of
authorized AcuConnect clients and users. To use “-access’ on aUNIX
server, you must belogged in asroot or superuser. On aWindows server, you
must use “-access’ from the Administrator account or from an account that
belongs to the Administrators group. For adescription of how to use this
tool, see section 2.3.3, “ The Server Access File.”

acurcl -alias

The*acurcl -alias” command startsthe server aliasfile manager utility. This
utility is used to create and maintain the aliasfile required on the server only
for thin client operations. Thisfile holdsall theinformation that is needed to
invoke the appropriate runtime on the server. To use“-alias’ on a UNIX
server, you must belogged in asroot or superuser. On aWindows server, you
must use “-alias’ from the Administrator account or from an account that
belongs to the Administrators group. For adescription of how to usethis
tool, see section 2.4, “ Creating a Server AliasFilein Thin Client.”

acurcl -config

You can configure server configuration variables on the fly using the
“acurcl -config” command. The “acurcl -config” command allows you to
change the configuration of arunning AcuConnect server, for instance, to
turn tracing on or off or to change configuration variables such as
PASSWORD_ATTEMPTS. When you enter this option, you start
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communicating with the server running on the named server and named port.
If no server nameis given, the local server isassumed. If no port number is
given, the default port is assumed.

Optional argumentsto “-config” include:

Option Description

server Specifies the name of the server machine to be configured. If no
server is specified, the server is assumed to be the local host.

-n Identifiesaparticular instance of the AcuConnect program by port
number. The“-n" must befollowed by aspace and then an integer,
for example, “6524”. If no port number is specified, the default
port is configured.

After you have entered the “-config” option, the prompt “rclcfg>" appears.
At this prompt, enter any of the following commands:

GET Gets the value of asingle variable. For example:

variable-name rclcfg> get password attempts

PASSWORD ATTEMPTS: 3
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SET variable-name | Setsavariablein the server. For example:

new-value rclcfg> set password attempts 5

Notethat if given an invalid variable name, the
remote AcuConnect sets avariable of that name
with the given value, even though that variable will
not have any effect on the remote AcuConnect. For
alist of valid server variables, refer to section 3.3,
“Creating a Server Configuration File.”

Setting certain variables has no effect on the remote
AcuConnect, since the variable is used at
initialization time and never checked again.

For example, trying to set ACURCL_PORT,
SERVER_IP, or SERVER_NAME resultsin an
error message such as:

rclcfg> set SERVER _IP 192.215.170.34
Setting the SERVER_IP has no affect
rclcfg> get SERVER IP

SERVER IP: 192.215.170.34

Note that a GET command shows the new value,
but it is not used.

LIST [{>]>>} fil€] Lists the names and current values of all variables
of which AcuConnect isaware, including somethat
do not directly affect AcuConnect. Usethe optional
“{>|>>} file" syntax to send the output to a named
file instead of the screen. “>" creates anew file of
the specified name, and “>>" appends the output to
an exigting file.

I'emd Causes the command “cmd” to be executed.

HELP Prints a quick synopsis of available commands. It
looks very similar to the above list.

QUIT These commands exit the configure mode.

EXIT

8.2.1.4 acurcl -info

The “acurcl -info” command returns a report of AcuConnect system status
for the current host (unless another machine is specified). This report
includes all child runtimes that have not yet terminated, including the
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working directory the runtime was started from, thelist of runtime arguments
used to start the runtime, and the date and time that each child runtime was
started (in HH:MM:SS.FF format, where FF is hundredths of a second).

The status report contains the following fields:

The Client field identifies the client machine associated with the child
runtime.

The User field identifies the client user name associated with the child
runtime.

The PID isthe process ID of the child runtime. Becausethese PIDs are
local to the server machine, they are unique.

The Directory is the working directory changed to before executing the
child runtime.

The Command is the full command line with which the child runtime
wasinvoked. Thiswill includeall the optionsgiven to the runtime. This
command lineis not truncated and may wrap around on some screens,
depending on how many options are used.

Optiona argumentsto “-info” include:

Option Description
server Specifies the name of the server machine whose statusis to be
reported.

Identifies a particular instance of the AcuConnect program by
port number. The“-n" must be followed by a space and then an
integer, for example, “6524” . If no port number is specified, then
status for the default port is reported.
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8.2.1.5 acurcl -install

The“acurcl -install” command is for Windows serversonly. It installs
AcuConnect asaWindows service. Optional argumentsto “-install” include:

Option

Description

server

Specifies the name of the server machine. If no server is
specified, the server is assumed to be the local host.

depends

You can add Windows service dependencies to the installation
of AcuConnect asaservice. You may include multiple
dependencies; simply use the “-depends’ option for each one.
The name of the service should be used as the argument
following “depends’ on the command line.

For information on service dependencies, consult your
Microsoft Windows documentation.

any valid start
options

Any valid “-start” option can be used for “-install”. (Refer to
“acurcl -start” below for alist of options.) Note that these
options are stored for service start-up on this particular port.
For example, to run the service with the arguments “-c
c:\etc\serverl.cfg -le c:\tmp\serverl.log” on start-up, you
would use the following “-install” command:

acurcl -install -c c:\etc\serverl.cfg -le
c:\tmp\serverl.log

Installing a service on a particular port resets all start-up
options for the service on that port.

If no options are stored for a service, starting the server on a
particular port automatically installs a service on that port and
storesthe optionsused. In other words, you can install and run
a service with one set of arguments, and then occasionally run
the service with different arguments by using “acurcl -start”.

If you plan to have multiple instances of the AcuConnect service running at
the same time, each instance will have a unique name. The name of an
installed service will be* AcuConnect X", where X isthe port number. If you
do not usethe “-n" option, the name of the service will be “ AcuConnect”.

In athin client configuration, clients can be assigned to a particular instance
of the AcuConnect service viathe <server:port> notation of the “acuthin”

command.
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8.2.1.6 acurcl -kill

The “acurcl -kill” command causes the AcuConnect process to halt. If no
server is specified, the AcuConnect process is halted on the current host;
otherwise, the process is halted on the named host.

Touse“-kill” on aUNIX server, you must be logged in asroot or superuser.
On aWindows server, you must use “-kill” from the Administrator account
or from an account that belongs to the Administrators group.

Note that although files are not broken when you use this command, they
may not be consistent. If achild runtime is terminated between two file
updates that are both required for consistency, the runtime shuts down
between them.

Unlessthe “-f” option is specified, AcuConnect prompts for confirmation
before the halt action is executed.

Shutting down acurcl on: condor
Do you really want to shut down acurcl [N]?

Respond by entering “Y” or “N”.

Optiona argumentsto “-kill” include:

Option Description

server Specifies the name of the server machineto kill. 1f no server is
specified, the server is assumed to be the local host.

-f Causes the AcuConnect process to terminate immediately,
without prompting for confirmation. “-f” should be used when
“acurcl -kill” isincluded in a program or script.

-n Identifiesaparticular instance of the AcuConnect program by port
number. The “-n” must be followed by a space and then an
integer, for example, “6524”. If no port number is specified, the
default port is terminated.

-p Causes AcuConnect to terminate an individual child process. The
“-p" must be followed by a space and the process ID of the child
process to be terminated.
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8.2.1.7

Caution: The AcuConnect process can also be terminated from the
command line. For example, on UNIX you could use the command

“kill -9” (signal #9). However, asignal #9 prevents AcuConnect from
performing an orderly shutdown and should never be used when clients are
actively using AcuConnect.

acurcl -query

The*acurcl -query” command isfor Windows serversonly. It allowsyou to
guery whether or not the specified Windows service isinstalled.

Optional argumentsto “-query” include:

Option Description

server Specifies the name of the server machine. If no server is
specified, the server is assumed to be the local host.

-n Identifies a particular instance of the AcuConnect program by
port number. The“-n" must be followed by a space and then an
integer, for example, “6524”. If no port number is specified, the
default port (which has the service name “ AcuConnect”) is
removed.

When you enter this option, you receive a message stating whether or not the
serviceisingtaled, and if itis, whether or not the serviceiscurrently running.
The“-query” command also displays the start-up parameters that have been
stored for the service, if any. For example:

C:> acurcl -query

Service AcuConnect (AcuConnect 8.0 on the default port
(5632)) exists

Start Up: Automatic

Program: C:\AcucblGT\bin\acurcl.exe

Startup arguments: '-c c:\etc\serverl.cfg -le
c:\tmp\serverl.log'

Status: running

C:>

Note that the start-up arguments listed are the arguments used to install the
service, and not the arguments given to the currently running server.
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8.2.1.8

8.2.1.9

acurcl -remove

The“acurcl -remove’ command isfor Windows serversonly. It shuts down
AcuConnect (if it is not already shut down), removes the Windows service
for AcuConnect, and removes the service's stored start-up parameters.

Optional argumentsto “-remove” include:

Option Description

server Specifies the name of the server machine. If no server is
specified, the server is assumed to be the local host.

-n Identifies a particular instance of the AcuConnect program by
port number. The“-n" must be followed by a space and then an
integer, for example, “6524”. If no port number is specified, the
default port (which has the service name “ AcuConnect”) is
removed. Seethe“acurcl -install” option above for more
information about port numbers.

acurcl -start

The“acurcl -start” command starts AcuConnect. On Windows servers, this
option also installs AcuConnect as a Windows service, if it is not already
installed. In addition, if no start-up options are stored, “acurcl -start” stores
the start-up options to be used as the default options.

Touse“-start” on aUNIX server, you must be logged in asroot or superuser.
On aWindows server, you must use “-start” from the Administrator account
or from an account that belongs to the Administrators group.

Unlessthe “-f” option is specified, AcuConnect starts in background. If
AcuConnect is already running, it outputs the following message:

acurcl is already running on hostname

and a new AcuConnect processis not started. If you want to start
AcuConnect with new options, you must stop and then restart it.
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Note: On Windows NT, 2000 - 2008 systems, it is best to specify “acurcl
-start” with no options. This causesit to use the start-up parameters that
have been stored for the service. Typically, if you specify options with
“acurcl -start”, these options are in effect only until the AcuConnect
serviceis started again. The exception to thisisif no start-up parameters
have been stored for the service. In this case, the parameters that you start
AcuConnect with are stored for future start-up use.

A detailed description of valid arguments to the “-start” command can be
found in section 2.6, “ Starting AcuConnect.”

8.2.1.10 acurcl -version

The “acurcl -version” command causes the version number of AcuConnect
to be output. “-version” must be the only argument on the command line.

8.3 Managing the System: Windows

Windows administrators can manage AcuConnect through a graphical
control panel. To accessthe control panel, enter the acur cl command on the
server command line with no options. The control panel hasfive tabs, which
correspond to the various actions avail able from the command line. You can
access help from the graphical control panel by pressing the F1 key, aswell
as by clicking the Help button.

Note: To use the Control Panel on Windows 2008 where User Access
Control security isturned on (asit is by default), any user must choose
“Run as Administrator” in order to use the various Acuserver utilities.
UAC can be turned off, in which case the user must merely be amember of
the administrators group in order to fully operate the control panel.

Please note that some of the tabs on the control panel areavailable only if you
have Administrator privileges.
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8.3.1 AcuConnect Control Panel

8.3.1.1

The AcuConnect control panel comprises five tabs:

¢ Access Tab

« Config Tab
* AliasTab

e InfoTab

e Services Tab

These tabs are described in detail in this section.

Access Tab

The Access tab, shown below, allowsyou to maintain the AcuAccessfile
through the access file manager. To use the access file manager from the
control panel, you must be logged onto a Windows server from the
Administrator account or from an account that belongs to the Administrators
group. For detailed information about the AcuAccessfile, refer to section
2.3.3,“The Server AccessFile”

You can use the Accesstab to:
e createan accessfile
e add an accessrecord
* remove an access record

e modify an access record
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» display an accessrecord

# AcuConnect 1 i__ ;I.glll
Access | Eonfigl Aliaz I Info I Servicesl
Server Access File IE:\.etc'\AcuAccess

Client Machine M ame I'ElientUsemame ILocaIUsemame IUmask I

* <same az client> 002

MHew... Modify.. [elete

Cloze Help

Access Tab

The following table describes the contents of each of the fields on this tab.

Field Description
Client Machine The official host name by which the client machineis
Name identified on the TCP/IP network. For distributed

processing on Windows, thisnameisfound in the Host field
under Control Panel/TCP/IPPropertiessDNS Configuration.
An asterisk (*) in thisfield means “match all client
machines.”

Client Username The user’slogin name on the client system. An empty field
means “match all client users.”
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Field Description

Local Username Thelocal user name that AcuConnect will use when
fulfilling requests for the client user. An entry of “same as
client” means “use the client username.”

When the string “same as client” is specified, certain
conditionsapply. If Client Usernameisnot avalid nameon
the server, DEFAULT_USER isused. Inaddition, if the
Local Username field is blank, DEFAULT _USER is used.
If DEFAULT_USER is used to connect to AcuConnect on
an NTFS partition under Windows NT, 2000, or 2003, 2008
be sure that DEFAULT_USER has both READ (RX)
permissions on “wrun32.exe” and the appropriate
permissions to access any file.

Umask A three-digit file creation mask.

For an example of common access records, see section “Common access
records example” in Chapter 2.

To create a new access file

1. OntheAccesstab, click Open.

2. Browse to the directory in which the new access file will reside (the
default is c:\etc).

3. Inthe File Name text box, enter the name of your new access file and
click Open.

4, Because thisis anew file name, you will get a message stating:
‘C:\etc\filename’ does not exist. Do you want to create it [N]?
Enter Yesto create a new accessfile.

The New button isnow availablefor you to use to add records to the new
accessfile.

To display a record in an access file

1. Onthe Accesstab, click Open.

2. Browse to the access file that contains the record you wish to display.
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The records of the selected access file appear in the list box.

To add an access record to an access file

1

On the Access tab, click New.

The Access User dialog appears, as shown below.

accessuser x|

Client Machine |"

Client zer Mame |

Local User Name

Password

Confirm Password I

Urnask 0oz

(0] 8 I Cancel |

Access User Dialog

2.

In the Client M achine text box, enter the client machine identification
name.

In the Client User Name text box, enter the user’s login name on the
client system.

In the Local User Name text box, enter the local user name that
AcuConnect will use when fulfilling requests for the client user.

In the Password text box, specify a password that must be supplied by
requesters who match this record., then enter it again in the Confirm
Password text box.

The Umask text box contains the default umask of the runtime process
started for the user. You may change this to another valid value, if you
wish.

Click OK to add the record to the access file.
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To modify a record in an access file

1

Onthe Accesstab, select from thelist box the record you wish to modify.

The Access User dialog appears, with the selected record’s information
in the Client Machine and Client User Name text boxes.

Select a text box to modify and enter the desired information.

When you have finished modifying the information in the text box(es),
click OK to apply your changes.

To remove an access record from an access f||e

1

2.

On the Access tab, select from the list box the record you wish to
remove.

Caution:Be certain that you want to delete the record you select—you
will not be asked if you are sure, and the action cannot be undone.

Click Delete to remove the selected record.

8.3.1.2 Config Tab

The Config tab, shown below, allows you to view and set the status of the
current configuration settings of arunning server.

You can use the Config tab to:

changethe server and port
add variablesto the running server

modify the values of variables
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Access  Canfig |Alias Ilnfo IServicesI

Server ISDark_u Part I5832
Wariable Mame | Walue | -
ACCESS_FILE fetciboubocess
ACURCL_PORT 5632 b
ACUSHARE_COMMECT_R... Can't get value of func type variables
ACUSHARE_TRALCE Can't get value of func type variables
AGS_BAD_SOCKET Can't get value of func type variables
AGS_Max SEND_SIZE 16000
AG5_PING_TIME -1
AGS_RECEIVE_BUFFER_S... 16384
AGS_SEND_BUFFER_SIZE 16384
A4G5_SERVER_SOCKET_R.. O
AGS_SOCKET_COMPRESS 255
AGS_SOCKET_EMCRYPT FALSE _'J
Mew ... I mdify..
Cloze Help
Config Tab

The list box on the Config tab displays the variables and their values
associated with the server and port shown in the fields at the top of the tab.
The following table describes the contents of each of the fields on this tab.

Field Description

Variable Name The name of a configuration variable that has been added
to the server configuration file.

Value The value that has been assigned the variable.

To change the server and port you are viewing

1. Onthe Config tab, click Query.
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The Connect to server dialog appears, as shown below.

x

Server || X i
Fort | Bt I

(]9 I Cancel |

Connect fo server Dialog

2.

Enter or select from the Server drop-down list the name of the server
you wish to view.

Enter or select from the Port drop-down list the name of the port you
wish to view on the server.

Click OK to apply your selections.

Theinformation for the new server and port appears in the list box.

To add a variable to the running server

1

On the Config tab, click New.

The Configuration Variable dialog appears with blank fields.

In the Name field, enter the name of the variable you wish to add.
In the Value field, enter the value for the variable you added.
Click OK to add the variable to the server.

To modify the value of a variable

1
2.

In thelist box on the Config tab, select the variable you want to modify.
Click M odify.
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8.3.1.3

The Configuration Variable dialog appears with the selected variablein
the Namefield and its value in the Value field, as shown below.

Configuration ¥ariable |

Mame |.6.G 5_RECEINVE_EBUFFER_SIZE

K Cancel

Configuration Variable Dialog

3. Inthe Valuefield, enter the value you want for the variable.

4. Click OK to apply the new value.

Alias Tab

Before using AcuConnect for thin client operations, you must create asingle
association file—an alias file—to hold all the information that will be
needed to invoke the appropriate application on the server. To create thin
client aliases from the control panel, you must be logged onto a Windows
server from the Administrator account or from an account that belongsto the
Administrators group.

The Alias tab, shown below, alows you to maintain AcuConnect thin client
aliases.

You can use the Alias tab to:
e createan aliasfile
* modify an aliasrecord

e deletean aliasrecord
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| acucomea RE]
Accessl Config  Alias |Inf0 I Servicesl

Alias File IE:".elc'\acurcI.ini

Aliaz Mame | ‘wiorking Directory | Command Line |

karen C:\Program FileghdcucorphdouchlB00... | calc3

Mew ... Modify.. [elete
Cloze Help

Alias Tab

The following table describes the contents of each of the fields on this tab.

Field Description

Alias Name The name of an dlias.

Working Directory The default directory in which the runtime looks for all
files specified on the alias command line.

Command Line Thefull command line used to invoke the alias, including
all the options given to the runtime.

Click Open to select an dliasfileto maintain. The information for the
selected file appearsin the list box.

To create an alias file

1. OntheAliastab, click Open and browse to the folder in which you want
to save thefile.

2. Enter afile name.
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3. You will betold the file does not exist and asked if you want to create
it. Click Yes.

4. Click New to add a new alias entry to the dlias file.

The Alias Properties dialog appears with blank fields.

5. Inthe Alias Name text box, enter the name of the alias you want to
add.

For example, you might enter “reserve”’ for an airline reservation
service.

6. Inthe Working Directory text box, enter the directory in which the
COBOL object files for this alias can be found. (This must be an
existing directory.)

7. Inthe Command Line text box, enter the full command line you want
the runtime to use, including all options, to invoke the alias file.

8. Click OK to add this entry to the diasfile.
9. Repeat steps 2—8 for each record that you want to add to the alias file.
10. Click OK to apply these options.

To modify an alias record

1. Inthelist box onthe Aliastab, select the aliasyou want to modify. If you
want to modify arecord in adifferent aiasfile, open the diasfilefirst.

2. Click Modify.
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The Alias Properties dialog appears, displaying the properties of the
selected alias, as shown below.

Alias Properties ) 1!
Alias Mame Ikaren
‘working Directory A 800N cuG Thzampletacubenchhobject

Command Line

(0] 8 I Cancel

Alias Properties Dialog

3. To change the properties of the alias' working directory, enter the
information you want to appear in the Working Directory text box.

4. To change the properties of the command line for the alias, enter the
information you want to appear in the Command L ine text box.

5. Click OK to apply these changes.
To delete an alias record

1. Inthelist box onthe Aliastab, select the alias you want to delete.
2. Click Delete.

8.3.1.4 Info Tab
The Info tab, shown below, allows you to list and terminate child processes.
Use the Info tab to:
e list child processes
e updatethelist box display
e automatically updatethelist box display

e terminate child processes
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= AcuConnect
Access] Eonfig] Aliaz  Info l Services]
Server Part Guery ... | efres ‘
Client | Uszer l FID | Start date / time | “Wwhorking Directary | Comman
< >
Mumber of clients 0 Server version
Cloze Help

Info Tab

The following table describes the contents of each of the fields on this tab.

Field Description

Client The name of the client machine associated with the child
runtime.

User The client user name associated with the child runtime.

PID The process ID (PID) of the child runtime.

Startdate/time The date and time the runtime started.

Working Directory

The default directory in which the runtime looks for all
files specified on the alias command line.

Command Line

The full command line used to invoke the child runtime,
including all the options given to the runtime.

To list child processes

1. Onthelnfotab, click Query.
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The Connect to server dialog appears, as shown below.

x
Server |spark_l,l - i

Fort 5632 e %

[T Auto Refrash |G _I:-i Seconds
(]9 I Cancel |

Connect fo server Dialog
2. From the Server drop-down list, select a server for the child process.
3. From the Port drop-down list, select a port for the child process.

4. Click OK to apply your selections.

The server you selected appearsin the Server field, the port you selected
appearsin the Port field, and the child processes for the selected
server/port combination are now listed in the Info tab list box.

To update the list box display

On the Info tab, click Refresh to update the information displayed.

To update the list box display automatically
1. Onthelnfotab, click Query.

The Connect to server dialog appears, as shown above.
2. Check the Auto Refresh checkbox.
3. Inthelist box, specify the number of seconds between updates.

4. Click OK to apply your selections.

To terminate a child process

1. Inthelist box, select achild processto terminate (Kill).
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2. Click Kill to terminate the process.

8.3.1.5 Services Tab

The Servicestab, shown below, allowsyou to add, start, stop, and remove
services, aswell asview or modify the properties of an existing service.
When you choose this tab, services that are currently running are marked
with agreen bullet and services that are currently stopped are marked with a
red bullet.

You can use the Servicestab to:
e add services
e start, stop, and remove services

» add dependencies

[ AcuConnect S T
Ac:c:essl Eonfigl Alias I Info  Services |
Fort | Command line |
@ 5632
Mew ... Broperties: .. Start Stop Remayve |
Cloze | Help

Services Tab
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The following table describes the contents of each of the fields on thistab.

Field

Description

Port

The port number on which AcuConnect is running.

Command line

The full command line used to invoke the runtime,
including all the options.

The Service Properties dialog

For most operations on the Services tab, the Service Properties dialog opens,

as shown below.

Service Properties L‘
Part |E

Configuration file I

Browse ... |

Error file I

Trace level IG

[ List configuration variable settings

Browse .. |

o Compress trace output

[ependencie

Add .. |
elete |

K | Cancel |

Service Properties Dialog

You can perform the following actionsin the Service Properties dial og:

Field

Description

Configuration file

Use Browse to specify the name and
path of the configuration file for the
server.

Error file

Use Browse to specify an error file for
the server.
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Field Description

Trace level Selecting atrace level from this
drop-down list box turns on the tracing
function. If you have specified an error
filein the Error filefield, trace
information isplaced in the named error
file.

Tracelevel canbe“1” through “7”:

“1” provides information about access
file match attempts. Thetrace
information buffer isflushed to theerror
file when the buffer isfilled or the
service terminates.

“2" providesinformation about runtime
requests. The buffer is flushed to the
error file when the buffer isfilled or the
service terminates.

“3” provides the information described
for“1” and“2".

“5” isequivalent to “1”, but the tracing
buffer isflushed to the error file each
time an access file match is requested.
(File trace flushing can also be
controlled with the
FILE_TRACE_FLUSH server
configuration variable. See section
3.3, “Creating a Server
Configuration File.”)

“6" isequivalent to “2”, but the tracing
buffer is flushed to the error file each
time aruntime is requested.

“7" provides the information described
for“5” and“6”".

Compress trace output Causesthe file specified in Error fileto
be compressed using the gzip
compression method.
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Field

Description

List configuration variable settings

Selecting this checkbox causes alisting
of the server configuration file to be
printed to standard error output. This
can be helpful when you are debugging
problems that may be related to
configuration variables. If you have
specified an error file, thelisting is
captured in thisfile.

Dependencies

You can add the name of a Windows
service or service group on which
AcuConnect depends. (You may
include multiple dependencies.) Click
Add todisplay alist of possibleservices
and service groups.

Notethat if you enter dependenciesin
thisfield, AcuConnect will not start
unless each service named is currently
installed on the server as a service.

For information on service
dependencies, consult your Microsoft
Windows documentation.

To add a service

1. Onthe Servicestab, click New.

2. Inthe Service Properties dialog, select the options you wish to add to
your new service (see the options and their descriptions in the table

above)

To start, stop, or remove a service

1. Onthe Servicestab, inthelist box, select the service you wish to start,

stop, or remove.

2. Perform one of the following actions:

* Tostart aselected service, click Start.

» To stop aselected service, click Stop.
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* Toremove aselected service, click Remove.

Caution: Be certain that you in fact want to remove the record you
select—you will not be asked if you are sure, and the action cannot be
undone.

To add dependencies to a service

1. Inthe Service Properties dialog, click Add to theright of the
Dependencieslist.

The Service Dependencies dialog appears, as shown below.

x
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Service Dependencies Dialog

2. From thelist, select a dependency you want to add to this service.

3. Click OK to add this selection.

4. Repeat steps 2 and 3 until you have added al of the dependencies you
want for this service.

5. Inthe Service Properties dialog, click OK to apply the selected
dependencies to the service.

8.4 Machine Failures

Two major concerns regarding client and server machine failures are:
» What happens to open files/programs when a server crashes?

* How are other clients and servers affected by a crash?
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When aclient application or connection is terminated with Ctrl+C or akill
command (other than a“kill -9"), AcuConnect detects the termination and
closes al files/programs held open for that client process. However, other
terminal software and hardware failures are not detected. Note that although
filesare not broken when you use this command, they may not be consistent.
If achild runtime is terminated between two file updates that are both
required for consistency, the runtime shuts down between them.

Should the server go down, al clients actively using AcuConnect get access
errors when attempting to communicate with the server. Client systems must
terminate their current applications and wait for the return of the server. All
filesthat were open on the server at the time of the termination are left in an
unknown state and may be corrupt. 1f AcuConnect isautomatically started
when the server boots, AcuConnect should be immediately halted.
Before you start AcuConnect, you should check all filesthat might have been
affected by the termination and, if necessary, rebuild them. After you have
verified all files, you can start the acurcl daemon.

To view an AcuConnect system status report, issue the “acurcl -info”
command. In Windows, you can use the graphical control panel’s Info tab to
check the status of active child runtimes. Click Query to select a server/port
combination and list the child processes running on the selected server.

8.5 Event Logging

AcuConnect can writeto the Windows event notification system or the UNIX
system log when information or error messages need to be reported to the
System Administrator. Such information might be generated when an
unexpected termination occurs or abroken fileis detected. If your operating
system supportsit, the UNIX version of AcuConnect writes to the syslog
facility. If your operating system does not support syslog, it writes this
information to the console.

The Windows version can write to the event log of other machinesin the
network. SettheWINNT_EVENTLOG_DOMAIN configuration variableto
the UNC name of the computer to which all event log messages should be
sent. Thisvariablemust be set inthe configuration fileand isnot changeable.
Note that if thisvariableis not set, system logging information is sent to the
local machine on which the server is executing.
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You should be aware that some Windows administration expertise may be
required to implement this feature on a complex Windows network. For
example, you can start AcuConnect on one server and send event log
information to a different server. If you are Administrator on one machine
but not on the other machine, however, thelog fileis not created and no error
message informs you of that fact.

8.6 AcuConnect Error Messages

In the course of operations, AcuConnect may produce error messages that
inform you of system problems. Error messages that appear when
AcuConnect cannot be started are seen on the server by the system
administrator who istrying to start AcuConnect, or on aclient by a user who
istrying to establish a connection to AcuConnect and start a client runtime.

Error messages that appear when a remote program cannot be started via
AcuConnect may bedifferent depending on whether AcuConnect isdeployed
in adistributed processing or thin client environment. Refer to section 8.7.1
for distributed processing and section 8.8.1 for thin client environments for
the various messages that are generated when aremote application cannot be
started.

acurcl start-up errors

Messages generated as aresult of the inability to start AcuConnect are
different depending on the operating system. Two conditions can be
responsible for the set of messages that appear when AcuConnect does not
start: amissing or expired AcuConnect license file or amissing AcuAccess
file

In a UNIX/Linux environment, the following message may be produced
when the license file is missing:

License file ‘./acurcl.alc’ inaccessible.

The following message indicates that the user licenseis expired:

This license for the AcuConnect product has expired.
Please contact your software vendor for assistance.
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For amissing server access filein a UNIX/Linux environment, the
AcuConnect log file displays the following:

Access file ‘/etc/AculAccess’ not found.

From the graphical control panel in Windows, the foll owing message may
indicate that the AcuConnect license file is missing or expired, or that the
server accessfileis missing:

The AcuConnect service failed to start.
Invalid or missing license.

8.7 AcuConnect Distributed Processing:
Troubleshooting

This section is a collection of error messages and step-by-step diagnostic
procedures for finding and resolving common system problemsin
AcuConnect’s distributed processing configuration. Many of these
procedures require accessto root or administrator privileges and areintended
for use by your site’s system administrator.

8.7.1 Error Messages

In distributed processing, AcuConnect generates the following set of error
messages after an unsuccessful attempt to start a program viathe
AcuConnect remote listener.

Program missing or inaccessible.

This error message indicates that the program would not start, possibly
because

« The called program cannot be found or permissions to execute the
program do not exist.

e The ACUCONNECT_RUNTIME_FLAGS variable containsincorrect
parameters, such as an invalid error file path.

* Permission to write to the server runtime error file does not exist.
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8.7.2

¢ AcuConnect cannot find the server runtime.

e Theserver runtime license is expired or missing (Windows servers
only).

» Thecaled program’s return code indicates afailed call.

Connection refused - perhaps acuconnect is not running.
Unable to start the server runtime.

Possible explanations for this message include:

» AcuConnect is running on a port other than the one specified in the
connection attempt.

e Theserver runtime license is expired or missing (UNIX/Linux servers
only).

» The AcuAccess file does not allow access or it is missing.

The following message means the number of usersallowed by the runtime or
distributed processing license has been exceeded:

Connection refused - User count exceeded on remote server.

When the “acurcl.clc” license fileis missing, the following message appears:

Invalid license or license not found for this connection
type.

Variousfile status codes may also bereturned to the client as error messages.
Refer to Book 4, Appendix E, in the ACUCOBOL-GT® documentation set
for information about file status messages.

Refer to the following sections for tips on resolving some of the system
problems that can cause these error messages to appear.

Unexpected User Name

AcuConnect establishes a connection with the client, but uses an unexpected
user name (Local Username). There are two common reasons for getting an
unexpected Local Username on the server:
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The client machine/client user combination doesn’t match the expected
access record.

The client machine/client user combination matches an access record
that specifies an unexpected Local Username (perhaps the name of a
group account, or an account with restricted privileges).

To investigate and correct this situation, you must be familiar with
AcuConnect server access configuration and have access to root or
Administrator privileges. We recommend that you work with your
AcuConnect system administrator.

UNIX diagnostics

1

Confirm your client user name.

Log on to the client system using the same user name and UNIX
environment that resulted in the unexpected user name. At the UNIX
prompt, enter:

who am i

I's the user name returned the name you expected?
Confirm the name of the client system. Enter:
hostname

The system will return its official network host name.

On the server, examine the server access file for the record that
matches the client machine name/client user name combination. This
requires root privileges on a UNIX server and Administrator group
privileges on a Windows server. It should be done by the AcuConnect
system administrator.

Run the server access file manager utility:

acurcl -access

a. Besureto enter the name of the working server access file when
prompted.

b. Select menu item [4], “Display one/all security records.”
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c. Respond “N” to the “Display all records?’ prompt.

d. To the next two prompts, provide the client machine name and
client user name, respectively. The matching record will be

displayed.

The AcuConnect system administrator should be able to determine
whether thisis the appropriate and expected access record for the client
machine name/client user name combination and take any necessary
steps to modify the record, or add anew one.

Windows diagnostics

1

Confirm the name of the client system.

Under Windows XP, the runtime uses the host name that is set in the
Control Panel.

a. Inthe Control Panel/Network/Configuration menu, select TCP/IP.

Then choose PropertiessDNS Configuration/Host. The name you
specify for the “Host” entry is the one that the runtime uses.

¢. Under Windows NT/2000/2003/2008, navigate to
Start/Settings/Control Panel/Network/Protocols.

d. Select TCP/IP, and then choose Properties DNS/Host Name. The
name you specify for the “Host Name” entry is the one that the
runtime uses.

On the server, examine the server access file for the record that
matches the client machine name/client user name combination. This
requires root privileges on a UNIX server, and Administrator group
privileges on a Windows server. It should be done by the AcuConnect
system administrator.

Run the server access file manager utility:
acurcl -access

a. Be sureto enter the name of the working server access file when
prompted.

b. Select menu item [4], “Display one/all security records.”
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c. Respond “N” to the “Display all records?’ prompt.

d. To the next two prompts, provide the client machine name and
client user name, respectively. The matching record will be

displayed.

The AcuConnect system administrator should be able to determine
whether thisis the appropriate and expected access record for the client
machine name/client user name combination and take any necessary
steps to modify the record, or add a new one.

8.7.3 Connection Refused

Attempts to connect to the server fail, possibly returning a 9D, 103,
connection refused error. Connection refused errors occur for avariety of
reasons:

1

The matching access record specifies an invalid Local Username, or
DEFAULT_USER holds an invalid user name. Note that the use of
“same as client” in the Local Username field of the access record can
lead to the attempted use of an invalid user name (“same as client”
directs AcuConnect to use the Client Username as the Local Username).

2. Thereis no matching access record for the client machine name/client
user name combination.

3. If connecting to a UNIX server, the AcuConnect license on the server
may require that the acushare license manager be running, and
AcuConnect was not able to start acushare automatically.

4. If connecting to a Windows server, various limitations in Windows can
prevent a child runtime from starting.

UNIX diagnostics

1. Confirm your client user name.

Log on to the client system using the same user name and UNIX
environment that resulted in the unexpected user name. At the UNIX
prompt, enter:

who am i
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Is the user name returned the name you expected?

Confirm the name of the client system. Enter:

hostname

The system will return its official network host name.

Examine the server access file for the record that matches the client
machine name/client user name combination (this should be performed
by the AcuConnect system administrator).

To do this, become superuser or log on asroot and run the server access
file manager utility:

acurcl -access

a. Be sureto enter the name of the working server access file in
response to the utility’s first prompt.

b. Select menu item [4], “Display one/all security records.”
c. Respond “N” to the “Display all records?’ prompt.

d. Respond to the next two prompts with the client machine name
and client user name, respectively. The matching record will be

displayed.
If there is no matching entry, you need to add one.

» If the Local Username field contains the name of a user (a string),
check the UNIX password file (/etc/passwd) for the presence of a
valid entry for that name. If no entry exists, the name is not valid.

» If theLoca Usernamefieldis“sameasclient”, Local Usernameis
set to the value of Client Username. Check the UNIX password file
(/etc/passwd) for the presence of avalid entry for that name.

» If the Local Usernamefield isblank, Local Username is set to the
value of the server configuration variable DEFAULT_USER. The
value of DEFAULT_USER is defined in the server configuration
file. Check the UNIX password file (“/etc/passwd”) for the
presence of avaid entry for that name.
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Confirm that acushare is running on the UNIX server by issuing the
“acushare’” command with no arguments. If you receive a usage
message, acushare is not running, and may be manually started using
the “acushare -start” command.

Determine whether you have reached the Windows limit on the number
of simultaneous child runtimes. The CHILD_WAIT configuration
variable contains a value for the number of milliseconds that
AcuConnect waits for a child runtime to start successfully. If the child
runtime subsequently stops, check the trace file for the entry “Child
runtime stopped!! Exit codeis nnn.” If nnn is*“128”, the Windows
limit has been reached and no additional child runtimes are allowed
until another runtime process is terminated. Please refer to Microsoft
Knowledge Base article 184802, “User32.dll or Kernel32.dll Fails to
Initialize,” to learn how to work around this limitation. Refer to
section 3.3.4, “CHILD_WAIT,” in this manual for information about
how to set the configuration variable.

Windows diagnostics

1

Confirm the name of the client system.

Under Windows XP, the runtime uses the host name that is set in the
Control Pandl.

a. Inthe Control Panel/Network/Configuration menu, select TCP/IP.

b. Then choose PropertiesDNS Configuration/Host. The name you
specify for the “Host” entry is the one that the runtime uses.

Under Windows NT/2000/2003/ 2008, navigate to Start/Settings/Control
Panel/Network/Protocols.

a Select TCP/IP

b. Then choose PropertiessDNS/Host Name. The name you specify
for the “Host Name” entry is the one that the runtime uses.

Examine the server access file for the record that matches the client
machine name/client user name combination (this should be performed
by the AcuConnect system administrator).
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Todothis, login as Administrator or from an account that bel ongsto the
Administrators group, then run the server access file manager utility
(“acurcl -access’).

a. Be sureto enter the name of the working server access file in
response to the utility’s first prompt.

b. Select menu item [4], “Display one/all security records.”
c. Respond “no” (“N”) to the “Display all records?’ prompt.

d. Respond to the next two prompts with the client machine name
and client user name, respectively. The matching record will be

displayed.
If there is no matching entry, you need to add one.

» If the Local Username field contains the name of a user (a string),
check the Windows server User Manager for the presence of avalid
entry for that name. If no entry exists, the nameis not valid.

» |f the Local Usernamefield is“same asclient”, Local Usernameis
set to the value of Client Username. Check the Windows server
User Manager for the presence of avalid entry for that name.

» If the Local Usernamefield isblank, Local Username is set to the
value of the server configuration variable DEFAULT_USER. The
value of DEFAULT_USER is defined in the server configuration
file. Check the Windows server User Manager for the presence of a
valid entry for that name.

Confirm that acushare is running on the UNIX server by issuing the
“acushare” command with no arguments. If you receive a usage
message, acushare is not running, and may be manually started using
the “acushare -start” command.

Determine whether you have reached the Windows limit on the number
of simultaneous child runtimes. The CHILD_WAIT configuration
variable contains a value for the number of milliseconds that
AcuConnect waits for a child runtime to start successfully. If the child
runtime subsequently stops, check the trace file for the entry “Child
runtime stopped!! Exit codeisnnn.” If nnnis 128, the Windows limit
has been reached and no additional child runtimes are allowed until
another runtime process is terminated. Please refer to Microsoft
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Knowledge Base article 184802, “User32.dll or Kernel32.dll Fails to
Initialize,” to learn how to work around this limitation. Refer to
section 3.3.4, “CHILD_WAIT,” in this manua for information about
how to set the configuration variable.

8.7.4 Invalid Password

Attempts to connect to the server fail with an invalid password error:

Invalid connection password specified by client

Invalid password errors occur for two reasons:

1

The password supplied viainteractive input does not match the password
in the access record.

The password supplied by the application viathe acu_client_password
variable does not match the password in the access record.

Because password transactionsinvolving acu_client_password areinvisible
to the user, the cause of these failuresis not immediately obvious. If you are
getting the error message given above, but you' re not being prompted for a
password, the application isusing acu_client_password. The value of
acu_client_password is set when the application isinstalled. (Note that the
value of acu_client_password should terminate with LOW-VALUES.)
Refer to section “Option 1: Program Variable” for more information about
acu_client_password.

Diagnostics

1

If the error occurred after a password prompt, work with your
AcuConnect system administrator to establish anew password or to have
the password regquirement removed.

If no password prompt occurred, ask the application’s technical support
group to change or remove the acu_client_password. Contact your
application vendor.
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8.7.5 AcuConnect Fails to Start

AcuConnect failsto start.

1

Verify that Windowsand UNIX permissionsareset correctly onthefiles.
See section 2.3, “ Establishing System Security.”

In Windows, verify the status of the service. To do this, enter:

sc query acurcl

The system should display the current state of AcuConnect and should
say “RUNNING”. If the serviceisnot running, the system will return an
error message similar to the following:

[sc] EnumQueryServiceStatus:0OpenService failed 1060
Another method for verifying the status of the serviceisto select:

Start/Settings/Control Panel/Services

and then check the AcuConnect service status. You should see“ Started”
under “Status’. You may also check the Event Viewer for more
information. Select these options:

Start/Programs/Administrative Tool s/Event Viewer/Log/Application

Examine AcuConnect service events to determine if there were any
errors at startup.

8.7.6 Problems Starting and Stopping Services

You have problems starting or stopping the services or receive amessage that
the service has stopped when it has not.

A service started using the Server Manager interface should be stopped
using the same interface.

A service started on the command line should be stopped using the
command line.
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Diagnostics

Be sure to stop services the same way you start them.

8.8 AcuConnect Thin Client: Troubleshooting

Many things can affect the way the server application and the
ACUCOBOL-GT Thin Client interact. For example, computers can crash,
networks can get interrupted, or other errors can occur. This section outlines
some areas you should be aware of as you use our Thin Client technology.
(Limitations and restrictionsinvolved in running your application in the thin
client are described in section 4.4.1, “ Limitationsin Thin Client
Environments.”) The following paragraphs also include some frequently
asked questions.

8.8.1 Error Messages

Error messages are produced in athin client environment as a result of the
following basic scenarios: AcuConnect cannot be started, a server
connection cannot be made, or a remote application cannot be started via
AcuConnect. Refer to section 8.6 for the messages generated when
AcuConnect cannot be started. The following paragraphs describe the
messages in the other two categories.

If you try to connect to a Windows server, limitations in Windows can
prevent achild runtime from starting, resulting in a“ Connection failed” error
message. Section 8.7.3, “ Connection Refused,” containsinformation for
determining whether you have reached this Windows limit and how to work
around it.

When a server connection cannot be established, possibly because the socket
on the server is busy, the following message appears:

Connection failed. General socket error.

The following message also appears as a result of afailed server connection:



AcuConnect Thin Client: Troubleshooting m 8-43

Connection failed. Connection to server refused.

Specific reasons for this error message include amissing or invalid license
file (“acurcl.alc”), an AcuAccessfile that is missing or not allowing access
for this particular user, or the use of a port number that is not available for
some reason.

A non-existent aliasfile or an diasfile that does not contain the requested
alias causes the following message to appear:

Connection failed. Alias does not exist.

If you are running on VMS and you specify an invalid working directory in
your aiasfile, you receive the following error message:

Connection failed. Unknown error.

If you receive the following message, check to make sure you have avalid
error file path and name in the alias definition:

Connection failed. Server failed to start remote process. Check messages on the
server.

Inability to start the specified remote application results in the following
message:

prog-name: Program missing or inaccessible.

where prog-name is the name of the called program. This message may be
the result of

« analiasrecord that contains an invalid working directory.

» acadled program that may not exist in the working directory.

The following message indicates that the maximum number of runtime users
in thin client has been exceeded:

You have exceeded the licensed number of users for ACUCOBOL-GT. If you
would like to add users, please contact your customer service representative.
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8.8.2 Tuning System Performance

8.8.2.1

The nature of our Thin Client technology may make some functions
expensive in terms of system performance. Certain adjustments have been
made to minimize the amount of message traffic between the client and the
server. For example, if aprogram resizes awindow to be larger than the
available screen space, the operation succeeds, because checking for failure
iS an expensive operation.

Frequent message traffic as a result of communications between screen
controls on the display host and an application on the server can negatively
affect thin client performance. To identify operations that may be causing
performance issues for the thin client, you can establish a screen trace to
monitor network message traffic on aslow screen. You can start with atrace
of afrequently used screen if it isnot clear which screen is causing your
performance issue.

One way to improve system performance is to recompile your programs to
the Version 5.2 or later object format. In older object filesthat use MODIFY
to set control properties frequently, the thin client must return status to the
runtime after each MODIFY statement that sets a property value. When you
recompile, thin client sends status back to your program only if the program
uses that status value.

The following sections describe other specific issuesin thin client system
performance and tips for handling these situations.

Buffer size considerations

Configuration variables that let you adjust internal network buffer sizes can
help to improve thin client performance by increasing the amount of datathat
travels across the network at any onetime.

The AGS RECEIVE BUFFER_SIZE and AGS SEND_BUFFER_SIZE
variablescontrol theinternal network buffersinthelow-level socket routines.
The ACUCOBOL-GT thin client and runtime call these routinesto send data
across the network. Every time datais sent across the network, it must be
acknowledged from the other side. So increasing the size of these buffers
may enhance performance, because sending more data at a time means fewer
acknowledgement messages. Making these bufferslarger has the most
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8.8.2.2

8.8.2.3

impact when alarge amount of datais sent back and forth. Note that the
buffer size won't change the performance characteristics in situations where
data must be sent immediately.

The AGS_ MAX_SEND_SIZE variable can work in tandem with the two
BUFFER_SIZE variables mentioned above to help with performance. This
variable works best if its value matches the BUFFER_SIZE values. For
example, if AGS_ MAX_SEND_SIZE is 8000 bytes and

AGS SEND BUFFER_SIZE is 16000 bytes, the send buffer does not fill
completely before the socket layer decides that data should be sent.

File compression

File compression isanother factor to consider in system performance, and the
AGS SOCKET_COMPRESS variable can help address thisissue. If the
speed of your computer is much higher than the speed of the network, then
the“ZLIB" setting for this variable may work well for you. However, if the
latency caused by compression timeishigher than the latency in the network,
you may not gain much. RUNLENGTH compression isfaster, but much less
is compressed.

As an example, suppose you heed to send 10000 bytes over a hetwork that
can transfer 1000 bytes per second. With no compression, the data can be
sent in 10 seconds. If ZLIB compression can compress that 10000 bytes to
1000 bytesin 20 seconds, then total time for this operation is 21 seconds (20
secondsto compress plus1to send). Inthiscase, no compression isthe better
option. However, if ZLIB can compress that 10000 bytes to 2000 bytesin 2
seconds, then the total time with ZLIB is 4 seconds (2 seconds to compress
plus 2 to send). In thissituation, the compression option isthe better choice.

Note that Windows supports ZL1B compression, but not all UNIX machines
do. If ZLIB compression is not supported on a particular machine, avariable
value of “ZLIB” will beignored.

TC_CONTROL_SYNC_LEVEL runtime configuration variable

Normal runtime behavior ensuresthat VALUE dataitemsin a Screen section
are updated whenever a BEFORE, AFTER, or EXCEPTION procedure
executes. Thiscan result in decreased performance under thethin client. You
can determine which VALUE dataitems are updated by the setting of the
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8.8.2.4

8.8.2.5

TC_CONTROL_SYNC _LEVEL configuration variable. Limiting updates
can mean improved performance. For more information about this
configuration variable, refer to section 3.4.19,
“TC_CONTROL_SYNC _LEVEL.”

TC_TV_SELCHANGING configuration variable

The tree view control normally generates a Msg-Tv-Selchanging event in
some unexpected circumstances. For example, this event is generated when
atree view becomes active, even if the selection in the tree view is not
changing. The frequency with which these events are passed between the
client and the server can cause performance issues.

The TC_TV_SEL CHANGING configuration variable lets you control how
often Msg-Tv-Sel changing events are generated in athin client environment.
Different valuesfor thisvariable enable you to suppress the generation of this
message event to varying degrees. For more information about this
configuration variable, refer to section 3.4.43,

“TC _TV_SELCHANGING.

Graphical control event handling

Three runtime configuration variables give you some control over which
eventsyour application receives. Letting thethin client filter out some events
can reduce network traffic and enhance performance. TC_EVENT _LIST
and TC_AX_EVENT _LIST can contain the numeric value of an event type
or alist of event types separated by non-numeric characters.
TC_AX_EVENT_LIST isfor .NET or ActiveX event types. If the value of
TC _EXCLUDE_EVENT_LIST is*“1”, the specified events are not sent to
your program. For more information about these variables, refer to section
3.4, “Creating a Runtime Configuration File for the Remote Server
Component.”

Three common control properties perform the same functions for individual
graphical controls. EVENT-LIST and AX-EVENT-LIST properties allow
you to specify alist of event typesto either send or block from the program,
depending on the value of the EXCLUDE-EVENT-LIST property. By
default, listed events are sent to the program. For detailed information about
these properties, refer to section 6.4.9, “Common Screen Options,” in the
ACUCOBOL-GT Reference Manual.
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8.8.2.6

8.8.2.7

One advantage to using the configuration variables for these functionsis that
you don’t have to change your application code. For example, if program
performance is affected by asingle ActiveX control type or events that have
unique type numbers, these are easily specified in aconfiguration file. Using
the configuration variablesis a so an easy way to test whether thisfeature can
improve system performance.

Screen Section table handling

The compiler produces some internal dataitems to hold intermediate values
when a Screen Section USING, TO, or FROM dataitem is indexed or
reference modified. Inthethin client, thisbehavior isextended so that it uses
the same intermediate item when both the FROM and TO items refer to the
same dataitem, consuming slightly lessmemory. Asaresult, aprogram with
a Screen Section that storesits values in tables may be able to use the
performance benefit of alower TC_CONTROL_SYNC_LEVEL
configuration setting. For more information about this configuration
variable, refer to section 3.4.19, “TC_CONTROL_SYNC_LEVEL.”

Grid control

Because the performance of some controls may be affected in athin client
environment, some control properties may need to be changed. The grid
control experiences performance delays when the user clicks and drags the
mouseto highlight several cellsinthegrid. To avoid this, thethin client does
not generate the MSG-GOTO-CELL-DRAG event. This prevents you from
highlighting aregion of the grid during drag operations via the
REGION-COLOR property.

Thegrid control supportsaDRAG-COLOR property, which allowsyouto do
highlighting during a drag operation. You can use this with both the thin
client and with the stand-alone runtime. You replace REGION-COLOR
references with DRAG-COL OR and remove any
MSG-GOTO-CELL-DRAG handling. Note that REGION-COLOR is often
located in the MSG-GOTO-CEL L-DRAG handling code, and it will need to
be moved when you change it to DRAG-COLOR. Most commonly, you can
place the DRAG-COLOR referencein the code (or Screen section) wherethe
grid is created.
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8.8.2.8

8.8.2.9

For more information about the DRAG-COLOR property, refer to the grid
control description in Book 2, ACUCOBOL-GT User Interface
Programming, of the ACUCOBOL-GT documentation set.

Bitmaps

A program that uses bitmaps can be slower than one that does not. The first
timeabitmap isdisplayed, it must be transferred from the server totheclient.
The bitmap is then placed in a memory cache on the client so that it doesn’t
have to be downloaded again. However, network messages travel between
client and server regardless of whether the bitmap has already been
downloaded to the client.

Bitmap download performance can be enhanced viathe W$BITMAP library
routine WBITMAP-LOAD process. Setting the WBITMAP-LOAD
parameter FLAGS to WBITMAP-NO-DOWNLOAD optimizes bitmap
handling. When WBITMAP-NO-DOWNLOAD is used, the server assumes
that the bitmap isalready in the client’s cache directory and that the client can
successfully load the bitmap. The server need not wait for aresult code from
the client that the bitmap is successfully loaded. For more information about
W$BITMAP and the WBITMAP-LOAD function, refer to ACUCOBOL-GT
Appendices, Appendix I.

Using “.jpg” filesinstead of “.bmp” files can aso improve system
performance, because “.jpg” files are compressed and therefore are smaller
and transfer more quickly over the network.

Multiline entry fields

A multiline entry field with a compressed size larger than the value of

AGS MAX_SEND_SIZE (see section 3.3.3) may experience degraded
performancein thin client. Although the default value of

AGS MAX_SEND_SIZE should be adequate in most situations, large
multiline entry field performance may improveif the valueisincreased from
its default of 16000 characters. Note that if compressionisenabled, itis
performed before the calculation of maximum packet size.
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8.8.3 Connecting to AcuServer

8.8.4

Question:

Answer:

Question:

Answer:

It is possible that the ACUCOBOL-GT runtime may appear to hang if the
application host needs to open files on aremote (third) machine using
AcuServer® and a password is needed. The problem may appear in one of
two ways.

1. If theruntimeison a UNIX machine and the remote file isan error file
or aconfiguration file, the runtime and the ACUCOBOL-GT Thin Client
both hang. Notethat in thisinstance, if the remotefileis requested after
the COBOL program has started, the password dialog appears as
expected.

2. If the runtime is running on a Windows machine, the runtime and the
ACUCOBOL-GT Thin Client both hang.

You can avoid thisbehavior by not requiring passwords on machines running
AcuServer if the files on the AcuServer machine are needed by the
ACUCOBOL-GT runtime serving the thin client.

Frequently Asked Questions

Can AcuConnect load object fileson mapped server drives?

AcuConnect starts a new instance of the ACUCOBOL-GT runtime for each
client request for an application to be executed. This runtime can locate
object files on aWindows server mapped drive only if the drive mapping has
occurred at an administrator level at system startup.

To load object files on aWindows server mapped drivein thisway, you must
ensure that the SECURITY_METHOD configuration variable defines the
type of Windows security to be used for the connection. For information
about the SECURITY_METHOD variable, refer to section 3.3.11.

Isthe Windows print spooler supported in thethin client?

Generaly speaking, all functionality of the Windows print spooler is
supported except the following WINSPRINTER functions:
WINPRINT_GET_SETTINGS _SIZE
WINPRINT_GET_SETTINGS
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Question:

Answer:

Question:

Answer:

WINPRINT_SET_SETTINGS

These functions are not supported because of variationsin memory allocated
by datatypes on the client and the server (for example, a64-bit UNIX server
versus a 32-bhit Windows client). Instead, you can make calsto
WINPRINT_GET_PRINTER_INFO_EX andWINPRINT_SET_PRINTER,
which are similar.

For information about these functions, refer to section 4.4.3.3.

| am using ACCEPT user-id FROM SYSTEM-INFO toreturn details
about the user that isrunning a specific copy of the application, but the
returned user ID is“root”. How can | ensurethat the correct user
information isreturned?

To return the actual user ID of the user who is executing the application on a
UNIX server, AcuConnect must be started automatically at server startup or
by auser that logs into the server as root and then logs out of the system.
When a subsequent client user starts an application that executes ACCEPT
user-id FROM SY STEM-INFO, the correct user ID is returned.

Toreturnthe correct user D when aprogram isrunning on aWindows server,
AcuConnect must be started as a Windows service and
SECURITY_METHOD must be set to LOGON.

Information about starting AcuConnect automatically at system startup or as
aWindows service can be found in section 2.6.5.

I have an application that contains branching code, which isused when
theapplication is executed on either UNIX or Windows servers. The
coderelieson information that isreturned about theoperating system by
ACCEPT FROM SYSTEM-INFO.

However, with the thin client, the information returned isfrom the
server sideof the configuration. How can | obtain information about the
client side, sothat theapplication isexecuted usingthe correct client-side
information?

ACCEPT FROM SY STEM-INFO returns server-side information for the
thin client environment. To obtain client-side information, you should
modify your existing code to perform an ACCEPT FROM
TERMINAL-INFO.
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Question:

Answer:

Question:

Answer:

If athin client application islaunched from a Web browser, does that
application have Web browser access? We may want toinclude a
hyperlink on the screen.

The thin client does not run in a Web browser. However, you could use the
Web browser control inside your application to allow Web browser access, or
include your links on the same Web page that launches the application.

Arethereany restrictionsregar ding the use of ActiveX or COM obj ects?

You can use ActiveX controls. However, they must be installed on the client
machine. (Refer to section 6.3, “ Installing ActiveX Files.”) Notethat some
controls may generate too many messages to be usable over the Internet.

COM objects are not usable, because everything executes on the server.
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ACCEPT FROM SY STEM-INFO 8-50
ACCEPT FROM TERMINAL-INFO 8-51
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AcuConnect (continued)
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AcuServer 1-3, 8-49
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setting the username 6-8
splash screen 6-4
acuthin command 6-5
--noautoupdate option 7-24
acuthin command-line files 7-12
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adding an accessrecord 2-21
adding an alias 2-27
adding dependenciesto aservice 8-29
adding services 8-28
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AGS RECEIVE_BUFFER_SIZE configuration variable 3-17, 8-44
AGS _SEND_BUFFER_SIZE configuration variable 3-17, 8-44
AGS SOCKET_COMPRESS configuration variable 3-17, 8-45
AGS SOCKET_ENCRYPT configuration variable 3-18
AGS TCP_NODELAY configuration variable 3-18
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association file 2-26, 8-19
asynchronous CALLs 1-9, 4-8
atc-splash-screen option 6-4
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accepting the update 7-18
download progressdialog 3-25, 3-26, 7-22
enabling or disabling 7-16
faillure 3-25, 3-32, 7-25
installer file 7-18
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Microsoft Windows Installer 7-23
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restarting the application 7-24
thin client 7-13
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Windows installer interface 3-29, 7-23
automatically updating the child processlist box 8-24

batch processing 4-2, 4-4
benefits of thin client 1-4
bitmapsin thin client 8-48
building agraphical display 4-13

C

-c option 2-31

C$ASYNCPOLL library routine 4-6, 4-9, 5-15
C$ASYNCRUN library routine 1-9, 4-6, 4-8, 5-15
C$CALLERR library routine 4-7
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C$COPY library routine 4-18, 4-19, 7-2
special directories 7-3
TEMP user environment variable 7-3
with AcuServer 7-4
C$OPENSAVEBOX library routine 4-18, 7-6
C$RESOURCE library routine 7-6
C$SYSTEM library routine 4-18
executing desktop programsin thin client 7-5
cache directory in thin client 6-9
cache file naming in thin client 6-9
CALL verb 4-5
CALL, forms of not supported by AcuConnect to aremote server 4-6
calling aremote COBOL object from anon-COBOL program on aclient 5-13
calling DLLsinthin client 7-7
CODE_MAPPING configuration variable 7-7
passing pointers 7-8
calling thethin client DLL 7-10
calling the Windows APl 4-15
CANCEL 5-8
CANCEL ALL 4-6
cancelling download of thin client automatic update 3-25
CHAIN command 4-11
changing an aliasrecord 8-21
changing records in access files 8-16
character limitationsin thin client 4-12, 4-14
character mapping in thin client 4-21
chgrp command 2-11, 2-12
child processes, listing 8-23
CHILD_WAIT configuration variable 3-6, 8-38, 8-40
chmod command 2-11, 2-12
client configuration file
creating 5-4
locating runtime config file for remote server 3-14
name of server host machine 5-3
specifying remote path of CALLed programs 4-6
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client platforms supported 1-7

client software installation 5-2

client-side components 4-2

COBOL objects, executing remotely 5-13

COBOL Virtual Machine 1-3

code name dias 5-3, 5-6

CODE_MAPPING configuration variable 5-6, 7-7

CODE_PREFIX configuration variable 5-4

compressing error files 2-32, 8-27

compression, data 3-17

Config control panel tab 8-16

configuration file, specifying for the server 8-26

configuration variables 5-4, 5-6
debugging problems with 2-32
printing alist of server 8-28
server 3-3

configuration variables, list of
ACCESS FILE 3-4
ACUCONNECT_CLOSE_AFTER_CANCEL 5-8
ACUCONNECT_DEBUG_METHOD 5-7
ACUCONNECT_DEBUG_METHOD_STRING 5-7
ACUCONNECT_RUNTIME_FLAGS 5-8
ACURCL_PORT 3-5, 5-9
AGS MAX_SEND_SIZE 3-16, 8-45, 8-48
AGS RECEIVE_BUFFER_SIZE 3-17, 8-44
AGS SEND BUFFER_SIZE 3-17, 8-44
AGS _SOCKET_COMPRESS 3-17, 8-45
AGS SOCKET_ENCRYPT 3-18
AGS TCP_NODELAY 3-18
ALIAS FILE IS XML 2-26, 3-2
CHILD_WAIT 3-6, 8-38, 8-40
CODE_MAPPING 5-6, 7-7
CODE_PREFIX 5-4
DEFAULT_MAP_FILE 59
DEFAULT_USER 2-17, 2-18, 3-6, 8-14
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configuration variables, list of (continued)
ENCRYPTION_SEED 3-19
FILE_TRACE 3-7
FILE_TRACE_FLUSH 3-7
FILE_TRACE_TIMESTAMP 3-7
FREEZE_AX_EVENTS 3-19
PASSWORD_ATTEMPTS 2-40, 3-8
PROVIDE_PASSWORD_MESSAGES 3-8, 5-11
SECURITY_METHOD 2-11, 2-15, 3-8, 5-11
SERVER_ALIAS FILE 3-10
SERVER_IP 3-10
server_MAP_FILE 5-10
SERVER_NAME 3-11
SHARED_LIBRARY_LIST 4-13
TC_AUTO_UPDATE_FAILED_MESSAGE 3-20, 7-25
TC_AUTO_UPDATE_FAILED_TITLE 3-20, 7-25
TC_AUTO_UPDATE_NOTIFY_FAIL 3-20, 7-25
TC_AUTO_UPDATE_QUERY 3-21, 7-17
TC_AUTO_UPDATE_QUERY_MESSAGE 3-21, 7-17
TC_AUTO_UPDATE_QUERY_TITLE 3-22, 7-17
TC_AX_EVENT_LIST 3-22, 8-46
TC_CHECK_ALIVE_INTERVAL 3-22, 3-30
TC_CHECK_INSTALLER TIMESTAMP 3-23, 7-15
TC_CONTINUITY_WINDOW 3-23
TC_CONTROL_SYNC_LEVEL 3-23, 8-46
TC DELAY_ACTIVATE 3-24
TC_DELAY_PRE_EVENT_OPS 3-24
TC_DISABLE_AUTO_UPDATE 3-25, 7-17
TC DISABLE SERVER LOG 3-25, 7-26
TC_DOWNLOAD_CANCEL_MESSAGE 3-25, 7-22
TC_DOWNLOAD_DESCRIPTION 3-26, 7-22
TC _DOWNLOAD _DIALOG 3-26, 7-22
TC_DOWNLOAD_DIALOG _TITLE 3-26, 7-22
TC_EVENT_LIST 3-27, 8-46
TC EXCLUDE_EVENT _LIST 3-27, 8-46
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configuration variables, list of (continued)
TC_INSTALLER_ARGS 3-27, 7-20
TC_INSTALLER_CLIENT_FILE 3-28, 7-20, 7-21
TC_INSTALLER_RUN_ASYNC 3-28, 7-24
TC_INSTALLER_SERVER_FILE 3-29, 7-18, 7-20
TC_INSTALLER_TARGET_DIR 3-29, 7-19, 7-23
TC_INSTALLER_UI_LEVEL 3-29, 7-23
TC_MAP_FILE 3-30, 4-22
TC_NESTED_AX_EVENTS 3-30
TC_QUIT_MODE 3-30
TC_REQUIRES BUILD_NUMBER 3-31, 7-15
TC_RESTRICT_AX_EVENTS 3-31
TC_SERVER_LOG FILE 3-32, 7-25
TC_SERVER _TIMEOUT 3-32
TC_TV_SELCHANGING 3-32, 8-46
TEXT 3-11, 5-11
THIN_CLIENT_ENCRYPT 3-33
USE_SYSTEM_RESTRICTIONS 3-12
USE UNIX_SHELL 2-34, 3-12
WIN32_CTL_INPUT_STATUS 4-13
WINNT_EVENTLOG_DOMAIN 3-13, 8-30
WINNT_LOGON_DOMAIN 3-13

configuring the remote application runtime 3-14

configuring the runtime configuration file 3-14

configuring the server 3-3

connecting to AcuConnect 2-38

connecting to AcuServer (thin client) 8-49

connection refused 8-36

control panel tabs
Access 8-12
Alias 8-19
Config 8-16
Info 8-22
Services 8-25

control performance 8-47
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controlling access to datafiles 1-12

copying AcuServer filesto thin client 7-4

creating a client configuration file 5-4

creating anew accessfile 8-14

creating a server accessfile 2-3, 2-21

creating an adiasfile 2-26, 8-19, 8-20

creating an association file 2-26, 8-19

creating an icon for the ACUCOBOL-GT Thin Client 6-2

D

-d option 2-31
data compression 3-17
dataencryption 1-13, 3-18, 3-33
debug mode 2-31
debugging
ACUCONNECT_DEBUG_METHOD 5-7
ACUCONNECT_DEBUG_METHOD_STRING 5-7
in adistributed processing environment 5-14
inthin client 6-6
in transaction processing 6-7
remote 5-7
DEFAULT_MAP_FILE configuration variable 5-9
DEFAULT_USER configuration variable 2-17, 2-18, 3-6, 8-14
deleting access records from accessfiles 8-16
deleting an aliasrecord 8-22
dependencies, adding for AcuConnect 8-28
deploying a Windows application on UNIX 4-15
designing a splash screen in thin client 6-4
disabling automatic update 7-16
displaying an accessfilerecord 2-25
displaying an alias 2-30
distributed processing
calling multiple programs 4-7
client platforms 1-6
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distributed processing (continued)
embedding COBOL CALLs 4-5
environment 1-3, 4-3
error messages 8-32
installing client applications 5-12
preparing the client 5-2
preparing your application 4-2
process flow 1-8
relinking the client runtime 5-2
relinking the server runtime 2-10
remote debugging 5-7
sample programs 5-15
server platforms 1-6
troubleshooting 8-32
DLL thinclient 7-10
download progress dialog in thin client automatic update 3-25, 3-26, 7-22
downloads, cancelling 3-25
DRAG-COLOR control property 8-47

E

-e, -ee, and +e options 2-32
embedded procedures 3-23
enabling automatic update 7-16
encryption 1-13, 3-18, 3-33
ENCRY PTION_SEED configuration variable 3-19
environment configuration variable, ALIAS FILE IS XML 3-2
environment inheritance 4-10
error file, specifying for the server 8-26
error messages 8-31
distributed processing 8-32
thin client 8-42
error output
location of 2-32
printing server configuration fileto 2-32
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event handling 8-46

event logging 8-30

event notification system 8-30

exception handling 4-7

executing client programs 5-12

executing desktop programsin thin client 7-5
exiting the access file manager 2-40
EXTERNAL dataitems 4-11

F

-f option 2-32
failure to start, AcuConnect 2-34
FILE_TRACE configuration variable 3-7
FILE_TRACE_FLUSH configuration variable 3-7
FILE_ TRACE _TIMESTAMP configuration variable 3-7
files

compressing 2-32

tracing 8-4
foreign language characters 4-19
FREEZE_AX_EVENTS configuration variable 3-19
freezing ActiveX events 3-19
frequently asked questions (thin client) 8-49

G

-g option 2-32
getting started 2-2
graphical control event handling 8-46
graphical control panel 8-11
grid control
DRAG-COLOR control property 8-47
performanceissuesin thin client 8-47
gzip compression 2-32, 8-27
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H

HAS-GRAPHICAL-INTERFACE flag 4-15

ImagelList datatypes 6-4
Info control panel tab 8-22
installing ActiveX controlsin thin client 6-3
installing AcuConnect 2-2, 2-3
as a shared object library 2-2
inthin client on VMS 2-7
onaUNIX server 2-3
on aWindows server 2-4
installing client applications, distributed processing 5-12
installing server programs 2-30
installing the ACUCOBOL-GT runtime 2-9, 5-2
installing the ACUCOBOL-GT Thin Client 6-2
international character handling 4-19, 5-10
thin client 4-21
Internet usage 5-5
invalid passwords 8-40
invoking the ACUCOBOL-GT Thin Client in an Internet environment 6-8

L

-l option 2-32
launching thin client applications from a Web page 7-10
library routines

SWINHELP 4-15

C$ASYNCPOLL 4-9

C$ASYNCRUN 1-9, 4-8

C$COPY 7-2

C$OPENSAVEBOX 7-6
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library routines (continued)
C$RESOURCE 7-6
C$SYSTEM 4-18, 7-5
MS$ALLOC 7-8
WS$BITMAP 4-18, 6-4, 6-10, 7-6
WS$KEYBUF 7-5
WIN$PLAY SOUND 6-9, 7-6
WINSPRINTER 4-17, 8-50
library search path variable for a shared object library 2-2
licensing 1-11
limitation, technical in AcuConnect 7-4
limitationsin thin client 4-12
building a graphical display 4-13
character display 4-14
deploying a Windows application on UNIX 4-15
OS-ISWINDOWSflag 4-15
using a highly interactive program 4-14
Windows APl calls 4-15
listing child processes 8-23

M

MS$ALLOC library routine 7-8

machine failures 8-29

maintaining thin client aliases 8-19

map file, character 3-30, 4-20, 5-9

memory/environment issues
CHAIN command 4-11
environment inheritance 4-10
EXTERNAL dataitems 4-11
memory usage 4-10
open connections 4-10
runtime usage 4-10

Microsoft Windows Installer 7-23
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modifying an accessfile record 2-24
modifying an alias 2-29
modifying an aliasrecord 8-21
modifying variable values in the control panel 8-18
MPE/iX operating environment 2-36
limitationin 2-8
multiline entry field 8-48
multiple runtime instances 1-8, 4-7

N

-n option 2-33

Nagle agorithm 3-18

native system security 2-11, 2-15, 3-8, 5-11
nested ActiveX events 3-19

network services 5-3

o)

"on exception” phrase 4-7
open connections 4-10
OS-ISWINDOWSflag 4-15
ownerships and permissions 2-11
new files 2-14
UNIX 2-12

P

P_SPOOLER 4-17, 8-50
passing pointersin DLL calls 7-8
password, field in server accessfile 2-17

PASSWORD_ATTEMPTS configuration variable 2-40, 3-8
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passwords

and levels of access 2-23

client 5-3

handling 3-11

invalid, connection refused 8-40

overview 2-39

specifying 2-22
platform support 1-6
ports

assigning to acurcl 2-33

changing 8-17

specifying for the server 8-26
preparing datafor thin client 4-11
preparing the client

distributed processing 5-2

thin client 6-2
preparing the server 2-2

Internet access 7-10
preparing thin client applications 4-3
printing ascreen 4-18
printing on Windows machinesin thin client 4-17, 8-50
privileged port numbers 2-33
process flow for distributed processing 1-8
PROVIDE_PASSWORD_MESSAGES configuration variable 3-8, 5-11

R

records in access files
displaying 8-14
modifying 8-16
registry entries for thin client automatic update 7-20
registry library routinesfor theclient 4-16
relinking the runtime
client 5-2
server 2-10
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remote AcuServer server, copying filesfromin thin client 7-4
remote application path 5-4
remote COBOL listener 1-10
remote COBOL objects
calling from non-COBOL programs 5-13
executing from clients 5-13
remote program debugging 5-7
remote servers, unsupported forms of CALL 4-6
removing access records from accessfiles 8-16
removing an access file record 2-24
removing an alias 2-29
removing an alias record 8-22
removing client support 5-3
resource filesin thin client 7-6
restrictionsin thin client 4-12
return status codesin UNIX 2-34
RUNLENGTH compression 8-45
running AcuConnect on HP MPE/iX systems 2-8
running distributed processing sample programs 5-18
runtime configuration file 3-14, 5-9
runtime options, "-y" 4-13
runtime requests 2-33
runtime usage 4-10
runtime usage limits, acushare 1-11

S

sample configuration file
client 5-12
server 3-13
sample program
distributed processing 5-15
results 5-20
running 5-18
Screen Section table handling in thin client 8-47
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screen trace 8-44
security 1-12

AcuAccessfile 2-15

ownerships and permissions 2-11

TEXT configuration variables 3-11

using native system 2-11, 2-15, 3-8, 5-11

Windows 2008 2-11
SECURITY_METHOD configuration variable 3-8, 5-11, 8-49

using native security 2-11, 2-15, 3-8, 5-11
server

adding variables to while running 8-18

changing 8-17
server accessfile

accessrecords 2-16

default name 2-14

onaUNIX server 2-3
server components, distributed processing 4-2
server configuration file

and DEFAULT_USER 8-38

creating 3-3

location of 2-31

ownerships and permissions 2-11

printing to standard error output 2-32
server configuration variables 3-3
server platforms supported 1-7
SERVER_ALIAS FILE configuration variable 3-10
SERVER_IP configuration variable 3-10
server_MAP_FILE configuration variable 5-10
SERVER_NAME configuration variable 3-11
server-side processing 1-10

configuring the server 3-3
service dependencies, adding 8-29
service error files, compressing 8-27
Service Propertiesdialog 8-26
Services control panel tab 8-25
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services, adding, starting, stopping, removing 8-28
setting a username in thin client 6-8
setting the user environment in UNIX 2-34
shared object library 2-2
SHARED_LIBRARY_LIST configuration variable and thin client limitations 4-13
smart client
defined 4-3
when to use 4-5
socket performance
tuning maximum size of data packets 3-16
tuning one element 3-17, 3-18
special characters 4-20
specia directory identifiers 7-21
splash screen for thin client 6-4
-start options 2-31
starting AcuConnect 2-31
at system startup 2-37
UNIX 2-31
Windows 2-35
starting AcuConnect in thin client
MPE/iX 2-36
VMS 2-36
gtarting acurcl in UNIX 2-31
return status codes 2-34
starting or stopping aservice 8-28
starting the access file manager 2-20
starting the ACUCOBOL-GT Thin Client 6-4
starting Windows services 2-5
start-up failure 8-41
status reports 8-5
viewing 8-30
stderr, redirecting contentsinto new error file 2-32
"stop run" command 4-10
stopping Windows services 2-6
problemswith 8-41
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support, technical 1-15
suppressing the splash screen in thin client 6-4
suspending ActiveX events 3-31
synchronous CALLs 1-9, 4-8
sydlog facility 8-30
system management 8-2
machine failures 8-29
system status report 8-30
system performance
bitmaps and (thin client) 8-48
buffer size 8-44
connecting to AcuServer with thin client 8-49
Screen Section table handling in thin client 8-47
TC_CONTROL_SYNC_LEVEL configuration variable 8-46
thin client and
buffer size 8-44
tuning 8-44
tree view control and (thin client) 8-46
system security 2-30
system terminations in thin client 4-16

T

-t # option 2-33

TC _AUTO_UPDATE_FAILED_ MESSAGE configuration variable 3-20, 7-25
TC_AUTO_UPDATE_FAILED_TITLE configuration variable 3-20, 7-25
TC_AUTO_UPDATE_NOTIFY_FAIL configuration variable 3-20, 7-25
TC_AUTO_UPDATE_QUERY configuration variable 3-21, 7-17
TC_AUTO_UPDATE_QUERY_MESSAGE configuration variable 3-21, 7-17
TC_AUTO_UPDATE_QUERY_TITLE configuration variable 3-22, 7-17
TC_AX_EVENT_LIST configuration variable 3-22, 8-46
TC_CHECK_ALIVE_INTERVAL configuration variable 3-22, 3-30
TC_CHECK_INSTALLER_TIMESTAMP configuration variable 3-23
TC_CONTINUITY_WINDOW configuration variable 3-23
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TC_CONTROL_SYNC_LEVEL configuration variable 3-23, 8-46, 8-47
TC_DELAY_ACTIVATE configuration variable 3-24
TC DELAY_PRE_EVENT_OPS configuration variable 3-24
TC _DISABLE_AUTO_UPDATE configuration variable 3-25
TC_DISABLE_SERVER_LOG configuration variable 3-25, 7-26
TC_DOWNLOAD_CANCEL_MESSAGE configuration variable 3-25, 7-22
TC_DOWNLOAD_DESCRIPTION configuration variable 3-26, 7-22
TC_DOWNLOAD_DIALOG configuration variable 3-26, 7-22
TC_DOWNLOAD_DIALOG_TITLE configuration variable 3-26, 7-22
TC_EVENT_LIST configuration variable 3-27, 8-46
TC_EXCLUDE_EVENT_LIST configuration variable 3-27, 8-46
TC_INSTALLER_ARGS configuration variable 3-27, 7-20
TC_INSTALLER_CLIENT_FILE configuration variable 3-28, 7-20, 7-21
TC_INSTALLER_RUN_ASYNC configuration variable 3-28, 7-24
TC_INSTALLER SERVER FILE configuration variable 3-29, 7-18, 7-20
TC_INSTALLER_TARGET_DIR configuration variable 3-29, 7-19, 7-23
TC_INSTALLER_UI_LEVEL configuration variable 3-29, 7-23
TC_MAP_FILE configuration variable 3-30, 4-22
TC_NESTED_AX_EVENTS configuration variable 3-30
TC_QUIT_MODE configuration variable 3-30
TC_REQUIRES BUILD _NUMBER configuration variable 3-31
TC _RESTRICT_AX_EVENTS configuration variable 3-31
TC_SERVER _LOG_FILE configuration variable 3-32, 7-25
TC_SERVER _TIMEOUT configuration variable 3-32
TC_TV_SELCHANGING configuration variable 3-32, 8-46
technical support 1-15
terminating a child process 8-24
terminating the remote application 4-6
testing the AcuConnect connection in thin client 6-7
TEXT configuration variables 3-11, 5-11
thick client

distributing application components and 4-3

when to use 4-4
thin client

ActiveX resource files 6-9
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thin client (continued)

diasfile

creating 2-26, 8-19

manager utility 8-3

naming 3-10
assigning to acur cl daemon 2-33
automatic update. See thin client automatic update
benefits of 1-4
bitmap filesand 6-9
bitmaps and performance 8-48
cache directory 6-9
cachefile naming 6-9
calingDLLs 7-7
character mapping 4-21
client platforms 1-7
client-side information, obtaining 8-51
client-side processing 1-10
command-line files 7-12
connecting to AcuServer 8-49
creating an diasfile 2-26, 8-19
creating an icon for 6-2
debugging 6-6
debugging in transaction processing 6-7
desktop programs, executingin 7-5
distributing application components and 4-3
DLL version 7-10
error messages 8-42
filetransfers 7-2
installing ActiveX controls 6-3
licensing 1-11
limitations 4-12
maintaining aliasesfor 8-19
OS-ISWINDOWSflag and 4-15
performance and screen trace 8-44
preparing data 4-11
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thin client (continued)
preparing the client 6-2
preparing your application 4-3
printing to local Windows machine 4-17
resource files 7-6
restrictions 4-12
Screen Section table handling 8-47
security 1-12
server platforms 1-7
server-side processing 1-10
setting a password 6-8
setting ausername 6-8
specia directory identifiers 7-3, 7-21
splash screen 6-4
starting AcuConnect
on MPE/iX 2-36
onVMS 2-36
system performance 8-44
testing the AcuConnect connectionin 6-7
tree view performancein 8-46
troubleshooting 8-42
tuning performance 3-24, 4-19
unexpected system terminationsin 4-16
wavefiles 6-9
when to use 4-4
Windows registry 4-16
thin client automatic update
accepting 7-18
disabling 7-16
download progress dialog 7-22
enabling 7-16
failurelog file
location of 3-32
preventing creation of 3-25
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thin client automatic update (continued)
failure message
changing 3-20
changing for title bar 3-20
disabling 3-20
failure notification process 7-25
installer file 7-18
limitations 7-14
log file 3-32, 7-25
Microsoft Windows Installer 7-23
overview 7-13, 7-14
process 7-16
query message box
controlling appearance of 7-17
determining message displayed in 3-21
enabling or disabling 3-21
specifying title bar text in 3-22
restarting the application 7-24
triggers 7-14
updating the registry 7-19
Windows installer interface 3-29, 7-23
THIN_CLIENT_ENCRYPT configuration variable 3-33
trace function 3-7
trace levels, defined 8-27
tracing
adding to services 8-27
displaying directly to screen 2-32
turning on 2-33
transaction processing, debugging 6-7
tree view performancein thin client 8-46
troubleshooting
AcuConnect failsto start 8-41
connecting to AcuConnect 1-11
connection refused 8-36
error messages and diagnostic procedures 8-32
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troubl eshooting (continued)
invalid password 8-40
problems starting/stopping services 8-41
thin client 8-42
unexpected user name 8-34
tuning network performance 3-22, 3-27
tuning socket performance
maximum size of data packets 3-16
Nagle algorithm 3-18
size of low-level receive buffer 3-17
size of low-level send buffer 3-17
tuning system performance 8-44
tuning thin client performance
color density and 4-19
delaying sending of events 3-24

U

umask
defined 2-14
specifying 2-23
unexpected system terminationsin thin client 4-16
unexpected user name on server 8-34
UNIX
access restrictions 3-12
and ZLIB compression 8-45
application user information 8-50
debug mode 2-31
login shell 3-12
ownerships and permissions 2-12
return status codes 2-34
setting the user environment 2-34
shell login files 2-34
systemlog 8-30
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updating the child processlist box 8-24

usage limitsand licensing 1-11

USE SYSTEM_RESTRICTIONS configuration variable 3-12
USE UNIX_SHELL configuration variable 2-34, 3-12

user access control 2-20

using a highly interactive Windows program 4-14

using the access file manager 2-20

using the anchor tags 7-13

\'

variables
modifying values of in the control panel 8-18
See also configuration variables
viewing status reports 8-30
Virtual Machine, COBOL 1-3
Virtual Private Network (VPN) 6-9
VMS
defining a symbol for AcuConnect 2-7
installing AcuConnect in thin client 2-7
RMSindexed file 2-7
starting AcuConnect 2-36
user account quotas 2-8

W

SWINHELP library routine 4-15

W$BITMAP library routine 4-18, 6-4, 6-10, 7-6
WS$KEY BUF library routine 6-10, 7-5, 7-6

Web Thin Client 7-11

wildcardsin access records 2-17

WINS$PLAY SOUND library routine 6-9, 7-6
WINSPRINTER library routine 4-17, 8-50
WIN32_CTL_INPUT_STATUS configuration variable 4-13
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Windows

API calls 4-15

event notification system 8-30

help 4-15

installation 2-4

limitations, simultaneous child runtimes 3-6, 8-40, 8-42

UNIX and 8-38

on UNIX 4-15

registry 4-16

service 2-5

special directory identifiers 7-3, 7-21
Windows 2008

accessing AcuConnect utilities 2-20

security 2-11
Windows services, adding as dependencies to AcuConnect 8-28
WINNT_EVENTLOG_DOMAIN configuration variable 3-13, 8-30
WINNT_LOGON_DOMAIN configuration variable 3-13
WINPRINT_GET_PRINTER_INFO_EX 4-17, 8-50
WINPRINT_GET_SETTINGS 8-50
WINPRINT_GET_SETTINGS SIZE 8-50
WINPRINT_SET_PRINTER 4-17, 8-50
WINPRINT_SET_SETTINGS 8-50

X

xterm 5-7

Y

"-y" runtime option, thin client limitations 4-13

Z

ZLIB compression 8-45
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