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LET.

d. BRA(Next)] &=/ ILEY .
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9. AT LTLLHI MFortify Static Code AnalyzerDA > Ak —)LhvoF8 17§ 5 MESHEE
ELET.
LLEI MF ortify Static Code Analyzer®A > Xk —)Lhv5F8 179 B &, Fortify Static Code

Analyzer7—T4 777t J7AILOMREFF SN ET . FEMITDLTIE, ["Fortify Static Code
Analyzer® 77 L—R 2DV T" R—235 125 B L TEELY.

X : scapostinstallawk 54 Y—)LZ{E F L TFortify Static Code Analyzer7—
TAT7INERITTHIELTEET . AV RN —)LE DY—)LEE A L TULRET D
Fortify Static Code Analyzer®@4{ > Xk —ILoF% 17957 % (ZDLVTIE. 70/
TAT7AILDFET" R—U 381455 B LTSN,

LLBI DAV AR =L T—T4 7778 &8 79 BIZIE. ROFIEIZHELET .

a. Btatic Code Analyzer®# 1T (Static Code Analyzer Migration)] X—_ T [Ly
(Yes)|ZEIRLT. WA(Next)1#0vILET

b. ¥ AT Lt DB 7F DFortify Static Code AnalyzerdA Ak —JUiGFRZIEEL. &R
~(Next)]&2')vILFET .

LLRT DY) —RAMNoDT—TAT7I DIATL—230E XXy T 9521, Btatic Code

Analyzer®# 1T (Static Code Analyzer Migration)] ®:&{R % (W YZ(No)] DEFIZL

T. BA(Next)]&9JvILET .

10. K Rk—)L#E i (Ready to Install)] R—> T BR~(Next)] #%')vL T. Fortify Static
Code Analyzer. # iR LI-a2R—3b . 8&UFortify Security Contentz (> Xk —)L
LFY.

TXATAVTUOVDEHEERLIEG S L. X )TavToVEHORER
(Security Content Update Result)] 74k It Fa) T2 T VR $T DFE R AR R
L (I 3

11. e T (Finish)] %%')v% L T. Fortify Static Code Analyzertzwt 77O H—R %L
EX I

Fortify Static Code AnalyzerdHAL 2k (B N)A 2V RA—)L

HALUNAVRAN—)VEFERTHE 2—TOV TR ER T BT AR —ILER T T=F
T o ALV TAVRR—ILT BT AVAN—SITHBERIEFRER T4 To a0 T710
WEERTADEIABYET . ALV AVAR—ILEZFERLT. 8 DA E1—2(T(VR
F—ILI\GA—REE B TEFET .

B E Forify7 74— 3o &9—ILDA 2V Ak —)L%k &R L ToL 2k UlZFortify Static
Code AnalyzerZ 4> Ak —)LLIELVTLIEELY,

Fortify Static Code AnalyzerzH(L >k TIU R —)LF %L, TI4ILE TlE AV A—3IC
Ko TFortify Software Security Centerd4 > O0—k ShEHA. 723> T74 )L TFortify
Security ContentdDA > O0—k %8 %1 (29 %\, Fortify Security ContentzF &) T1X

b —ILE BT EMNTEET ("Fortify Software Security Content®F B 4 Ak —)L" R—U32%
B1B).

= nn
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Fortify Static Code AnalyzerZH# AL >k TAU AL —)L9 B

1. AT a7 IWVEERRLET
a. XOITEZELCTXIANIFMIIVEERLET.

fortify license path=<license file Llocation>

_ZT. <license_file_location>%fortify.licenseZ7AILADITIVINATY .
b. LIMSAt A H—N\ZFE BT 5I2E LIMSAEURT—ILERIEREZEORDITE
AT TrAIUEMLET .

lim url=<lim url> 1lim_pool name=<license pool name> lim_pool
password=<license_pool pwd>

C. https://update.fortify.com®dT IAILk EIXE % 515 A ZFortify Security Content
DEHIFERALTWSEE(E. ROITEEMLET .

update_server=<update_server_url>

d. Fortify Security Content®%™o>0—K [Z7AXSH—\HDL B 5 & (. ROIT
BMLEST.

update_proxy_server=<proxy_server> update_proxy_port=<port_number>

e. Fortify Security Content®# o> O—R #H M ITTHITIE. ROITEEMLET .

update_security_content=1

f. BEITGELT, T3V T7MIUAV R —)UE REEMLET .
AT T7AIUSE M TEBAV AN =LA T ar DURN ]G T 5I12F. a<R
TOUTNERE. AVAN =507/ IVE &--helpA T avEA A LET . 2OaTUR
Tl FEARAAELE ATV SAUAT IV DRI E AV abft Toh. E R
BER/IN\TGAANAFINTHENTT . 2EAIE A1VRAN—ILOE TR RFIATRS
AR TR TBIEE & AT 32 T7A U Zunattendedmodeui=minimalZB A0 L&
ENR

I E:

o AXVURSAVATL IV TIFRXF LN FEHR Fl ShFET S

o AVRR—=IVAT L avlE, HIR—F SN TNVSITARTARL—T ATV AT LT
B L TIIBHLHEFRYVEFA. --helpZEA LTIV AN—FFETLT. AR
L—TA I AT LCHER AR RA T cHRALET.
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R DWindowsA TS ar 774 LG Tl 54 AT7A/ILDIG FR . Fortify Software
Security Center—/ M1 ft &Fortify Security ContentZER 1§ 35166007 O0x 1
. LLRT DY) —Ao D% 1T E 3K . HKUFortify Static Code AnalyzerdA > Ak —
IWTAL IR DS T AYE E SN TLVET

fortify license path=C:\Users\admin\Desktop\fortify.license update_
server=https://my _ssc _host:8080/ssc
update_proxy_server=webproxy.abc.company.com

update_proxy port=8080

migrate_sca=1

install dir=C:\Fortify

Linux® XUmacOSDATLar 771 )LD . RDELYTT .

fortify_license_path=/opt/Fortify/fortify.license update_
server=https://my_ssc_host:8080/ssc update_proxy_
server=webproxy.abc.company.com update proxy port=8080 migrate sca=1
install dir=/opt/Fortify

2. AT TFANERFELET

3. ARL—TAV IV RATLDYAL U AV AR —ILAYUR EE T LET
FE B ABICEOTIE AVRMN—SFET TR EEBF LLTCACRTOVTNZ
ETTILEIHYFET .
Windows Fortify SCA_<version>_windows x64.exe--mode unattended--

optionfile <full path to options file>

Linux ./Fortify SCA <version>_linux_x64.run --mode unattended--
optionfile <full_path_to_options_file>
macOS ORUREEITI AR ZIPT7AMIVERATOLELHYET .

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode unattended --optionfile
<full path to options file>

AlIX ./Fortify SCA _<version> <platform>.run --mode unattended --
optionfile <full path to options file>

AVAR—ILATE T F5E A1VRN—SDOT T7A ILAME L ShET . 2O T74A)UE. 7+
RU—TFAVIG VAT LIZGE L TR DB IR FEShET .

Windows C:\Users\<username>\AppData\Local\Temp\FortifySCA-<version>-
install.log

OpenText™ Fortify Static Code Analyzer (23.2.0)



aA—HHAF
%8 22 : Fortify Static Code Analyzerd4 > Xk —)L

WindowsklL /tmp/FortifySCA-<version>-install.log

5

Windows L 4% DTS5vk DA —LTHTHFRARAR—XE—KTH
Fortify Static Code Analyzer®A > Xk —)L
AR FAVTTHFANR—ZRDA VAN —)VEETLES . /AN —UFIZ. /RN —)LE

ST 35EOITHEREBEHROA HEROHZTOVTF AR REINET . Windows T LT
[TTFARAR—ZADAL RS — )L HTR—F SN TULVER A

B E Fortify7 T )r— 3 &E9—ILDA 2 Ak —)L5k ER LT 4L2 IZFortify Static
Code AnalyzerZF A > Ak —JLLAELNVTLEELY,

Fortify Static Code Analyzer®7F Ak R—ADA VAN —)LER T TBICIE. ROKRITRT
SN ARL—TFT AV TV AT LA DTHFARR—ZADA VAN —)LAYUR ERITLET .

Linux ./Fortify SCA <version>_linux_x64.run --mode text
AlX

macOS  aXRURZERTIBHHIIC. RI‘SNZIPTFMIVERFRATOLELNHYET -

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode text

Fortify Software Security Content®F &1 1> Xk —JL

Fortify Software Security Content (Fortify Secure Coding Rulepacks&A2T—43) &, 12X
h—JLB 2B BB (SRR —ILTEET . 1=1L. Fortify)L—ILs Sy2 & § H—/ \hSFortify
Software Security ContentZz42 > 0—k L Ths. fortifyupdatea< R S y—)LEFE R L
TAVRN =T BHIELTEFT . COFT2avld, VR —)UBF IS4 A—Ib T 1R
TELRVERBAIRE OEHITR # SN TULET .

|JE—h H—/\FEf=(FA—HIUFH 00—k SN f-J71 JLhsFortify Security Contentz 1> X
r—ILF BIZIE. fortifyupdateZ{E AL ZET .

X )T4aTVEARN—ILT BIZIE. ROFIEIZHE WNET .

1. AR R OEREET
2. <sca_install_dir>/binT4LIRJIZFBELET
3. av k7O Tk Tl fortifyupdate] EA I LET

LLHT [ZFortify JL—)Ls Sy 8B $ H—/ \hsFortify Software Security ContentZ4m A—
FLT5E & (F. -importA T4 avEZIPT7A IVES I O—R LI=TAL IR UNDINR%EE
FA L TfortifyupdateZETLET .
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—ME UY—IL%{# F L T. Fortify Software Security Content# & $795_¢,H TEET
fortifyupdatea < R 54 Y—ILDF M [CDWTIE. M E2X )73 T YDE " R—D
151125 B LTSN,

Docker{s# Fi L f=Fortify Static Code Analyzer®
AVARN—ILEE T

Docker4{ A—< |ZFortify Static Code Analyzerz4 > Ak —)LL THvS. Fortify Static Code
AnalyzerzDockera>7+HEL TE T TEET

3% : Fortify Static Code Analyzer(Z. DockerTH7R—bk S TLBLiInuxT Sk IA—LAT
DHETTEET .

Fortify Static Code Analyzerz4 > Xk —)L9 %SDockerfile®
E B

Z Dk VYTl Docker{ A— TFortify Static Code Analyzerz4/ > Xk —ILY %
Dockerfilez{E B 9674 & ITDNVTERBALEFT .

DockerfilelZ[X. R D S HE FENTNABLEHLHYFET .
1, R—ZRAA=D(fF A EINBLINUXV ATLERELET .

X : Fortify Static Code AnalyzerM=E T B IZEJLR Y—)LEE R T55 & £, 1A—
DI BEBEIRY—ILHBA VAR —LEN TSI EEHE R LET . YR—FESh Ty
BERY—ILOE R IZDLTIE. MELF & " X—2125 %8 B LTS,

2. COPYf#n 45 %3 FH L T. Fortify Static Code Analyzer{> Xk —5. Fortify5 1t X 77
I BERAU RS =LA T 32 T74 )LEDockerf A—2([2aE—LET .

AV AR —IVA TS a7 VD B 5 3% 122UV TR, "Fortify Static Code Analyzer®+-
ALk (5 N AV AR —)UV R—229% 8 BB L TEALY.

3. RUN#h 4§ %{# A L TFortify Static Code Analyzer{/ > A —S%E T LET
AVARR =538 AN TR TEFTIHEABYES . 2 M2V TIE. [Fortify Static
Code Analyzer@H ALk (E N)AV RN —)U' R—D29 %S BB L TS0,

4. ;l;_Niﬁi 4 %{# A L T. runifyupdate%= 17 L TFortify Security ContentZ 4> Xk —)LL

E E Fortify Static Code Analyzer©7OY x5k M5 # £E 47 9521, Fortify
Security Content®A Xk —ILAWA B TY . RO TIE A A= DE L 12T
>O—K L=0—AhJLI7A LHvs. Fortify Security ContentZF 4> Ak —JLLFET .
updateifyupdate’y—)LZ{# B L =Fortify Security Content®3 > A—k & R —
JLODEEHA 12 DULVTIE. MFortify Software Security Content® 3 &) 4> Ak —JL" Gl D
N—2 2S5 B L TZELY,
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5. Fortify Static Code Analyzer&3® 1T TEBDELIITAA—DZEER E T DI,
ENTRYPOINT# 6 % FH L T. 1> Ak —JL&tf=sourceanalyzer® 1T al #£ 771 )LD
BATICTURJRAUREER ELET
sourceanalyzer®7 74 /)Lt DA Ak —JL/\R [ /opt/Fortify/Fortify SCA_
<version>/bin/sourceanalyzer 9 ,

Fortify Static Code AnalyzerZ 4> Xk —)L9 HDockerfileDffl . R DESYTY .

FROM ubuntu:18.04 WORKDIR /app ENV APP_HOME="/app" ENV RULEPACK="MyRulepack.zip" COPY
fortify.license ${APP_HOME} COPY Fortify SCA 23.2.0_linux_x64.run ${APP_HOME} COPY optionFile
${APP_HOME} COPY ${RULEPACK} ${APP_HOME} RUN ./Fortify SCA 23.2.0_linux_x64.run --mode unattended \
--optionfile "${APP_HOME}/optionFile" && \ /opt/Fortify/Fortify SCA 23.2.0/bin/fortifyupdate -
import ${RULEPACK} && \ rm Fortify SCA_23.2.0_linux_x64.run optionFile ENTRYPOINT
["/opt/Fortify/Fortify SCA_23.2.0/bin/sourceanalyzer"]

IRE DT1sL I8 YhinDockerfileZ{# A L TdockerA *—2 %1€ pk 9 51Z(%. docker builda
IREFERTOILELHYES . fi:

docker buildx build -f <docker file> -t <image_name> "."

T TDEAT
Dk EwYTlE. Fortify Static Code Analyzer{/ A*—%a T FELTERITTHAEIZTDN
THBAL. T BEIUVRT Y H DDockerE 7avURK OHIZRLET

¥ : 327+ TFortify Static Code Analyzera £ 17§38 2. & (2544 La0THR #
1 ¥ A 9515 & [&. Fortify Static Code AnalyzerlZE LK a< K (javack E)EE 1795
F=ODE N 15 A B AHEETERLET S

Fortify Static Code Analyzerf A —2%a27FEL TEIT I BIZE KRR T7AILD ZT LD
AT HITRD2DODTALINJERIURTEIBLENHYFET .
s PWMTDY—RIFAIDEENDTALINY.,

o T I —XERFT YL IT—ADM [ZFortify Static Code AnalyzerEJLK v a2 R 7
L. B A I7MIURTEFPRI7AIVERAN E B 5D — B T1L IR,

D71k I, Fortify Static Code Analyzer®ZE #t <R EXF v av R Ol /5 T
—project-rootARURSAUA T EFRAL TR ELET .

ROATUKR OB TIE. /srclA ATA4LIRY)/sourcesFE Ik L. /scratch_docker[Z—
B TAL IR UETOUNLET . OBl DA A—D 4 [Efortify-scaTd .
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T B LU AT A DDockerE 17a< K DO

ROBITIE — B TALIRIE)—RTALOMN)ETIUNL B T—XA 23V T
Fortify Static Code Analyzer&={TLZE3 .

docker run -v /scratch local/:/scratch_docker -v /sources/:/src -it
fortify-sca -b MyProject -project-root /scratch_docker [<sca options>] /src

R OB TlE. — B FALIR JETIUR L. 9 4 71—XF (2327 FhFortify Static Code
Analyzerz=Z1TLEY .

docker run -v /scratch_local/:/scratch_docker -it fortify-sca -b MyProject
-project-root /scratch_docker -scan [<sca _options>] -f /scratch_
docker/MyResults.fpr

MyResults.fprii 71 F7AILHRAL D/scratch_local TAL IR NIHE L ESNET S

Fortify Static Code Analyzer®7v7 5 L—K 22D
LT

Fortify Static Code Analyzerz7v7 %5 L—F 3 5I2(&. ]WE D/N\—23oh AR —)ILENT
W\515 T LIXR DGR ITH LLVA—D3 & A VAR —)LL . LURT DAV R —)LAVSER E &
BITLET. D17 TIE. <sca_install_dir>/Core/configTa LIk JIZ&HBFortify
Static Code Analyzer7—7 4777k 274 LR B LUBE Franzxd .

BLRT DUU—RASER EEB T LEVNE & 3. ROTF—APE BSATORIE, /T T%
RETEHIIEMNHEREINTOET.

e <sca_install_dir>/Core/config/rulesZ#ILE

o <sca_1'.n5taLL_dir‘>/Cor‘e/config/customr‘ules77j')l/3f

o <sca_1'.nstaLL_dir‘>/Cor‘e/config/Exter‘nalMetadata77j‘}l/3f

e <sca_install_dir>/Core/config/CustomExternalMetadatadA /LS

e <sca_install_dir>/Core/config/server.properties 771 )L

e <sca_install_dir>/Core/config/scalesF#ILF

FLLIN—230F AR —)LL b LRI DN—2 30 & 7oA VR —)LTEET . FE#lITD

LTI, T"Fortify Static Code Analyzer@7 A2 Ak —)UZDNVT" R DA—2 1S B LTS
FZELN

D UBTON—230 DA VAR —ILEN-FFICL TR ED TEFT . ALV RTLAIZE

B DN—230 DAV AR—)LENTVSIS & (. AR S/ 0av 2R ITT 5.
RILAVAN— LSz N—DavhiE B ShET .
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Fortify Static Code Analyzer®7 >4 Ak —JUZ
2L\ T

Mt 3> TlE. Fortify Static Code Analyzer& 7 AV Ak —ILT 55 % ZDULVTERBAL
FTAEEAVRAN WIS R EFRTEEL POV RN—ILESALUNTEIT TS
2L TEFT . WindowsLL 4t DY RT LTI THFARAR—RDT7 VAR —)LEE TS
ZEHLTEEY.

Fortify Static Code Analyzer®7> A2 Ak —)L

Windows 75k Z4—LTOT7UALV R —)L
Fortify Static Code Analyzery 7k Dx 7% 7 AV A —ILT B2

1. RE—F]> BRE]> PF)E#8E(Apps & Features)] DIE ISEIRLFET .

2. F7OJ5LM)RNhn.  Btatic Code Analyzer <version>]%#ERL. PoAVAb—
WIED)VILET .

3. FIVTr—2av 2 KZEBIBR T 5. B ©« DoV R—RU%HIBR 3 5h0%IE E T5L5K
HBAVE—T DR REINFT . ELONEEIRL. R(Next)| 20 JvILEFET .
BEDAVR—RNETUAVRN—ILTBIG &L ToAV A=)V Ha R—RUk
0%& R (Select Components to Uninstall) ] R— TH| B 37500 R—R b EE R L.

WRA(Next)] &0 )vILFET .

4. IRTOT7IVT—a ik EZHIBRTEDEINEIR E T H5E5K HBAE—U DK TR
SINFT. ROVITIOEETLET.

o 7UALAL—)L¥ BFortify Static Code Analyzer®/\— 3 & —#& T4V Ak —)LE
g_LT:ZIDTI'f—*.‘/F DT TVr—2a ik EZHIBR T 5IZIE. [FLN(Yes)] 0wl FE

Fortify Static Code Analyzer (sca<versions) 74 IVEIEEI R ShFEE A

o NO|ZVIWILT. 7IVr—2a it EaATLIZERBELET.
DTS5SI IA—LTDTALAN—IL

Windows L 4+ DT 5wk I4—L E DFortify Static Code Analyzer) Ik 917 %74V A
F—ILTBICIE. ROFIEFETLET .

1. TEROARL—T420T S AT LD<sca_install_dirs|ZHBT oAV AR—)LaY R %
EITLET.

Linux ./Uninstall FortifySCA <version>
AlIX

macOS Uninstall FortifySCA <version>.app
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2. THIr—2a 2 K EEIBR T 50 B 7 OaUR—R b EEI R T 50 E 3 5K5K
HBAE—UDNRRENET . ELONTERL. R(Next) |20 JvILFET .
BEDQIAVR—RUNETUAVRAN—ILTBIE &I VoAV RAN—)LT HaviR—RUk
0%& R (Select Components to Uninstall) ] R— TH| B 37502 R—R b EE R L.

W A(Next) |20 )vILET .

3. IRNTDTIVr—a R EZRIR T ENEINEE T HLIR HHAVE—UNK T
SNFT . ROVINAZEEITLET .
o 7UAURk—)L9 %Fortify Static Code Analyzer®/\— 3 &— #EITA VAL —)LE
NIAVR—RUs D7 T)Vr—2av R EZHIBR T AI2E. [FLN(Yes)]| &0 ILE
ER

Fortify Static Code Analyzer (sca<versions) 74 IVEIEEI R ShFEEA.
o NolZVUVILT. 7IVNVr—av B BEDVRATLIREBELET .

Fortify Static Code Analyzer®HY AL k7242 AR —)L
Fortify Static Code Analyzer&H ALk TPUAV AR —ILE BIZIE. RDF B IR WET .

1. AVRAM—=ILTALOMNIIZREELET .
2. ARL—FTAVT O RTLIZE DNT, ROATRKOWThhEA HLFET.

Windows Uninstall FortifySCA <version>.exe --mode unattended

Linux ./Uninstall_FortifySCA <version> --mode unattended
AIX
macOS Uninstall_FortifySCA_

<version>.app/Contents/Mac0S/installbuilder.sh
--mode unattended

7 : Windows. Linux. &UmacOSDi5 & . 71Xk —)LF SFortify Static Code
Analyzer®/\—>3 q— #E ITA U Rb — LNV R—32 ok D7 T)r—2a 5 E (&
TUAVRAN—SIZ&HTHIBR SN ET .
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Windows L 4% DT 5 Uk T+ —LTHDTFANR—IXE—F TD
Fortify Static Code Analyzer7> A2 Ak —)L

Fortify Static Code Analyzer&T ¥ Ak R—XE—K TP7UA VR —ILT B2 RDELIIZ.
ARL—TAV TV AT LA DTHRNR—RDAV AL —ILAT R ERTLET

1. /AN —=ILTALOM)IZREEILET .
2. ARL—TAVT O RTLIZEDNT. ROARRKOWThhEA D LFET.

Linux ./Uninstall FortifySCA <version> --mode text
AlIX

macOS Uninstall FortifySCA_
<version>.app/Contents/MacOS/installbuilder.sh --mode text

AVARR—ILIZE DRRY

AV A+ —)LE DR A TIE. Fortify Static Code AnalyzerdfE A Z B8 54 K Z2L T

AV A+ —)UiE Y —)LDE 1T

AR~ —)Lik A B Y—)L%&{E B 95 &. Fortify Static Code Analyzer®MEL il D/ \—3> D
T0/T 4774 ILDF 1T . Fortify Security Content®3E #7 £% 7€ . L UFortify Software
Security Center~M# it 5% & 1T IEMNTEFT .

Fortify Static Code Analyzer{/> Ak —)Lik LI Y—)LEER 1T 9 521
1. AR SAUh5<sca_install_dir>/binT4L ORI EILET
2. AR A Tk Tl scapostinstallJEA ALET .

3. ROWITNAEANLFET .
s HEETRTIDIUL TsIZANLFET.

e BIDTOVINIZRABIZIX. Tr1ZA A LET.
o« W—ILEKR T TBICIE. TquZEAHALET.

TOINTAT7A DI 1T

LLRT D/ \— 3> DFortify Static Code Analyzerioy AT ALIZA VAR —)LENTIVSIRTE
M/ \— 3 DF ortify Static Code Analyzerl 2T/ ST 77/ IVEFE 1T T BI2I1E. RDFIEIS
EWET

1. AR SAUhbesca install_dirs/binT4LOIRIZFEELFET
2. AR 7O T Tl scapostinstall]EA A LET
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1JEA AL T, MigrationZEIRLET .

1]&A AL T, Static Code Analyzer MigrationZEIRLZFET

1]&A AL T, Migrate from an existing Fortify installationZFERLFET .
1]&A AL T, Set previous Fortify installation directoryZZEIRLET .
LRI DAV RN —ILTAL IR JEA DILET.

[SIEANLT. EEZTHRLET.

MIEANLT. BITEEITLES.

yIEABDLT.BERLET.

© © XN ORAW®

—_—

04 —JL0E %
Fortify Static Code Analyzer{ > Xk —)LDT 74Uk B4 —)UIEE E TY .

Fortify Static Code Analyzer/ > Ak —)LDO—)LEZE BT BIZE. ROFIEEEITLE
¥

AR S obinTALIN IR EILET .
avR 7OV Tk Tlhscapostinstall]EA ALFET
[2]EA AL T, settingsEBIRLET

1A AL T, GeneralZEERLET .
1JEAFLT. LocaleZERLET .
ROVWFNHOETr—)La—FEA ALET.

o0k wn =

* en nn)

ARAUEE)
BA )

(%
e es(
* ja(
o ko (&%
e pt_BR (Tk)lxl“ HILE(TFPVI))
o zh CN(EAFHEEE)

« zh_TW (BARF P EEE)

Fortify Security Content® 7 D% &

Fortify Security Content’é‘*HQ S35 HEEEELET. Y—NHEHRITILENDHIS S
. TOXUEREBETILELHYFET

Fortify Security Content® #1 D&% & #16 E 9 A(21F. ROFIB IR LET .

1. AIVRSAUDBbinTAL I I EILET .
2. aAvR A Tk TlscapostinstallJEA ALET
3. M2JEAALT, settingsTBIRLET
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4. T2]&EA AL T, Fortify UpdateZEIRLET .

5. Fortify)L—)L/ NV BE FHH—/\DURLZZE B F5IZIE. T11EA AL THG. URLZA K
LET.

Fortify)L—)Ls N8 #1 H—/\DTIA )Lk DURLIEhttps://update. fortify.comT9 .
6. Fortify Security Content® # A DT7OX %8 € §8IZIE. RDOF B IZHELET .
a. N2]EA AL TProxy ServerZER L THS. T7OFXFLH—/\DAHIFA I LFET.
7Ok a)LER—b F B ZB 5 LET (51 some.secureproxy.com).

b. T31&A #1LTProxy Server PortZFEIRLTHS. TAFIH—/\OR—+BE S EFA
ALFET,

c. (A7 an)TRXLY—/\DA—HE (AT 3 )&/ \RT—K (AT avs)EEE T 5
ZEEHTEET.

Fortify Software Security Center~M#E #i D% 7

Fortify Software Security Center[Z#%#t 9 65 iZZ#HE E LFT . *uk J—UTFortify
Software Security Center~®M 7 7t RIZTAFX H—/\HE B S T35 & 1. 7axd
BEREIEETOILELHYET .

Fortify Software Security Center~M# it D&% E 716 € 9 AIZIE RDFIRIZHELFET .

ARUR AU MobinTAL VNI ELET .

av R 7O 7k Tlscapostinstall]EA ALFET

[2]EA AL T, settingsEBIRLET

[3]&EA 7IL T, Software Security Center SettingsZEIRLFET

F11&A AL Tserver URLZEZE IR L THS. Fortify Software Security Centert—/\
URLZA ILZEY.

6. BIEDIOXLERTEEIRETAITUL. ROFIBICHELET .
a. N2]EA AL TProxy ServerZERLTHS. TOFXFLH—/\DAHIFA I LFET.
ok a)LER—b F B ZBR S LES (I : some.secureproxy.com).

b. [31&A 1L TProxy Server PortZFEIRLTHS. TOFLH—/\DR—+ B EEA
ALFET.

c. FAXIH—N\DA—HE EINRT—REEE T5I2E. 1—HFB DA T avas/R
T—R DA T3 sw=FERALET.
7. (AT REEETHELTEES.
« Fortify Software Security Centertt—/ \h5Fortify Software Security Contentz 5
;T EMESIH(A T ave)

« Fortify Software Security Center®1—H%& (A7 3>7)

a bk o=
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70X H—/\5% F DHI R

LL 1T | ZFortify JL—)Ls N\ B $ H—/\FEf=IEFortify Software Security Center® A+ H—
NEEZHEEL. A EITLGoZ S TNoDE E ZHIBR TEFT .

Fortify Software Security Content7v 77—k ZH 1§ L =Y. Fortify Software Security
Centerl3E # L1=YT 5D TOFX 5% FE ZHI bR 35213

ARUR AU MobinTAL VNI EILET .
avR 7O 7k Tlscapostinstall]EA ALFET
[2]EAAIL T, settingsEBIRLET

[21% A AL Trortify UpdateZ:ER §°5H\. Software Security Center Settings]

FANLTEERLETS

5. BIRR957O0FEEEIHIETIEEEZANL. V1T REE()FA DL TEEZHI
BRLET

6. HIRI2TOFIEHTECLICFIBSERYRLET .

EHESNI=EIEAE DEM

Fortify Static Code Analyzerh\isFortifydDfth DY Ik D78 B B ELUN B R T LITE K 9
51=8IZ HTTPSHIE H DB E AW B (T3 515 & hHhYUFET . RITHIZLCKIARLET .

« Fortify Static Code Analyzer@7 74 )Lk TlE. SA VR E B ICLIMY—/\&BE T57=8
(2. HTTPS# i A E TY .
com.fortify.sca.lim.RequireTrustedSSLCert 0/ T4 Tld. LIMY—/\EDEE#E (ZIE
FESNT-SSLEIBAE LML E THAINESIIDRESNFES . COTO/ T DFEMIZDNT
[\ T"LIMZA o ADT0/T7 4" R—U1951%5 B L TZELY.

« fortifyupdatea <R 542 Y—)LTIL. Windows¥ AT LDA VA —)UEF ICH BIMIIZ. F
=133 8 T(T "Fortify Software Security Content®F & /2 Ak —)L" R—2321%5
BB ). HTTPS#E & %1% F L TFortify Security Contenth 8 & Exd .

« Fortify ScanCentral SASTt &L TER E Shf=Fortify Static Code AnalyzerTI&.
HTTPSHEHRZFE R L Cavbn—S&BIELET .

HTTPSZ%{# F L TL\515 & . Fortify Static Code Analyzer&ZD7 ) r—av (3R R Eh
1=SSLY—/GEBAZ [T #E FvIETIAHINTEALEY . ChIZE. SEHENMEE SN
TWAWEIDEHER TEHFVINEFENFT . HB IR B ORI B/ (CAZTEEL. D
CAMGHE 1T SNT=FE BR & A\ U—/\TIR 'R SN 53 #i HFortify Static Code AnalyzerTi§
SN ENHDIE S L. TDOCANME FE Sh b KSIZFortify Static Code Analyzerz % &
TELELIHYET . SHEE HTTPSEK OFE A ICK BT 5 sEEAHYET .

CAMIE #8 &N 1-3I BA & % Fortify Static Code Analyzer¥—Xr 7ZIZEM T 2L EHAHYE
9, Fortify Static Code Analyzer®—Xk 7I&. <sca_install_
dir>/jre/lib/security/cacerts 77 IUZHYET . keytoolav R A I HE EFES
NI-FEEBAEZEFF—AN7IE MM TEET

> owh =
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1§ 8 SN 1=l B & #Fortify Static Code Analyzer¥—A+ ZISE M I 5I2E. RDFIEIZ
HWET.

1. aARUR TRV TR EE. ROOTREETLET.

<sca_install_dir>/jre/bin/keytool -importcert -alias <alias_name> -
cacerts -file <cert file>

_CT:

e <alias_name>FE N T HIEEAEIZEH DR AITY .

o <cert_file>IIPEMAZ R £/-IIDERFE KX DIEFE INT-IL—FEEBAEZE L T71)L
DB A TY .

2. F—RARTNRT—FZEAALFET.
X TIAIE DINRT—K [Echangeit T .

3. COREAELEBEIALIITKHETOV T R RENTD, Jes]ZEIRLFET.
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BT 2 R 43
B T 44
BN JUE LR o A 45

N T R 47
B IT—RED M IT—RDIREE oo 50
SHJOEX

S TOERIE. RO4DOE B DT—XTHEB SNET .

1. EIF#E & - Fortify Static Code AnalyzerZE LK Y—)UHf & 3 50EINEERLE
T . EILR#E & DA T a2 TIE. MMEJLE ~ODF ortify Static Code Analyzerffi & "
RN—U125 15 B LTSN,

2. T -—EOATREFERALTY—Ra—FRE#IREL. EJLRIDIZEE &+ (5 1=
BRICEBLET. EFE.EIAFIDIERTLTOCILDZRITY . F#ITDNT
(F MEBR I ROR— 1 %S B LTSN,

3. O - EMII—ATHEINIY—RT7AIVERTYUL. R ITERI7AIVERE (T
Fortify Project Results (FPR)ﬁ/ X TERBLEFT . FPRIFZAILDT7A )UL 5k F 1K, fpr
TY . FHMITOWTIE, M3 47 72— X" R—247 1S B L TZAL.

4. TBEES T OREE - V—RT7A/IILHNE Y I IL—ILvoEE A L TR Esh, I5—
MUAR—F SN TUVEWZEFRIELET . SFMICOLTIK ME R I—X 0 i 71—
AMIEEE" R—U501%S B LTEELY.

EHOATUROR T ATUR L RINE OFET IV EREF DA T7H I HOETTH
ZEEHENHLET . JL—k 21— EL TFortify Static Code Analyzerz®E 1T L1=Y. IL—+ 75
CREDELTEHZTACONEE R LIZYT DL ELKENMELARLG & DB D=0, HEND
TEFEA

O—KRDEHESTIFER ITHAVRD—VRELUTITRLET .

1. #8 E L1=EILF IDMEX 77 MFortify Static Code Analyzer— B 774/ LA T RTHIBR L E
9.

sourceanalyzer -b MyProject -clean

URTIZEE A L=ELR IDERF D702 200 25 T $5I2F. BIS CORTYITHH %
B 3E L TSN,
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2. OO a—FREE#RLET.
sourceanalyzer -b MyProject <files to analyze>

(FEAEDE 5B TlX. ZORTYIIERE CEILR IDZF# Dsourceanalyzer~M#& £ OFE U
HLUTHERINDIENHYET . EFEMICONVTIE. MEHRI—X" T 1ZS B LTS
Ly,

3. O Hha—KREH L. £ £ ZFortify Project Results(FPR) 77/ JUZIR ELFET -
sourceanalyzer -b MyProject -scan -f MyResults.fpr

M ONTIE, Mg i 72— X" R—247 1 %5 B LTSN,

INSL LA 38

RBFELTOD O DRV b5 [ %58 45 9572812, Fortify Static Code Analyzer(&if
TR EFRTEFTINET . ChIZKY. PRTLTHERA TESCPUITEZIRTERTE
F9 . Fortify Static Code Analyzerz£ 179 4& AXVUIERA TES/ N —F 07 DEY)

Y —XHME A SN B ER TFE SN B1=8. Fortify Static Code Analyzer=E 1T B [CCPUE K £
[THE 95t DTOERIEEITLAELKSITLTZEL.

T IT—X

BEESYIZO/IMILENATWATOC IO EFE B IZEBR T2, TOD O EFEIR T
B=DITH BRI FEFZRIADIEEERLTT . B EDEHIAHDIEEICDOLTIEL. 4
E DY —AA—RRALTDE XS B LTSN,

D ITOERADR Y DRTYI(T7AINDEER)EERIT T H=ODERHMGEITIN S/ 48
XIE RDESYTY .

sourceanalyzer -b <build id> ... <files>
EJlbs
sourceanalyzer -b <build id> ... <compiler_command>

Z 2 71—X(&. sourceanalyzera< R ZfE A L1=1[E LI £ DFortify Static Code
AnalyzerDiE ' L TR B ShE 9. Fortify Static Code AnalyzerTlZ. EJLRID(-bA 73
NeERLTEUH LA B (ZBEHE T 1ToMnFET . & DsourceanalyzerDF YH LT
(. EJLRIDIZRE & {5 (5= T7A0 V)RR I8 LGE & Sz —RI7M IVEITIR B 5%
EI7AILAEMENET .

E & (T-show-build-warningsTALOTATEFERAL T EMI—XTHRELE S
I53—DIVANZER T TEET .

sourceanalyzer -b <build _id> -show-build-warnings
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EIJLRIDIZEE & {1 1Fon =071 ILER R I BIZIE. -show-filesTALOITATZFERHALET .

sourceanalyzer -b <build id> -show-files

EMII—XIA IR GEREE
TOUIoh TEBRIT—RER TSI, RO B 1% B IE £ 5 LTHEEL,

« EjHY S & (JavaScript/TypeScript. PHP. Python. Ruby)Z#Z #3515 & (L. 1B OFE U
H LTI RTDY—RIT7AIVER B IT3E E 950 E HHYFET . Fortify Static Code
AnalyzerTl&. # 5 OFE U H LEF (ZEJLR IDTER & fF (F5 =7/ VIR ZE LLZ\I7A
VB N B8 EE ITHR—k Sh TUOERA.

o A EINDI—FIE. RUUTh . FIEB T Y—IEEDY—IUZL>T. BEEFIMICE RS
NFEY. COa—FIERBIL SN /IMESNAEEHNIL. FFEITKREGEH 1THHTE
1L HYFET . LT=AoT. ZMOa—K TFortify Static Code AnalyzerhioiR & Sh bz 55 14 %
FTRTEBETAIDIEREBE L EDHDI=D. ISR THEERENHLET . -
excludedARURSAATL L ZERLT. SOFATOaA—KRZZE AR 4 LTS
LY,

ROETIE SESFGY—RA—FEAA(TEEM T DA EITOVTEHRBALET
e "Javad—F DE " R—I52

e "Kotlina—k OZ " R—61

o "Visual Studio O ok MZE " R—T65

o "CHLUCHO—RDE " R—T71

o "JavaScript& £ UTypeScripta—K MZE " R—2 74

« "Pythona—K OZ #f" X—80

o "ENAIVTTYN TA—LDA—K DE H" R—T85

e "Goa—kDZE " R—89

o "Danti &UFluttera—F DZE " R—292

e "Rubya—F DZE " R—94

e "COBOLO—F DZE " R—97

 "Salesforce Apex# LU Visualforcea—k MZE " R—102
o "ZTOMDEFEHLUETE DE " R—105

ENTILE LK yiay

Fortify Static Code Analyzer®/\{JLEJLE 203 (MBS)&E A §5&. H5HaE1—4T
TOUzHrEFZE#L. Bl OOV E1—42TRE VYU TEET . B/\MIILEILR Y32 (MBST7
AIVIZE B I—RITB BIEITFAIDT RTEFENTOFET . RXVURBEEE TS
=012 ENROVE2a—32TE#RERTLTHS. KYRFYUISE LI-avE1—42(ZEILR
Tyl a(MBST7MIVER B TEES . MR E LB H DIVE1—2TEHBREETL.1E
D& N EAVE1—ADAHEFE AL TR R BELERF VY EERITTEET .
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TODIOMCERKRB AT (MERRBE D" X—T48125 B)Z2E HHITIF, a<RIC
-Dcom.fortify.sca.MobileBuildSessions=trueZ& $HTMBST7MILEER L. YV —Ra—
FE#MBSIZE HAEEHENDOLET . CNIZKY. ERKRE A OavE1—32 L DX
T THHEETHIDITRYFET .

EMEERITLTOBVRATLERD T EEITLTWSY ATLOM A [ZE L/ \— 3> DF ortify
Security Content (Rulepack)h’ /> Ak —ILEN TS E HHYFET .

ENMILENR ya\—23 DR

% #a a2 E21—4 E DFortify Static Code Analyzer/\—> 3> &5 #r a2 E 1—43 £ DFortify
Static Code Analyzer/\—> 3V ([CH i E BH LA B HAHYFET . N—2aoFEF OE R (.
<major>.<minor>.<patch>.<build_number>(23.2.0.0140%: &) T . £ E1—4EH
Hr a2 E 1—42 0l /A TFortify Static Code Analyzer®<major> & U <minor>Eh 43 hi— B
LTWWBELBHYET . 1=&Z 1L, 23.2.0£23. 2. xICIFE #2 HE ABHYFET . Fortify Static
Code Analyzer/\—> 3B B MR 9 5(21E. a9 542 Tl sourceanalyzer -vl&
ABLET,

R DA %E FH L TMBS 774 /LA E JUKR ID&Fortify Static Code Analyzer/\—2 3%
& TEET.

sourceanalyzer -import-build-session <file>.mbs -
Dcom.fortify.sca.ExtractMobileInfo=true

ENAILEILR Y3 DE R

EHEETLE-OVELI—E3TROATNREZRITLT. B/MIILEIR Y avZE R LE
ER

sourceanalyzer -b <build id> -export-build-session <file>.mbs

ZCT. <file>.mbsl&Fortify Static Code Analyzer@E/ N\ JLEILR vl avIFEE T5T7
1ILATY .

MBST774JUZY—ROA—KR #& $HAIZIF. RODATKRFETLET.

sourceanalyzer -b <build id> -Dcom.fortify.sca.MobileBuildSessions=true -
export-build-session <file>.mbs

ENAILE LK vl ar DA R—k

AX VR T THAVE 1R files> .mbsTFAIEEELI=5. E/NAIILEIIR i av%E
Fortify Static Code Analyzer@®7 A ok JL—k T4L ORI/ R— LET S

ENAIIEIR ByvoarEAR—t95121E. ROaT KR EAALET.

sourceanalyzer -import-build-session <file>.mbs
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Fortify Static Code Analyzer@E/\{JLEJLR v avEAVR—k LTzo. 7 #f 7=—XIZiH#E
LIENTEFT . EMIFERA IN=EZLR CELR IDTREVYUEETLET
BHDOENAIIEIR yarEBE — OMBST7/)UIR—UF BT EFTEFE A TVR
R—kENF=EILR 2yl a3 Tes. —E DEILRIDAW & TY . 1=f2L . [E LFortify Static
Code Analyzer®D4{ > Ak —)UEE 2T RTOE LR DS UR—k Enf=o. -bA T3 %E H
LTIE DRFVro TEBDEIRDERFVYTEFS ("D T 7—X" T 1ZS R).

D I—X
PHI—ATIE BB IZERSN=h B J70ILBRFvoSn. MR R I7M4IL
(FPR)AMERL SN FET S

7 #r 7x—XI&. sourceanalyzer®1E O U L T SNET . EILFIDEIEEL. -
scanTALITATH# M DL BN AT avE=IIH AAToavbetIz& HFET ("5 i
AT R=U1371B8KUH hAToa " R—=D1411%5 1R).

ROPIE B I—RXEETL. FEREFPRIZAMIUBRFE TSIV A X ETRL
TWEY.

sourceanalyzer -b MyProject -scan -f MyResults.fpr

3¥: T4k TIE. Fortify Static Code Analyzer®FPR774 LMY —AI—K Hh& N T
L\ij-o

BEHOEIREFE —DRAFvoav R A AE HEBIZIE. AR SAVITEMDE LR %
EBMLES.

sourceanalyzer -b MyProjectl -b MyProject2 -b MyProject3 -scan -f
MyResults.fpr

7 W ADRFAR) S —DiE
547 (RFAL)T1—Z Tl B R AN 5 1 51 L TO—F £ 8 1B T2 B L3I

T30 X)) —%EE TEFET . RDOEK T, FAARELR3DDAF RS —
[ZDOWVCERBALET .

R)>—

4 ait BA

classic NIETIAHILE DRFYUR)—T. R TER DB EE IR EINFE
Ao CORY—DEN B F. B IZRAFYR)—FHEELLGIMGE ERLCT
9, Fortify TI&. AI 8E7335 & [ELVDLTE £ HiclassicAF Yo aETT 5%
HEHLFET .

security CDARFYURYL—TIE. I—FREICEAETIHEIDITHEREISKRNS

EH:
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Ry —

£ at BA
NFET. EF)TARE OB EICE RZE GG IXIOR)—%E A
LES.

devops = ZODRFYURJL—TIL. security?R)L —IZ&>THER S SN BRI E AR &
NT.BEEVEVEEREHNREYVET . CORFVrURIS—E X
FYUREZBELTC AREEIERZ(PHEEERELGLOERELEL—TS
BEIERLET. CORFYURU—Z@EALIR IR SMEE B EN
WHWELGERGEF1)T(BETHATREENHYET .

X O—Ah)LMDsecurity R RS —ITI 2 F=HhREAA XM, 20
devops RAFv RS —IZH B M [TH A3A NS EIEHYFE R A
D HTIZRFY R —%E R $5IZE. ROF TR T &SI, 587 7z—XIZ-scan-policy
(FlE-sc)ATLavzE DL EIHYET .
sourceanalyzer -b MyProject -scan -scan-policy security -f MyResults.fpr

Ff=I&. fortify-sca.properties 774 JLMDcom. fortify.sca.ScanPolicy JA/\TA%{E
LTREVYUR)—Z4E E T AHIELTEEY . fil:

com.fortify.sca.ScanPolicy=security

E WA DORFYURI)D—REEERALT. 2TV E@E R TEFES (M I1)L7
T7AIUZEDE E DR ~—21801725 BB). CDiF & . Fortify Static Code
Analyzer|Zk>TRF VRS —ETL WA T7A VDM 5 H350 11 158 A SnEz .

RYS—T74I)UE. <sca_install_dir>/Core/config/scalesTALIRIZHYET . A¥vo
RUS—ZE 1 DDIFANDBHYET . CNEDRIS—T7AIILDEEEEE LT AFvUR
Jo—FNRBRAXTEEY . RIS —T74)UE B SN B8 X IZDWTIE. MI1)L3 7740

Sk B OB A < —180158 B LTS
IERRIR AT

ERKRBE (regex)D M T ERKRBIL—NWEFERLT, T7ANALTUVETFAINE D
M A Dt 55 ER E TEET . COR M TIE. TP I T7MIILR D 554 —IL vk
(INRT—F | F—, ERF]GE)EE H TEFT . Configuration AnalyzerlZl&. IE ] & 1]
DB EENE FENTOET.

B E Regex® #1135 B (21K 77 LU =8, Fortify Static Code Analyzerh\ 2 = (214
R—FLTWVEWIFMIALTDIE 55 1 4% B 3 HR BEE ABYFET .

ERRBH I TIE B II—RIZE FNET RTDITFAIINRENRIE—U B IR
BREINFT . FICEEASRN SATUGE AL, BESh=& TALIMIDT7AIUET
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RTCAFMEINFET. ERRBE S TICTE TN TOSI7MIIEE B T BICE. ROATLavwE

FEALES.

o T IT—XT-excludeA T avaE AL TI7AMIVERIETALIMNIER SN LET
ATV DFEMIZONTIE. "E AT 3" R—U135%5 B L TS,

o TIHILETIE. ER KRB DA E A e /N\AFITFAIDTRTERNSNFET . &2

M I2NAFIIPAIVES HBITIE. ROTO/NT1%fortify-sca.propertiesT7AJUZIE
MLUES(FEIE -DATLavEFERLT. COTONTAZFARVRSAVIZE HFET).

com.fortify.sca.regex.ExcludeBinaries = false

o TIHILE TlE. AXNYUBR B AR AIRE (T DESIZ. 10 MBEZB A5 771 ILAE R KR
WA WHISBENINET. ROTONTAEERBLT. RRIFZAILVHAX(AH /A~ B
EEBETEFES,

com.fortify.sca.regex.MaxSize = <max_file_size_mb>

ERRBESWEEDIZTBIZE. XOTO/ T 1% fortify-sca.properties 774 JUTE M
FEHM AXURTAUIZE HBILELIHYET .

com.fortify.sca.regex.Enable = false

SRE®R
"ENALEIR By ast R—45
"EMRTE DT OTONTA" R—2195

= R 5

B RSH(HOA)TIX. BRI—FEZFERALTT—270—%EB M358 EE AR EINET
B RI—FTIE. BAMMELLTEESN. ERQBAH KX (TLFRN)ZFE AL TEMAE R
SN BIBMELTESN ELLTREIN., AT DEHE IV I—ILRZE|YY T
F9 . ThoOa—k /83—, JavaScript. TypeScript. Python. Ruby. Swift#: & D #
DENHEETHETY.

T 4Lk TlL. JavaScript. TypeScript. Python. Ruby. Swiftd& 3—R #XF¥v 9 5.
Fortify Static Code AnalyzerTig R 3 1 BETINFET . @ R 5 OTO/\T4(2DLVT
(& MZE R ED T 7—ADTO/NT1" R—187 1% 5 BB LTS,

T A5—0 T

ZOV)—RIZIE. B A5—0 DR i TLEa—MEENTOET . 15— M TlE. 3
T77aD IR EFRISATINESTSA TSN EB R RFY TEES . ZDE . 2770
DIIMERXNYUTREEIT. TNODEHTAF VYo ENI=54TS5VEE HEIENTEET
INIZEY, a7TAD O ERFY T H-NITTATIVER AFvo LW, 37700
IE DI DINTA—TURADH ESINDABEEMDYFES . T 27—3 T Tl S4T3UD
YY—X3—F . Fortify Static Code AnalyzerTZ i Sni=J71 L. F=(ISA4T3)DR¥v>
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2 AENBHRZLI—IIEBLBEEETT. S4TFINSBEINSTOD I ERFYUT
BIEBTEFT . ChickY. R BLRIEFa77IVr—2avTHEEE B THEDHTH
HEVDEMDR R MEFoNFET . N TR (E BEEGHE IS IEHETIVEEL
SNAHEH. A LTV I—F O EZIDE 20 EAHYFEA.

|7 . ED15—% #[&JavaF L WJakarta EE (Java EE) TR E Sh1=5/4T3VEIUTT)
r—2aUTERATEEY .

E: COU)—RTIE B 25— I2KD/ 04— ADH E AR SN AT RE S
HYFET . Fortify TIX. § & DVJ—RTED 25—53 1 D/\T+—I U AhEx & 1L Snd
FETY.

R DBRAE DU, FA4TFVEB ATV TEILENHYET .

o FHLLVI—T 3 DFortify Static Code AnalyzerlZE # 35

« Fortify Security ContentZ® #19 %

s FJATIVEEETS

EDaZ7—avUk A 0fl

SATIVEE RN IZE BB IUVRF YT BICE. ROATNAEAALET

sourceanalyzer -b LibA MyLibs/A/*.java

sourceanalyzer -b LibA -scan-module

77RO EE M EBIURFT YL FRIICRAF VU ENE R DT 5EE HBIC
[F RDIAYNZEADLFET

sourceanalyzer -b MyProj MyProj/*.java

sourceanalyzer -b MyProj -scan -include-modules LibA,LibB

ZOBI TR ULIATLavToWTd, Mo i A7 a0 R—2137 15 B L TKFREEL.

ZRTI—XERD T IT—A DR

Fortify Audit Workbench®$& R EEBAZ (2IE. RFXVUIZEDT—FR D MHAETL. BEXTH
BESHHYR ENFET . Fortify Audit Workbench®Z’B2 =5+ 8% 2 [Z[&. Fortify Static Code
AnalyzerCRFvoEn-a—FICEA TR O E DFE|RAR RSINFET .

o RXVUEINTZTFAIVDYRN (T7AINBA RERA LRBUTH E)

o EHIEHAINBJavayTRA/N\R(ZLUTHIEE)

o T ICfE A ShdRulepack

« Fortify Static Code Analyzer@Z2 34 L5% & LARR AT ay

o THMBFFLIINMEFICRELLIS—FIESE

o OVEI—R2BLUVTSUE T+—LDIE R
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F3E: T TOERADBE

}Ii_‘;int RAAEZMBITAICE D I—ADOE A X ICFPREIEE TAMLENH
YFEI .

i RIIBAEF | ER T I DI, Fortify Audit Workbench TFPRI 74 JLERH &.

Tools]> Project Summary]> Certification] DIE IR LFET . M I(TDOLTIE.
OpenText™ Fortify Audit Workbencha—Hh 1 F%% B& L TS0,
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Voday = . S
FEA4E - Javaa—K DZ
Dt a3 TlE Javaa—r & E 55 LK ITDOWNVTEHRBALET

Fortify Static Code AnalyzerTlZ. Jakarta EE (Java EE) 74— a3 (JSPI7A L. IR 1%
BREITAIVL. B TARIUTA%EE D). Javas\fka—FK . $&ULombok7 /T—a A tE
Javaa—k O fr & HR—k LTLET .

DU aVTIE ROEYIIZDOWNTERBALET .

JavaZ M O N A R 3 52
Javal) 2 D B 56
Jakarta EE (Java EE) 77U —a3  DZEHE L 57
Java/ N s O—R D B 58
JSPEBLIUA I T BB DN ST IV a—TA42T 59

JavaZE O R SAUE X

Javaa—R#ZE | T BI2E. SATSITE RSN, IT—F R TS EINETRXTOA/TH
Y —ARa—k | VSART7AIL. FIRIART 7ML IE TEE B EZFHF >TLDR ELIHYFE
T . TRTOHY—RIT7A JVEFortify Static Code Analyzerav R SAUIZE HTLEELY.

O Ik [ZKotlina—K #5 I8 3 %Javad—K H& N TS5 & . Javaad—K EKotlina—
k A3@E CFortify Static Code Analyzer{ > XAV RIZZE #i S . KotlinE R ~DJavaS B H
IE LSRR ENB ELSIZL TSN, KotlinhvsJava~DiE B & F 1t TlX. -sourcepath?”
L3V TR S BKotlin 74 JLEHR—k LERA. -sourcepathA T3> DFE #1220V T
(&, M"Javaav ok SA AT RDOR—2 1% B LTS,

Javaad—R#ZE I 5-0DE KM EITUR S/ AE X ER OB [TRLET S
sourceanalyzer -b <build _id> -cp <classpath> <files>

Javaa—K %{# f 3% &. Fortify Static Code AnalyzerTlEDWWINAERE 1T TEET

o OAVIMTEIZAL—+T 5. EINDIFEE IERLIZEIHYET
o Y—RI7PANEEERZITANSG. AXUNFAVAXTVYUTERTY

Anté&Fortify Static Code Analyzer®ift & MFf #l [CDWLTIE, [M"AnteDfE & " R—1271%
S BB LTS,

Fortify Static Code AnalyzerTax /S 5%I2aLl—b B3I RDATLEA DI LFET

sourceanalyzer -b <build_id> javac [<translation_options>]
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74 )\VEFortify Static Code AnalyzerIZIE #% & 9721, ROATU R EA A LFET S

sourceanalyzer -b <build id> -cp <classpath> [<translation options>]
<files> | <file_specifiers>

—C_T:

<translation optionss>|&. A IMIITE ESNDA T3 TY .
-cp <classpath>l&. Javay —RaA—KR([fE A T595RN\REIEELET .

TP EEIR THDISEE FERASNDIARKFREZREZE OFT . EH O/ XLt
2aA>(Windows)FEf=Eaa(Windows L 44 ) TR 1 YFEF .

javac&fR #k [Z. Fortify Static Code AnalyzerTI35R%& ISR/ SRIZHIRTBIERF T
A—RLFEY . VAMRIZE L2 Bl DUSRHME 8 8515 & . Fortify Static Code Analyzer
TlIERAIIO—R SNF=OSREFEALET . X OFI Tl A.jardB. jarDi A [
MyData.class&LVS 4 Rl DITAME £ b5 & . Fortify Static Code AnalyzerTlEA. jar
Mi5MDMyData.classZFE A LET .

sourceanalyzer -cp A.jar:B.jar myfile.java

Fortify Tl -cpA T2 avCEER THVSRAEMALBNKSITRHRELET.

Fortify Static Code AnalyzerTIZJARTZ7AILER DIEF TO—KLET .

a. -cpAFLavmn

b. jre/libhvs

C. <sca_install_dir>/Core/default_jarsh¥s

CNIZEY. -cpATLar TR E LIZJARICE ¥ D& BT DISREE HBHZET, 514739
SRE L EETEFT.

ff AR eI RTDJavaEl H DATUKRSAUA T av O M (2D TIE. "Javaav kRS
AA T3 " FTESBLTESL.

Javaavw R A4 T3y
R DFE TlE. Javaavwo R S/4 4T3 (Java SEES LW Jakarta EER ) (ZDULVCERBAL &

ER
JavaFi=(IJakarta EEDA T
av B
-appserver JSPI7AIIVERIB T HT7T)r—avd—\EBEL
weblogic | websphere £9,
BEDT/T14:
com.fortify.sca.AppServer
-appserver-home <dir> TIVr— 3o Y—/\DiR—LEHE ELET .
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JavaExf-ldJakarta EEQA
v

-appserver-version
<version>

-cp <dirs> |
-classpath <dirs>

-extdirs <dirs>

-java-build-dir <dirs>

-source <version> |
-jdk <version>

B85

« WebLogicDi5 & . Chuldserver/libTaL Ik )%
BELTALIRNI)ANDINRATT .

« WebSphereMi5 & . CtldIspBatchCompilerX49Y)
ThEETTALIMNIADISRTT

RZEDTO/\T14:

com.fortify.sca.AppServerHome
FIIr—Sa—\ON—2a w2 ' LET
B % DT/ T4

com.fortify.sca.AppServerVersion

Javay—RO—F O B IZE R $505R/1\R%EHE
ELFYT. R [FjavackR L TT . Ta4LIRDEZO
AVX P YFELFIOUR YIRS T . R OB IR
9 &SI, Fortify Static Code AnalyzerZ774 JLIE & F
ERATHELLTEET.

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
DG E" R—U148% S B L TEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

javac extdirsA 7 av @ RIS, ToLZM)DEIO0
VR YFLIFAOVR YIRS EER TEFT . ch
SDTALINZHBIARTZAIUE. IFR/RIHE B
BICEFNET.

RE DT/ \T144:

com.fortify.sca.JavaExtdirs

AV JViE #AJavay —REE 12U E DTF«LIRY)
EELET.

Javaa—K 252k $5IDKN—2 30 F R LET .
R—k S TLVB/A—23(2DUWVTIE. Fortify Ik Dz
FORTLEMHDE Fa A S B LTS T4
LN [EN—2 3211 T,

B & DTO/N\T14:
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JavaExf-ldJakarta EEQA
v

gllxl

BA

com.fortify.sca.JdkVersion

-show-unresolved-symbols L ShrfJavay —RI7(IVTS RSN TLDR
RDZAT. T4—IL  BLUEEN ERORRERIC
RERINFET . VAR ENDDIE, L —/N\—F1TH\E
RFAavaBATTHA I — I BLVERS B D
HTY . HEVIR. T14—Ik BEXUBEEHLS. —F R
TERAICEBIN-HREROV—REHREEDIZK
RENFT . COBMIFATI7MIUAESTAFTENE
EE

RE T/ \T14:

com.fortify.sca.ShowUnresolvedSymbols

-sourcepath <dirs> AFVUITEFENTUVELDR BIERICFERAINDS
Y—ROA—REELTALIMNIDVR EEIOOVK ]
YFELIFaRVR P YTHEELET . V—RNR([FIFRX
INRIZELTOVET A iR IZIEHDTRT7AILTIFEL
Y—RI7AIDME R SNFET . 3—7 vk T74/ VR
[Z&-TSBEINDY—RIT7MILDHDE B INFET .

RE 0o/ \T14:

com.fortify.sca.JavaSourcePath

EHREH
"JavaB LUKotlind7a/sF4" R—198

JavaDav R S4 245

DS RINAREL THavaee. jarhME & SNT=1DDT7A JMyServlet.javaZ E # T 52X, RD
OvUREAALET .

sourceanalyzer -b MyServlet -cp lib/javaee.jar MyServlet.java

1ibTAL IR DT RTDIART7AINEISRANREL TER L Tsrc TALIR VA DTART
D.javaFZ7AIEE BT AIZIE. XROAT R EA D LFETS

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.java"

javaca /(5% {#F A L TvyCode. javaZ7A IVEE B EXVA /(LT BIZIE. RODaAT>
FEABDLET.

sourceanalyzer -b MyProject javac -classpath 1libs.jar MyCode.java
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JavaDZE & DL IE

P IZERSINFIANATOE EZR T I DI RFvoT71—RZ[ IR I 5HRTIZR O3
RUREAALFT.

sourceanalyzer -b <build _id> -show-build-warnings

JavaZ i DE &
Javad—R LM T BE. ROEE A% R SNBSS HHYET.

'S

Unable
Unable
Unable
Unable

Unable

Multiple definitions found for class...

OpenText™ Fortify Static Code Analyzer (23.2.0)

to

to

to

to

to

resolve type...
resolve function...
resolve field...
locate import...

resolve symbol...

2t BA /AR IR R

NoDELITEE. JV—RHTE
LTWAIGEEIHKELEFT . FzEAE.
FTI)r—a DE R [T Bl — B
D.jarBEW.classT7IILHEE S

NTULVEWLATEEE ABYET .

NONE EZfEIR I BT 7T
T—avMER TR ELRTI7IVE
FRTEDDRLENDYFT .

CDEL (LEE . Javad7 LN TY
SAMEHEL TS EIZRELE
ER

NoNEEFMRIBICIE. EEIC
RTSNTNDY—RIT7AIUIE — D
T7AIDEBRLTEBR T RDOY—R
T7AIUE B & HHNTLNSEDT
(TN EF(I2EAIE RLTaY ok
D2 DDIN—23UhEENTINVDZE
FERLFET . EENFEITDIES
(. BT 5T71ILSZED1DEHI
B LET . £59 %<&, Fortify Static
Code AnalyzerCfE A9 507AMD
IN—D3VFRTE TESLIITHYETS



d—HHAKR
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Jakarta EE (Java EE)7 77— 3> D% #A

Jakarta EE7 )4 — 3 %% #: 9 51Z(%. Fortify Static Code AnalyzerCGJavay) —RA 774
LB & Jakarta EEaVR—RU b (JSPI7AIL. BRATRYITE . BXVRIERE 77 /L
HE)EFME LET . Jakarta EE7T)T—2av A DT ARTORE E 7/ IVEI1 ATV T E
FTHIEMNTEETH, TOD YL TIE ERTORRICH G LIY. MR RN OSFETIF5 7
= EEI&I-? %‘a@:—/‘f’éfrﬁ =L1zY9 %1012, FIEZIHR—RUNIR B T2HENELDH
ELHYET .

Javaog7M/ILDZE #2

Jakarta EE7 U — 3 a9 5121d. JavadZ7 M IILOE#R IZE A L=t DER CFIE
EERALET. f-E2I1E "JavaDav R SA 61" R—U55%5 B L TLEELY.

JSP7O IO . IRMB R TE I7MIL. BLUVEB R TAXD)TAR
DE 2

Jakarta EE (Java EE) 77— arDJava77M VEE T HIFMN. JSSPI7AMIL. IREE
REI7AI. BEIVEB R TRIVTEIDE R HINE (TR DHENHYET . JSSPTPAILIE.
Web7 ) 7r—2 3> 7—h4T(WAR)D— E THAILELHYET . V—RTALININT T
[ZWARZ7A LT X THE R SN TULBIE & 1. V—ATALINUNSISPI7A)VEE £ T i

TEEY . TOTHIME S (L. 7TV r—avzREAL. BB TALININSISPIZAILEE
MIDBLENDHYET .

151 :
sourceanalyzer -b MyJavaApp "/**/*.jsp" "/**/*.xml"

CZT. /*%/* ispldISPTOC IO 7 ILDIGFRES B L. /1 /* xmlITIR B R E I71IL
BLEUEBRTARIIVTZI7AIVDIG S B LET .

Jakarta EE (Java EE)Z #t DEZ &
Jakarta EE7 )T —L 3> DE R TR DEENR TRINDGEEHIHYET .

Could not locate the root (WEB-INF) of the web application. Please build
your web application and try again. Failed to parse the following jsp
files:

<list_of jsp files>
ZDE L L. Web7T)r—arhMZ £ OWARTALIM R KX TERA SR TUVELD, &b

BIRSM4TIIDRE LR EINNEFTENTVENIEERLES . COEFEMHIR T BT,
Web77)/r—av bl BN F-WARTAL IR R K THY . 7TV r—2av T B TRT

OpenText™ Fortify Static Code Analyzer (23.2.0)
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D.jarZ7AILE K. class T7AJLHIE LUWEB-INF/1ibEBS K UWEB-INF/classes T4k 1)
[T SN TSI EERE B L TS, Fz. TRTORAT DT ARTHDTLDI7A )L BLUZE
NoDRT DEZEITH G THIARTFAILNGFE THIELRER L TN,

Java/\f ka—K D% #a

Fortify Tl&. Javas\Afka—F &JSP/Javad—k %R CsourceanalyzerPE UM L TE # LR
WIEERENOLET . B CEILR IDZ#F D8 # DsourceanalyzerfE UM LEFE AL T, /81
ba—K&ISPUavad—F Ol AZE LTI EE#BLET

INMbO—REZE T B2

1.

fortify-sca.properties 774 JUR QT TA4ZB M LFET (F=(F. -DA T a%E
RALTav R IMUNIneDTOoNT1%8 HFET).

com.fortify.sca.fileextensions.class=BYTECODE
com.fortify.sca.fileextensions.jar=ARCHIVE

ZtlE. Fortify Static Code AnalyzerT.class& & . jarI77MIIVEILIB 54 L %15

ELFT
ROVNTNHAERITLET .

« Fortify Static Code AnalyzerT/\{kO—F V5R%@& & DJavad7A( JUTFE a3 ()L

LTEMICEHDILEEKRLET
fortify-sca.properties 77MIUIR DT /NTA4ZEMLET -

com.fortify.sca.DecompileBytecode=true

Ff-lE. -0A T FF A LT T I—XDATUR FAUNZCDTUNT1EE OF
CI

sourceanalyzer -b MyProject -Dcom.fortify.sca.DecompileBytecode=true
-cp "lib/*.jar" "src/**/*.class"

Fortify Static Code AnalyzerCi#i /(LB T ITNA b O—FEE M TEHILHFE K
LFET

REDHERZE D10, Fortify TIXT £ 4T/ \WITEH (javac -g)EFEALT/ A+
O—RZAVINIVTHIEEHELTVET .

9 dJava/ Mk 2—F J71)LE1E E §4HET. Fortify Static Code Analyzer®
| II—XI\(bO—REE OFET . X ED/N\NTA—IVRERF 5120 AFvn
BT JarElzlE. classT7AIVIEITEIE ELET . RO T, . classT7MILNE
I TLET .

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.class"
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JSPE MBIV TIZBE T ARENDESTIL
a—TAT
g_g_)ta:/ﬂ“/f“li\ JSPOZE # LRAX YU TBNTTIN a—T4VJEHIZDOLNTERBAL

— BB DISPEZEK #: TE/RLY

Fortify Static Code AnalyzerTIl&. # AA A2/ (M S5FE(IEF E DT TVr— 3 H—n
JSPaV/A5%E A LT, 75 DF=HIZISPI74A )VEJava 77 JUZE . LET . Fortify
Static Code AnalyzerTJSPZ77A JLEJava 74 JUZE # § B [ZISP/A—H TR E A F &
FTBHE RDEIGEAVE—DNRREINET .

Failed to translate the following jsps into analysis model. Please see the
log file for any errors from the jsp parser and the user manual for hints
on fixing those
<list of jsp files>
NITEE . ROIDLLEDEHTRAELES.
o Web7)r— 3> hViE Y] 452 B B ] BEWARTAL UL U R TLAT O S TLVELY
o TIVr—2avITh BIRJARTPAIVERIFOSAD— BB MR DAL
o TI)Vr—230MRATF5ATIIEITENLDIE £ (TLD)D— EB AR DALY
MEOFMEREIHICE. ROFIEEETLET.

1. IF44%TFortify Static Code AnalyzerO%s 77/ LB EE T,
2. ROXFHEH®RELFETS.

e Jsp parser stdout:

e Jsp parser stderr:
JSP/I\—HYTIEINoDIS—FE B LET . T5—%#E iR L TFortify Static Code Analyzer
ZHEETLEY.
Jakarta EE7 )7 — 3> MDA DF #l 1I2DULVTIE. [MJakarta EE (Java EE)771)7—
DAV ME MR R—U57 1% S B LTS,

JSPEREHTIUTRIE D AE LT
531745 R I ENDIORY A RPYTTA2 515 EDISPRLE HTTUON: 5 14 28 65U AT

(MFortify Static Code Analyzer/\—2 3> LEL 8 L TR ITHE ML TL\SIH & (L. 547
J1—XT-legacy-jsp-dataflowA T avE & CEET (-scanA T 3B ELEY).
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F4E Javaa—K DZE ik

DATLavzEER 5L, JSPEE DOT—270—d 5B M DT IR THE 74
Y. R ShABEEAR D LET .

fortify-sca.properties 774 JL TR E TEANA T av bR & DT/ \T41%
com.fortify.sca.jsp.LegacyDataflowT9 .
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% 55 : Kotlina—k OZE #:
—OtH a3 TlE. Kotlina—RZE #9355 %5 DLW TEHRBALES .
DU aVTIE ROEYIIZDOWNTERBALET .

KON R S S 61
Kotlin&JavaDZE M 4B B 38 B TE 64
Kothin R T DB e 64
Kotlinav R SA U X

Kotlina—k OZ # (&, Javaa—F OZE L LE #% TY . Kotlina—R ZZE #9521 5175
JTEEIN. a—FATSBINDITRTORAATH, V—Ra—F | I5RT7A)L. Ff=lE
JARTZZAIUZR G T BE REF T ELHYFET . TTDHY—RT74 )LEFortify
Static Code Analyzera<Y R SAUIZE HTLIEELY,

Kotina—KR 2L #1 4 3=-NE A HZaATURSAUE X ER OB IR LET .

sourceanalyzer -b <build _1id> -cp <classpath> [<translation_options>]
<files>

T
o -cp <classpath>lE. Kotliny—RXaA—KI{E R 3597 R/\REHEELET

TP EENR THDISEE FERASNDIARKFREZREE HFT. D/ Rt
SaA(Windows)FE =& (Windows L 44 ) TR 1 YFEF .

Fortify Static Code AnalyzerTIXOSREIZANRIZH IR 3 5IEF TE—FLET . URE
N IZFE L4 B DISAHME #8515 A . Fortify Static Code AnalyzerTlIERE #) [CO—K &
NI=OZREFERLET . ROHITIE. A.jar&B. jarDi A [2MyData. class &L VD4 B DY
SANE Thbi5 4 . Fortify Static Code AnalyzerTIHA. jarhisDMyData. classZ{# A
LET.

sourceanalyzer -cp "A.jar:B.jar" myfile.kt
~cpA TV TER TEHIFREERA LGNSR R LET .

FERA LT TDJavaE H DaAYU R AT avDFE M 12D TIE. [MKotlina< kR
SGAVAToa " HOR—2 1S B LTSN,
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% 5% : Kotlina—F D% i

Kotlina<> K SA4 AT 3y
R DFE Tl KotlinEFH DaARUR A4 T3 2DV TERBELET .

KotlinA7< 3>

-cp <paths> |
-classpath <dirs>

-source <version>
-jdk <version>

-sourcepath <dirs>

-jvm-default <mode>

Bt B

Kotliny —Xa—F OZE L FE R 3597 R/\REHE E
LET . Ihld, E2arV R YFRLIFoaU R Yo
TALIRMDYRSTE . ROFIIZR K32, Fortify
Static Code Analyzer77/JUE & F&F A 952¢%
ISSESE

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
DG E" R—U148% S B L TEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

Kotlina—K #&2 it 9 AJDK/IN—2 3o F R LET . 4
R—k &N TULVE/N—2a 22T, Fortify 7~ oz
FORTLEMHDE XA ES B LTS TI4
JLR [FN—2311 T,

RE DT/ \T14:

com.fortify.sca.JdkVersion

AFXVUICEFENTIVEVD R AR ICFER NS
JavaV—RXa—FZ&E L TAL IR DR EEZO0OY
XY VFELIFOOVRPYTIEELET . V—RNRIE
DSRNRIZBL TOET A IR IZIZHIFTRAT7AILTIE
) —=RITFAIDME FHESNET . 23— vk T7/ IR
MZEOTBBEINDZY—RT7AILDADE B ENE
ElE

B % DT/ \T14:

com.fortify.sca.JavaSourcePath

K&K HKotlinA U Z—TTA RIZA DTS AYIE D
DefaultImpls VS RADNE L %6 E LET . <mode>D
BAMGIE

e disable— KAZEF DAVIENEFN TSR 1
R—ITA A% LT, DefaultImplsVTREHE KT

OpenText™ Fortify Static Code Analyzer (23.2.0)



dA—HHAK
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KotlinA7< 3> Bt BA

B&ONFEELEFT

e all—A3—JxAX|C
@IvmDefaultWithCompatibilityD;E FRAMFKIH &
[Z. DefaultImplsVSREE M T AHLIFEELE
ER

e all-compatibility — 432 —JxARIZ
@JvmDefaultWithoutCompatibility®iE FR AVt H
ZUVR Y. DefaultImplsVTREE T HLIITIEE
LET.

R &E 07/ \T14:

com.fortify.sca.KotlinJvmDefault

ERFEHR
"JavaB LUKotlind7a/ 74" R—198

Kotlina<>k 54> DO

DIRINRELTA. jarh¥E & SNF=1DDT7A JWyKotlin . ktZEE # 95I2IEL. RDATUE
#AHNDLET.

sourceanalyzer -b MyProject -cp lib/A.jar MyKotlin.kt

1ibTAL IR A DT RTHDIART7AIVEISRINARELTHE AL TsrcTALIRNJRA DT AT
D.ktIT7AINEEBMTBIZE. ROaATKREA D LET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" "src/**/*. kt"
gradlew#{§ i L Cgradle 7O O 2 E M HI2E RDIATEEZA SILFET

sourceanalyzer -b MyProject gradlew clean assemble

1ibTAL IR B XUVHTTAL IR A Dsrc/javaB KUVTRTDIART7A JLDJavaik 77 B
BEISANRELTERL TsrcTALIN IR DT RTODIT7AIVEE R THIZIE. ROa<y
FEZAALET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" -sourcepath "src/java" "src"
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Kotlin&JavaDZ 2 48 B 1& A %

JaCHk TJavaa—K 5 B 3 B3Kotlina—K HE ENTLVRIE & . Bl OKotlind7( ILES
B2 3 BKotlinT7/ ILDIE & LR LA % T, JavadrMIILE L Y—IUTE T EMNTEET .
EiIn=-7O0 o) —RD—E EL T F=lF-sourcepath/ \GA—REL TE T ENT
=F9,

0P Yk [ZKotlina—K %35 B8 3 %Javad—K /& N TS5 & . Javaad—K EKotlina—
& A3@E CFortify Static Code Analyzer{/ > XA RIZE #i Sh . KotlinZE 3k ~MDJavaS B H
IE L<EE R SN B ESI1ZL TSN, KotlinhvbJava~Dil B & A 1 Tl -sourcepathA
LAV TIR SN BKotlinZ7A ILEHR—k LEEA. -sourcepathd 7 avDFE#l (DT
[&. M"KotlinavU R SA2A T 3" A—062)%5 B LT =L,

KotlinR9) T+ MDZE

Fortify Static Code AnalyzerTI&. 5 B B XVUTh DHhRZ2TA X%k <KotlinXZ) T+ D
EEHR—LTWVET . ROVTF DHRETA X2 A B TO/NTDB N 58 F=(%
BTIRFEERORELZRESHYFET . RVVTNEE(TVIL—R)FHREZLRI)T D
ERICE RSN, TUTL—b (F* ktsTPAIWL R FITE DVDWTRIYT ITE A ShETS .
Fortify Static Code AnalyzerTId* . kts 77MIVEE - LETH. ThoDToTL—k ILE F
SINFHA.
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28 6F : Visual Studio7AY =/ DE i

Fortify Static Code AnalyzerTl. X @817 DVisual StudioT7 O =7k ME # Z-HR—k
TAHHDELN R EZR B LTLET.

« C/IC++FOPxyh

+ .NET Framework& NET Corex2—7wh &9 5C#T7OD ook

o ASP.NETZL—ALT—%5&ASP.NET CoreF4—4 vk &9 HASP.NET7 1 )r—i 3>
 Android 8 &KUIOST T vk TA—LER—7 Uk EF HXamarin7 T )r—av

BE 57055398 i BLUTIL—LDJ—4 &, Visual Studiods KUMSBuildDH7R—k
SNTNS/N—2 30 D— & [ZDUWTIE. [ Fortify ) Th DT 7 R TLE 41 %#S B LTS
Ly,

ZDtUaVTIE ROEYIIZDOWNTERBALET .

Visual Studio 7AYok DRI R & 65
Visual Studio 7B O DARUR SAMEI o 66
Visual Studio7B2 =V DZE L ICEH D4 A —ADMEE 67
Visual Studio7AP xObEE TR DA E o 69

Visual StudioZA< 4+ Z # MRTIR & &

Fortify Cl&. #3258 OV I ERE R SE. I5—H L CENR TEARIBETEBREE

TIBHILEHEHLET . VI II7RIEZE H OURNZDWTIE. [ Fortify/ Zk D72 X

TLEMHNZS B LTSN, B2 570000 IE. ROBEENEENFTT.

o MEBLTRTODY—AI—K T7A)UCIC++. C#. FI=[XVB.NET).

s MEBRIRTHSHESA4TF),
hIZIE. BEETBIL—LT—INDS B S4/4T3. NuGet/ \vr—o . BEXUH—R /83—
TAHSATIINE ENFET

o C/IC++7OP /bt M5 A (. Visual StudioEf=IEMSBuildf > Xk —JUIZE L TLVE LA
BRITRTONVII7MIVES HFET .

o ASP.NETEKLUASP.NET Core7AYV =k D5 & 1&. L E LT RXTHASP.NETR—D
I7AINVEE HFET .

HIR—k SN TULVDASP.NETR—2 DA TFIE. ASAX. ASCX. ASHX. ASMX. ASPX,
AXML. BAML. CSHTML. Master. RAZOR. VBHTML. 8&UXAMLTY .

OpenText™ Fortify Static Code Analyzer (23.2.0)



A—HHAK
% 6% : Visual StudioZ7OC =4k DZE 2

Visual Studio7A< ok DT RS/ X

Visual Studio/)a—avFE700 oV % #2 975E K 897548 XX T, Fortify Static
Code AnalyzerZ #: v R D—E LT, TAC O DR S TEEIR AT aoxEELE
T, Z5FTBEENRHEIRHLT. Va—2aoBKUTaC Ik I7/ILHS i sh. B
B ISEY BEBRRTYIHAERITINET

BEE @Y7 OMREBBRE)V—RADTATEZEIL S HEEVVEKER G T
B&5(129 B1=8. Fortify Static Code Analyzera~¥ R [ZEILK DRI R EIZ7IERT
EHOVURTAVTIMOET TN ELNHYET . Fortify TIE, ERICRBELIREZ
FE R 9 571=IZ. Visual StudioDBA F BV R TAVTE MoZDaARURERITT 5K
REHERELFT

R OB TlE. Visual Studio!)a—3asample. sinlZ& FENET RXTHTOL 5k HFortify
Static Code Analyzer|Z&k>TE B ENET . IOV TR Y -=TAP I DURALZEIETE
LT 12U LB ENTOC IO EE M TEHIELTEET.

o WindowsZ7=ldLinuxE D.NET 6.0LLFE DYV Ya—av DB & 1. XOav o RZFHL
T )a—avxZE#;LET.
a. BREITHELTROATURFETL. UETOTOD I EILR e 8 74 LA BR
LFET.

dotnet clean Sample.sln

b. EIZIGELTRODATNEZEFTL. BELIRTOSEBI4ITF)HIEHO0—KR S
n. 7"1:}9:’7#(:»{*/7% —LENBESIZLFET . ROAT KR ETOS o D L i
THIVEINSEITLET .

dotnet restore Sample.sln

c. FAY IO DEILE DR E & IZIE LT, R OFortify Static Code Analyzera <2k 0
WIFNAEETLET . COATURIZE. BN DEIR INTGA—FEE HEHIENTEF
ER

sourceanalyzer -b MyProject dotnet msbuild Sample.sln
EJbS

sourceanalyzer -b MyProject dotnet build Sample.sln

o Windows E MC. C++. ELU.NET Framework'/Ja—32(4.8 xLLHT DB & (X, XD
OvUREERALTY)a—av a2 B ] LET,
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sourceanalyzer -b MyProject msbuild /t:rebuild Sample.sln

3% : Visual Studio®Bf & & a< K 7OV Tk TlEAE{Windows D<K 7OV Tk i
Fortify Static Code Analyzer%( 179515 & (£. REZEEL. TAP U DEILR

(i A MSBUIlAEE 1T 7] BE 774/ ILAD/SAEPATHIB EE T #1128 2L ELHYE
9.

AT T L= ROBITTRT LI B 7—RXEE T LTH R EZFPRI7MILIZEE
TEEY.

sourceanalyzer -b MyProject -scan -f MyResults.fpr

Visual StudioZ AL ok DZE # (2R I 545 3% 75
r— DAL IR

AOVTE DoDE HDET

AT EDIE =t 5 B B—F TE 8 %3E 17 951, Fortify Static Code AnalyzerZ #2
ERITIDEIRODATNAREERTLC. TR ICRELIRBE 25 I LTS,

cmd.exe /k <vs_install_dir>/Common7/Tools/VSDevCmd.bat

ZZT. <vs_install_dir>l&Visual StudioZz 1> Xk —)LLI=T4L YT .

TJL—i NETBLUASP.NETZOU 4 OZE #2

TL—7 NETELUASP.NETZAY 27k (& Windowsawk AV T & UVisual
Studio¥g i MSZE #: TEFEF . WindowsavwUR TOV T MoE R I515E (£, ook
DE LR |26 B A2 MSBUIldE 1T 7] 88 774 LAD/ SZAHPATHIR BB ZE # TS TN TSI EE
FEER L TSN,

C/IC++B&UXamarinZa> o+ NZ fa

C/C++H kU XamarinZaT =k (X, Visual StudioDBf % & o< K 02Tk Fi=IEFortify
Extension for Visual StudiohMoZ #t 2 EABHYET

3 : Xamarin7RY =k TlE. it 3541717 Android APID/L—)LH Fortify Secure

Coding Rulepacks|ZfF 7£ 9515 & . Xamarin.Android APIOARZ LIL—I)VEFE A T3
DEIHYFETA. FARTIE BEELERBEIMRE NI BEENBYET .
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THZEOEHTELZEOTOCIINDE L

FTHEZETCREBEREFTEIZTOMDERE I7MIEERLTIOD O HBEIR SN TINS
BEIE.BREEESI AT CEORELNIHYET . &AL IRIBEFE EMy Configuration®
ff FH L TEJLR &fvf=Visual StudioV)a— 3 sample.s1nZE 1 3AI2(E. RDATUEH
FERLEYT.

sourceanalyzer -b MySampleProj msbuild /t:rebuild /p:Configuration="My
Configuration” Sample.sln

Visual StudioVJa— 3> DE —JOS o D% #

Visual StudioVJa—av[EH OTOD /R BNE FNTNSIE & (X, Y )a—3a 2 KT
(FE1DOTADIHNEE MR TEHIELTEFT . TOD I T7AIUZIE. proj TR 0B T7
A IV H5 3R F (. vexproj R, csproji E)AMT LW TWLET . 100TOV I/ EE T 521,
MSBuIldavY R D/ \5A—REL T )a—2 3O HYIZTaD o D7/ IVER ELET

R OFI Tl sample.vexproj 7O O I7AIVEZEHLET

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.vcxproj

BHOETREEI7MILEE IR THT7A0 0 DR T

Visual StudioZE7=IIMSBuild7AY =7k THE $t D 17 7] B 774 )W T 71 V& DL 5F F

* exeZFDIFAIEEZEIRTHIEE X D TIER DRE A ORI B4 11516, E
TI7AICEIE R 25 T 72—REE T 5 EERLBENDLET . Fortify CNE1T I
(X, B I7—ADE T IZ-binary-nameA T a2 FE R LT, ETR[BET7MILE Ff=
[EINET7HLITVRB EINTA—REL TR ELET .

R Of 1% Sample1 (NET7tE> 1% HEE 4 IT5 TLVELC+HTAY ook ) ESample2
(NET7E2T)& sample2ZF DNETFOD /M) EWLNI2DDTOV /- TR SN
Visual StudioV!')a— 3> sample . sinZE L T ITDAEEZRLTCVET . £J00x
Ik & ZNENHIE DZE 17 7] BE 774 )L (Samplel.exe&Sample2.exe)FEJLR LET . 747
#E B [Isamplel. fprI7AILesample2 . fpr 77/ JURTFESNET .

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.sln sourceanalyzer
-b MySampleProj -scan -binary-name Samplel.exe -f Samplel.fpr
sourceanalyzer -b MySampleProj -scan -binary-name Sample2.exe -f
Sample2.fpr

-binary-nameZA LI TDWNTE LLIE. "G T AT 3" R—U 13725 B L TEELY,
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Visual Studio7 AL O FZE #2 55| DA %

ZDtH a3 TlE. Visual Studio7AV O EE# T HH| DA EIZDWNVTEHRBELET

Visual StudioV 21— 3> H DRI DE AT g
Visual StudioV)2— 3> TOME A TEARE R A RIZIE. RO2FEFEHABHYET

« Fortify Extension for Visual StudioZ{# 3%
Fortify Extension for Visual Studiold. % #2 58X U T (RF¥2) IT—REI1RTYITE
TLET.

« Fortify Static Code Analyzera<> K [Zdevenvav R ZE NI 5
X DaATK I&. Visual Studio¥/!)a— 3> sample.sInZFZE#LFET .

sourceanalyzer -b MySampleProj devenv Sample.sln /rebuild

Fortify Static Code Analyzerl&devenv®Dif ' L% [E % OMSBuUildDFE N LIZE# T
51z, ZOHEE . COATUREFE A T5Y)a— 3 (ddevenvy—)LTIFAEKMSBuUIldIZ
FOTEIRESNET .

Fortify Static Code AnalyzerZBR R ICR T BT IZE# 3
%

Fortify Static Code AnalyzerZE £ #2 & €9 1"Visual Studio 7O /2L #2354 T 3
UDBYET . ThIZIX. DotNetB LU Framework TAL Ik MD<sca install
dir>\Core\private-bin\sca\MSBuildPluginlZ#hSFortify.targets 77 ILHWLE TY .
TP IO FENR TEHENROATUR SAU TR A\ REFISE X SREFER L TI7MILE
B TEET . FRHALTLBEILR IR (dotnet . exeE=[EMSBuild. exe)Zis LT #NE
fbotnet TAL Y UFEFzIEFramework TAL IR VEE LNREFERALET . 4:

dotnet.exe msbuild /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_
install_dir>\Core\private-bin\sca\MSBuildPlugin\Dotnet\Fortify.targets
Sample.sln

Ff-1%

msbuild.exe /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_install_
dir>\Core\private-bin\sca\MSBuildPlugin\Framework\Fortify.targets Sample.sln
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% 6= : Visual StudioZAC 4+ DZE

TN DEBREFR T THOIEEE CEIRBEEHITIERHYET. ChoDEH D
% LIET I+ EZE$E B . Fortify Static Code AnalyzerTIZZE 8 A% E SN TLVELME &
[CEAINFET . ChoDEHERDERITTRLET .

RIEZEH &t BA T4 E
FORTIFY_ % #2 MF ortify Static Code AnalyzerEJ)L %L
MSBUILD_ FIDFEELET . COME I FTHREL
BUILDID TLIZ&ELY,
(. Fortify Static Code Analyzer -b
AT a3 EELTY.
FORTIFY_ TINWWITE—RZBEMILFT . Chld. False
MSBUILD _ Fortify Static Code Analyzer -debugZt~
DEBUG LaVERLTY .
FORTIFY_ NRT/\WIEFRZHMILEST. I False
MSBUILD _ [&. Fortify Static Code Analyzer -
DEBUG_ debug-verboseA L a3 R L TY . il

VERBOSE 73 HitruelZ5% B S TLVBIE & (.
FORTIFY_MSBUILD_DEBUG&KY+ &

SEINFET.
FORTIFY_ THDOAE)EHEZIVM -xmxAToay SRATLTERAA ALY IE
MSBUILD _ DX TIEELET. F=EZ1E. -xmx26  AEYIZEDVVTEEFHEIYY
MEM [ZRYFET T
FORTIFY _ Fortify Static Code AnalyzerB4 774 JL  %LOCALAPPDATA%/Fortify/
MSBUILD_ D5 (Mt AR)EHR ELET S sca/log/sca.log

SCALOG —hlX. Fortify Static Code Analyzer -

logfileA 7L av R L TY .
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ZDEHIVTIH. CEBXUCHIO—FREEMRTEHAERICDOLVTHRALET .

EE ZOE Tl%. Visual StudioEf-IZIMSBuUldTOY 5k D— & TIEZELICHE L UC++
O—KR#LE#IBH5HEIZDOLVTEHBALET . Visual StudioEf-IZMSBuild7o =4k D
I A & 12DV TIE. "Visual Studio 7B 4k MZE " R—65%5 B L TE&LY,

eI IVTIH ROMEYIIZDWVTERBALET .

CBREUCHO—R E R BT R e 71
CEEUCHDATUR ARG S oo 71
AT IR SNT-CELUCHTOA—R DRI 72
CICH+H+DTV)AU I JUB FHANIZTTAIL oo 73

N A\ I~ —_t B
CHEIUC++O—FZE H DRETIE & &
TAaC UM EEIR T 5ODITL BIEKF B R (TR \—TAE A TIIDNVFEE T)H
BB EERE R LTS, Fortify Static Code AnalyzerZs #: Tl AT 19 71 ILER
H/B B SATSVDT71 IS B HYFE A

3¥: Fortify Static Code Analyzerld. & 9 LE T NTOIE % LL S DC++18 & 1K ZHR—
kLTULFEEAS

GradleZFE R L TC++7Oa O FEIR T BI5 & (. C++T7T)r—230 TS5 40K D
WIFhh Dz R TGradleZ7MIUTE I SN TS EFFE B L TSN,

apply plugin: ‘'cpp'

plugins { id 'cpp-application' }

GradlebLD#f & I12DWVTEHLLIE, "ELE & " R— 12525 BB LTS,

CBLUC+H+DaATURIAE X

AVISITESNZARURSA0FToaviE. T)TO0 vy DRTICEEESZ. 55D
B BE UL AR B BEZH X FITE SN (ST HTEMNTEET , Fortify Static Code Analyzer©a
1 MZER LRSI —ROA—FE#fER T BICIE. C/IC+H+Y—RIA—FDEMIT—XTEER
A ZAYR SAVHNE TS . Tt DA/ (5K DIl [TsourceanalyzeraI UK &
AT aEEELES.
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1DNIPAINEE R THIE RN EIATURSAUE TR DEBYTT,

sourceanalyzer -b <build id> [<sca _options>] <compiler> [<compiler_
options>] <file>.c

CCT:
e <sca_options>l&. Fortify Static Code Analyzer|SE Shd4 73 TY .

o <compiler>|E. T AHC/IC++a2/\ASDE Hil(gcc. g++ c1EE)TT . HiR—h SN T
WBC/IC+H+av /MM SMDYARR ZDWTIE. Fortify Y Ik DIF7 O X TLEHDR Fa AV %25
B LTS,

o <compiler options>l. C/IC++A/INMIITESNBATL 3T,

o <file>.cld. ASCIFE:IFUTF-8T a—TA4 I K THAIDEHLHYET .

7 : Fortify Static Code Analyzer@d X TDA T 3EaA I SATL IV DRI E T
DILEIHYET .

aAZaTUR [ B CRITLIEZICERBICRE T IR ENBYFET . av/(5av7
VR DK T BIE & (X O/ (57K DR IZHE E L1=Fortify Static Code Analyzera<
RBHERBLET.

FEZ I ROARNEHEA L TI7ANEID (VT HELET .
gcc -I. -o hello.o -c helloworld.c

COEE . ROARNEFERLTCOIFANEL B TEFY
sourceanalyzer -b MyProject gcc -I. -o hello.o -c helloworld.c

Fortify Static Code Analyzerld. Z# 7x1—XD— & &L TL DA/ (ST REEITLE
9. BIDITUR I TIE REFvUITBE LR B F AHDY—RE, gecZRITLTR ONEAT
1Yk T7A Jlhello. oDl 5 HE B &N E T . Fortify Static Code Analyzer -ncA 7L 3>
ZHEALT O/ MSDETEEMICTEHIENTEET

B L SN F-CELUVC++a—k DRAFr

3273 )LD IZC/C++E LK TFortify Static Code Analyzerh3H7h—hk L TLVE LV H—R 78—
TA4E OCT)T0ty4EET9 55 E (. F fE 774 /L TFortify Static Code AnalyzerZ
AT U %6 B AHYET . Fortify Static Code Analyzer®2yFL AE LK ## & Tl E
IR THR—F ENTLVEWT)T Oy e R— N TSIV MM T5E /M TFI— Tl
B— B 7MLV THEH N2 20aT R ELTETLIE &S f R 771U E B I
THINFET.
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— ERDC/IC++a /I AS1E. A1 IWDINTH—I VA% [ £ SEB5F)a 1 [ JVF ANV
T7AIWESR—E LTWES . a2/ A5k oTIE. SO BE D3R & [Tk ->TH 0 4 &I 1F A
DNEELET. COMEBEER DT EE. AV (SHE & DPIS5—/ L TRV —Ra—K
2 T ANSAHEEABDYET . Z0%E & . Fortify Static Code AnalyzerTZE #t T5—hR
EINTEAVNASTIHRE SNABWNEWNSF BEHREE TEHAREENHBYET .

AVINSDTAV I VF HANVFHREEE A T 515 & (3. TV MILF AT EE
BIZLTHS, EEEIREETLTY—RI—RFHBE LU/ (ILENLDERE R L TS
LY.
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JavaScript. TypeScript. JSX. BELUTSXY—RIT7/ILHYE FbJavaScript7OP Ik .
BEUHTMLT 71 JUTIE HiA FTlrdJavaScriptE o it TEET .

— E8 MJavaScript 7L—LT—I1&. F X DJavaScriptl 2k SR/ ILEN (Y —RADSY —R
ADAVIN V). SNDE K SNEI—F (TR VEST . CORATOa—F 25§51, -
excludeaARVR SAUA T a % FE B L TSN,

JavaScripta—k £ & UTypeScripta—F ZZE #9515 & [&. TXTOYV—RIT7MI)ILE1E D
IE U L T— # (2#8 & L TSESLY. Fortify Static Code AnalyzerTld. ZM0#% OFEUH L
B (CEJLR IDIZRE & {4 (5N t=07 A W AR IZH LWV I7A ILEE I $ 54 gE (T HR—k Sh
TWFEEA

Fortify Static Code AnalyzerTI&. [ #i# Stif=JavaScript (*.min.js)ZE # LFHA-
3 TS5 37 BE #E Shut=JavaScript 774 JUZIE. Fortify Static Code Analyzer
TEIMIERE TERLIATABYET . CNOHDT7AIUE. -excludeaAYURESAUF
TavEE AL TE ER LTG0,

ZDEHI VT ROMEYIIZDOWVTERBALET .

Ea7JavaScript g O bk 2 M 74
R TR B R DR Ot 75
NPMIK TR B R D D B e 75
NPMIK 77 BE 1 DOBR AF O 76
HTMLD74 L& B LT=JavaScript7 A O DEHRE 77
H &R JavaScriptE = ITHTMLZEZE HEIZE 8B oo 78

Ea7JavaScriptZ7As ok DZE i
JavaScriptZZ 2 § AR KM EaATUR SAUE X (FRDERBYTT .
sourceanalyzer -b <build id> <js_file or dirs
ZCT. <js_file or_dirs|3ZE #9 BJavaScript774 JLD4 Rl . E1-(34#8 £ MDJavaScript

T7AINEECTALIR DT NDTT . <js_file or dirs|Z*.jsZHELT. EHDT7
AIELE T HIEELTEET.
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%8 8% : JavaScript$ LU TypeScripta—k D% #

& 1= B 1% DFR 5%

5 E DIKTFEEF DOZE L w [ 8 3 5IZ1&. fortify-sca.propertiesZ74 LA O )74 70
INTAEREISEMLET . ROTU/NTA TR E SNEI7MIVEE B SINWFEEA.

e com.fortify.sca.skip.libraries.ES6
e com.fortify.sca.skip.libraries.jQuery
e com.fortify.sca.skip.libraries.javascript

e com.fortify.sca.skip.libraries.typescript

L TNTAIZIE. T7AIVE (NRE|REL) DO YEZanV R Y YURNEE ELET .

NoDTO/INTATH E Shf=-714)UE. O—hILI7AILEAB—2 vk £ DT7AILDME K
(S# A ShET . F=£A (L. JavaScripta—KR 2R DO—hIL 7 LS B HAE FNDELET .

<script src="js/jquery-ui.js" type="text/javascript" charset="utf-
8"></script>

T I4I)Uk Tl&. fortify-sca.propertiesZ7AILA D
com.fortify.sca.skip.libraries. jQuer‘yjl:I/ \°7_-4’(:jquer'y-us . js75§’§“ EFNdI=H.
Fortify Static Code AnalyzerTIAT DB TR LT=D7M IV E L FEA-

T7AIVE IZIEIE #R R R % F§ TE %9 . Fortify Static Code AnalyzerTl&
com.fortify.sca.skip.libraries.jQueryJA/NNTAEIZE FNDE T7AILE D .min.jsFE
F=IE. JsDRTICER R IR ' (-2\d+\.\d+\.\d+)>' ZEBHIIHHALET.

3 -excludeaANUR SAUA T2 FE R LT, O—hILI7AIIVEIXTAL IR )2 K E
RN THELTEFET . COATLavDFEMITONTIE, " AT R—2135%
S B L TS0,

HMEDMEITOEHIZ. KFE R DE B H-disable-languageA T av TEIN (THHT
WA E TH IR EEBRIZTIVDNERICEENTT . SEFEMNITTHIA T a0 M
[SDWTIE, MME AT a0 R—01351%5 B LTS,

NPMIK 77 BE (%2 D B DE

T 7#4I)Lk T. Fortify Static Code AnalyzerTlda—K (24 > 7R—b S -=NPM{K 7% B8 & D&
EEBLET . NPMIKEBE R OEBREE R T RDIDDATLavhbyET .

o com.fortify.sca.follow.imports 7O/ NTAIETI4ILE TH T -THEY. AP Ik
THERAINTVSTRTOIUR—bENTD7MIUNPMIKFE B R ES O)EMEIRL. it
(& B KSIZFortify Static Code AnalyzerIZ3§ R LET . cOTAD I A DA 2R—k
SNTF=T74 )VER DIT571=8IZ. Fortify Static Code AnalyzerldNode.js&fl F=7 LT X Ls
ZEALET(EEHMIZOLVTIE. Node.jsDWebHA k%5 B8 L TS,
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ZOTA/NT1%falsel B E T HE AV FAUICHRMICE FNTLVEDNAUR—FE
NINPMIR 77 B R (FE RIS FNGLBYET

o com.fortify.sca.exclude.unimported.node.modules 7O/ NTAIET T4 THZHIZH S
THEY. 7RIk TS B I TLVELnode_modulesT1L ok V%R 4t 3% & SIFortify
Static Code AnalyzerlZ36 R LET . COTA/STAIET IS TE S THE->TLET . Ch
(F EMF S RTLIZOADEGKRFEFRLZE. RETOSUMNIAIB ELZMREFBF
DZE % T51-TT .
DT 0/ \T1%falselZ5% T 9B &. Fortify Static Code AnalyzerTld. AT IR 2&oT
S B ENTULVELY., (com. fortify.sca.follow.imports T/ NTAHNE % D) R th (Th&
HENF=TARTODED 2—ILHIE B IZE HDONFET .

o -excludeA T aviE. BV a—)LEBRRMIZER S § 5702, L5 D2ODT0/\T1E—
HICEHATEERY.
AT EFERTHE LEROTONTAHRELYBBESINET.

L EE®R
"NPM{& 7% B8 % DB& 4% D" T

NPM{& 7F B 1% DB 5% (1l

R OB L. NPMIK 17 B (R 2R 54 D3 DDE G L FIAZER L TWET . Thiodf T,
ROTALINNBEZEZERLET

./ RootProjectDir innerSrcDir node_modules innerProjectReferencedModule index.ts
moduleNotReferencedByProject index.ts innerProject.ts (innerProjectReferencedModule
MDA UR—b%&E ) node_modules projectReferencedModule index.ts
moduleNotReferencedByProject index.ts projectMain.ts (projectReferencedModulemisdDA
VR EBT)

11
SOBI & TPAIDTIHIE DB E TEMENDIZ EERLTVET . OB E

com.fortify.sca.follow.importsé&com.fortify.sca.exclude.unimported.node.modules

Al A Ebtruel FEE SN TULET .
sourceanalyzer RootProjectDir/

BI1DZE X RDI7AILIE TNET .

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node_
modules/innerProjectReferencedModule/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node_modules/projectReferencedModule/index.ts

%12
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SOl . TOS IR ZESTE BEN TS ES 2—)UTN X T $R 3R B (2R Dbl T O
SO LT RENTVEVWED - LA E R ITE HBIHE A ERLTVET

sourceanalyzer RootProjectDir/ -
Dcom.fortify.sca.exclude.unimported.node.modules=false

BI2OZE L RDIFAIVDE ENET .

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node_
modules/innerProjectReferencedModule/index.ts
./RootProjectDir/innerSrcDir/node_
modules/moduleNotReferencedByProject/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node_modules/projectReferencedModule/index.ts
./RootProjectDir/node_modules/moduleNotReferencedByProject/index.ts

#13

ZOfI X, -excludext 7L 3% E B LT, £ & Dnode_modulesTAL I VA DT RTHDT7
AIVEBRN THEEERLTONET . -excludeA T avId,
com.fortify.sca.follow.imports&SELU
com.fortify.sca.exclude.unimported.node.modules FA/NTADE& FE [CH D(ED 1—)L

DEREEEEZLET.
sourceanalyzer RootProjectDir/ -exclude "**/node_modules/*.*"

BI3DEHIZIE. XDI7AILHE FNET .

./RootProjectDir/innerSrcDir/innerProject.ts ./RootProjectDir/projectMain.ts

HTMLZ74 JL%&{E F L{=JavaScriptZ7 O ok D
2 4
JOo x4k [ZJavaScript 774 JUZIN Z THTML 70 ILHYE N TS & (XK. R OFI TR

9 KD, fortify-sca.propertiesZ7AIVEIFATUR AT
com.fortify.sca.EnableDOMModeling T/ ST A% truel R ELET .

sourceanalyzer -b MyProject <js_file or _dir> -
Dcom.fortify.sca.EnableDOMModeling=true

com.fortify.sca.EnableDOMModeling A/ \T 1% truelZ5% & 9% &. DOMBS & DH/OR YA
b ROVIT4 T DR RE7EE . DOMBSE O E [T A M LR—FER 59 e TE
F9.

X COFTLavEE #1129 B E. Fortify Static Code AnalyzerTIZHTMLI 74 JLIN D
DOMWYY)—#& & #ET /UL §BJavaScripta—R A f S FET . 4 #r 7=— X DB & A
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%8 8% : JavaScript$ LU TypeScripta—k D% #

RGDEENHYFET (DM IHEMF AL DS L 51=80).

com.fortify.sca.EnableDOMModeling 7/ \T % truel Z5% & L =15 & (. Fortify Static
Code Analyzerh®\DOMETLJIZE H5B M DHTMLA S %
com.fortify.sca.DOMModeling.tags 7A/NTA TR E T HELTEET . TIHILL T,
Fortify Static Code AnalyzerTIZHTMLA%body- button. div. form. iframe. input.
head. html. B&XUpZE HFET .

f=&ZI1E HTMLAY Ul B LUV 1iZDOMETIUZE HAIZIE. ROaAv R EFERALET.

sourceanalyzer -b MyProject <js_file or _dir> -
Dcom.fortify.sca.DOMModeling.tags=ul,li

5} &f JavaScriptEf=IFHTMLEZ ZE 2 (25 65

srcl@ 14 TIE & Shi=4t & JavaScriptEzIFHTML I 71 )LE & $HB1=8. Fortify Static
Code AnalyzerCA v O—K L TE# 71— XIZE HBENTEBR AMUEIE E TEET
CNEFTSIZIE. com.fortify.sca.JavaScript.src.domain.whitelist7 A/ T4 T1DLL Lk
DA TR ELFT

¥ 2OTO/T41E. fortify-sca.properties 77 LA THO—/NUZER E TEET .
F=EZE HTMLI7AIUZR DRT—h AU DE FENTNDELET .

<script src="'http://xyzdomain.com/foo/bar.js' language='text/javascript'/>
</script>

xyzdomain.comR AL IT7AIVERAIUO—KR $THDIZR 25T THHEEE LTS5
Bl ROTONTAEEEIRVRFAVITEML T, B I1—X(TE HEITENTEET

-Dcom.fortify.sca.JavaScript.src.domain.whitelist="xyzdomain.com/foo"

FE: TONTAE TIE. KA D Duwww. TU IO REE B TEET . =X L. Tt DHTML
74 ILDSrcR T Tuww . google. comMSIT7AINERIVO—R §T5LIIHAEE L TLNSIHE
[X. google.comk A% E 951+ TY

B O A VEEEIBHICUT. ROBITR TR fEEXF () ROYTERAVEE
HELEIBHYFET .

-Dcom. fortify.sca.JavaScript.src.domain.whitelist=
"xyzdomain.com/foo|abcdomain.com|123.456domain.com”

TOXH—\EEHALTWSIE S X ROBITTRT LS. TOFH—/\FHKZEITULS
AUNEOBILELIBHYET -

-Dhttp.proxyHost=example.proxy.com -Dhttp.proxyPort=8080
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% 8E : JavaScript& KU TypeScripta—K MZ #:

TAOXH—\F T 3o DR 2 EYARZIDWTIE. Ryk T—F 2570/ 542 B8 3 %Java
DR FaAUNES B LTS,
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¥ 9% : Pythona—K D% #2

Fortify Static Code AnalyzerTI&Python 77— 3% L. .pyIh sk FEHF DT7MIL
#PythonY—Ra—K LT ELET .

D3V TR ROMEVIITOWNTEHRBALET .

PYthonZE R O R SARE I L 80
R A IR B Py thON D T B 82
AVR—RBEHDED 3—IVEINAT—DFE DD 82
F—LRR=RINIT =BT E DB oo 83
DJaNGO D B 83

PythonZ #t a<v RS/ X
Pythond—RZZE AR KT SAUE X ITRDELYTT .

sourceanalyzer -b <build_id> -python-version <python version> -python-
path <dirs> <files>

: Pythond—FZZE M TEI5E (L. TRTOY—RI7/IIEIRIOF UHE LT—#IC
& 7 L TLZELY, Fortify Static Code AnalyzerTld. 20 OFFE UH LEF [CEJLRIDIZ
B8 & fF (TN f=T71 LR [ZH LWV D7 )VEEB N § 58 8t (T H7R— ShTUOER A

Pythona< R S AT 3y
R DE Tl PythonA T a2 DNVTERBALET S
Python#A7 3> & 8

-python-version AEXv 9 BPythony —Ra—F D/\—D 3 %8 ELET

<version> <version>MDAE WEE L. 28KU3TT . TIHILMNEIF2TT .
EEIOrI=IAT It ¥

com. fortify.sca.PythonVersion

-python-no-auto-  EDVaA—ILELW Wr—CDAUR—hIER TS, $TOT0
root-calculation SIHRY—RTPALILDE B IL— TALIRN DB FH ST EEE D
[TLFET

A% 07O/ \T44:
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% 9F : Pythona—F D% #

PythonA 73>

-python-path
<dirs>

-django-disable-
autodiscover

-django-template-
dirs <dirs>

S RIA®

&t 83
com.fortify.sca.PythonNoAutoRootCalculation

B OAUR—k T4LYMDEIOOVEK ] Y(Windows) Ff=FT
AV X 8] Y(WindowsEA 4} )RR E$H6 E LET . -python-pathA
DAvEFERALT. WU FEEEED a—IILDA VR E AT
BISREIR E TEET . COATav%wF AL THR—LARR—R/\Y
=S TAL IR )DT RTDINREE HTLIZELN. Fortify Static
Code AnalyzerTlE. 12iR—k ENB 771 ILTEITIE E SNfz/ R
FIEFIRREL. RAITRE N7/ IVEERALET.

R%E0T0/\T14:
com.fortify.sca.PythonPath

Fortify Static Code AnalyzerCDjangoT7L—hZ#BEIRH L
BWIEEREELET

A% 07O/ \T44:

com.fortify.sca.DjangoDisableAutodiscover

Django77L—tE#E L TaL IR )DEIOAVE Y)Y
(Windows)FEf=[Zaa> X g1 Y(Windows L 44 )RR 45 E LE
9. Fortify Static Code AnalyzerTlZ. DjangoT>7L—k 77/l
CLIHEESN/RZIEHBITREL. RUIBHSIh-TVT
L—hIO7AIVEERLET .

RZEn7TO/\T44:

com.fortify.sca.DjangoTemplateDirs

"Python®D 70/ \T 1" R—204

Python®Da< R 54 A4
Python 33—K#Z # 3 5(2(F. XRDATKFZA ALET.

sourceanalyzer -b Python3Proj -python-version 3 -python-path
/usr/lib/python3.4:/usr/local/lib/python3.4/site-packages src/*.py

Python 2a—KR#Z£ # 975(2F. ROIATREA A LET .

sourceanalyzer -b MyPython2 -python-path
/usr/lib/python2.7:/usr/local/lib/python2.7/site-packages src/*.py
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% 9F : Pythona—F D% #

EE: ’CO)Python NZE A

—OtHarTIE BB 'CPython7 AT EE# T DA ERICONTHRBELES. 7
Bk DT RTOIK 7—'?— F'agl FRAMRBERE ITAORN —)LEN TSI EERE B L TN,
i 78 1% 15 TPython7AD IO EE# T 5I21X. TR O DR ERE R EIE E T 5-
python-pathA 7> arE & HET .

R B IR 1 & HimyenvT. TAD I+ DK 7F B 1% Himyenv/1ib/python<version>/site-
packages‘)"fl/7|‘ DIZAV AR —ILENTULVDPythonTOD /M EE 3 5I2(F. RDEKSIZ
ABLFETS.

sourceanalyzer -b mybuild -python-path "myenv/lib/python<version>/site-
packages/" myproject/

condalz & D5l

condalz & & HimyenvT. TOD U OIK 7F B % Hi<conda_install
dirs/envs/myenv/1ib/python<versions/site-packagesTAL IR JIZAV A —)LENTLY
BPython7OD I #E #95I2E RDKLIIZA ALET

sourceanalyzer -b mybuild -python-path "<conda install
dir>/envs/myenv/1ib/python<version>/site-packages/" myproject/

AVR—k B HDED 21— IVEI\NIT—D%E HB

Python77")/7r—2aL &% #: L TRAv Il 2 471=8. Fortify Static Code AnalyzerTIE7
TVr—2avhMER T 2IVR— FHDED 2a—IELV/Wr—D &R LET . Fortify
Static Code AnalyzerTI&. PythonZU 34 L AT LW UiR—k F A DED a—)Le&s \r—
SEBRR T BT T BPyTHONPATHIR B E B EE B LE A

Fortify Static Code AnalyzerTId. R DIEF TTAL IR UDIVRREFERAL T, 1oR—F
HDED Aa—)LEI N T—DHE R R LET

1. IRTOTAD I —RT7A LD & IL—k T4L Ik 1), Fortify Static Code
AnalyzerlZk->TE BT EShFEFT . FzEZ & 220700 0 T4L IR
PrimaryDir/project1/*&HEKUPrimaryDir/project2/*NEHE THEE . F£@EI/IL—+
T4k )[EPrimaryDirTY .

AVR—b B HED 1—IEIW W=D DR R A=V THHE B IL—TaLIRY)
#HIBR T BI21E. ZH# <R [Z-python-no-auto-root-calculationA 7L avEdE 5
WHEIBYET .
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% 9F : Pythona—F D% #

2. -python-pathZA 7> ar T E Snf=TsL Ik ),

Fortify Static Code AnalyzerTld. 12 # PythonS /4 73UDED 12— ILDH T b X #2
Z& HFT(Mbuiltins ] B 2—)L. HEHLECTER IR SINF-FTRTDED 21—V ).

Fortify Static Code AnalyzerTld& #] [ZFortify Static Code Analyzer|Z& F#hdtvb
TIZ #EPythonSA/ TSV ED 2a—IILEHR R L. RIZ-python-pathA T3> THR EShi=
INATH R LFET . Fortify Static Code AnalyzerTR Dh5A LVEY 1—)LEPythona—
FTAUR—b35& BEENRTINET . 2 EPythonS1IT3)DTRTDED 2—)L
MR DHSKIITT BHIZIE. -python-pathl )R+ TIE £ Python T4 7 3UAND/IRZEE N L
F9.

3. Fortify Static Code Analyzerh\Z #i th DT 74/ L& & TR E DTAL IR, FzEZ IS
Fortify Static Code AnalyzerCPrimaryDir/projectl/a.py>E #35&. 1VR—h &
HAEDA—IEIVN\T—VER R TIREDTALIMN)ELTTALIRY
PrimaryDir/project1AMBINEINET .

R—LAR—R /I \WWTr—%E DB
F—LAR—=RINWr—DFE T B2, -python-pathA T ar g A L THR—LAR—X

INHT—DTALIR)ADT RTDINREE HEILBEHHYFET . EAIE EHDTHILFIC
F—LAR—R/ W T—Upackage_nameD2 DD YT 1 \whr—o RE EFENTNVSDIE & (T

/path_1/package_name/subpackageA
/path_2/package name/subpackageB

Sourceanalyzera~Y> R 542, -python-pathA T a3z &édZ/path_1;/path 2% & HF
ER

DjangoMZ% #

Fortify Static Code AnalyzerTl&. Django7L—LT—9%H7R—k L TLVET . Django”
L—LD—0%FERLTER SN EZE T 5HIZIE. <sca_install_
dirs/Core/config/fortify-sca.propertiesi®% & 7M1 IUR DT/ \TA4ZEBMLET .

com.fortify.sca.limiters.MaxPassthroughChainDepth=8

com.fortify.sca.limiters.MaxChainDepth=8
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T 7#)Uk TI&. Fortify Static Code Analyzerld7A¥ ok MJIL—k T4L 2k U DDjangoT
VIL— DB ERAFET . RE SN fDjangoTrIL—k & BFMIZE#RISEMSH
F9 . Fortify Static Code AnalyzerTDjangoT7L—h 2B BRI T H LEWNKSIZT S
15 & [&. -django-disable-autodiscoverA 7L avzE B LFET . 7AP Yk ZDjangoT>
TL—b DWW E A DIZ, DjangoToFL—b B F HLEWMEFR (2H D ESITTOD I HER TE
SN TLVSIE & (L. -django-disable-autodiscoverZd 7S aIThl 2 T-django-template-
dirsA T avEFERALTTUIL—hEEOTALIMNIERELET .

sourceanalyzera <K [Z-django-template-dirsZA 7 3B N L T. DjangoT>7L—Fk
J7AIVDE NN DI5 T &6 & TEET S

-django-template-dirs <dirs>
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F10E: B/ \ (LT Y TA—LOIA—F D
o
Fortify Static Code AnalyzerTl&. R DENAIT T )r—30)—RE 3B DR i &z HR—+

LTWEY.

+ XcodeZf# A L TR F Sh5i0S7 7)o — 3> MSwift. Objective-C. H&U
Objective-C++

o Android7 )4 — 3> F MJava

Xamarin7 )4 — a0 NDZE # OFF 12DV T, "Visual Studio 7B =0k MZE " R—2
65%5 B L TIEELY,

eI IVTIH ROMEYIIZDOWVTERBALET .

Apple IOS T TR DT M 85
Android T T D B 87

Apple iOSTOY T4k MOZE i

ZDtoar Tl iI0S7T)r— a2 MSwift. Objective-C. £ KLU Objective-C++Y—RA
O—RZEERTIHEICOVNVTHRBLET . TAD I DY —RT7AIVERE B T 51812,
Fortify Static Code Analyzer(&H & #] [ZXcodeav K 54 2*Y—/LMXcodebuild(Zf#f & &
nEy.

i0STO VM E B DRI & H

IOSTAC I+ EE T 5= DREITR & (TR DEBYTT .

 Objective-C++7O 7k [L. JEHfi 55 4 Objective-CT2 A L(ABI/N\—232F - 133) %
FERILIBLEIDYET.

 AppleMDxcode-selectaAY R F4Y—)L%&{E A L T, Xcode/\R%E% E LET . Fortify

Static Code AnalyzerTl&. ¥ XT L4 0O—/ 3L Xcodesk TE Z{# A L T. XcodeV—/L
FI—UbANVIERBELFT

o IEEEXCodeELR ITHBEETRTDY—RITFMILIMZE - SN TSI LERERLET
~excludeA T avEFE AL T, S MOSTFAILER SN TEEF(OSO—F i Davk
TANE X" RDR—TES ).

o JOVIOREEIR T HEOIBBELIKFRZRIAABEINTOAILELHYET .

o Swifta—kZZ # 9 5IZI&. CocoaPodsz & LI NTDY—R /\—T1ED 1—I)LEZFEHT
EHEEHERLET . TIOoAVILER AT RE THAL EMHYFET . f-fLXcode Tl
BE.EIRRIZTSNoDI7MIIVEBBIMICERLET.
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F10E: EN\AILTSUh TH—LDI—K DZE #

o TODIHMINFI K DTO/FA)AR T7AILHE TNBIE B (K. K (2T71ILEXML
ERIZEBRITILELABYET . INEITOIZIE. XcodeDputilaAT R EE A TEET

« Objective-CTAD I EE# T BI2IE. Y—KR /\—F4SA4T3)DNVEHME A 7] BE 45 s
BEAHYET .

o WatchKit7 7 )5r—a % ZE #9512, iPhone 77 )r— a3 —4wk EWatchKit
Extension32—4" vk Ol 5 %% #2 L TF=Z&LN.

iIOSO—F S T DARUR A HEX
ROAREFAE X EERAL T, iI0OST—F 2L TEFT
sourceanalyzer -b <build _id> xcodebuild [<compiler_options>]

ZZT. <compiler_options>l¥Xcodea/\(SITEIND ., Y R—kShTWN\EATL 3o T

T . A 5HD<compiler options>Z8 TE LTzbuildA T av % & HEZLEHHYET
Fortify Static Code Analyzer Xcodebuild®D#f & TI&. xcodebuild archiveZmEDHKEEIL
Fawo kol H R (T R—kEShTOWERA.

F: COOATUREE T BHE. xcodebuildlZ&o>TY —Ra—K Ao/ ILanEd .

D DSTFAIVER S FBIZIE. -excludeAToavEERALET("E #ﬁwb oA R—2
135%5 88). 771 ILHXcodeDE LR [TE FNTLDIEE TH. ROMIBEEIT— BT HIAR
TV —RIFAINDNE B EINFTA. RIHIZERLES

sourceanalyzer -b MyProject -exclude "**/TestFile.swift" xcodebuild clean
build

TIVr—a0 N TONTAURR T7A IUT=EZ [E<Files . plist)Z#E R LTLDE S X Th
BDIT7AIVEF DsourceanalyzeraAYUR TEHLET . TOD I I7MILDZE #IZE B
L=t DERILEIRIDEFERALES . RITHIZERLET

sourceanalyzer -b MyProject <path to plist files>

7OY -k TCocoaPods%{E A L TLVAI5 & . -workspaceZF& HTTAV IR FEILRL
F9 . Bl

sourceanalyzer -b DemoAppSwift xcodebuild clean build -workspace
DemoAppSwift.xcworkspace -scheme DemoAppSwift -sdk iphonesimulator

EEMTE T LIzo. ROBITRT LI BT 7—RERITL TR R ZFPRO7ZAIVIZR E
TEFEY

sourceanalyzer -b DemoAppSwift -scan -f MyResults.fpr
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F10E: BIN\AILTS5Ub TA—LO—K DZE 2

Android 7O 7k OZ 2

ZDtH 3Tl Android77)r— 3> Mlavay —RAa—R #E B §5A %K I1ZDLVTER A
LFd . Fortify Static Code Analyzerz{ L T. R OWLVF 5 THGradleTa—F ZRX+v
UTEFY

o ARL—FTHAVT VAT LDARVESAY

e Android StudioTE TR DF—IFIL 21K

GradleDE WA (ZEELDA ETEREILETY .

¥ : Fortify Analysis Plugin for IntelliJ IDEA and Android StudioZ{ F 3% &. Android
StudioMbAndroida—R B & Rxv 9 52&LTEET . FMICDULVTIE.
OpenText™ Fortify Analysis Plugin for IntelliJ IDEA and Android Studio1—%4 1R %
SR LTS,

AndroidZ7O Y 2 DRI IR & 4

Android 7O 2 E T 5-ODRNIZ FH X DEBYTT .

e Android Studio &R :# 9 AAndroid SDKIE. RX Vv 2E T IV ATLICTAAR—ILEN
9.

e Android7AY x4k Tld. EJLK[ZGradleZFE A LFET.

GradleZ{E LA WVE WIOD 2o 1H D15 & (. BEE 11 (+5h TLYSANndroid Studio”
Ak [CGradle Y R—h ZFEB I 50 ELHYFET .

Android 7B 5+ OFE p& [ZfE B 9%/ \—2 3> MDAndroid Studiol Zf1 J& 9% Gradle& [l
C/n—avaERALET.

o 7I)r—aom7TaT I DANdroidd—R ZE LR §51=0I2h BT RTOK FE R %
PNAEINTWNAIELEZHERLET.

 Android StudioN 2% R SN LVATUR s R rombAndroidd—R 22 #9521
Gradle Wrapper (gradlew) Y AT L/ISATE ZSNTLWABLELAHYET .

Androida—k 73 T DT AU X
Android 7AYo XX w3 B2, gradlewZ{E A LE I . Thid. Gradle WrapperZ &

3 %5 L4t [EGradleZ{#E A 975242l TLYET . Gradle WrapperZ{# A L TAndroid”
OO EER T BHHEIZDLNTIE. "Gradlefi & OfFE " X—2128%5 B L TEELY.

AndroidL A7 2k J74 JLTHR tH SNTF=D4)L3) T DiE &8

Android AP Ik LA T IR 774 IUA—H A2 71—RADEE 51 I ) HE Th TS5
& . 782 Ik 74/ IUZIFAndroid StudiolZ&>TH B B 24 B SN BR. java) —R T 71l
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F10E: EN\AILTSUs TA—LOA—K DZE #2

NEENTVARIBEM AHYET . TOD UM ERXFv 9 5. Fortify Static Code
AnalyzerCTNHDLA TR 774U E T 5 %R H TEFT

Fortify Tl&. LA 7 J74ILCLR—F SN-RIEZ IR EMLEEITEHT. Thonif
8 OV 15 15 MESHEIR E [TH| B TEDXIITT D EEHENHLET . B AL AT
I7AIIVTRIEZR/FE LR "9 T DT4ILA) )" R—2180MER A IZHE T, MEZ%
TANATEET . AVRFIVAIDIZE DWW B EI/IIATEET .
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ZOtHar T, Goa—REE I HAEITDOLVTER B LET . Fortify Static Code
AnalyzerTlZ. Windows. Linux. £&UmacOS_t MGoa—k M4 #f &9 R—k L TLVET

D3V TR ROMEVIITOWNTEHRBALET .

GO R DA R 3 89
GO R A T T 89
R IE B R DR IR 91

Goav KR IAHE X

BREORREZEAICE. 7O IO MILEBET. M ELBITRTOKEFEEZEZF A
TEHADLEIHYFET.

RODITAT41E B (BLURFY) DB SNET

o NUETHIE

o HITHILAN DIEE Dgo.mod 771 IJUZEHTE & SNi=7AP U+ (%PROJECT
ROOT% DT [Z#hBgo.mod 77AIUZE>TRE TRIN-TOD I+ &<

o _test.goHIAVIAIMI KT RTDT7A )Y =V TAR)
Goa—FRZ#EMITHIEARAMBEIATUR AU X IR DESYTT .

sourceanalyzer -b <build id> [-gopath <dir>] [-goroot <dir>] <files>

GoaA~N oA AT Ty
RXNDETIE. Goa—FZEBEROATURSAA T IV OWVTHBLET .
GoAFT 3y B

-gopath <dir> TaC Ot DI TALIONVERELFT . TALOMEEN
GO T—IRAR—RPE B 25 2 TLVB &% B L TEE
(https://golang.org/doc/gopath_code.html). ZMA T ar%ig &
LAEWLME & (F. GOPATHU AT LR B E M AMERSNET.

gopathTAL Ok IFHE ¥ /S\REL TR E 350 EHHYET . X
DB & <dir>|ZH N7 E TT .

/home/projects/go_workspace/my_proj

gﬂg
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F11E: Goa—KF L i

GoA T3y

-goroot <dir>

-goproxy <url>

S RIA®

Bt B
C:\projects\go_workspace\my_proj
R OB & <dirs|TENEETT.
go_workspace/my_proj

DA T3 EGOPATHY AT LIR 1 2 AR E S TLVEL

5 & . gopathDT 74Uk (. A—HFDR—LTALI)IZ$HDgok
LSE BT DY T TAL IR )TY (LinuxMDiz & [X$HOME/go-
Windows M5 & [E%USERPROFILE%\go). ==L ZDT1L Ik IZ
GOTAARNJEL—LavNEFNTWDIE B EREET.

B % 070/\7148
com.fortify.sca.GOPATH

GOMVAr—ILDG R EEELET . COATavEie E LAWY
15 & &, GOROOTU AT LREE #MAERAINET .

CDATL Ve EENT . GOROOTV RTLIRIEZE M AR TE
INTLVELME & . Fortify Static Code AnalyzerT(&Fortify Static
Code Analyzer{/> Xk —JUZE ENHGoa /(SR LET .

R % 7o/ 5414
com.fortify.sca.GOROOT

12U £ OFTOFDURLEAV IR IYTIE ELET . Ff=. direct
F=ldoff (RUbT—IDERZEMIL)ZIEE THELTEF
ER

CDATavhE EESNT . GOPROXYU R T LR E ZE # A%
E SN TLVELME & | Fortify Static Code AnalyzerTl&
https://proxy.golang.org,directZE A LET .

R % 7o/ 5414
com.fortify.sca.GOPROXY

"GoMDTO/ T 4" R—T205
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& 17 B 1% DfE IR

Fortify Static Code AnalyzerTIl&. GolZ# #A L2 0D FREFR EE L RXTLEYR—LL
TLET.
s EVa—)L
Fortify Static Code AnalyzerTl&. #4747 DGoY—ILFI—r =B L TR BEHIT AT
DK 77 B %R 24> 0—K LE 9. Fortify Static Code Analyzer®3%£ 17953 E1—4T
ABA—FIN ANDTIERADGE R ENTLDIE S L. ROVNTIHERITLET
o Artifactory’z EQT7—T477I BB O RXTLEFE AL TS5 S 1£. GOPROXYIR
EHEHRTET DD "Goav R SA0A T3 R—U 89T Bl &SN TLVS-goproxy A
ToaEERLET.

o EVAIUEAVIEFERALT. RELGIRTOKREFERFHEF I O0—FLET.

o GOPATHOIR 77 B 1% DFZ iR

depREDH—FN—TFTDIRFREAFREE I RATLEEAL TGS S (. BiRZHAGT
BENC IRTOERERBREI IO ENHYFET .
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5 12%F : Darts LU Fluttera—k D% 2

Dt ar T, Darts & UFluttera—F 2 & #9575 i& (CDWVTERBALE T . Fortify
Static Code AnalyzerT(&. WindowsH & ULinux_E MDarts LU Fluttera—k D5 #r &4
R—kLTULET,

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

DartBS L UFIutterZE M BT I G 92
DartB KUFIUter D R SA R ST 93
DantEB K UFIutterDa~ R oA A8 93

Dart$ L UFlutterZs 3t DRI IR 5 14

Dart7OY ok EFlutter7AD zHF EE T 5-ODRNIR FH IR DEEYTT .

o HiR—k E&hTLVADart SDK (Dart® A 70 x4k M5 & ) B & UFlutter SDK (FlutterZ00
DI DB B )V RTLITAV AR —)LEN TS EHHYFET . YR— SN TLVS
Dartds KU Flutter SDKD/A— 3 2DUWVTIE. [ Fortify Y Ik DT 7o R TLE#HIES R L
TLIEZELY,

o XOWVWTNAIDIATUKREZEFTLT. TSI DIKFREFEEZS 7 O0—KLET.
o Flutter7O Ok M5 & (&, flutter pub getZEFRHALET .

o DantE A 7OV D5 & (&, dart pub getZEFEALET
f=&Z &, TOP Ik )L—bk Hnyproject DFlutter7 O =+ DIk F B F 250 0—K §
BIZIE. RODOTREEITLET

cd myproject

flutter pub get

BE ORI, pubspec.yaml F7A LR L DRA SN/ SWr—OHREFENT
WA & & 73— JL—k TélZdart pub getFEf=IEflutter pub getZEEITT 5
WHELHYFET .

EE JOOITALIRIIZR DL DOHNE ENTNSREHHYET .

e pubspec.yaml 7M. COT7AIUIKFEAZREIEELET -

o .dart_toolT4aLIKY. ZOTALIRJIZIE. puby—IUZE->THEIRIICE B SN
bpackage_config.jsonF7AILIE ENFET
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% 12E : DantB KU Fluttera—K DZE #a

DantB LU Flutter®a<v R SA U8 XX
DantB LU Fluttera—KR 2 ZE I 2E RMEATURSAUE XITRDEBYTT .

sourceanalyzer -b <build 1id> <translation options> <dirs>

sourceanalyzer -b <build id> <translation options> <files>

DartEB KU Flutterd)a< K S4 21451

my appZ AV IR IIL—k TaLOM)ZEE AL TDant7 O ok E=FFlutter7 O 2O 2%
9 B2

sourceanalyzer -b myProject my_app/

my _appd AP Ik JIL—b TAL IR A Ma_widget.dart I7AIIVEE T BIZIE. RDa<y
FEFERLET.

sourceanalyzer -b myProject my_app/a_widget.dart
my_dart_projT4L Ik UR DT RTDdarty) —RI7MIVEE #5213

sourceanalyzer -b myProject "my_dart_proj/**/*.dart"
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% 13%F : Rubya—FK % A

ZDEHL VT ROMEYIIZDOWVTERBALET .

RUbYyT VR SAUREST 94
A T D B I 95
GemM/Z N R E O 95

Rubyav RS/ X
Rubyd—FZZE M I IE KM LEITUR MM X IR DESYTT .
sourceanalyzer -b <build 1id> <file>

CCT. <fileslFAFv T HRubyI7MILDA R TY . 18 M DRubyI7(ILEE HAIZIEL.
ROPNTR G &I FTPANEANR—ATRYIYFT .

sourceanalyzer -b <build id> filel.rb file2.rb file3.rb

& 7 DRuby 774 ILE) AR F 511+ TlEL FRRAYRI()DITANWR H—F%#EALT. IEE
LI=T4L IR UA DT RTORuby 7/ IVEE IR TEFT . FEZ I, srcTALIVRMIRA DTN
TORUby 771 IVERR R T HIZIE. RDsourceanalyzeraAIRZEFERALET

sourceanalyzer -b <build id> src/*.rb

F:Rubya—R#ZEMTIEE L. TRATOY—RI7(IILE1RI O UHE L T—#& I8
T L TLIZ&LN, Fortify Static Code AnalyzerTl&. ZM#% O U'H LEF [ZEJLR IDIZES
E AT (ToNFI70 V)R [ZF LWV D7 IVEEB NS 58 BE (T H7R—k ShTUOERA.

Rubyav R A4 T3y
R DR 4. RubyMZE AT 2DV TR B L TLET

‘E.H‘:

Ruby#A 7+ 3y B4

-ruby-path <dirs>  RubyZAIIVEELTALINIANDINRE1DLL EIEELET ('S
ATZ)DEMN" RDA—2%S ).

EELOisIA FCF
com.fortify.sca.RubyLibraryPaths
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% 13%F : Rubya—KF D% it

Ruby#A 723> &t BA
-rubygem-path RubyGemsMi5 it AD/NRZEIE E LFET ("Gem/NADE " T &
<dirs> S ),

B DT/ \T14:

com.fortify.sca.RubyGemPaths

S RE®
"Ruby® 70O/ 74" R—2205

473 )DE N
RubyY —Xa—F X4 & DA T VAW B335 & (X RubyZ4 735 %sourceanalyzerd<
URIZEMLZET . RubyDgemésd T4V R —ILEN BT RTHORUbySATSVEE HFE

9. f=&ZI&. /usr/share/ruby/myPersonalLibraryT4L 2k UR [Zutils. rb 774 ILDH S
15 & & ROFAT 3 %sourceanalyzeraA YR ITEMLET

-ruby-path /usr/share/ruby/myPersonallLibrary

BH DS1473IEEIa0(Windows)Ff=[Faa(Windows L 44 ) TR I YES . R I,
Windows L 4% DY RAT LTHDA T3Pl #RLET .

-ruby-path /path/one:/path/two:/path/three

O -
Gem/\AM:E M
Ruby D¢ RTDgemEZDIK 77 B & / \R%F B 11 9 51Z(F. RubyD T X Thgem%F A R—*k
LZE9 . RubydDgem/\RZH 5 3 B(Z(. gem envaATU R ZFEITLET . GEM PATHSDOT
TRDEIGETALINIERELET
/home/myUser/gems/ruby-version
CDTALIRIIZE SRTLITAD AR —ILEN TS T RTDGeMT7AILDTAL IR INE

FNbgemsELVSE BT DRI DTALIRUAHYES . ZOF TIXK. AIUR S/ TROATUR
ZHEALET.

-rubygem-path /home/myUser/gems/ruby-version/gems

B DgemsTALIVMUDHDIE A L. R DLSI2EZa02(Windows) Ff=[Eana(Windows
LISV TR EIYET

-rubygem-path /path/to/gems:/another/path/to/more/gems
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% 13%F : Rubya—KF D% it

¥ : Windows> RTLDIE & . gemsTa4L YR UEFEIOA TR Y YFET,
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% 14%F: COBOLO—K OZ #&

COBOLZ: # [FWindows ¥ R T LTDHE T &M, H ¥ DCOBOLA E #HHR—rLET. &
f=ld. LAY —COBOLZ # %43 A TxF$ (ML —COBOLZ #: OfE F" X—1001%
S ),

COBOLI—K OZ #: THHR—F ShTLBE M DURN [ZDWTIL. Fortify Tk ST 7o X5
LE MR XA ES B LTSS, Fortify Static Code Analyzer(d. I8 B | Tl
COBOL7FT)7r— 3> MAHRA LI —)VEHHR— L TWVER A

¥ : Fortify Static Code AnalyzerCCOBOLZ#RF+> 9 B(ZI&. COBOLRF 4% fE
BA # (Z& T Fortify Static Code Analyzer4 > X774 )LhNis B T . COBOLDRAF+
VEBLBEIETA U RAT7AIUTDNTE LLIE ARZTHHR—k [ZHERE LE HhETEL.

ZOEH VT ROMEYIIZDOWTERBALET .

COBOLY—RIFZAINEAE—TVITI7AIVDEME M 98
COBOL DO R DA E I 98
LA —COBOL M O B 100
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F14%: COBOLO—F OZ i

o LS
COBOLY —RI7AILEAE—T Vo774 ILDE Hh
#E |
COBOLTO455.L%% # 9 5Hi1 . Fortify Static Code Analyzer& = 1T 9 %Windows> X T
LIZROTOGS LAV R—R b EOAE—T A ERBHYET .
e COBOLY—RO—F
Fortify Tl&. COBOLY—Xa—k J74JUHi 5k F .CBL. .COB. .cbl, Ff=lX.cobZERAY
BHIEFHRLET . V—RA—FR I7MJUIL R FHE LD SRR FHAMZE LN DEDT
HBIBE (L. 1"I74 )L SE F 23 =72 L\COBOLY —R 7/ ILDZE " KR DR—2 1B &
UIMEE OT770 VL3R F %35 DCOBOLY —RI7MILDZE " R OR—T |DF @ IZHE
SHEIBHYET .
e COBOLY—Ra—KTERAL TSI ARTOIE—TVIT7MIL

ZhIZ[F. COBOLY—RO—+ TE B 959 XTDHSQAL INCLUDEZ71)/SQL
INCLUDE 7 JUFH: 1l B [IXOE—Tvo o071 V) BNE FFET .

§§ aAE—TVII7AIUZIE. T7AIVLEEEF .cPYElE. cpyEE B T2 EAHYE

COBOLY—RO—FIZRAEENTLVSIE S
COPY FOO

Fr=lE
EXEC SQL INCLUDE FOO END-EXEC

Fool&. COBOLaE—IJwo M4 #i T. Xt i 3 5aE—T o774 L4 5 h¥Foo.cpyEf=
[F00. cpylTHYET .

Fortify Cl&. COBOLY—Xa—K 771 L& sources&LNSE BT DTAL IR IIZ. aE—T Vo T77

A )VE& copybooks ELVDIB BT DTAL VM VICERE 3 HZLEH R LET . oD ToL IR IIE
B CLAILTHE B LTSN,

COBOLMOaTUKRSAUE

1DMCOBOLY —AaA—k I7MIVEE R T H-OITERASNEGE RN LEE X IEIRDEESYT
ER

sourceanalyzer -b <build _1id> <path>
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¥ 14%E: COBOLO—F NDZE #2

EHINI-COBOLTOI T LERF YL T, R FEREFPRI7ZAIURF 3 571=0IfE
RAShBHERWLEE IR DELYTT .

sourceanalyzer -b <build id> -scan -f <results>.fpr

SHRER

74 )L B F 2 -4 L0NCOBOLY —R 771 )LDZE A

A ITL—LhiCOBOLY —R 774 I AE—T oI ILTIFEOFRF L. ThiZ.coB
5. CBL_MDI7A )L 3R F A2 LS & (COBOLI7A LG EL TIE— iR B TI). T aTUR
FAVIZRDIEB & DEILENHYFET .

-noextension-type COBOL
R DATUE DB TIE T74 VR R F &4 =72 V\COBOLY —Aa—F &£ #1 LFT .

sourceanalyzer -b MyProject -noextension-type COBOL -copydirs copybooks
sources

£ E D774 IVHEE F %5 DCOBOLY —RI71)LODHZ

£ 2 DL R F (. xyz)&HF DCOBOLY —RI7MIAHAHE & [F. EHIATUESAUIZRD
HBZE O ENDYET .

-Dcom.fortify.sca.fileextensions.xyz=COBOL

T7ANERFTALINHEE FEERAITIER L X+ xyzb B DL EIBYET("T71
IWETALOR)DIEE" R—U 14825 1R).

COBOLaAvRUKRSA AT a3y
R DE TlE. COBOLATURSAUA TSIV TEHRBALET . LAY —COBOLE #a % {#

952 "L —COBOLE AT IR A4 Toa" ROR—2 125 B LTS
Ly,

COBOL# 7Y 3w B7L:]

-copydirs <dirs> Fortify Static Code AnalyzerCTat—J v I7( V&R & 5. 1
DL EDTALOM ) EEIa0VRYPIYTIEELET .

A% 07O/ \T44:
com.fortify.sca.CobolCopyDirs
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¥ 14%E: COBOLO—F NDZE #2

COBOLA T+ 3y L

-dialect <dialect> COBOLMDA EZEEELET . <dialect>DFH #h7Z{E (L. coBoL390
HEUMICROFOCUSTT . dialectlE Tld. KX FENXFHFXFIL
FtHA. TIHILMEECOBOL390TT .

EEIowi=lAv e ¥
com.fortify.sca.CobolDialect

-checker- 12l £ MCOBOLF=VATALITATEEIa0VX Y YT E
directives LEd.,
<directives>

3 ZOA T avIE. Micro Focus Server ExpressD_E #
A—HH R TY .

A% 07O/ \T44:

com.fortify.sca.CobolCheckerDirectives

L 772 —COBOLZ #: OfE F

ROVITNHODE 1Y TITFELZ & [F. LA —COBOLZE # % F L TZELY.

o Windows L 5} DARL—T 1245 X T L TFortify Static Code Analyzerd= 17 L TL V5.

H7R—bk ST BWindows LU Sf DT S5vk T—LE IV T—FTIFvIZDLVTIE.
[ Fortify k DT 7o R TLE#1%5 BB L TZELN,

o EATABHCOBOLA E M. TIAIL DCOBOLE #2 THR—F SN TULVEEDEIFE LS
(MCOBOLaARU R SA AT 3" §il DR—2 |D-dialectA T ar w5 R).

MCOBOLY—RI7AILETE—T Vo774 ILDZE 2 #E 5" R— 08 | DER A IZHE T
COBOLY—Ra—KR 77/ )LEaE—Tvoo7/IVE#E K L. ["COBOLMAT R 51448 30"
~R—298) THBINTNSITF SIS £ A LET. LA —COBOLE B T,
74 ILE I F DB F I FZR AL aAE—T Y074 IVEZ ITA NS ZEZTF ELIEEL. O
E—DYI 074 UZI74 )L 3R F D515 & (L. -copy-extensionsAIXUR A A Ty
EERALET (LAY —COBOLZE  Ov R SAU AT T 1S |).

L7 —COBOLE O SA AT 3y
R DFE Tl LHS—COBOLE #t DITR SAL AT a o TH B LES

LAHL—COBOLAZ
Lay g8
-cobol-legacy LA —COBOLZE ##{#F FHL-COBOLO—F DL EIEELE

9, DA T avlE. LA —COBOLE HMZEMIZTBIE S
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% 14% . COBOLO—F DZE #2

LA —COBOLAS
ay

-copydirs <dirs>

-copy-extensions
cext>

-fixed-format

E L
BETT.
EEIOrI=IAT It ¥

com.fortify.sca.CobollLegacy

Fortify Static Code AnalyzerCaE—J w7 IVER T T 5. 1
DUEDTALYM)EEIOAVR YJYF-FIAV R Y YUTIEE
LFET

A% 07O/ \T44:
com.fortify.sca.CobolCopyDirs

128 £ QaE—T Y774 Uk ik F &= wIanU X Yl YFE-Idan
YRYYTIEELET
EETOwi=IAS 2t ¥

com.fortify.sca.CobolCopyExtensions

FRTOOA—RITDHTLE~ 720 DYV —RAIA—F DHER TR T
A& SFortify Static Code AnalyzerlZH§ =95 B EHR R D
COBOLZHEELET . TIAIIEI)—T+—2uk TY.

IBM Enterprise COBOLO—F (3@ % . Bl E 2 X T . LLT Di5

B L. -fixed-formatA T avhuh B (I B0 RE 4 ABHYET S

o COBOLZE #HEHAR I2/\> 9 ] BEME A D

« Fortify Static Code Analyzer(Z&YCOBOLZ # T% # DfiE i1
IZ5—hHESINhD

RZEn7TO/\T44:

com.fortify.sca.CobolFixedFormat
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% 15Z : Salesforce ApexHB &V
Visualforcea—K D%

DU a Tl ROEYIIZTOWNTERBALET .

ApexEBEUVisualforceZE B DRI R G 102
ApexHBEUVisualforce DATUR A MESL 103
ApexFB LUWVisualforce DA UR A AT I 104

Apex$ U VisualforceZE #2 DRI IR & 4

Apex7OY 7k ®Visualforce 7OV TV #E T 5I2IE RFYU T 5T ATOY—RIa—FK
HY. Fortify Static Code AnalyzerEA/> Ak —)LLT=DER LTI 2 L TE A A BE THLH D E
NHYFET .

HRAE LSalesforce 7 )& AF¥v> 9 BI2I1%. ZDOT7 )% 5 L TE B L1=Salesforce# #
(org)oa—ANAVE1—Z (Ao O—R LET . FO0A—RLEz7IVIER DE R TS
nTWET.

o .cls¥i ik F & DIT7MILA DApexI5 R

.page#li 5k F & D771 JUIA )Visualforce WebR—

triggerti iR FEFF D77/ IUZE ENTLVS. T—IR—X DI trigger | B8 $1 &1 (TN 5
Apexa—k 71 )L

.component#i 3§ F Z#F DVisualforcearR—R b T7AIL
.object¥i ifk F&#HF DA TP Hh

Salesforce WebH '~ TA F TEHANt# 17V—I)LZ{E B L T. SalesforceZ7Z>k A OfH
& o0 —hILavEa—RIZ7 T )EFoA—R LET . TRV I I=TTXN T71 LA
build.xml1 77N DIETE LT=A— I [T LTE LR ESNTWSIEETHRELET . 1=
EZ X, R Dpackage . xm1¥=JxRAk I7A JLIL. Fortify Static Code Analyzer|Z. XT®HY
TR HRELATO Ok . R=D | BLV AV R—R N FR B LET

<Package
xmlns

http://soap.sforce.com/2006/04/metadata>
<types>

<members>

</members>

<name>

</name>
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%8 15E : Salesforce Apex# LU Visualforcea—k MZ 2

<types>
<members>
*
</members>
<name>
ApexPage
</name>
</types>
<types>
<members>
*
</members>
<name>
ApexComponent

</name>

</types>
<types> <members>*</members> <name>CustomObject</name> </types> <version>55.0</version> </Package>

AntfB AT Y—ILDR FaA b ZERALT. B 24— 9 #58 € LE S . AppExchangeD7 7
VEMB TERALTWNSIG S . ThoDT7TIE \wr—o ik Snf-2—4 vk &L TEH A—
FEhoEHLHYFET .

Apex# L UWVisualforceMATUR SAUE X

Apex# LUVisualforceMO—F EE # §H5E K LEITUR A UAE X IERDESYTT .
sourceanalyzer -b <build id> -apex <files>

ZCZT. <files>IdApexFEf=IFVisualforce DT 741 IVET= LY —RT7A IADINATT,

BE VRO FI7MILTHR—F SN TVST71 )L R F
[&. .cls. .component. .trigger. .object. J'SJZU:.page'GTo

FTRTDApexH LWVisualforceE B DATUR SAA T a2V TEE LLIE. MMApexH &
WVisualforceMATUR A A T3 RDA— 1% B LTS,
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%8 15E : Salesforce Apex# LU Visualforcea—k MZ 2

Apex$H L UVisualforceMAYU R 54 A T3y
R DFE TlE. ApexH LU VisualforceE #t MDATUR SAUA T IaVITDNVTEHRBALET S

Apex$ &UVisualforce DA
av % BR

-apex .c1s¥h 3R F & D771 U L TApexB LU
Visualforce % #2 1 F 9% &5(ZFortify Static Code
AnalyzerlZ$§ RLET . COATLav %15 E LIS
% . Fortify Static Code Analyzer(*.c1s 771 L%
Visual Basica—R &L TE#LET

¥ FE AR SA(-
Dcom.fortify.sca.fileextensions.cls=APEX%
& 6HB)Eld<sca_instal l_
dir>/Core/config/fortify-sca.properties 77

A )L Tcom. fortify.sca.fileextensions.clsZ'O
INTAZAPEXICER B §HELTEET .

B E DT/ \T14:

com.fortify.sca.Apex

SRE®
"ApexMD T/ T 4" R—207
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F16E: TOM DE B HLUVER E DX

ZDEHL VT ROMEYIIZDOWVTERBALET .

Soliditya—R ST 105
PHP O D B 106
AB AP O D B 107
Flexd KU ACONSCrip O g B 115
ColdFUSIONT— OB B 118
SO D 119
Scalad— R D B 120
DOCKEII ) L L, 121
HO L DD 121
JOON DD 122
Y AM L D B 122
ASP/VBSCriptR 28 JL—b OB 122
Classic ASPDaT R SA A5l 124
VBSCHiptDOT R SA A 124

SolidityZ—K D% #7
RO 2. SolidityaA—R &0 #r 9 5-ODE KW LEIATURSANEXERLET .

sourceanalyzer -b <build _id> <files>

sourceanalyzer -b <build id> -scan -f <results>.fpr

&7 B & DA R—hk

Fortify Static Code AnalyzerZ #2 Tl&. #8 %t/ \REHE 33 /SR THE & L1z 074 ILDA > R—b
AT—hk AU DHDYHR— ENET . SATIVDAR—k AT—hk AR [EHR— S FEE
Ao

AIMSDIN—D 3 DE B

Fortify Static Code Analyzer(d. pragmaXT—ht AU ZFE AL TI—FRA TS B INTLVD
A2\ Z% . Soliditya /(SR I k UhoAHra—k LET . TI4)Lk TIE. Fortify Static
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F16E: ZOMDE B HIVERTE DL #2

Code Analyzer(3Soliditya2/\15%${flight.workdir}/soliditylZA > A—K LET .

T7AIUIpragmaRXT—ht AU BNEFENTLVELME S (X, ~0.8.0DEE EEAMFE A INZE
T M TEATDH OTIAIE U/ MZA—DavER E §5I2F, aTUFF1UIC

flight.solidity.defaultCompilerVersion7A/NTAZE HAHENTEET . HHETD
N—23av(d, Soliditya /I AZURDEIIZHEETLILELHYFET . fl:

sourceanalyzer -b MyProject ./

sourceanalyzer -b MyProject -scan -
Dflight.solidity.defaultCompilerVersion=0.8.16 -f MyResults.fpr

Solidityax /M 5&4 0 0—K 350D HKE (TTOX A BERIG S X, -
Dhttps.proxyHost#&B & -Dhttps. proxyPortZ{E AL TIOFUIE R ES HTLESLN. 4l

sourceanalyzer -b MyProject ./

sourceanalyzer -b MyProject -scan -Dhttps.proxyHost=MyProxyHost -
Dhttps.proxyPort=1234 -f MyResults.fpr

flight.solidity.defaultCompilerVersionl&. fortify-sca.properties77/JUZE I T
CESR

SRA®
"Fortify Static Code Analyzer®Z R0/ 7474 )L X—185

PHPI—K D%
MyPHP . php&l V5% Bl DB — DPHP 7/ IVEZE 1§ A X R DB ITTRLET .
sourceanalyzer -b <build_1id> MyPHP.php

Y —RAFE=ldIphp. ini TPAILIU R VIZAE 5t NRE DNE FNB(. /F =L, ./ TR ED) I7M IV E
EHIBIZE ROFITR T ESIPHPY—RIL—+ZEEELEFT.

sourceanalyzer -php-source-root <path> -b <build_id> MyPHP.php

-php-source-rootA 7L av MM (ZDWTIE. [M"PHPaY R SA AT 3" RDR— )
DR AZES B LTS,

F:PHPO—FRZZEMI BB EIE. TRTOV—RI7AIILEIBI OV LT— #1235

T L TLIZ&LN, Fortify Static Code AnalyzerTld. M OFF U'H LEF [ZE LR IDIZES
B AT (TN F=I710 V)R [ZH LWV D7 )VEEB NS 51 BE (T H7R—k ShTUOER A

OpenText™ Fortify Static Code Analyzer (23.2.0)



A—HH AR ‘
%16 ZOM OE B HEVER & O i

PHPaOW KRSA AT 3y
RDOERTIE. PHPE H OO R SA AT a DWW TERBALET .

PHPAZ Y a3y gt 83
-php-source-root TSIk JL—b TAL IR N ST INRZEE ELET . X/
<path> ARE [FE DAL TALIN DR B ESNET . T7MILNR D
M5 LME & (E. 18 TE LIzPHPY—XIL—k TAL Ik D/ SAM
REAINET.
RZE 070/ 7414
com.fortify.sca.PHPSourceRoot
-php-version PHPD/N\—2 3V %8 ELET . TIAHILE D/N—230 (74T
<version> BRI N—2aVDYRM DT, Fortify Ik It 7S AT LE
DR Fa2 AN ES B LTS,
GEIODI=IAY S CF
com.fortify.sca.PHPVersion
SRE®

"PHPDT O/ AT 4" R—T207

ABAPO—K D% it

ABAPO—FK DE # (X, ZDM DARL—T42 5 E BI—F DEHIZBITLVET . 7=F2L.
SAPT—AR—ZNoa—F#HH L TATY A DI—KREZERITHIEMDFIENALET
T ELLE "B ERE DA R—R" R DAR—UFS B LTSN 2O 3viE. SAP
LABAPDE KA #IRfiZ L TLVAIEERTIR ELTULVET.

ABAPI—KR %% #2 3% 1=6IZ. Fortify ABAP Extractor7O5'SAlIXY —RAT7/ILETLEY
T—avH—N\ 2o O0—R L. @ E (205 C TFRortify Static Code AnalyzerZiE UM LE
T T7ANEO—HILD AT LIZE I O—R L TARL—T ATV AT LOARU R ER TS
BICIE POERF A EZH OTh IOV EFERTILELIHYFET .

Extractor7AY S ALIZA U SAUTEITINST=H. i H T5-OISE RSz —XT7(IL
DRY1—LDHF B EINETOCRE TR B 8 Z21-15 & [E. max dialog work process
time reachedfI SV EZETAHAIENHYET. ChERETAIZIE. KBAELTOD O E
58 3B/ S ExtractorZ A2EL TEOVO—R LET . 1A (X, TOC O h4DDE KD
INVT—=U TR ESNTWSIE S . & /\WwWr—o%R L7009 T4 I8 JIZE B 1259
O—RFLET . Hl 5 HSEFE IZR & 9515 5 [&. SAP Basis® 1 & &7 1 L T K B 8 il
R (rdisp/max_wprun_time)Zi& IS HET .

ABAPMS/ Wwir— hil i S5, Fortify ABAP Extractor(&TDEVC NG/ Swr— 8 &—
B9 BparentclZ4—ILREHF DI ARTEMEB LFT . RIC. ToEveh L E LI=HDERLC
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parentclZ4—JLE &4 DIR YD T RN TETDEVCHSE IR BY (T3 H LET ToEVCASH H Sh
5714—I)UK [IdevclassTY .

devclassDE [ETOT S L% Dyt ELTHR . 8 E TESTOTSLA ERFHRICALIE S
nEdy,

TROIRDSTAYSLZEH 521K BRI I—ILRERDVVTRNELL B LET .

« EREE CHELITOUSLE

o TDEVCHSH H SNT=E DURL (1 Sr—U MR S5 E)

TRDIROT (% Bl Z4—ILR B EL1-T 0I5 L% & £17 THY. K LIKEprogramnameZ
FERLTIT A EINET,

—DiEx #7244 B DA ZREAD REPORTTE AL T, SAPU RTLMSO—REWMELE
I . ZOAYYRIE. LO—F I35 L TEIZTREPORTSTEIFTHK OF5REAY IR LR HAHFT

READ REPORTZMEUH 3=, O—HILY RTLD— B TAHIWAIZI7AIILHME L SN ET .
ZDI74 )Lt vk 125t L TFortify Static Code AnalyzerhZE #: EX %47 L\, Fortify
Audit Workbench TR K ZENTEBLFPRI7AIVEE L LET -

ERIT®
"ABAPDZ 0/ T 4" R—208

INCLUDE DAL 32

Y —RO—R HF O A—K Snb . Fortify ABAP Extractor|E/—XKN MDINCLUDERT—k A
FEBRHELET. RH I5E 21 OF=HICincludeDF—4 vk #O0—AH)LaVE 1—2(258H
A—kLFEY.

¥ 3% K 5 DA R—h

ABAPO—R # X%+ 9 5IZ(X. Fortify ABAP Extractor®#% 1% & 8 Z#SAPH—/\[ 21/ iR—
L ELNHYET . FortifyDFE 13X (K8 [I<sca_install_dir>/Tools/SAP_
Extractor.ziplZHYET .

Fortify ABAP Extractor®s \w/r—3(SAP_Extractor.zip)IZIER DIT71ILHVE ENTLVE
ElE

e K900XXX.S9S(IT XXX J [EU)—REF)
e R900XXX.S9S(IT XXX J [EU)—REF)

INBDTFAIVH, O—hILiEE R AL D ERMSSAPY AT LIZAVR—h T2 EHHD
SAPH EKEDERERTY . SAPEE B F IR EXKBEEIRATLIZAVAN—ILT S
ERZFDE NI BEKBBEZAHR—FLTHLoTLZELY.

SI5TFAIUZIE. TOTS L. FSUHHILIU(YSCA). BXUTOYSLA—HF AR TT—AMN
BFENTNET . CWBEVRTLIZAVR—k L1z . SAPT—AR—XMh5a0—REHMH LT
Fortify Static Code AnalyzerR¥v> A Oa—K ik TEFET .

AVA—IUETH5EEER
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Fortify ABAP Extractor®#% 1% {& 38 [&. SAPYIJ—X7.02. SPLAJLO006HE TSN TS

AT LTHER—F SN TULET . Bl ODSAP/N—23 % E T L TWNVT, B E K8 DA R—k
I5—(Install release does not match the current version)DFE & L7115 & (. #i%
KEDARN—)UZKBLTULET .

OB REZRRTBITE. ROFIREZEITLET

1. BEIKBEOIUR—LEBERTLET.
[mport Transport Request] ¥4 7R RV AL EET .
2. Dptions] 27EEIRLET .
3. [gnore Invalid Component Version] FyoRvIREAUIZET .
4. A”R—+FIEEZTLET

TNTHERENMRRLEVGEE O, BLRS5T—TJIUEEEH DSAP/N—C3u A AT AT
E TSN TLSIE A . Fortify Tl Fortify Static Code Analyzer®ABAPa—K # XX+ T
EH&IIC. B OB T & A L TABAPTI7M IUE B ETVRAR— 5L HENHLET .

Fortify Static Code Analyzer@FH K IZA YIRS ~D:E /il

Fortify Static Code Analyzer®#E & A YRR ADEB M (AT 3 TT AN BT 5L,
Fortify Static Code AnalyzerRExv U [EXKTFH/AL TR &) TEET . RDOFJE TIE.
BEEBCLI—PAZa—FFRATILRELTVET . Al DAZ2—DAEEXFTSHS
[F FERTEAZI—ITERITA Y H%E M LET . Fortify Static Code Analyzer®I
)E&AVE B 9 BH1IZ. SAPH—/\INE T 5 THY. WebR—RDI51 7+ DSAP Easy
AccessITUTIZ7HOEAL TSI EEHE SR L TZELY,

Fortify Static Code AnalyzerZ &= ICAYIRNTEM T BICIE. ROFIEEEITLET
1. BAP Easy Access] A=a—h5. b S H oS auRuP RN see0 | EA ILFET
SAP Menu] »BEET .

2. Favorites] 74/L5%H 2')yoL . [nserttransaction] Z:ERLFT .
Manual entry of a transaction] 54 7RI Ry AH B EET .

=

Transaction Code =

] %]

3. Transaction Code] RyoXIZlyscalEA B LFET S
4. B DFVIR—IRI T )ILET .
Favorites] 'JAK [Z Extract ABAP code and launch SCA]IE B &R RSN FET .
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B SAP Easy Access w
& | s dB O SHR DDOD RE Em
B % Sotermes BB v o | Dowene | 0w e [Bbowmanttion

= 3 Favortes

o [B vsca . Exfrack ABAR rode and bunch SCA
= 3 5AP manu

» [ 0ffce

v [ creds-Appheation Componests

v [ Accoting

v [ pfremation Systems

» [ Took

5. Extract ABAP code and launch SCA] )= 9% %)% L TFortify ABAP Extractor& it
BLET.

Fortify ABAP Extractor®=E 17
Fortify ABAP Extractor&3®E 1T 9 8I2I&. RDFIBEZEITLET

1. Favorites] Vo 0F =&k 503 a—R N TOISLEREN T, FET
ExtractorA 7o O EREELET

SAP Easy Access
E X Sothemeu 15 % V¥V A [2

~ ya Favorites
~ W @Fortify
* o Z_OPEN_SQL_EXAMPLEL - Open SQL Example 01
= 1r YSCA - Bxtract ABAP code and lunch 5CA
~ i SAP menu
» [ Office
> 0 Cross-Application Components
* I Accounting
* B0 Information Systems
* 0 Tools

ZhlZ&kY. Fortify ABAP ExtractorhBi &£ .
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o KH 000 B ] ©%
Fortify ABAP Extractor
@ Mew

Fortify ABAP Source Code Extractor. Version 900041

We highly recommend to turn off security options in your SAP-GUI

Objects
Software Component TI ’E:"
Package 1 "hs
Program bis
B5P Apphcation bis

Cy

0y ILu ]L'u

Sourceanakzer parameteérs
FPR Fie Path
Working Drectory
Build-ID
Transation Parameters
Scan Parameters
ZIP Fiz Name
Madmum Cal-chain Depth 1

Actions
+ Download
Buid
Scan
Launch AWE
Create ZIP Fie

Export SAP standard code

2. #o0—k 95— RFERRLET.

RF YU BY TR HTFAVR—RUb | 1Sr—S | FOYT L, EIEBSPT T r—3
VOHBEERIR B ER TR THEELES.

Fortify ABAP Source Code Extractor. Version 900041
We highly recommend to turn off security options in your SAP-GUI

Objects
Software Component T| tr:— 1
Package | ‘b:.;, ?
Program bis ?
BSP Appication bis |

FEEROATOONFEEEZHE E TEET
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= Multiple Selection for Package
Select Single Values (2) Select Ranges | Exclude Single Values

0. Single value
_ZFD RTIFY

ZFORTIFY_2 j=

~ ]

> €

clol+El&ElwE
3. R MF 7R I Fortify Static Code AnalyzerE & DIE#H &R ELEFT .
Sourceanalyzer parameters

FPR File Path

Working Directory

Build-ID

Transiation Parameters

Scan Parameters

ZIP Fie Name

Maximum Cal-chain Depth 1

24—IJLF L1

FPR File (AT ) AEvdE R I7MIUFPR)ZRTETHTALINIEA N E

Path =ILE IR LET . FPRIZAILDE B %/ RE [Z& HTLIZSLY, i H
JOtEREEFTLTWBEILavE1r—42 (8o a—Kk L-0—K %28
BB IZRE v T B8 B & FPRIZAILINAEIE E T AL EHNHY

FY9.
Working HELY—RI—FREREFEITEITALINIEA DFLILERLE
Directory ERD
Build-ID (AT a) ZAFv2DE LR IDZE A 71LET . Fortify Static Code

AnalyzerTIIZE i S =Y —Ra—K %5 Bl 3 51-HIZEILR IDEFE
ALET. NIFI—FEZRFYoT5-OILETY . il ToEX
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Translation
Parameters

Scan
Parameters

ZIP File
Name

Maximum
Call-chain
Depth

EBIURE DL

g&l]lgl

BH

ZERTLTWSE LavEr—2IForo—kLi-a—FZB 8
I BEAIE ELNIDEIEE T AL EAHYET .

(AT av)iB il DFortify Static Code Analyzera<YoR A% A

ToavEANLET. i ToEREETLTWSE LCavEL—42IC
A0 —FL-a—RZBBIMICERITEHIEE . FEEBRATI
VENRAIARTBIG AL B INGA—FERETILELIBYFE
ER

(A7 3v)Fortify Static Code Analyzerav> R SAURFx v 4T3
VEADLET . TOEREETLTVSELIVEa—2IFor0—
FLI-O—FZB BN ICRFYUTR5E . FIERFY AT a0%
HRABTA XS B8 B (& REVv/I\GA—2EIEETIDEINHYE
9.

(FATLa)EMB/\Tr—C TH AT BIEE L ZIPT7MIIVEEA D
LFET

78—/\LSAPEE#IFIE. FABHRIIISEIR SN TUVGLR Y., Ff=
FATHISBRRESNO—F TR FIEH T UOELOF—ZNL
TFICEERBE T, ERFI—UDREHDCOH LT THAHE &
E. AoA—k SnFEHA. Fortify Tl ARZTHHR—b D5 R AV
LVRY. 2KURSIMEZIE E LGN EEHERLET .

4. RORITRITIVaVEHEREELFT -

Actions

' Download
Buid
Scan

Launch AWB

Create ZIP

File

Export SAP standard code

24—ILF

Download

gﬂg

;]
SAPT—A~R—Zhvisil H L=V —R3a—K ZFortify Static Code
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5.

24—ILF

Build

Scan

Launch AWB

Create ZIP File

BIUHRE DL

Bt BA

AnalyzerTAHrO—K 3521 COFvIRVIREAVICLE
ER

Fortify Static Code AnalyzerC4m™> 00—k & 4D T X TDHABAP
O—RZEZE#L.IBELEELRIDEFERALTENDI—FRERETS
[ZIE SOFTVIRVIREAUICLET . COT7I2avE=RTT5IC
(. Fortify ABAP Extractorz3 1T L TL 52 E 1—42(Fortify
Static Code Analyzer®A > Ak —)LiE H/IN—D 3V ETY . %
{DIHE . FrovO—K L=y —Ra—K 2FE i E & Shf=Fortify
Static Code AnalyzerarEa1—%( &1 955 HE B T

& % LT=ELF IDMAR X+ %Fortify Static Code Analyzer G 1T
FBIZIE. COFVIRVIREANILES . COFIavTlE &
B(EIR)TI v URTICR TSN TUODRL E L HYEST . Z0
THLa % E 1T 9 5IZIE. Fortify ABAP Extractor®=E 1TL TLY%
a2 1—A(ZFortify Static Code AnalyzerMA > Ak —)LiF &/ \—
DaVPETY . ZLDIFE . FovO—k LIz —Ra—FZEH]
7E % St f-Fortify Static Code Analyzera>Ea—42I i 813554
MEETY,

Fortify Audit WorkbenchZ#z &1 L TH5 % L1=FPRT 7 /L& Bl
I BITIE COFVIRIIREFVIZLET .

HAZERETBIE COFVIRVIREFVIZLET . F=. V—
AOA—RZSAPT—AR—ZhoitH L= T. H W ZF B TEH
THIELTEFY .

Export HRBLOA—KR (2 Z TSAPE# O—K ZITHAKR—kFBI2E. 2D
SAP standard  FvIRYIREAVIZLET .

code

Execute] &)oL FEY .

Fortify ABAP Extractor

@,
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Fortify ABAP Extractordd 7> A2 Ak—)L
ABAP Extractor& 7 AR —ILT BIZIE. ROFIEEETLET .

1. ABAP Workbench . Object Navigator&Bl =% 9 .

2. Y_FORTIFY_ABAP/Swsr— % @IRLET .

3. Programs]#2J%#EHLET .

4. ROEZR%=HV')ILT. Delete]#FEIRLET .
o JO45.L:Y_FORTIFY_SCA

Flex$ L UrActionScriptDZE #2

ActionScript#Z # T 51=6ODE K 72TV R SAUE TR DEBYTT .
sourceanalyzer -b <build id> -flex-libraries <libs> <files>

CCT:

<libs>I&. £2OAV TR Y] b t=(Windows)Ef=[FaO2 T t] 54 f=(Windows KL 41 D

ATLY)D 19 B54T51)% DAL T, <files>IFEHRTBHT7M4ILTT

Flex& & UActionScriptav R 4473y

FlexD7AIVEE R THIZE. ROAXKRSAVATI a3 2FERALET . COEHIE. i
BH 252 & S TL SpropertiesIR 15 5% & 774 JU(fortify-sca.properties) CHIEE TEFE

7.
FlexB&U
ActionScript4 73
v i 8A
-flex-sdk-root B 7% Flex SDKDJIL—+ DiGFREIEELET . cOTsLIRVIC
<dir> [X. flex-config.xml 7 IVEE LTL—LT—ITHIWEADE

TWALELNHYET . MXMLCE TR BE 77/ IILEE TbinTAIL
FHLEFN TNV ENHYET .

EETOrI=IAS It ¥
com.fortify.sca.FlexSdkRoot

-flex-libraries 09 B5473)4% 2200 X g1 Y(Windows) E-IFanv X

<Libs> TIY(WindowsL SV )DURR TR ELEFT . (FEAEDZE . 2D
AR IZIEflex. swe framework.swc. playerglobal.swc (3@ .
Flex SDKJL—bk Mframeworks/1ibs/[Z3HB)HVE FNTLVET .
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Flex&s&U
ActionScript47< 3
v & 8

iE: SWCI7AILE-IEZSWCT7A ILEFlex54T5)EL TR E
TEFET(SWZIEIR £ HR—k SN TUOERA).

A% 07O/ \T44:

com.fortify.sca.FlexLibraries

-flex-source-roots MXMLY—RAMRF SN TLBIL—btTaL IR )EEIOOVE Y
<dirs> (Windows)FEfzIEZan> X 81 Y(Windows EL 44 )DURL THEELE
T BE . INBIZIEcomELVDR BT DY T IHIVIHE FNET S

f=&Z (3. 8 T Sf=Flex)—RIL—bk h¥foo/bar/src TH D5

& . foo/bar/src/com/fortify/manager/util/Foo.mxml(E
com.fortify.manager.util.Food&l D& BT DAT D Ik (1 \wr—
T com. fortify.manager.utilP MFoodl V54 BT DA T Hh)IC
T|IhFT.

A% 07O/ \T44:

com.fortify.sca.FlexSourceRoots

¥ -flex-sdk-rootHB KU -Fflex-source-rootslEE [CMXMLZE #2 FH THY . fti 71
ActionScriptZA¥Xyv> 9 515 & 34 T3 T3 . —flex-libraries|dd RTD
ActionScript )2 V& #5A TS5V R R T H-DIERLET .

Fortify Static Code AnalyzerTIEMXMLZ 74 JLZActionScriptlZZE #2 L . ActionScript/ \—
HENMLTEITLET . &£ SN i-ActionScript/&fE B (25 #T TE. Flex524 4 LETILD
FINBELBERERTELDTIEBYFELA. TOFHER . MXMLI7MILTHE T I5—HFE L
THAHEE D HYFET . 1=EZ X XMLAE #T A3 BX L . ActionScript~MDZE #2 Mk B L . #&
& DActionScriptDfZ f1 LR BT HA BEME ABHYFET . Tt DYV —Ra—FITxt L CER ML %
BALGEWNELDIS—DRAE LIS S (& ARFITHR—F ETHH 6 BTSN,

EHRIF®
"Flex$ LU ActionScriptd® 70/ s 74" R—2208

ActionScript®a~< K 54 45

R D & ActionScriptDZE # 1ZB8 §5— A& G F)ADIATUR SA U X E R L TLVE
ER

511

R OB F A DDMXMLT7AILET DDMXMLSA TS (MyLib. swf)DAHEE LH fli 7 7T1)
r—avnfl Ty,
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sourceanalyzer -b MyFlexApp -flex-libraries lib/MyLib.swf -flex-sdk-root
/home/myself/flex-sdk/ -flex-source-roots . my/app/FlexApp.mxml

hIZ&Y. & HBF14T3UDIG T . Flex SDK. BXUFlex) —RIL—k Di5 B A% Bl ShE
9, /my/app/FlexApp.mxmllZ&HBDTDDMXMLI7A UL, my.app/ SWWor—2 R IZELE 55
FlexApp&l Y31 DMActionScript 7S RAEL TMXML7Z TV — 30w # L ET .

%12

RO L V—RT7A IV srcT4L IR )Tk LTH X B THA T T )r— 3> 0f| T9 . 1
DDSWFSA TS5 MyLib. swfé&. Flex SDKDFlexSA4T5)ETL—LT—I54TS5)EFERL
9.

sourceanalyzer -b MyFlexProject -flex-sdk-root /home/myself/flex-sdk/
-flex-source-roots src/ -flex-libraries lib/MyLib.swf "src/**/*.mxml"
"src/**/*.as"

Z Ol TlX. Flex SDK#% R DIt Fortify Static Code Analyzer774 )L E F&E A L Tsrc
THIVIRND.asT7AILE . nxm1 T7A IVEE HFET . ZOH| TIX. —flex-sdk-rootIZ#H 5. SWC
T7AIVER TR E T250EIIHYFERA. 1L ZOH TIEFI R OF=HIBARBIZ
& & L TLVET . Fortify Static Code AnalyzerlZ&Y. $§ 7 L1=Flex SDKIL—F R [Z$H 5T~
TD.SWCIT7AILHE B B [THR TR S, ActionScriptE = [EMXMLI7/ ILOZE # 1ZFE B Sh
54TV THHIERTSINFT .

%13

Z | Tl&. Flex SDKIL—hk EFlexTA TSI T/ T4 T7A LTI E SN TVET . Ch
(. sourceanalyzerz3£ 179 51=UIZR R Z A 11 T 5DIEEFE HHDV. T—2HHE F (I
E OB W=OTY , TIIr—23282 00102 3avIZn Bl . maintoiav4LaE
modules 7AIAIIRTELET . & ITAHIZIZIEK. /SRADFE | [T Dsrc THIVENE FhTLVE
T o TPMIUETE FIZUE. WA Dsrc TAIVER [ZHDTRTD . .mxmlBEW. as 77 ILEE R
BT A—KHBE ENTLVET . main/src/com/foo/util/Foo.mxm1lA DMXMLI 7L JL
(&, 1=ERIERDES)—RIL—ZFHFE LT, 73— com. foo. util P DFoodl VD4 Hil
DActionScriptySREL TE B EINFET .

sourceanalyzer -b MyFlexProject -flex-source-roots main/src:modules/src
"./main/src/**/* .mxml" "./main/src/**/*.as" "./modules/src/**/*.mxml"
"./modules/src/**/*. as"

fRIRDE S DILE

EAPICERSINIRTOE EEZR T I BIZE AFvoI1—XER 1R I HRTICR D2
RURZEANLFETS .

sourceanalyzer -b <build id> -show-build-warnings
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ActionScriptDZ &
R DEIGEAvE—U DK REINDIGE HHYFET

The ActionScript front end was unable to resolve the following imports: a.b
at y.as:2. foo.bar at somewhere.as:5. a.b at foo.mxml:8.

ZDIZ—IE. Fortify Static Code AnalyzerCis BT RTODTAITSIVHR DHBELEE(C
% % LE T . Fortify Static Code AnalyzerCH #i 58 T 9757812, (-flex-libraries#A
L3V F=IFcom. fortify.sca.FlexLibraries 7R/ NTAZE A L T)E M DSWCSA4ITSUFE
1=IESWC FlexZ4T3VEIE E 95 BB di5 & hHYFET .

ColdFusionad—K OZ #

CFMLR—U A DREZRDEMEFTLINTNVDEDEL TR SHE E 1L <sca_install
dir>/Core/config/fortify-sca.propertiesDR DITEIAAVEEBRLET .

#com.fortify.sca.CfmlUndefinedVariablesAreTainted=true

i, register-globals 22 A JLODHfE 55 1% [ZiF & 9" H&SIDataflow AnalyzerlZHg ;R L&
T, =L, COTANTAZBMITTEE AVIIN—FRR—CADEBHLENLRTICREL
F=A DN~ R—D D5 F INT-E [ZH) #i L Shd & Dataflow Analyzer T Bf L =35
BICZEIBYFET .

ColdFusiona< >R SA 4 X
ColdFusion/—Ra—KFZZE #3312 XODaATREA D LET.

sourceanalyzer -b <build_id> -source-base-dir <dir> <files> | <file_
specifiers>

T

o <build id>IEFTAD I DEIRIDEIEELET

o <«dir>IIWebT7T)Vr—avDIL—b Ta4LORN)ERRELET

o <files>|<file specifiers> [XCFMLY—XO—K J7/ L& EELET

<file_specifiers>OME R B EIZTDOWTIE. "I71ILETAL IR DIE E" XR—2148%5
LTS,

3% : Fortify Static Code AnalyzerTl&. & CFMLY—RI7/ LD 5t /\ZZEH EH I 5
1=8IZ

-source-base-dir T/ Uk R 1A m &L TE A LE T . Fortify Static Code Analyzer
TlE AV RFVRAIDEE LT HEEIC. SO X /NREERALES . 7I)r—3ay
V=RV —2 KR ER DTALIR)IFEEN T 55 E . -source-base-dird T2 avIT@# L]
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1 INSA—R%YE E 95 &, Fortify Static Code Analyzer T4 f S b4 A2 XIDIEE
LFEFETY.

ColdFusion (CFML)av> R34 A4TLay
RDE TlE CFMLATLavITDWVTEHRBALET .

ColdFusion®# 73> At B
-source-base-dir <web_app root_dir> <files> WebZ7 7 )5—> 3> DIL—k T4 Y
| <file_specifiers> k1,
B S 0T/ T4
com.fortify.sca.SourceBaseDir
SRIFER

"ColdFusion (CFML)®DZ 0/ 71" R—209

SQLOZ #2

Windows (B&XU.NETZAZ ok D5 & (2R Y. Linuxd)DFortify Static Code AnalyzerT
[F. . sql¥ik 5k F Z&4F DIT7AILIEPL/ISQLTIEAKT-SQLTHAH_EZAT IR ELFT . Windows
T.sql¥h 3k FZ2H DPLISQLT7MIVEE R 9415 & (X, PLISQLEL THR OB LIS
Fortify Static Code Analyzer&% & 35 EHHYET .

Windows 75wk J4A—LTHE R ISQLAATEIR E I 5I2F. ROVTIADE a7
FEZABLFET.

sourceanalyzer -b <build_1id> -sql-language TSQL <files>
EJelbs

sourceanalyzer -b <build_1id> -sql-language PL/SQL <files>

F=(3. sql¥RR FEZRF DTFAINDT IAI DB EELE E TEFT . fortify-
sca.properties 774 JLT. com.fortify.sca.fileextensions.sql A/ \TA4ZPLSQLES =T
TSQLIZER ELFTY -

SHEER
"SQLOT O/ T A" R—T209
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PL/SQLOa<T kR 4145
R OB TIE 2DDPL/ISQLZ7AIVEE B LET
sourceanalyzer -b MyProject x.pks y.pks
R ORI TIE. sourcesTALIM N DT RTOPL/SQLI7AIVEEHLET .

sourceanalyzer -b MyProject "sources/**/*.pks"

T-SQLOaATU R SA 4
R OB T, 22DT-SQLIFANEE B LET .
sourceanalyzer -b MyProject x.sql y.sql
R O TlE. sourcesTALIR IR DT RTOT-SQALT7AIVEE 1 LFET .

sourceanalyzer -b MyProject "sources\**\*.sql"

X : COHI TIX. fortify-sca.propertiesd Mcom. fortify.sca.fileextensions.sql
TR/NTADTSQLISER E SN TLBIF & ZEELTLETS .

Scalaa—k D% #
Scalaa—F DE M ITHELGHDIIR DELYTY
e Scalaa v/ \(STS554>
DTS4 14 1F. Maven Central Repository o4 0—K TEET .

 Lightbend514tE2XT71 )L

—DZ14 2R T7A UL, Fortify Static Code AnalyzerM4{ > Ak —JUZE FA. <sca_
install_dir>/plugins/lightbendTAL IR JIZHYZET .

SV ADER TE A ik BLUScalaa—F D% #: A & 2DV TUE.
https://developer.lightbend.com/guides/fortify[ZghALightbend Dk Fa Ak 5 BB L T
(AN

EE JO2Yh T, Scalabl st DY —RIA—FAEFNTLSIE & (& # T 7z—XE=E

119 %R [ZScala Fortifya> /(575514 %E A L TScalaa—F #Z # L THS. RIL
EJLR IDTsourceanalyzerz{# fi L TZD DYV —RI—FZZE #5520 EHHYET .
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FT16E: TOMDE B HLVERTE DL #E

DockerfileDZ #a

T 74 )Lk T Fortify Static Code AnalyzerTldpockerfile*. dockerfile*. *.Dockerfile.
HELU*.dockerfileZ7A )LHDockerfilebl TR IZESNET .

3E: com.fortify.sca.fileextensions 7 H/\T4%{# A L T. DockerfileZi& 5 9 571=8%
[ZFERASNDTFAIWLE R FEE B CTEFET . ["EED T I—ADT /T R—2
18715 B L T=ZEN,

Fortify Static Code AnalyzerTIl&. Dockerfile A IR —T X F EL T/ \WIRTYL a(\)&

INVI9H—k ()EZ 1TF17FET . Dockerfile CIR—TX E AR ESNTLVELME S .
Fortify Static Code AnalyzerTlZ/\WIRSYY AT Ry —TX FERBEINFET .

DockerfileZz& LTAL U VR I HE X ER DB ITRLET .
sourceanalyzer -b <build id> <dir>

Dockerfile Dz = ASIE LA LS & | Fortify Static Code Analyzerld0%5 774 JUZT5—%
EEAATIZAIVERR T TERWIEETR L. £DDockerfileD7 Hr & XXy ILES . OJIC
EZAFNLEIT—DHIERITRLETS

Unable to parse dockerfile ProjA.Dockerfile, error on Line 1:20: mismatched
input '\n' expecting {LINE_EXTEND, WHITESPACE}

Unable to parse config file
C:/Users/jsmith/MyProj/docker/dockerfile/ProjA.Dockerfile

HCLOOZ 2

T 7#4JUk T. Fortify Static Code AnalyzerTI&. HCL¥L 53E F . hc 1B KU . tFfEF DT7(ILE
THLET . ROBITIE BRET74IUL &R F 785 D2 DDHCLI 7AW EE#LET .

sourceanalyzer -b MyProject x.hcl y.tf
R DB TIE. sourcesTALIR N DT RTOHCLI7AIIVEE - LET .

sourceanalyzer -b MyProject "sources\**\*.tf" "sources\**\*.hcl"

3 HCLOS #t H7R—k (L. TerraformB LUHHR—k 205K TO/ 44 0Da—K &L
TOALTFR 5HF K (1aC)i B I<E 5 O DTT .
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JSONDZ #1

T 74 )Lk T Fortify Static Code AnalyzerTl&. JSON#L 3 F . jsonZ#F D771 )LEJSON
ELTEHRLFET . ROHITIE. 1DDISONT7AIIVEEHLETS .

sourceanalyzer -b MyProject x.json
R OFI TIE. sourcesTALIZR A DT RTHDISONT7AIILEEHLET

sourceanalyzer -b MyProject "sources\**\*.json"

YAMLODZ 2

T 74Uk T. Fortify Static Code AnalyzerTlX. YAMLYE 3R F .yaml B L. ym1 & D774
IWEERBLES . ROBITIE. BRE5T70IUWE R FZH D2 DOOYAMLI 7/ IIVER B LE
ER

sourceanalyzer -b MyProject x.yaml y.yml
R DB TIE. sourcesTALIR A DT RTOYAMLI7AIVEE - LET .

sourceanalyzer -b MyProject "sources\**\*.yaml" "sources\**\*.yml"

ASP/VBScript{x 28 JL—k DZ #2

Fortify Static Code AnalyzerTl&. ASP{R 18 JL—+ 2018 TEET . B TrLIMIIZTYT
FTHIAJFTRELTRE T4L UM JZEME I 5WebH—/ D15 & . Fortify Static Code
Analyzer&fE 9 5LIA)7REE R TEET

f=&Z . IncludeBEULibrary &l VD4 BT DR BB TAL IR UDSHY . TNENYE T4LIE
1)C: \WebServer\Customerone\incHLUC: \WebServer\CustomerTwo\StuffZZ B L TL\S
tl/i’d-o

R O T, virtualA 22 )\ —k &6 A 357 )/7r—3a>OASP/VBScripta—k 2R L TLY
EXE

<!--#tinclude virtual="Include/Taskl/foo.inc"-->
OO T, Bk DASPO—F (IR DM B IS T ICHBIT7MIVES BB LET .
C:\Webserver\CustomerOne\inc\Task1l\foo.inc

ZOBI TlE. EEOTALIR AR TA4L IR UL IncludelTE EDHYET
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1R 28 J)L—k A%t it

BRI FT4LOR D E T %Fortify Static Code Analyzer(Zi2 it 375(2I1%. R OFI IR
9 &5IZ. Fortify Static Code AnalyzeraY¥> R SAUEUH LT
com.fortify.sca.ASPVirtualRoots.name_of virtual directoryJO/\TA%E% E I 5u

EHHYET

sourceanalyzer -Dcom.fortify.sca.ASPVirtualRoots.<virtual directory>=<full
path_to_corresponding physical_directory>

7 WindowsTl&E B /NRIZAR—ZADNEENTWSE &1L TONT R EEZSI AR
THRLLEIHYET.

sourceanalyzer "-Dcom.fortify.sca.ASPVirtualRoots.<virtual
directory>=<full path_to_corresponding physical directory>"

Bl DI a0 0F TR 9 512F. R OF 0/ T+ ZFortify Static Code AnalyzerZE L
EXRE

-Dcom.fortify.sca.ASPVirtualRoots.Include="C:\WebServer\CustomerOne\inc"

-Dcom.fortify.sca.ASPVirtualRoots.Library="C:\WebServer\CustomerTwo\Stuff"

—nIZ&Y. Includeldc: \WebServer\Customerone\inclZ. LibrarylE
C:\WebServer\CustomerTwo\StufflZwyTEahET .

Fortify Static Code AnalyzerT#include TAL T4 IR T 515 4 :
<!-- #include virtual="Include/Taskl/foo.inc" -->

Fortify Static Code AnalyzerTl&. AP Uk [ZInclude& 5% BT DM B TAL UK UMNE F
NTLDIMEIDENEFELET . COLSEME ToL IR UHELME & | Fortify Static Code
AnalyzerTIEZDZ 24 LT ONT4ERA T, -
Dcom.fortify.sca.ASPVirtualRoots.Include=

"C:\WebServer\CustomerOne\inc"§% & &R DITE 9 . €D . Fortify Static Code
AnalyzerTIZ. C:\WebServer\CustomerOne\inc\Task1\foo.inc Z7MILEIELET .

F1=1d. <sca_install_dir>\Core\configlZ#hBfortify-sca.propertiesZ7AILTZDTO
INTAERRE TEFY . ROBIITR T K3 METALIRID/ISRA DINSIRF9 A F
VEIRT—TFT2EIHYET .

com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerTwo\\Stuff

com.fortify.sca.ASPVirtualRoots.Include=C:\\WebServer\\CustomerOne\\inc

3 LLBIT O/ \—2 30 MASPVirtualRoot 7R/ 8T« (X5 | E#% =H %) T3 . Fortify Static
Code AnalyzeraY R 54V TR DELIIE A TEET

-Dcom. fortify.sca.ASPVirtualRoots=C:\WebServer\CustomerTwo\Stuff;
C:\WebServer\CustomerOne\inc
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L [FFortify Static Code AnalyzerlZxt L. virtualf > IL—K T4LOT4T DR R B (2. 35
ELIERF TURREN TS TALIM)ER R THLIIMELET

1 28 JL—b OOfE FA i

RDIFANDHYET -
C:\files\foo\bar.asp

CDIF7AIVERRE T BRICE ROAVIN—FEERALET .
<!-- #include virtual="/foo/bar.asp">

RIZ. sourceanalyzerdAYUK TIRBIL—FZRDEIIZRELFT -
-Dcom.fortify.sca.ASPVirtualRoots=C:\files\foo

ChIZEY. R IL—k DR AS/ foolMRR FATENET . fook

com.fortify.sca.ASPVirtualRoots 7O/ T4 T TE LA LS & . Fortify Static Code
AnalyzerTldc:\files\bar.aspZiEL TEELFET .

RBEIL—ZHEETI—TVRATIRDESYTY .

1. Y—RDINADTR ) DE 2 Z#8IBRLET
2. NADEPDE N ZE. AR SAVTHEELHEREBIL—NBEZTHRZFT.

Classic ASPOa< RS54 45

VBScript TaE ik St f=. MyASP.asp&l V54 Rl DE — J74)LADClassic ASPEE #19 5IC
(. kDAY LEAHALFET

sourceanalyzer -b mybuild "MyASP.asp"

VBScriptda~< K 54 45
myApp.vb&ELNS 4 BT DVBScript 77/ IVEE T BHIZIE. RDIATEEA ALFET .

sourceanalyzer -b mybuild "myApp.vb"
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Analyzerff &

HR—F SN TWBEIRY—IUZH T & TE2ET .
DU a TR ROEYIIZDOWNTERBALET .

E IR B B 125
Fortify Static Code AnalyzerhbME B SNDKIIEIR RVYTNEEE ... 126
BUFLREINERE OBER 126
AL D B 127
Gradle e B o 127
MaaVEN D T B e 131

EILN#EE

TP O &R E1 B O 1 TE# TEET . Tt DEJLR 2 4F DIl [Zsourceanalyzera <Y
K %ZFortify Static Code Analyzerd 7> as At ETEMLET .

TELRTODIIMEER R THODE KR LEIATUR SAUE X ROEEYTT .

sourceanalyzer -b <build _1id> [<sca_options>] <build _tool> [<build_tool
options>]

ZZT. <build_tool>[FEJLR Y—)L(make. gmake. msbuild. devenv. gbuild%: &) D4 &if
TY . YRh—k SN TLBE LR Y—ILDYRN ZDWTIE. K3 a4 KR FortifyY Z~ 7 X
TLE (4 %5 BB L TLEELY, Fortify Static Code AnalyzerTl. EJLRY—ILOE T &,
;N"CO):I‘// MR EEEZLTEANIERINAEE DITUR AU EEINE

¥ : Fortify Static Code AnalyzerTl&. EJLRY—ILTETENBa2/ (53K DHH
WMIBEINFT . EIRERTITRRITTAS O ED)—7VvTILEWNG & (. ELR
Y—ILCH OV ILENBT7A ILDFH H¥Fortify Static Code Analyzer AL ShEd .

XcodebuildeED#E & 1220 T, MOSa—F ST DaAT R SAE X" R—U861%5 B L
TLEELY, MSBUildED#E & [ZDULVTIE. MVisual Studio 7O 4k MZE " R—TU65 155
B8 L TI=aLN.
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EIRZEE ICHE 52 ELRY—ILTRHAE TSN EHLHYET .

« Fortify Static Code AnalyzerCHR—bk SN TSI/ \(S5FEITT S

o N—RIA—FSNF=/RTIFGL ARV—TAV TV AT LINADIR R TAV/I(FERTY
%(xcodebuildD#f & 1ZIE. COEH I T LEE A INFEEA. )

o BTAVIASHRITINDI YT TOLRERTITIDTIFEL A/ (S5EETTH

I A DIRE TINLDE % =272 L5 & (&, ["Fortify Static Code Analyzerh¥ic Bf
SNBDEINEIRRV)TREEE" T 125 BLTIZEL,

make D4l
ROELRARNREFARALTIODIOMNEEETEI5 S
make clean make make install

ROPUTINATRZFRHLT. TOC O 2 K 2RI ICEBR LUV NMILTEET.

make clean sourceanalyzer -b MyProject make make install

Fortify Static Code Analyzerh“t2 81 s bE&5(ZE
WSROI EE R

ELR#E DREFZELT, EARRYYTREEELT, £33, Yo, BLUET—H
A 7\8 1 DRl [ZsourceanalyzerdV R B M T B ELTEFT . 1-EX (. makefile T,
CNEDY—ILD% BT I M AT HINH NS LVTT.

CC=gcc
CXX=g++
LD=1d AR=ar

makefile[ M*Y—)LS BB DR [, sourceanalyzeraT/k & ] 73 Fortify Static Code
Analyzert 7 av%iB Il TEET

CC=sourceanalyzer -b mybuild gcc CXX=sourceanalyzer -b mybuild g++
LD=sourceanalyzer -b mybuild 1ld AR=sourceanalyzer -b mybuild ar

£ 1EIZR CEJLR ID%# F 9515 4 |L. Fortify Static Code AnalyzerTH E#1Z. 18 5l
[CEBRINFRE IT7ADERSINFE —DTOD I IHEEShET.

BYFLREIKR S OfFE B

Fortify Static Code Analyzer(ZI&. Fortify Static Code AnalyzerTHE ## H7h—hk S TLVA
WEIR S RATLEFERLTIAD IR FE # TEStouchlessEVLVIFL A EILR Y—ILAYE F
N TULET . touchlessELR #E & DATUR SAUE X (TR DESYTT .
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sourceanalyzer -b <build _id> touchless <build command>

f=EZIE. build. pyELVIPythonRV T #E AL TIRF AR EETE L B Y IJIE F 13
B*LT;%_:I“//WEET% ERITIIEEIBYET. EIREFRTTBICIE. ROaATREE
TL o

python build.py

Fortify Static Code AnalyzerTl&. CD&SHE IR 5] 5t BRA T4 T HR— ShTLVEE
Ao T=12L . touchlessELRY—)LEFERALT. BE— 0T R TIOPO £ R Z2E]R B L
VEILR TEET

sourceanalyzer -b <build id> touchless python build.py

COEDRIF THBALEHR—F SN TOBEIR S ATLIZEIRZE B ISR S T5=0H0
BLEH(MEILLHFHE" R—21251%F B) . S R—FShTOVEWVEIR S AT LED
touchlessD#f & [ZHEHINET .

AntED#E &

Fortify Static Code AnalyzerTl&. AntEJLR D7/ )VEE A58 Yk A (lJavay/—R
T7ANVERBICERTIAEMERINTOET . O &1L AntDbuild. xm1IT7AILE
FEETITAVURSAVISE A TEET . EILRNE TSN B L. Fortify Static Code
AnalyzerTjavacZ RV DIE U LMNF NTE Z Sh. Javay —RIT70)LHa /1 )UEF [TE
HEINFT . TO/TAEFTRT. ANT_OPTSIRIEZ HITEML T, AntISE T &3ICLE
9. sourceanalyzera <R (X E HIE VTSN,

X 7T)—3D—ETHAISPIFAIL. IRIBEZTFE I7AIL. Fh=lFJavall 4f DY —
AI7AIEE B DRATYITTERTIULEINHYFET .

AntD#fE & Z1{E A 95121, sourceanalyzerZE 1T A] B F7AILHPATHY AT LIZTA VAR —)L
SNTWNBSIEFRERLET .

RDESIZ. Antav R SA4 DR [TsourceanalyzerAY R ZB ML ET

sourceanalyzer -b <build _1id> ant [<ant_options>]

GradletD#t &

Fortify Static Code Analyzerl&. Gradle TEJLR Sh=-TaP O ENE B A FIRHLE
T, EIRRVYT%ZE B I & §5h. Fortify Static Code Analyzer Gradle 7541
VEFERTHIENTEET.
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Gradlefft & DfE A

build.gradle 77/ IV EZE BT, GradleZxF AL CEIR SN-TOD O EE B TEE
9. EJLR BE TSN B L. Fortify Static Code AnalyzerTY—R 774 JLHO /A JUEs 1ZF

#rEINFET . K HYIZ. Fortify Static Code Analyzer Gradle PluginZ{# F L TGradleE JLF
AT A DSH T EE 17 T2F S (T "Fortify Static Code Analyzer Gradle 7544 > D&

A" RDOR—2 155 8R).

¥ (CGradleffi & THHR—L SN TS TS5V TA—LB LU E B ITDOLVTIE. FFaAVE

[ FortifyY Fk DT 7o R TLE 4]1%5 B L TS0, TOD O R OT7A UL, Gradle®

e THR—FEINTUIVEVWE B CTREBRINFRA(TT—ELR—FENFEEA). LTh
;E\ INLDIT7AIUTH HrESnd | BE 77 O £ I3 55 14 (348 H S G L el g AHYFE

Fortify Static Code AnalyzerZGradleE LK [ & 9511, sourceanalyzer®E {T 8] BE 77
AWDD AT LDINA L [ZHBHELHERLET . RDKIIZ. GradleavwU k54D
sourceanalyzerdYRZFEMLZET .

sourceanalyzer -b <build 1id> <sca options> gradle [<gradle options>]
<gradle_tasks>

51 -

sourceanalyzer -b MyProject gradle clean build sourceanalyzer -b MyProject
gradle --info assemble

EILR 774 )L4% hYbuild.gradle LR DHE & (X ROHFI TR T LI, EILR T7MILE [2--
build-fileA TS avzw T 1+ET .

sourceanalyzer -b MyProject gradle --build-file sample.gradle clean
assemble

Z O 2R 9 &512. Gradle Wrapper (gradlew)&E A 9526 TEET .
sourceanalyzer -b MyProject gradlew [<gradle options>]

TIVr—2a 0 TXMLERIITONTAIR B R E I70UAME SN TLSIE & (F. Chiod
J74 V%A Bl DsourceanalyzerAIUREFFERALTEBRLET . TOD O T7AILTER
Liz&Z=ERCERIDEFERLET . RIH ZRLET .

sourceanalyzer -b MyProject <path_to _xml files> sourceanalyzer -b MyProject
<path_to properties files>

gradleFrzldgradlewTTAD I BE B EINT=5. R OB TR T KIIZH i 7z—RXEE T
LT, &R EZFPRI7MIURF TEFT

sourceanalyzer -b MyProject -scan -f MyResults.fpr
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HHAT I ETINVIA T EE B

Fortify Static Code Analyzer®-verboseA 7S a2z A 515 & (L. -gradleA T avd
SODLEIBYET . COATa>0fFE A (. GradleEGradle Wrapper®id] 77 (i A &
nFEq. 4i:

sourceanalyzer -b MyProject -gradle -verbose gradle assemble

GradleD#f & M— IR £L T. Fortify Static Code AnalyzerTit DEJLE 771U
build.gradleN— BB ICE HENET . -debugh T 3% E H515 & [L. Fortify Static
Code Analyzer|Z3t MEJLR 74 JLOOAE—hbuild.gradle.origbL TR FINFET . -
debugA T avEE R L= # A5 T L1=5. build.gradle.orig 774 ILD%E B %
build.gradlelZR L. -debugA T 3% {t (79 1Csourceanalyzerz B E X T LFET .

S RIEW
"Fortify Static Code Analyzer Gradle 757 /> MDE A" T

Gradleft & Dk 3TV a—T107

Fortify Static Code AnalyzerGradle#f & % FA L f=GradleEJLF T T Fvvi ¥ (--
configuration-cacheZAFLaNEFERA LGS ELRIER DAV E—DFLAR—ELET .

ZDEILR TR TE Fvrv 1D MR DM ZELT=. (Configuration cache problems found
in this build.)

RDEGIST—AvE—TUHRTINDBEEILHYET.

I5—: BlotEHLTEIRALBLELT=... (FAILURE: Build failed with an
exception...)

ZDIZ—+yt—T (%, Fortify Static Code AnalyzerZs #: 2B L TIZE R L THE LVEEA.
TP HERIN TSNS TY . TAD I HERINTINSI LI, -show-FilesA T
TavEFERALTHER TEERT. fi:

sourceanalyzer -b mybuild -show-files

Fortify Static Code Analyzer Gradle 7545 1> MOfE

Fortify Static Code Analyzer®{ > Ak —)UZIE. <sca_install_dir>/plugins/gradlelZ
Gradle 7551 h& FNTLVET . Fortify Static Code Analyzer Gradle 75451 % FE A9
B2l T JavaF=[FKotlinT AP Ok BIZTZT A4 EF ELTHD. FEDTZTA%E
BALTIO O 20 T EAHYET . Gradle TS5 1 1E. 4 # A I1Z3DDFortify
Static Code Analyzer? X% (sca.clean. sca.translate. #&Usca.scan)Zig #: L TLVET .
¥ |ZFortify Static Code Analyzer Gradle 7597 A2 R IZHR—b SN TS TSV T+—L&
EEEITDOLVTIE. KXot Fortify) Ik D7 R TLE #1%5 BB L TSN,
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Fortify Static Code Analyzer Gradle 7545 1%k & 3 51Z(3:

1. GradlefR E 77MIWERELT. TSTAADNREEELET .
e Groovy DSL (settings.gradle):

pluginManagement { repositories { gradlePluginPortal() maven { url =
uri("file://<sca_plugin_path>") } } }

o Kotlin DSL (settings.gradle.kts):

pluginManagement { repositories { maven(url = uri("file://<sca_
plugin_path>")) gradlePluginPortal() } }

2. UTOBITRS LT EARROUTRICTIURJEEMLETS .
e Groovy DSL (build.gradle):

id 'com.fortify.sca.plugins.gradlebuild’' version '23.2'
BXU

SCAPluginExtension { buildId = "mybuild" options = ["-encoding",
"utf-8", "-logfile", "mybuild.log", "-debug-verbose"] }

e Kotlin DSL (build.gradle.kts):

plugins { id ("com.fortify.sca.plugins.gradlebuild") version "23.2"
-}

N0

SCAPluginExtension { buildId = "mybuild" options = listOf("-
encoding", "utf-8", "-logfile", "mybuild.log", "-debug-verbose") }

3. Gradlei% & 774 /LEGradleEILR D7 IV EREFELTHLET .
ROARR—HZEFE A LT, JavaFt=lFKotlinZOo ok E#H T LET .

o BE#F MJavaFxfz[FKotlinZ O =+ E LK DBX 77 DF ortify Static Code Analyzer— 8§ 77
AIWETRTHIBRTSI2IE. ROATKREEITLET .

gradlew sca.clean

o T FHNDJavaFEi=lFKotinTOD I/ DE R I—AFE T I AICIE. XROav L%
E2TLET.

gradlew sca.translate

o BREFHDJavaFz[FKotinTOD O ER T T HICE. ROATREETLET .
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gradlew sca.scan

M RYIE. Fortify Static Code Analyzer([Z&->TFAY =4+ HiFortify Static Code
Analyzer Gradle 7571 % FE A LTI TITZEMINTLWDIGEIC. EFEIZETINTE
ElE

HJ 700 x5k & DJavaFzt=(FKotlinT O ok Dig &

JavaF=[FKotlin</LF TP IR ENR (I TR IR & L)% 515 & |L. Fortify
Static Code Analyzer Gradle 754 /> %allprojects JAVIEFE AL TR ETILEHID
YEI . L TFIZHZRLET.

Groovy DSL (build.gradle)
allprojects { apply plugin: "com.fortify.sca.plugins.gradlebuild"

SCAPluginExtension { buildId = "mybuild" options = ["-encoding", "utf-8",
"-logfile", "mybuild.log", "-debug-verbose"] ... } }

Kotlin DSL (build.gradle.kts):

allprojects { apply(plugin = "com.fortify.sca.plugins.gradlebuild")
SCAPluginExtension { buildId = "mybuild" options = listOf("-encoding",
"utf-8", "-logfile", "mybuild.log", "-debug-verbose") ... } }
SHRIER
"Gradleff & OfFE A" R—128

Maven&Dif &
Fortify Static Code Analyzer|ZI&. MavenZ7AY x4k ME LR (TR DR REZ BN T 55 5%
R I BdMavenTST1UDE FRLTLET.

« Fortify Static Code AnalyzerG;H % . £t . X¥v>95

« Fortify Static Code AnalyzerTZ #t S =70 ok OE/ N IJLELR v 3 (MBS) %
Fortify Static Code AnalyzerhisTHYRR—k§3

o ZE#faIhza—K EFortify ScanCentral SASTISEE 35
o #& B %Fortify Software Security Center|Z7v7O—K 93

3;57‘4 VEEEFERTAHILL TITMUOBBEEELN TORRITHR A& THEELTESR

OpenText™ Fortify Static Code Analyzer (23.2.0)



A—HHAR
% 17E : EJLK ~DFortify Static Code Analyzerff &

Fortify Maven 7545 14> DAV Ak —ILERE #i

Fortify Maven7 55414, <sca_install_dirs>/plugins/maven|ZEE & SN TWVET . D
TALORIZIE. A FYN—230 &) —RN—230 DTS Ao hzip7—hA T Harball 7—
HATDE A TEENTWET . TSTAVEAVAN—ILTBICE. FRTDH/N—23 (0 (F
JFE-IE)—R)ZFHE L. {18 OREADME . TXTZ7AILDIE RIZHE WVET . 7T—hAIEEBRL
f=T4ALORTAORN—LEETLET .

MavenTHIR—hk SN TULVE/\—23UITDNTIE. R XAV FortifyY F Dz 7o R TLE
tHl%=S B L TZELY,

LLRT D/ \— 3> DFortify Maven 755 A ULV AR —ILENTWSEB & 1X. ZEFi/—P3v
EAVAR—ILLET .
Fortify Maven737 1> D7 AV Xk —)L

Fortify Maven7S545 1% 7 AV Ak —ILE BIZIE. <maven_Local
repo>/repository/com/fortify/ps/maven/pluginTAL IR )DL T RTDI7AIVEFENT
HIBRLET .

Fortify Maven 754544 Ak —ILDT R K

Fortify Maven 755 1 & AV AR —ILLT=5. (B DY TILI7MILDWNThhEER LT
ELAVRR—ILENTNSILEERLET .

Eightball 97 V774 JUE{E B L TFortify Maven 75412 &F AR 3 5121E. X OFIEIZ
HEWET .

1. sourceanalyzerE (TR BE 77/ IES LTALIMN )N\ RREZHITEMLET
il :

export set PATH=$PATH:/<sca_install dir>/bin

Ff-1&

set PATH=%PATH%;<sca_1install_dir>/bin

2. [sourceanalyzer -version]E A ALT/NRDEZEEETANLET
ISAMER TE HVIE LULME & (&, Fortify Static Code AnalyzerlZ/\—2aVE AR R Sh
EXIB

3. YT ILMEightballT4L 2k Y(<root_dir>/samples/EightBall)ZFENLFT .

4. ROATNEEAHNLETS.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:clean
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ZZT. <ver>(df# F L TL\BFortify Maven 7551 D/N\—2320 T . 1\—U30hNE E
SNTLVEWS & (. O—HIVIRD R )IZA 2V RN —)LEN TS 1/ \— 3> DF ortify
MavenZ 55 /4> hMavenTfE i ShET .

X : Fortify MavenT 574> D/\—2 3% R R 9 512 THFRN TT12Troot_
dir>|Z3 S Lizpom. xm1 774 )LER EFET . Fortify MavenFS55 4> D3—2av (&,
<version>E R THEEINFET.

5. ATY740aTUR BIEEIZ5E T L1315 & [&. Fortify Maven75%5 1 HVE LAV Ak —
ILENTVET . ROIT—AvE—UhFK R SNi35 & &, Fortify Maven 7551
IE LMV RR—ILENTLEE A,

[ERROR] Error resolving version for plugin
"com.fortify.sca.plugins.maven:sca-maven-plugin' from the repositories

MavenDA—HJVJRD k YEF vy L . Fortify MavenTS55 12 DB\ AV Ak —)LEE &
EXP

Fortify Maven 7545142 DO{E B

MavenZOY ok Tld. RMD2DD A ik TFortify R T 2= T LET .

o Maven7S545142&LT

DA E T mvnaTUbZE A L TFortify R T 2 RAVZB B ELTEITLET . 1=&%
[FROATNFEFERAL T/ —Ra—FEZEH]LET.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:translate

ZF & TA—KR 59 H 95I2(F. Fortify MavenTS5 A UIZF B DR FaAV R ES BEL
TLIZELY - R DF Tl Fortify MavenTF 5540 AV AR —JLLT=1£ TR Fa Ak HYE A
BB OLNTEHRBBALETS.

INT—D84T FRaAV- DI
NAF1) <root_dir>/docs/index.html
) —R <root_dir>/sca-maven-plugin/target/site/index.html

« Fortify Static Code Analyzert LK #f & B

DA ETIE. TAD O EE LR 351012 - ShdMavena< Uk DR 12
sourceanalyzerad YK &Fortify Static Code Analyzer4 7S a2 %E N LET . Fortify
Static Code AnalyzerDE LR #t & D— R EL TIFZAIERD T T 512X RDF IE (ZHE L
EX P

a. LATOEIRZHEELES .

sourceanalyzer -b MyProject -clean
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A—HHAR
% 17E : EJLK ~DFortify Static Code Analyzerff &

b. a—FZE#LFT.

sourceanalyzer -b MyProject [<sca_options>] [<mvn_command with_
options>]

151 :
sourceanalyzer -b MyProject mvn package

{3 F 7 Rt 72 Fortify Static Code Analyzer4 7S a2 DWVTIE, M"avo RS540 404
TJ1—A" R—U1351%5 B LT,

c. ROBITRT LI AFv R ITLTHER ZFPRO7MIURFETHEITKY. &
WETTLES.

sourceanalyzer -b MyProject [<sca_scan_options>] -scan -f
MyResults.fpr
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E18E: AR TIAAMIATT—R

ZDE TlE. — A% M 72 Fortify Static Code AnalyzeraR R SAATLavER it K D
Y—RI7ANERE T DA EITONVTHRBELES . FEDEEICEEF DTk /04T
2aVITONTIE EDE FEDE THRBALFET -

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

B T T O 135
T T A 137
H JI T S as 141
B D T 3 144
T A T AT L 146
TTAIET AU IR DA TE oo e 148

AT gy
K DE Tl ERATLIADNTHEALET.
ATy 5 BH

-b <build_id> EJLRID%45 & LE T . Fortify Static Code AnalyzerTl&. EJL
FIDZFEALT. EID—IREL T/ (IILBELUIEE SN
=74 ILDNE R SN & TENLDI7AMIDARF Yo ESNE
ER

BR% 070/ 744
com.fortify.sca.BuildID

-disable-language EIT—AHRNITHE B DOIAVREYIYJRREIEELE

<languages> 9. BN E EEDIE L. abap. actionscript. apex. cfml.
cobol. configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEEUVbTY

B %070/ T44:
com.fortify.sca.DISabledLanguages
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AT I

-enable-language
<languages>

-exclude
<file specifiers>

-encoding <encoding_
name>

Bt B

EHISEFDIOVRYYJRALZHEELEFT . AMGEEE
DME [X. abap. actionscript. apex. cfml. cobol.
configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEXUPVvbTT .

REnFO/ 7448

com.fortify.sca.EnabledLanguages

AN TET7MIVEIEELET . TSR SNT -
T7A4IUFRTv L ENFRA ERDOT7AILA R T3S0
(Windows)ZE7=FaOo(Windows LA 54V ) TR 1 YE T . Hi:

sourceanalyzer -cp "**/*,jar" "x*x/x"
-exclude "**/Test/*.java"

ZOHI Tl EE DTest YT TALIMN IR DI RTDJavadr

AIVEBRNLET . 7B EFEERITHAEDEMIZD
WTIE TMI7AILETAL IR DIEE" X—2 148125 BBLT

Gir= AN

FE: FEALEDOU I TERIFELR Y—)VEE B EZH E T
5. CDATLIVTHRNTEHLIFEESINTNSEE T
L. AV MTFEEFENS Y=L TR EBEEN LY —RT7AIL
M9 R TFortify Static Code AnalyzerTZ i shFd . 1=
2L . Fortify Static Code Analyzer®xcodebuild$s &
MSBUIldTl&. -excludeA T avhHR—k SN TLET .

RZENTO/ 7448

com.fortify.sca.exclude

Y—RI7AINDIA—T AT AL TERTE LET . Fortify
Static Code AnalyzerTl&. T>a—K DR 45V —RT7A/ L%
B0V ERFYUTEFT . EHOI R EETT
ALYk %A 3 5(Z1E. Fortify Static Code AnalyzerTi
) —ZAaA—R TP IVER HALRR IS, B T1—XT-
encodingA T avEIE E 95 EAHYFETS . Fortify Static
Code AnalyzerTld. ZOI a—T4VIHEIIR Y30 T
REIEEIN. FVDLI7MIUZR BRENFET .

EMET a—T424 [Fjava.nio.charset.CharsetTY .

BE . IO—T4UT314T%4E E L7 &, Fortify Static
Code AnalyzerTlEIoa—T4 0 /\GA—R7ELT
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%185 : ATURSAUALETT—R

E|mAIoay

-nc

-noextension-type
<file type>

-project-root

Bt B

java.io.InputStreamReaderd Ak T3 h5file.encoding
HME B S ET . — 58 D —R(ActionScript/ \—HDi5 & 73
E)TIE. Fortify Static Code Analyzer®7 74 /L [SUTF-8TY
a—T42JTY.

BENTO/ T4

com.fortify.sca.InputFileEncoding

AVINAZDARUE SAVDRTITHE E 9 5 &. Fortify Static
Code AnalyzerCY—RIZ7/ILHAE SN FIT A, a2/ (131
ETINFHA-

74 UL R F DR LN —RI7AIUZT7AIIEBATEIR ELE
. BET7AIVEATDIE [FABAP, ACTIONSCRIPT, APEX,
APEX_OBJECT, APEX_TRIGGER, ARCHIVE, ASPNET, ASP, ASPX,
BITCODE, BSP, BYTECODE, CFML, COBOL, CSHARP, DART,
DOCKERFILE, FLIGHT, GENERIC, GO, HOCON, HTML, INI, JAVA,
JAVA_PROPERTIES, JAVASCRIPT, JSP, JSPX, KOTLIN, MSIL, MXML,
OBJECT, PHP, PLSQL, PYTHON, RUBY, RUBY_ERB, SCALA, SWIFT,
SWC, SWF, TLD, SQL, TSQL, TYPESCRIPT, VB, VB6, VBSCRIPT,
VISUAL_FORCE, VUE, and XML T,

EMBLUR T IT—ATERIN-R B I7MIVERTETD
T4LOR % E LET . Fortify Static Code AnalyzerTIl&.
ZDTOT I DI—t TALINIIZHEF E T7AIVELCE
BALET. B EIZLoTIE. ZOTALIRIDNRYS T—IR 54
TTIFGKO—ANARNL— L IZHBIEEFER TDHE DD
INDA—RUR%E A L EHHTEMNTEET

B 70/ \T44:

com.fortify.sca.ProjectRoot

SWATL v

RDOFTIF FHATLavITOWVTEHRALET .

SWmATar

-b <build_1id>

Bt B
AT OEBEITUN TEASNHELNIDEEELEY .

A% 07O/ \T44:
com.fortify.sca.BuildID
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SWmATar

-scan

-scan-policy
<policy_name> |
-sc <policy_name>

-scan-module

-include-modules

-analyzers
<analyzer List>

-p <level> |
-scan-precision
<level>

Bt B

Fortify Static Code AnalyzerT. $§ & Lf=E/LR IDOEF2' )T+
DMHBRITEINFT

FE: ZOA T avid. F Csourceanalyzera <K N T-scan-
moduleZA 7L 3 &R B 12 B LA ULVTLEELY.

AFXvUDRAXVURD—ZIRELET . ARERI—A (F,
classic. security. $&XUdevopsTT . FEHMIZDLTIL. "9 47
ANDAFvR)—OiE " R—247 125 BB LTS,

EETOrI=IAS It ¥

com.fortify.sca.ScanPolicy

Fortify Static Code AnalyzerT. $§ % LT1zE/LF IDOEFa)T4
7 W AME Bl DED 2a—ILEL TEITINFET

¥ ZOA T aviE. [ Usourceanalyzera< K N T-scanAd
T av L B 126 A LTS,

A% 07O/ \T44:

com.fortify.sca.ScanScaModule

TAS IR REvUIZE HBEIR DDAV P YYR S Ef=lda
AV Y YYRE T LLETIZE Bl DFD 2—ILEL TRAT v ant=3
ATSVERELET.

RZEn7TO/\T44:

com.fortify.sca.IncludeScaModules

TFHIAHOanV R P YIRS FEHA IR YRR THE RIS
BT FTIAYERELET . BRLETFI4Y4A (E. buffer,
content. configuration. controlflow. dataflow. nullptr.
semantic. HXWstructural Td . CcOATLaVEFHLT.
Fa)TABE IR EGRWTFIAPEEN T HIENTEFT .

RZE 070/ 7414

com.fortify.sca.DefaultAnalyzers

EHEAAVIAEERLT. AAvBELANLEEELTIO Y
FEXX PO LET . RV FEELANILHME LFE . REvo /N
TAr—TURIEERITZYET . BILREL. 1. 2. 3. BLU4T
T FEMHICONTIL. MEMHRSFMVILEFERLEAT & E D%
E"AR—T1611%5 B LTS,

EEIOrI=IAT It ¥
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F18E: aTUR S/ BTT—R

SWmATar

-project-root

-project-template
<file>

-quick

-filter <file>

-bin <binary> |
-binary-name
<binary>

&t 83
com.fortify.sca.PrecisionLevel

ERBIUD W IT—ATE B SN-F R I7MIIVERFTET1
Lok 1)%E$E E LE T . Fortify Static Code AnalyzerTl. Zd70O
Db DIL—b TALOMIZHEP B D7 IVEILCERLETS .
15 EI2&oTIE. 2OTALIRVERIS T—IR SA4TTIEE<A—
ANWARRL—UITBR B T 5E BT DINTH—< A ELFET

RZEn7TO/\T44:

com.fortify.sca.ProjectRoot

AXVYUIERTIMETIL— b I7/IEERELET . I

&Y. O—DILAVE1—FDRF Y2 DHDEE %2 1TET . FPR%E
Fortify Software Security Center|lZ7v7O0—K 3515 & (. 77
r—aunN\—oau BV Tonf-ME T IL—hAME RSN

EXEE

RZE 070/ 7414

com.fortify.sca.ProjectTemplate

fortify-sca-quickscan.properties 774 )LA{E B LTrFooy
FDVAVIRZ YU ERITL. EXRGREECELEE DS VERE
AEVDERIARET . COFETIE. D TOFHSITIETLES.
T I4ILk TlE 91499 XFv> D15 & . Buffer Analyzer&Control
Flow Analyzerh & 3 [T7EYUFE 9. 3512, Quick View 1)Lk
LB AINET . FHITONTIE, M1 v RA v R—2160]
S B LTEZEL.

EEIOrI=IAT It ¥

com.fortify.sca.QuickScanMode

R IAINATFAINERELET . SFHICOLNTIE. Mo #r Do«
LR R—21801%5 BB LTSN,

RZE 070/ 7414

com.fortify.sca.FilterFile

AX YT BY—RI7AINDHT b FHELET . EILRFEIZE

BT ENAFIZ)IENTY —RT7AILDHDAT N DS

hET. COFTLa 2B HEFERTHE AXvUIEHD/NA
FUNE FENAELIIFEE TEFT

RZEn7TO/\T44:

com.fortify.sca.BinaryName
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SWAT Iy
-disable-default-

rule-type
<type>

-no-default-issue-
rules

-no-default-rules

-no-default-
source-rules

-no-default-sink-
rules

&t 83

T 74 Ik DRulepack THE & SNF=2ATDIL—)VET R TES I
LET. COFT a2 BEIERTHE ERDIL—INA1TE
BE TEEY,

<type>I\GA—AR(E. XMLAT oY T099 XARuleZ bk LV-fE T
9. 1=&z14. DataflowSourceRule®E 3% D15 & (&
DataflowSourceZfFE FALET . Ff=. F L IL—ILDEFE DY
<32 (Characterization:Control flow-
Characterization:Issue. Characterization:Generictiéﬂ%f?ﬁ

EIAHELTEFT.
<type>/INGA—BATIE. AKX FEPXFMRFEShEEA.

RS BB AVE £ % & 95T 74/ MDRulepack TIL—ILEESN IZLE
9. Fortify Static Code AnalyzerTIX. B £ OB F 45 8 {4 175
IL—IUEEI EfREO—R SNFT

3¥: X, DataflowSink. Semantic. Controlflow.
Structural. Configuration. Content. Statistical. Internal.
Characterization:Issue)L—ILAA T TN ICLI-5 & LR ZH
T9Y.

A% 07O/ \T44:

com.fortify.sca.NoDefaultIssueRules

T 74 )Lk MRulepackmMid)L—)LASO—R SN NKSIZLET .
Fortify Static Code AnalyzerTl&. SRBAE REEES1T3UD
RulepackAMLEE SnFET A, JL—IUFNE SNFHA .

R 070/ 744

com.fortify.sca.NoDefaultRules

T 7A4IE DRulepack TY—RIL—ILEEN ITLET S
FEEEEY—RIL—IVZED ITHRYERA.
EEIOrI=IAT It ¥

com.fortify.sca.NoDefaultSourceRules
T 74k DRulepack T I—)ILEESN ITLET .
AL SV UIL—IUSE IR YER A

A% 07O/ \T44:
com.fortify.sca.NoDefaultSinkRules
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F18E: TR SR TT—R

SAT v §% BA
-rules <file> | HRALDORulepackE = IETAL IR IER ELET . COA T 3w
<dir> EHEFE AT DE 53 DRulepack 7M1 ILEIE E T=ET .

T4LYN )% E 95, Fortify Static Code AnalyzerTl&. M
TALIR A D.binEB KU . xm1 DY 5F F Z3F DT XTHT7A )LD
B HonEY .

RZEn7TO/\T44:

com.fortify.sca.RulesFile

HAOATo a3y

RDRTIE B AATL v ODWTCHBLES . ChoDTRTOATL3vE 0 i 7—XT
W ALET(-scanA T3 ELET). build-label. build-project. HEXUbuild-
versionA 7L avid. B I—XTHRE TEET. P I—XTHEIERE 5L Thd
DAT avlEEEEINFET.

HhATav &% BA
-f <file> | NHBERPEZTAFTNSGTFMNIIVERRELET . B HIO7MIVELE
-output-file 7E L% M5 & (. Fortify Static Code Analyzerh i K IZH 71 A3
<file> EZAFENFT.

A% 07O/ \T44:

com.fortify.sca.ResultsFile

-format <format> HARKXEHELEST . BEATavE, fpr. fvdl,
fvdl.zip. text. B&WPautoTI . TIAIk (FautoTHY. -4
LAV TR E SNT7AIVDT7AIVE R F ISR DLV TH AR K
MEIRSNET.

FVDLI[Z. Fortify Static Code AnalyzerDs¥ i Z D TGRS F
NBAXMLI7AILTT . ChIZIX. MESBMEDFEHM . JL—ILDERBA .
O—R =Rk . AX ¥R 2R SNDavUR 404 TS0,
AX v DIT—FFEENEENTULET .

FPRIL. FVDLZ7M L. BEURFYUBF IZERA SISy —Ra—k
DAE—. N EFART—R . WABLIL—IUE Y T H15 8 )HEDE
NE | AE FNB50 4 5 R D/ v —2 T, Fortify Audit
Workbenchld. B &8I IZ. fprI74 UL i F IR E f 1ToNhE
EI

T HRAASZEZERIDEE L. fprE XEEE T
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HAATLav

-append

-build-label
<label>

‘E-H‘:

BA

B AHHYET . & R BHE (2D TIE. [ OpenText™ Fortify
Audit WorkbenchZ—H% A 1K 1%5 BB L TEELY,

— B8 DIE R HFPRI7A ILEFIENFDLI 7 JUZE i ESIC
T5HE AXVvURER OH A D7 A RERE TEET . COFK
DFDM DA T3>, BEUT'FPRI74 )LD HE L R—164]
%5 B LTSN,

R 070/ 744

com.fortify.sca.Renderer

AT AT E SN TPMIIUSERZEMLFET . EED
FPRI7AJUZIE. LLRIT DRAF YU IZL 50 8 LI/ £ DAFXF vk
HEEINE FNTOET . EREREIVTOTSLT—E(V—
REDVHDYRN I EI—DEINFET . COFTaEFEA
FBIZIE B A T7AIILORE K EFfprEf=lFfvdl T2 ENHYE
9, -formattl W AT avIZoVTE. CORDRBAES B LTS
20y,

(73 7 2 OTATSLIZEE T 51E ) LIEE 4 Y)Fortify Software
Security Content®IE R . AYU R SAUA Ty, Y RATLTAN
T4, Z4 | IT5—. Fortify Static Code Analyzer®=E 1TIZE 35
TOMDERES LI TARET—VShFERA. TVDY
T—AR&-appendA T aEE L TI— 3N L8, Fortify
TIl&. -append& B SN f=FE B AEEBA SN FEH A

AT 3% TE LHELME & [E. Fortify Static Code Analyzer
THLWME R HFPRIZ7ZAIUTE M SN, previousDFER &L T
o WM R ISSNLHMT (T ET S

— R, BBFIS7IVT—2 302 K ES T TELRULE & 20O
~appendA T EFERLET .

B% 07O/ \T14:
com.fortify.sca.OutputAppend

DHEBEBRICEDHLZTAD IV DINIVERELES . COF T3
Ul B II—XOR 71— (28 HEIENTEET .
Fortify Static Code AnalyzerTl&. CODTR)UTI—K 5 #7 (ZfE F
SINFHA.

EETOrI=IAS It ¥
com.fortify.sca.BuildLabel
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HAhxFay

-build-project
<project_name>

-build-version
<version>

-disable-source-
bundling

-fvdl-no-

descriptions

-fvdl-no-
enginedata

-fvdl-no-progdata

-fvdl-no-snippets

Bt B

AHBERICEDZTOD I DL I FRELEST . COF T3
k. T IT— XN IT—RAPIZE DBENTEET.
Fortify Static Code AnalyzerTIl&. CMO4 il l&a—k 2 #7IE A
SnFEEA.

EEIOrI=IAT It ¥

com.fortify.sca.BuildProject

A RICEDZTAD I D=2 F B ELET . COFT
Lavld. B I—RX O I— X [ZE HEENTEET .
Fortify Static Code AnalyzerTl&. 2D/ \—23avEa—F 34712
FERINFEA.

RZE 070/ 7414

com.fortify.sca.BuildVersion

Y—RI7AINED W FER D74 ISR LET .
EEIOrI=IAT It ¥

com.fortify.sca.FPRDisableSourceBundling

Fortify Software Security Content®zjt B %73 #7 #& 8 7741 )LhS
BrROMLET .

RZE 070/ 7414

com.fortify.sca.FVDLDisableDescriptions

IO TRER TR I7AILDLBR A LET. TP UT—4
[ZIX. Fortify Software Security Content®i{& & . A< K517+
Joav, SATLTOST 4. B I5—. EXUFortify Static
Code AnalyzerM=x 172 97 5Dt DIF W AE FNTLVET .

R%E0T0/\T14:
com.fortify.sca.FVDLDisableEngineData

TOUSLT—RER MR I7AILOSERNLET . ChiZkY.
Fortify Audit Workbench®f £ Ea—hS 714k Y —XIE R ¥
BRENFET

RZE 070/ 7414
com.fortify.sca.FVDLDisableProgramData

OA—F A=AV ED T RER I71IUDGRRI LET .

B DT/ \T14:
com.fortify.sca.FVDLDisableSnippets
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F18E: aTUR S/ BTT—R

ZDMh DA T3

R DR TIE T DATLaVITOWVTEHRBALET .

ZF0Hh AT 3

@<file>

_hl
-2
-help

-debug

-debug-verbose

-debug-mem

-verbose

-logfile <file>

B

BELIZIFAIMNSOARVRSAUA T avEHm AR HFT .
F: TIAISTIE COTFAIVTIVMY RT LI aA—T (24
MMERESNFET . fortify-sca.properties77AJL T E SN
f=com.fortify.sca.CmdlineOptionsFileEncoding A/ T«
EEALT. Toa—TA VI E B TEET . COTA/NT1D
FHHMITOLTE ME# LD T IT—ADTA/NT" R—2
18715 B L T=E0N,

ARURSAUA T O EEH ALET .

Fortify SupportB 7 27/ JUZT/\WJ B & HFT . COFE IR
(& hRARYHR—b DR ST a—T AT IZDHEILBET .

A% 07O/ \T44:

com.fortify.sca.Debug

CHIE-debugATLav ERI CTY A, 45 (AR AT T5—I2B8 9 %5
HAZTFENTLEYS.

EEIOrI=IAT It ¥

com.fortify.sca.DebugVerbose

INTH— U RIE $) ZFortify SupportBs M (25 HFET .
A% 07O/ \T44:

com.fortify.sca.DebugTrackMem

I RT—ERAvE—U %Y —)LEFortify Supportds 774 L
[SEELET

EEIOrI=IAT It ¥

com.fortify.sca.Verbose

Fortify Static Code AnalyzerC{E i d05 771/ ILEEELE
ER

RZE 070/ 7414
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FDith DA T3

-clobber-1log

-quiet

-version
-V

-autoheap

-Xmx<size>M | G

‘E-H‘:

BA
com.fortify.sca.lLogFile

sourceanalyzerm=E 1T SN 5-IZAT J7MIVE L EE T B K1
Fortify Static Code AnalyzerlZfg§ ‘RLET . COA T3V FIE E
L% L5 & (L. Fortify Static Code AnalyzerTO%4 774 JUZIE R
B MENFET.

E% 070/ T4
com.fortify.sca.ClobberLogFile

ARSIV DETIKRBEREENILET .
A% 07O/ \T44:

com.fortify.sca.Quiet

Fortify Static Code Analyzer®/\— 3> &, Fortify Static Code
Analyzeré— fE [CE FENTWASESFHIHM I LI-ED 2—ILD
IN—2aU IR TR SNET (ZDMh D BE (X3 X T. Fortify Static
Code Analyzer|Z& FNTLVET).

DATLTHERARELEMEAEYIZE DT, ABJDOBE IR YY
TEEMILET . INIETIAILE DAEYEI YL TEHRE T

Fortify Static Code AnalyzerTCfE i SN dAEFE A= Dix K {E
ZHEELET

32 GB~ 48 GBOE—THAX(E. AEJVMDER EHRBINT
WEBA. COEHE DE—T YA XTlE. 32 GB&YH/\T+—T X
ME FLFET . JVMTIE. 32 GBXR i DE—THA XD\ R 1L Sh
FT . AX VU TI2GBEB 25 YA XD B 1115 & (X, 64GBLL
EAREITGYFET . HARSAUELT. ARVEREICEE TS
ZFOM DTOERANEITEINTLVEWES R E T HE. FERATEEL A
ED2/3%HB Z TEI YL THENTLESLY,

COAT A EIRETAIEEIE. /I\TH—TUANE T 35718,
)18 B |2 B Al BE A AT KYB B <EI Y Y THOTLESWLY, HA
FSAUELT. ARIEKREITHE THZOMDTAERAEITS
NTUIVEWERTE §5E. FERRTRELRATRID2B3%#BATEIYY
THOWTLEEL.

E:COATL A ERE T HE. -autoheapA T aTEHFL
=T 4Lk DAEVENYE THLEEEFINET .
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—

TALOT4D

—EIX1DDTALIOTATDHEERLET . TALITATELEHATUR OS Hrav R S
HEDLETHERALBVWTLEZEN. ROKRTHRATEITALITAIEERLT. LRI DX #
YR ICETAIERDIANER RLET

T1LOT4T

-clean

-show-binaries

-show-build-ids

-show-build-tree

-show-build-warnings

-show-files

-show-1loc
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W—ILTlE. K #i 8 12hf->TFortify Static Code Analyzer®/\J4—< > RZB #9575 i%
MR EINFET . oD Y—ILOFE I IZDULTIL. 5E £ 4 Oraclek FaAk
(http://docs.oracle.comTA F Al )& S5 B L TS,

¥ ISFHY—R /S—T 1 DY—ILTHY. Fortify TITR it T[T Y R—F ShTULFEE
Ao

JConsole D FH
JConsolelZ. JMX{E#RIZEH L =5t 5 B DE=R)>Y—ILTT . JConsoleDR m L.
H A ZEREFETELRLNIETT,

JConsoleZ{# A9 5IZIE. R ITEB M DIVMINSA—EFE LK DOMEE ETEIHELAHYE
T. ROBRBEEHELELET.

export SCA_VM_OPTS="-Dcom.sun.management. jmxremote -
Dcom.sun.management. jmxremote.port=9090 -
Dcom.sun.management.jmxremote.ssl=false -
Dcom.sun.management.jmxremote.authenticate=false"

JMX/85A—4%E% E L1=5. Fortify Static Code AnalyzerRX+ %A LET . RE¥v>
B 2R Da< k%% A LT, JConsoleZit &) L TFortify Static Code AnalyzerzB—A)LE
I )E—F TEMRLET.

jconsole <host_name>:9090
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dA—HHAK
F20E: INTA—TADHE

Java VisualVM®O{sE FB

Java VisualVMTI(Z. JConsole& R Ui RE ARt SN TLVET . Ff=. JVMIZEE 355 #1F
HMBLIBH I, BERFEHRETIVI—230 A FvToavk TP/ IIURFETEEFT . nom
J71 LR FE LT, % TJlava VisualVM TR ENTEET .

JConsole&[R # [Z. Java VisualVMZ{E FA 3 AR 1Z. ["JConsoleDfE " 5l DR— | DER
Bl &R CIVMINGA—REER TE 3 AL BEHHYET .

JVMNTGA—RZEERTE LTz AXVvUZ2FIBLET . ROATUREFE R 354, Java
VisualVMZ#2 8 L TRE v 20—h/ILEIE)E— TE R T=FT.

jvisualvm <host _name>:9090
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B T O 171
A DT o 172
BB B D R 174
B BB DIE R B T 176
O 74 LG BT DR B 177
B FA JUDIEE TE oo 177
B RE DR S RE L AR DB SR 179

#®Ta—F

R DFE 2. B Y15 SFortify Static Code Analyzeri& T a—KF#RLZET .

’T
o—F E%EA
0 mw

1 —BRNLES
2  AATPAIDARIETY

(CHLl&. Fortify Static Code AnalyzerCHR—bk SN TULVEWLT 74 ILYL 5E F 45
DIFAINDE MR ANT=CLERTHE R LIHYET)

3  TOERMFALTINLELE
4 SWHAETL.BEESR/EOE S AvE—o0 Y —IVEERITI7MIUEE

AFENFELT-
5 HSWHAETL.BEESMHETOIS—AvtE—UA Y —ILERIZOTI7MILIZESE
AFENFELT

6 ARE¥vIr—XCHEDHEREER TEFEFHATLE:

7 BWESAEUREBRHE TELZOD. FEETEICLIMSAEUXHE R 1 iz
TYFELT=
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T 74Uk T. Fortify Static Code AnalyzerTII#& T 3—K0. 1. 2. 3. F=IL7E AR SO
EX D

<sca_install_dir>/Core/Config/fortify-sca.properties 77 JLIA D
com.fortify.sca.ExitCodeLevel JO/NTAZER E T AIET. TIAINDR T a—KAT
A ENL R TEFY .

ANGEFRDESYTT

e nothing—T274JLE D T a3—K (0. 1. 2. 3. F=E7)FRLET .

e warnings—T A DI T I—FITMAT. & T O—F4E5RLET

e errors—T JAILE D T O—RITIMAT. #£ T 2—KR5%RLZFET.

e no_output_file—TJAIL DI T I—FITIMAT. ¥ 7T 2—F6ZIRLET .

AEYDFa—=24

AXvUITHEGYERAMDE (F. O—F DEH SICEOTERAGYET . TIHILETIE VR
T L CfE B AT BE A2 3 AE(ZE DUVT. Fortify Static Code Analyzer(Z&k Y1 A § 5 AFE!
AEBMICEIVYE TENET. BEIEINTHH T "H hAToa" XR—J141 TR BA
FTBHLII -XmMxAYUR SA0A T a2 FE AL Wavab—THA XE R/ B TEET .
D3 TIE. 28 B (ZOutOfMemory T5—h 5 £ L1-15 & O R 5 & I1TDLVTER
BALEY .

SOt HLa THBATHIAEIRIYY THTOa R E L. SCA_ VM OPTSIRIE ZE #
FRELTIRTODRF YU LTEITTHENTEET .

Javab—> Dt B

JavabE—7 ' M#4 j8 (. Fortify Static Code AnalyzerR¥xv B [ZH 4 3 50 8E 4 DH &
— % B9 7 AEY DRI 8 T . Thid. Fortify Static Code AnalyzerTa—K MAFv(Z{F
T BJavalR B I UIZE|YY THRE—TAR—ZAND LRI ELDIFH ELFT . ROE K,
blavab—J O G E#H B TEET S

fiE IR
NEDAytE—2 MD1DLL L HiFortify Static Code AnalyzerB 774 JLEQAR R A4V H B
[CHIBLFET

There is not enough memory available to complete analysis. For details on
making more memory available, please consult the user manual.
java.lang.OutOfMemoryError: Java heap space java.lang.OutOfMemoryError: GC
overhead limit exceeded

AR IR K

JavabE—J Dt 5 DR BB ZfE iR 97 5I21E. X2 DR 18 BF [ZFortify Static Code Analyzer
JavafR B T U(2E<DE—THEEFE| YL TES . E—THAXE K E{FSIZ(L. Fortify
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Static Code AnalyzerR¥+v> ME 1TB 12-xmxARUE SAUAToavEZFE R LET . =&
(£, -Xmx1GIF1GBZEF B TEALIILFET . CO/\5A—42%F B I 5012, Javab—T$8 &
THBINIRKEZRE LTSN KB ERATEBELGYMEATIIZL>TELY
EX I

32 GB ~ 48 GBOE—TH4/ XL, AEBIVMDEE LB SN TOFERA. COH B DE—
THAXTIE, 32 GBLYH/\TH—TURAME T LFET . 32GBK il DE—TH4 XIXIVMIC
FOTRBAL ENFT . XV TI2GBZERE A5 YA XM E 415 & (T, 64GBLL L AW E
[TEYES . HARFAEL T AEVEKREITHE 750 DTOEINE ITEINTLVEL
LR E T & AR ARG AEID2/3%HB A TEIYE TEULTZELY,

L AT Lh¥Fortify Static Code AnalyzerE{TERA DIF & (. EE I 2B EINHYET . =1
L. AEVEREITSHE T5F0MDOTOERE AT L)Y —ANEFINTWDIE & (. £
oD OTOE AN R EEZE L5 LTS,

3 ® B LTULYTH (Fortify Static Code Analyzer®=E 1T 1 (D) 7O T4 Tl WLWTOER
(F ARL—TF AV T RT LD TARIIZRA DY TS BRI BEE B H-TELE B T E IH
YFEEA. IRE N T A A ge 4 AT KVUE 2 KDY AE!ZFortify Static Code
Analyzer[ZE|Y)H THE RSV | DR ETHABEEAIHYET. COFZE . BE (T
AT Lt Dt DR RE LEB ITRT YU DR EME FLET

RATATE—T DI 5

FATATE—T OB (FFENE L FIAT. JavalR 18 T2 U HNE ) BF [TJavaA E5E 5 =2
YL TTEDLDD. RATATEME(FA—ARDaL VL avig E)DI=HI5& Stz )y —RhHE
Yizd fi(@j‘?i‘d'o RARHICIE, TOCRABNEE ISR T 35 e R AT )R YL TTS5—

PFELELET.

fiE K
M T4TE—T D ;5 (. Fortify Static Code Analyzer7OERDE E K T HXUPaATIRS
A THORDE A KXY T TEET

# A fatal error has been detected by the Java Runtime Environment: # #
java.lang.OutOfMemoryError: requested ... bytes for GrET ...

hIFEd B itJavalR BB I U IS5—ThHA=H. BE (X EETALIMNIZTPA IV A hs_
err_pidNNN.log THE B SN =I5—RI AU LVET .

2R

ORI B (£ T O RN TR AL B 5 AR 4 LTLBSEHE E ThHB1=0. JavarEI4E &
(JavaE—)I=fE AN B AT DB ER TPk E T, COEENETEE. B
DRI E AR Y. RE¥vUEE B (5 T SEATENTEET.

AT A—I\—DJO—

Java7 I )r—2av DALYk ZETH B DRZYIDHYFET . RAVIICIE. RYFTFL A, B
AR EVE LD G EMRIFENET . ALY BRI TILTYXLEFERALTK
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BRERGHBERZLEITHERMNHIEE . TRXTORYTRLAD=OITK EGERAZVIMN
DB ITGEDHEEIHYFET . IVMTIE, XssATLavEFERLTEDYARERTE TEET

fiE IR
BE . ZOAvt—2 EFortify Static Code Analyzer@s 77/ JUZH IR LET A av RS54
VHAIARTEINDIGE B IHYFET .
java.lang.StackOverflowError
AR R =R

TIHIE DRZVIHA XE16MBTY . RA VTP A X% K ELT B, sourceanalyzerd¥
URIZ-XssA T ELET . =LA (E. -Xss32MZF AT 5ERE29IH32MBIZHE 2 F T

EHITEBDRTv

Fortify Static Code Analyzer 23> 1 |Z. Dataflow AnalyzerCH #i 58 T T=72U\BE £1
NHIEL. RDAE—DFELR—F T35 & HHYET -

Function <name> is too complex for <analyzer> analysis and will be skipped
(<identifier>)

__TC:
o <name>lE. V—RAaA—KFE#H DL EITYT .
e <analyzer> & 7FHIA YDA RITY .
o <identifier> X, EHEDIATTHY. ROVNTIMNIAZYET .
« LERDEZAAZITED
m: AE)R B
s: RAVIHAZXHINESTES
t: B R AW T ESR N T
v: BT OERE AR EEE A 1=
Fortify Static Code Analyzerl=&%53 #t DR S, FI A ARGV —RIKRF 5156 H\d
&9 . Fortify Static Code Analyzerl(d. 1 DAL JVOZER LT, ThodD)) —RERR
H BT BE 72 I 55 1 DB D/ NSV REERYET . ZDT=8. Fortify Static Code Analyzerh\+ 43

B —REFEHTERWNERBEINDG S X B EOERB O HiED IET52EAHYE
9. ThIFEE . [Function too complex| * v E—U AR RENBEBE A TY.

ZDAt—U DK R SN TH . Fortify Static Code AnalyzerCTOS 5L O EE AT £ (2
B SINTEEFBE KR THDITTIEIHYERA. FzEZ X, Dataflow AnalyzerTIXEE . 747
T IHETIMELEBICTIERT B0, TNETHTIEATIEIOE 3 1 DOIRE 57
[SELTUDVEWATREEADYET . COBE . B RICIX. SR 0SB TEE LEFEHRMNT
RTCEFENFET.
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)24 L ($h Fortify Static Code AnalyzerZ 0/ S5« ZE B LT, IH 1k R4k 24 1
TEET . THIAYZLR B DIZTVINAE SN TUET.

ROt 3VTIE COM B DR R T EICONVTHBALFET .

Dataflow Analyzer®')3v4

Dataflow AnalyzerlZI&. 2R MD37& 8 D& # M4 3H Al F HABYET .
s LERDGEHRIAZITED

o m AEYLRE

o 5: RAVIHAZXHINSTED

o v: A TOERHMAFIREE R 1=

S—anksgll SNDMEERR IR T BT, -XssE16MBZEHE 2 HME [Z58 & L TRAVI YA X%
PLET

M 3 A F AR SR 3B, Fortify Static Code AnalyzerM#) I8 A E)E1E HOLET .

B F 122 3R 97511, Fortify Static Code AnalyzerZ R/ T4 774 Jl<sca_
install_dir>/Core/config/fortify-sca.propertiesFE/=IFAYUR S/ TR D) V2%
REBETEFET.

TT4% T4V E
com.fortify.sca. 1000

limiters.MaxTaintDefForVar

com.fortify.sca. 4000
limiters.MaxTaintDefForVarAbort

com.fortify.sca. 4
limiters.MaxFieldDepth

MaxTaintDefForVar)SVA IR B DE M EER T T4 A3V L RE TN
MaxTaintDefForVarAbort(¥ Lt BR &R LE9 . MaxFieldDepth!)2v2%{F F L T. Dataflow
Analyzerh§ & DA T Uk %5 #1950 DOFE E %81 & LEF T . Fortify Static Code
AnalyzerCITE ICA[ e BB Y &S DR E TH IV DR EH AHFT

15 T SNT-FE M AYE F S =45 B TMaxTaintDefForvarfl R Z#8 % 515 & . Dataflow
AnalyzerTIEZ DR # Z(MaxFieldDepth)SWAZEH 6T ZEIZE OB LMEE TH 4T LE
T REZERTIEIE ST OEREIERINET . HEEILICT (FHIENTELZL
15 & . Fortify Static Code AnalyzerTl&. 2 #T hME T 9508 1A
MaxTaintDefForVarAbort!)SWAZ B AAET. MIEDBEE THOMZEHITLET . ELMEZ
fI&. Fortify Static Code AnalyzerTIXB # Mo L EH A oh\DFE R #57 51-0IC. &
1K 5 FE Tl & &R <E5&L £ . Fortify Static Code Analyzerh’
MaxTaintDefForVarAbort JSWARITE T 5L, B D7 #7 A5 £ (25 1k Eh. TFunction too
complex] ELVSE H HAR REINFET S
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EHMERE R FvERR R T BIZIX. com. fortify.sca.limiters.MaxFunctionVisits A/
TAERBETEET . COTUNTAE. TAVNMBE T FSA TN IZFTIERT S K E
MMERTELEFT . TIAHILIE50TT

#ll {# JO0—7F A FENUIRA AT oA D23
$1 1 TO—TFSAFENUIRAL BT FFAHIZIE. R D278 58 O 24 1 81 F ABYET .

o m: AEYR B
o t: BRI AHDVTEDLNHT

Dataflow Analyzerh\B8 3 DR # M 2B 9575 7K 12KY . &R (CEF fE ADDVS LWLV #E
[BHYFEHA. ==L . Control Flow Analyzer&Null Pointer Analyzerld. 8 # 2B 8 %5
9B IZIE B IR VLB [E Ahvhdie & hdbYET . DI, Fortify Static Code
AnalyzerTIFEDE GG S ICA M EF L IE5HEPAEBESNTOT. EHEHAN FT
[ Function too complex] &LV AV E—U AR REINET .

INLDTFHFIAFTEHE S T ICE LI R KB ZEZ % 95214, Fortify Static Code
AnalyzerZ0/\T4 774 Jl<sca_install_dirs>/Core/config/fortify-sca.properties®f=
[FAYURSAUTR DTUSTAEERA B TEET .

T4k
T/T14 &5 BH &
com.fortify.sca. B — DR #1181 D 0—4 4 OB I BR (X 600000
CtrlflowMaxFunctionTime FD ):&ggi LEd. (1063\)
com.fortify.sca. B — OB IINullFRA 25 fT DS &R 300000
NullPtrMaxFunctionTime (E'Jﬂ‘)’éﬂi LEd. (5§j\)

M A F e AR SR 321, Fortify Static Code AnalyzerM#) I8 A E)#1E HOLET .

A CNBM)IVAOR R R E ZIE 0L BHE LB ON HT ITHDDEFE AR Y
FY . UIVA/EFE O E DE ITBITAE R /NTA—IUANDEEEZEKNITRIT D
(X, Y B ITIK 77 9 51=OF & T3 . [Function too complex] LV EEEZRRLAE
WKIITTBE &1L USVABREBOTE LME TR E TEET . f12L . REPvU B
MEF B TELRVE DI BA REEABYET

[l #8 DIE IR TE 1%

BITAME-FTRITIDE BEDEREELNELETDHRAIRREADHBYFET . FELHE

A LSS & ARFZTHR—r S WS i, T 5T E—FEED L TSN, H 1T
DMEFRZEINCTDIERR DAY, LEEE IKIEICE T LET A EHE DR
FrUTREMBERERISMEFONES
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AT E—FZENICTDHITE. ROFIEZEITLES .

1. <sca_install_dir>/core/configT4L Ik )2 B fortify-sca.properties Z7A L%
T¥AFITARTHEET .
2. com.fortify.sca.MultithreadedAnalysis O/ \TADE ZfalselZZE B LET

com.fortify.sca.MultithreadedAnalysis=false

A7 74 )LDz it DFE 2

T J4)Lk TlZ. Fortify Static Code Analyzer|Z&>TR D5 i (2220045 774 ILAME B &
nFEy,

e Windows: C:\Users\<username>\AppData\Local\Fortify\sca<version>\log
o WindowsLL 4} : <userhomes/ . fortify/sca<versions/log

ZZT. <version>|&f# F L TL AFortify Static Code Analyzer/A\—3>T9,
RDOFE L. 2205 T74 U DNTERBALTLET .

TIHIE D71 IV4 H7L:
sca.log 1Z #£ 041 Z1E. sourceanalyzer®E 1T B (ZH £ LT-
FRAE—2 ., BE | BLUIS—DATHEE R Sh
7.
sca_FortifySupport.log Fortify SupportAJ DA & (X DEHYTT .
o« BEDNYIFAILER LAY AvE—UIC, i EE
fn
o IZENTTFAIUZE FNTULVELVE D DFE M Ay
-

DAY T7A IUEE 12, DREIHR—k FF-136 F
F—LHAEBENSTIV a—T4 0T BB E IR
IAHFET,

fif iR TERWVE S FETS5—DF & L1355 & (L. Fortify SupportBJ 774 \LEHhAZTH
R—b IZEE U<TEELN.

W, Erl.v |
027714 ILDEX TE

Fortify Static Code AnalyzerCRJ 77/ JUE A DBFREHR T I 5I12F. 0T/ \T1%
BRE(MOITNATA" R—U2131%B B)LET . ROOTI7AILER E LR E CTEET
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o OJT74 VD5 R L4 Fil
J0/5F4: com. fortify.sca.LogFile
o OJLANIY'BTLAJUZDNT" TESER)
T/ 4: com. fortify.sca.LoglLevel
« sourceanalyzerFxE 1T 5EICAT I7M)VE L EZTEHESH
0/ 74 com.fortify.sca.ClobberLogFile
aXURSA42F T3 -clobber-1log

a5 LARJUZDNT

ERLEOTUARNILTIE. ZOLRNILERIE UL £ DT RTOATAvE—U N hsnEzd . X
DFE T ATLANIVERE ISR E DIEITTRLTOET . fzEZ I . TI4ILk DRTLAILT
HAINFOIZIE. INFO. WARN. ERROR. 8XUFATALLANILOOT AyE—U W& FnE
9. <sca_install_dir>/Core/config/fortify-sca.properties 774 IJLIA D
com.fortify.sca.Loglevel FA/NT . F=FAXUR AU T-0ATLavEERA LT, OJL
NI)IVEEE E TEFY .

AgLARJL BB
DEBUG HAZTHYR—F=IIFREF—LAB B DO ST a—To VT [EH T=
HERETES T

INFO THMFIIR v TOERIZET5E AR

WARN T FEFREvUIME L LG hvof-hY, EEFELGHE R 1T H-HITEE Al
BTG H BeE A A B (2B ¥ H1F &

ERROR FEHIWE(75HA HEHE HH DM E (2B 9518
FATAL T FIIR v Ik L-T5—IZRE 3515
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] 8 DFR &= EH BE 41k 5k DE 3K

Ta—k 1\ CORBDOEICR A R TY . #Ee iR O/ SWFEER LY. MEZEHR
&£ L1=YFBIZE. ARETHER— (https://www.microfocus.com/support)|Z72t AL T
AW

HARBIHHR—N ISER THE S RDERES OB EHLHYET .

& & : Fortify Static Code Analyzer

Fortify Static Code Analyzer®/\—2 3 & 5 H L UME & D 31 L f-Fortify Static Code
AnalyzerE2 1—)L: N—2 3B B ZRE I AICE ROATUNEERTLES .

sourceanalyzer -version

TS59bk Z4—L: (=& X, Red Hat Enterprise Linux <version>)
ARL—T4 T AT L (Linux#g &)
WEENLRZE R I DG S (L. HEEILR DERBAZE HTIZELY.

FEZHE I D5 A F YR A EEZEHE TESIIT D EEFMZEA S LTS,
SEAMNGE LG BIFE, YR— A EED L THRRIIETORFERME TEET. M
REHFE L LI=EZ2 00T T74)b. F=EAT 7ML THE T HE 2 1 E HTIEEL.
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TE8A: D OIS

DI aVTIER RAv27x—Xd (25 # & R (FPR) DG E 55 1 28R 5% 9752 DD A i% 12
DWTHBLET . (I T7(IVEFERALT - B EDMR B EAVRIVR, IL—IL. BEXVHE
55 1% hTIVICE DL TR E 28 B TEFI . F£f=. 71/L4 vk (Fortify Audit Workbench
THER)ZERLT. BETUIL—IZHIER OB EFHI R ITHEETEET .

EE Fortify TlX. LR A—HTHAE S [COHIAIINBT7AINEFE R THIENH RS
NTUWET . &% . B2 & A [IFortify Static Code AnalyzerTig i SN - R TOR E %
R LTHM T4 ENHL=0H. EEEE TEI IIITAAIVEE R LGELTZE
Ly,

eI IVTIH ROMEYIIZDOWTERBALET .

TAIIWETPAIUZKBDBRE DRI 180
TAIIVEEINITEDRIBE DBRAY 183

T4IVZ2 774 IUZL B &8 DfF 4%

sourceanalyzerOdWUREETTHE FEDIMEHE A RIVR, IL—IL. BXUHETHE 4 H
;‘-:i"%?;_)b’)‘lm BYDI7MIEER TEET . -filterP AT EFERLTI7MILE
BEELET.

D4IWAT7LIUE EE DTIXARRITAITER TEDTXRNITPAILTT . ZOT7AIL T
BLGUOIO4WABEEH DHEREELET

X COEI VTR T BEI0IEAZALTE. T4IIWATFAIVERT YRS —D74 LD
mAISEBAShET (MDY T ADRETrURL—DE A" R—247 125 8]).

ROFRIAER A BERIAINAZATEEN TN OB ZRLET .

1)L

254

A HE i

AT ATIANE. ITRTOYTHTI)EAE  Poor Error Handling

') TRSBETFEA. J2EE Bad Practices: Leftover

Debug Cod
3% : Fortify Static Code AnalyzerT ebug tode

(X 2 AEITSNDETDF) HA1E
TI—XTHTIVI1)VE05E &
nFEJ.

OpenText™ Fortify Static Code Analyzer (23.2.0)



A—HHAF

TE8%A: DT DIAIWAR)T

1)L

24

A *E

AR HEDEIEDAVRFVARID

BUR

ID ¥ : Fortify Static Code AnalyzerT
. DT IT—RDEITAVAREVR
IDTsIVAHNE A ESNET .

IL—IL ¥ EDORIEDOLIR—EE KT HIL—

ID JUD
¥ : Fortify Static Code AnalyzerT
(X, 2T HE T EINSRTI D EA1E
J1—XTIL—JUDIAILADE A &
nxE9.

B EBEE(X Fortify@ELIEA1EEME (L

El hIT.BEENEIR FIET.

low. medium. high. critical Td

gl

R

3*1

B

i 1

a] BE

||‘$1

FEE

&

6291C6A33303ED270C269917AA8A1005

823FEO39-A7FE-4AAD-B976-
9EC53FFE4A59

priority <= low

priority < medium

impact < 0.5

likelihood <= 1.5

confidence < 1.8

probability <= 1.2

accuracy <= 1.0

VB E IANINAEAZT—RI4IAIZIE, TR I(OFERIETUA T I(<=)ZFRALET.

SRER
"TANEBTFAILOBI" T

F4IZT7A LB

=&z I ROE A lLEightBall. java U TILDRAFvUIZ&kBH AT . COHT)ILT0O
D1k &, basic/eightball T4k )R MFortify SCA_Samples_<version>.zip7—hA
JIZTEEFNTLET
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ROARUK I P EREERTHHOITEITINET .

sourceanalyzer -b eightball EightBall.java sourceanalyzer -b eightball -
scan

ROFER T BHESN500BEZEZRLTVET .

[F7A138CDE5235351F6A4405BA4AD7C53 : low : Unchecked Return Value : semantic
] EightBall.java(12) : Reader.read() [6291C6A33303ED270C269917AA8A1005 :
high : Path Manipulation : dataflow ] EightBall.java(12) : ->new FileReader
(@) EightBall.java(8) : <=> (filename) EightBall.java(8) : <-
>Integer.parseInt(0->return) EightBall.java(6) : <=> (filename)
EightBall.java(4) : ->EightBall.main(@) [176CCOB182267DD538992E87EF41815F :
critical : Path Manipulation : dataflow ] EightBall.java(12) : ->new
FileReader(®) EightBall.java(6) : <=> (filename) EightBall.java(4) : -
>EightBall.main(@) [E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased
Resource : Streams : controlflow ] EightBall.java(12) : start -> loaded :
new FileReader(...) EightBall.java(14) : loaded -> end_of _scope : end scope
: Resource leaked EightBall.java(12) : start -> loaded : new FileReader
(...) EightBall.java(12) : java.io.IOException thrown EightBall.java(12) :
loaded -> loaded : throw EightBall.java(12) : loaded -> end of scope : end
scope : Resource leaked : java.io.IOException thrown
[BBOF74FFAOFF75C9921D0093AG665BEB : low : J2EE Bad Practices : Leftover
Debug Code : structural ] EightBall.java(4)

ROWIBERITIHTAIVET7AIDBI ERITTRLET

e J2EE Bad Practice h7aVICBE E I AEE R %I N THIFR TS
o AURAVRIDIZE DNT/\RIZIEZBIRRT S
o BTEDIL—IUDMSE R SN-T—270—DR B ZHIR T 5

#This is a category to filter from scan output
J2EE Bad Practices

#This is an instance ID of a specific issue to be filtered #from scan
output
6291C6A33303ED270C269917AA8A1005

#This is a specific Rule ID that leads to the reporting of a #specific
issue in the scan output: in this case the #dataflow sink for a Path
Manipulation issue.

823FEQ39-A7FE-4AAD-B976-9EC53FFE4A59

TANANEBEINT-H DETAMTBICE. COTFRRFIE—L. test_filter.txt&l 5%
Bl CI7AIIUZBE Y IHE T
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TERA: DT DI1ILE) T

test_filter.txtZ7AIUIIZIIANEBZE R THI2IE. ROATNEEITLES.
sourceanalyzer -b eightball -scan -filter test filter.txt

TAIWVELEBINT-5 T TIE. ROBERIMERSNET .

[176CCOB182267DD538992E87EF41815F : critical : Path Manipulation : dataflow
] EightBall.java(12) : ->new FileReader(®) EightBall.java(6) : <=>
(filename) EightBall.java(4) : ->EightBall.main(@)
[E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased Resource : Streams :
controlflow ] EightBall.java(12) : start -> loaded : new FileReader(...)
EightBall.java(14) : loaded -> end_of _scope : end scope : Resource leaked
EightBall.java(12) : start -> loaded : new FileReader(...) EightBall.java
(12) : java.io.IOException thrown EightBall.java(12) : loaded -> loaded :
throw EightBall.java(12) : loaded -> end of _scope : end scope : Resource
leaked : java.io.IOException thrown

T4)IL3 2 yk 2L B 8 DR 41

Fortify Audit WorkbenchT4E B L1-FI BB 7> FL—h TOML AR EE LT, DR
Mo BEEIIINATEFY . P I— AP [CREFERRITTE7/L3 Vb B R TS
&. Fortify Static Code Analyzer(3Z D3Ik 3k R Dl B ZFPRICE EA A FEHA. ChEITH
[ZI&. Fortify Audit WorkbenchZ{& L TOqIL2vcE1ER L. ZDI1IV 3k & FD
T4 vk BNE ENTLSR E T TL—h ZE A L TFortify Static Code Analyzer 23
2%E 1T LET . Fortify Audit Workbench T4 ILAED VAN EE LT 55 K 2DV T
£% L<IZ. [ OpenText™ Fortify Audit Workbencha—HH 1K )1%% BB L TSN,

R OFITlE. FPRAGME B ZHI bR T 5701 BTV TL—F N TI IAZER L THE A
TR EDERMGFIEICONTHRALEYS .

1. OWASP Top 102021ZfE AL . CORZEDOATIVIZH FESN-FEDAZERTT S
ELET . Fortify Audit WorkbenchT. owAsP_Filter&l 5% BT DFF LLNIoIL2 VR %
ERLET

2. Fortify Audit Workbench. owASP_FilterZ4 LAt vb R IR R IIWAEE R LET .
OWASP Top 10 2021] [CANE FNTLVELMG & (FREZIERRITTS

DI NAE BEERELT. BATITAIZSE LOWASP Top 10 20210473 )IZR
BHATYTEINLUME & (X, ThEIERRICLET . OWASP Top 10 2021 DA TIVIE
FARTIAI(A0T. A02. .... A10) TR F571=8. X FIA1%ZE F5LvAT3)IZOWASP
Top 10 2021(ZFFEHE LFEHA. CDI1ILRIZE-T. [ 78 [EFortify Audit Workbench®
Ea—IIR R ENGBLBYETH. FPRIZIETE oF=FFIHYFET .

3. Fortify Audit WorkbenchT. IR T TFL—hk FIssueTemplate.xm1ELVSE Bl DI 7AIL
[CTHZRR—FLFET
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TERA: DT DI1ILE) T

4. Fortify Static Code AnalyzerZ{E L. RDATURZEIEEL T BT I7—XTI1/LA
TUbEHEELET

sourceanalyzer -b MyProject -scan -project-template IssueTemplate.xml -
Dcom.fortify.sca.FilterSet=0WASP_Filter -f MyFilteredResults.fpr

T4)V3 vk TRIBEI1IVET e FPROYAX(FEIF SNFETH, B E . AvU i &
58 8 ShFEH A . Fortify Static Code Analyzerld. Bl EZET E L TFPRI7MILUZEZA D
MEINER| BT LR T, T3V ZIRANET . T4)L2E9b A DI1)LRIZELST. Fortify
Static Code AnalyzerHh\0—K 3% )L—ILAALTHSR FYET .
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TH#B: REZREA T IV

Fortify Static Code Analyzer{ > Ak —5Tl&. —E QT STATFAIDV AT LIZRFS
nFE3 . FO/F4T74)UZIEL. Fortify Static Code Analyzer@Z 24 L5 #r . H . XU
INIA—RURITRIE R E A REEER B AE FNTLET

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

Fortify Static Code Analyzer@ L/ ST ATZ7AIL oo 185
fortify-SCa. PrOPEItIES .. 187
fortify-sca-quickscan.properties . ... 215
fortify-rules. properties ... 218

Fortify Static Code Analyzer®7 0/ \74F71 )L

TO/TA4T74)IUE. <sca_install _dir>/Core/configTALOM IR E SN TNVET . 1>
Ab—ILENE=T /T4 T7AIUZIE. TIHILMEHE TN TULVET . Fortify TlE. 0/ 74
T7ANDTNTAEZE BT BRI, TOD IR )—F—ITH K THIENH RSN TLET
REBEZTE I7MIVNOTATAINVTHE . FEDTFRANITARATEE TEET . -0
VEFEALT. AR SAUTTUNT1ZE E 3521 TEFT .

R MDE . Fortify Static Code AnalyzerZ /T4 774 L% LE T . Fortify Static Code
Analyzer7 ) —av X NY—ILO T/ ST 4 IT74 IUZDNTIE. [ OpenText™
OpenText™ Fortify Static Code Analyzer7 7)r—=< 3> HLNY—ILH1R %S B LTS
A

TT4I71 V% i FMEH

fortify- Fortify Static Code Analyzerig &  "fortify-sca.properties"

sca.properties HREITUNTAEERLET . ~R—187

fortify-sca- Fortify Static Code Analyzer®%  "fortify-sca-

quickscan.properties  AfwHRFVUISERAINDIRIESR  quickscan.properties”
ETONTAEEELET ~R—215

fortify- I—ILDEIEZRETHIRIEER  "fortify-rules.properties”

rules.properties EJO/NTAEFEEZELET. ~R—218

TOINTAT74 LD K

TONTAT7ANDE TONTAE XF I ORT7THEBEEINET . 1FEH OXF 5 F70/8
T4% . 2E B OXF I ETO/NTAETY .
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A—HHAk~
T8kB: BB HREAT I

com.fortify.sca.fileextensions.htm=HTML

ERDO&SIT. TANTATIE tnTPAIILTHEASNIE MR ESINFTT . TA/NTA4 (&
com.fortify.sca.fileextensions.htmTdHY. B I[FHTMLIZER E SN TLVET .

E: Windows> AT LDNRETONTAELL T E 515 & (. /\WIRFYYaXF
)&/ YIRSV A TCIRT—T T2 ELHYFET(H:
com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerA\\inc),

| TNTA1IE, TOIRTATZAIDDAAUS TIORSNTUVET . ChEDT/\T1%2H
IZTBICIE AV BT @ FHIBRLTHS. TANTAI7MIWVERBFELET . ROBIT
(% TO/STAT74 )L Tcom. fortify.sca.LogFile 7O/ NTADE S THY. BIEHZE D—
B TlEHYFEA-

# default location for the log file
#tcom.fortify.sca.LogFile=${com.fortify.sca.ProjectRoot}/sca/log/sca.log

TO/NTA5% TE OE 5L IE L

Fortify Static Code AnalyzerCld. F0/\T15% E A5 E DB F THEAShFET . LLETIZEE
ELIZTONTAIE IEELIE TLEEETEET. TONTAIFAIEEE T BRIE. D
IIg R 15E B LTS,

X DF 1ZIE. Fortify Static Code Analyzer 7R/ ST DB EIEFEZRLET .

|
F o7 DEE BRA

1 AT avftE AR SAUTHRESNTONT DB EE IRES THY.
DALMY FEEDRXVYUTHEE TEFY

2  Fortify Static ¥ A VIRX N EREAE E LANILDWNT NHEIE E
Code Analyzer®  wxg4, LizpioT. ChBOTO T8 E OFF 5 FE [3E
TAVIRAXNYUIR  £o42%H .

BERE I7AIL
DAVIRAFNIIRE 5% E 774 ) fortify-sca-
quickscan.properties) T E SNf=T O/ T+ DE %k E 32
& B TEH. -quickATLav®E (T TOAYIRFYUE—R M
BERTZHOTLBE B IRoNET .

Fortify Static AX VYA E TNTATFANTIHR ESNTONNT DE L E
Code Analyzer® (2% B TY S, -scan-precisionA T3z 4 1T TRFv>
AXvUBETD BEMEMITLGSTVSIGEEIRONET.

INTAT7AIL
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T8kB: BB HREAT I

-]
F AT DEE A
3 Fortify Static Fortify Static Code Analyzerz 1 5% & 774 JUfortify-

Code Analyzer  sca.properties) T ESN=TO/NTADE %X E (FHFIE T
BIREZETEI7AIN §. I RTORFYUTRYKEW IZTTONTAENEE SIS
SO CDIFAINERELFET .

F1=. Fortify Static Code Analyzerl&M &8 TT 74N E HE XS TS —F OTO/ T+
[Tk FLET

fortify-sca.properties

ROt 3> Tl fortify-sca.properties 77/ ILTE B TEA57O/\T41ZDLVTERBAL
F9 . COTO/NTAI7AIVTHE A TEBZTOM OT0/ T 412D T, "fortify-sca-
quickscan.properties" XR—215%5 B L TZE0. K TON\T DR B IZIE. EDR . T
THILME . B ZE QAR R SAoAToav (B L T558). BEUHIIE FhET.

LD T IT—ADTA/NTA

RDOF (f Jfortify-sca.properties 77AIDTOINTA1E. E# T—X 00 Hr (R¥Yv
) 7—XRITE A SNS— R ETO/NT(TY .

TOT44 E7L:)
TR
com.fortify.sca. EILRDEILRIDEEELET
Butldio EOR: XF5)
T4 (7EL)
ARVRSAoA T Ay b
com. fortify.sca. @<filename>THE B INFAXUR AU A TV I7AILDIVI—REBELET
CmdlineOptionsFileEncod (M"ZMith DA T a3 " R—U144 1B B). 1Lz X COT/\TAZER LT,
ing AT 3 T74ILTUnicodeDI74 JLAREIE E TEFT . AL I a—FRE (T

java.nio.charset.Charset TiE #F& N TLET

3 ZFO/\Fo(Efortify-sca.properties 77 ILTHDH B % ThHY.
fortify-sca-quickscan.properites 77/ JLA2-DATL 3 ClIMRE LT
Ao

{EDE: X x5
FIHIU : WM AT LDTIAIS Toa—F 425

fl: com.fortify.sca.CmdlineOptionsFileEncoding=UTF-8
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com.fortify.sca.
DISabledLanguages

com.fortify.sca.
EnabledLanguages

com.fortify.sca.
ProjectRoot

Zi

com.fortify.sca.
fileextensions.java

com.fortify.sca.
fileextensions.cs

com.fortify.sca.
fileextensions.js

com.fortify.sca.
fileextensions.py

com.fortify.sca.
fileextensions.rb

com.fortify.sca.
fileextensions.aspx

~
~

g

3~

A
E}IT—AARNITHEEOINVRYIYIRNEEELEY . BMLETED

fiE [X. abap. actionscript. apex. cfml. cobol. configuration. cpp. dart.
dotnet. golang. java. javascript. jsp. kotlin. objc. php. plsql. python.
ruby. scala. sql. swift. tsql. typescript. HXUPvbTI .

fEDR: X+ 35

Tk (L)

ARURSALUA T3 -disable-1anguage

ERIHEZFOIOVRYYIRLZEELES . ARG E FEDE(L. abap.
actionscript. apex. cfml. cobol. configuration. cpp. dart. dotnet.
golang. java. javascript. jsp. kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HXUVbTI .

EDR: XF75

F 4Lk com. fortify.sca.DISabledLanguages O/ T4 TEAR B IZBR 4f LT
WRY. FEE LY —AR DI RTOE BHIEBRINET .

ARVRSAA T3y -enable-1anguage

EMBIUD N I—ATERIN-R B I7AMIVERTFETHTALINIEREL
%9 . Fortify Static Code AnalyzerTlx. COTAY I DIL—k T4LIN)IZHD

FREID7ANELGERLET . BEIZEoTIE SOTALINERYNT—HIRS
AT TIFELA—HIRFL—DITER B T 5E. 73 8 D/N\T+—< A ELFET .

fE DR : 3T F 5 (/13R)

F 24Uk (Windows): ${win32.LocalAppdata}\Fortify
3E: ${win32.LocalAppdata}lx. WindowsDO—hILF7 T Jsr—ao57—4
DINTHNEERA TR H/RIEERTY

T 74Uk (Windows EL 41 ): $home/ . fortify

aARURSALA T3y -project-root

Bl com.fortify.sca.ProjectRoot=
C:\Users\<username>\AppData\Local\

ELMMEEVELLGEVWE B OI7MIVULE FEEBR I IAEEIEELET.
B3 T774 )L 3R F OFE $8 (K. ABAP, ACTIONSCRIPT, APEX, APEX_OBJECT, APEX_
TRIGGER, ARCHIVE, ASPNET, ASP, ASPX, BITCODE, BSP, BYTECODE, CFML, COBOL,
CSHARP, DART, DOCKERFILE, FLIGHT, GENERIC, GO, HOCON, HTML, INI, JAVA, JAVA_
PROPERTIES, JAVASCRIPT, ISP, JSPX, KOTLIN, MSIL, MXML, OBJECT, PHP, PLSQL,
PYTHON, RUBY, RUBY_ERB, SCALA, SWIFT, SWC, SWF, TLD, SQL, TSQL, TYPESCRIPT, VB,
VB6, VBSCRIPT, VISUAL_FORCE, VUE, and XML TY .

EOH: XFI(EMNGEESMD)

BE5E: ST 2 UAMIZDLVTIEL. fortify-sca.properties77AILES B LTS
Ly,

#i:

com.fortify.sca.fileextensions.java=JAVA
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com.fortify.sca.
fileextensions.php

E ChIEE 2 87
AR TY. TEHURL
[ZDWVTIE. Fas 5+
T7AIVES R LT
=Y

com.fortify.sca.
compilers.javac=
com.fortify.sca.
util.compilers.JavacCom
piler

com.fortify.sca.
compilers.c++=
com.fortify.sca.
util.compilers.GppCompi
ler

com.fortify.sca.
compilers.make=
com.fortify.sca.
util.compilers.Touchles
sCompiler

com.fortify.sca.
compilers.mvn=
com.fortify.sca.
util.compilers.MavenAda
pter

bz i W o= 18N A
AR TY. TEHURL
[Z2LTlE.
TOITAT7AIVES
BB L TLEELY,

com.fortify.sca.
UseAntListener

3~

A

.fortify.
.fortify.
fortify.
com.fortify.
com.fortify.
com.fortify.
com.fortify.

.fileextensions.cs=CSHARP
.fileextensions.js=TYPESCRIPT
.fileextensions.py=PYTHON
.fileextensions.swift=SWIFT
.fileextensions.razor=ASPNET
.fileextensions.php=PHP
.fileextensions.tf=HCL

oracle:<path_to_script>MEFIRELT. EBAMTETAISLTIEE TS
L TEFT . B ELIZI7MNIUL R FE— BT HT77MILA DARUR AN
A—BEADRITANDRI)T N H/ELET . CORYYT . F #h7EFortify
Static Code Analyzer77- JLOIE £E (R DA %5 BB ) &stdout| “ZE A &, &Y
EOTIR T 32 ENHYFET . LOUNDRYI—FRIRESNIEE . FEX
DUTRDFELELLZEWNE S . COT7MIUSE SN T . 0574 )UFortify Static
Code AnalyzerQZ & NEZAENFET .

i :
com.fortify.sca.fileextensions.jsp=
oracle:<path_to_script>

com
com
com.

scCa
scCa
scCa
scCa
scCa
scCa
scCa

HRABLE DA IMSEIRELET .

B DR XXF 5| (3> (3)

FTIHIb: B2 EYRRZDNTIE. fortify-sca.properties 774 LD
FCompilers]1 9 a2 %5 BB L TIEELN.

B

I'my-gccl higeca/ M5 TaHAH E%Fortify Static Code Analyzer(Z51 55
[ RDESIZLFT .

com.fortify.sca.
compilers.my-gcc=
com.fortify.sca.util.compilers.
GccCompiler

rE:

AVIMZB DEBFREEREEZTRARIAI(M)IZLT, O LL E DX F &
—HEEBHIENTEET.

clang/clang++®M®E 1T [X. gcc/g++av R & TlIHR—FShTOWEEA.
RDESITHE TE TEET . com. fortify.sca.compilers.g++=

com.fortify.sca.util.compilers.GppCompiler

truelZE% & 9% &. Fortify Static Code AnalyzerlZ&->Tar /(54T 3z
com.fortify.dev.ant.SCAListenerAVBIIENET .

B J—)UE
FIHILb: false
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com.fortify.sca.
exclude

com.fortify.sca.
InputFileEncoding

com.fortify.sca.
RegExecutable

com.fortify.sca.
xcode.TranslateAfterErr
or

A

TIN5 70IVE1DLL LR ELFET . EHOT7MUTEIOAY
(Windows)FfzEaa(Windows A SV ) TR I YES . T7/ILIEE F DELVAIC
DNVTEE LI, "T7AIETAL IR DIEE " XR—2148% B B L TIZELN.

;¥ : Fortify Static Code AnalyzerTl&. EJLR & ORE B (CDAHZDT
A ATAAME B ENET . (REAEDIV I SELIZELR Y—ILER E TS

& COTONRTATHRE SN TLVSIE & T, O/ (FFFEILRY—ILT
B IN DT RTDHY—RT74 JLHFortify Static Code Analyzer|Z&>TZE
eI FEF . f=fZL . Fortify Static Code Analyzer®xcodebuild&S LT
MSBuild#f & Tl&-excludeZA T arhHR—k ShTLVET .

EORE: XX F 5

TIHIVL: 3

ARURSAUA T Ay -exclude

Bl : com.fortify.sca.exclude=filel.x;file2.x

Y —RI7AIWDIA—T47 34 T%#H E LET . Fortify Static Code Analyzer
Tl B3 K CIoa—RShfizY—RI7MIVEES T TR I ERFTYUTE
F9 . IVFIVA—TaoTEN-TOD Y %E A 9 5I(2(E. Fortify Static Code
AnalyzerCi #1 12V —Aa—R J74 )LH\G: A4A FNBMR 1. T Ix—XT-
encodingA T3 EE E TH0 B HHYFET . Fortify Static Code AnalyzerT
F SOOIV a—TAVTHELR 2yl arTRIESN. FVDLI7MIUIR RSN FE
ER

BE . Ia—T19847%E E LA &L Fortify Static Code AnalyzerTlET
A—T 4 INT5A—AR%E L Tjava. io. InputStreamReadera Ak S8 H\5
file.encodinghME A SN FET . — & D7 —X(ActionScript/ \—HDIF & 742 E) T
I%. Fortify Static Code Analyzer®7 74 )Lk [ZUTF-8TT .

EDR: =75

FIFIUk: (1EL)

aARVRSALA T3y -encoding
$i:

com.fortify.sca.InputFileEncoding=UTF-16

Windows7Zwb JA—ALTIE. reg.exeV AT LLA—TAUTA~D/INREEELE
9. CygwinA Hhi5Fortify Static Code Analyzera = 17 9515 & TH. Cygwinig
X Tl Windows#E X T/XRFHR E LFET . /1 \WIRTYL 1Z2 IR —T 9 515
EBlE \WORSYaFBMLET .

B DF: SLF 5 (13R)
FTIAI: reg
B

com.fortify.sca.RegExecutable=
C:\\Windows\\System32\\reg.exe

xcodebuild 7 7REXAEOLL S D& T 3—K T T L1=15 & [ZxcodebuildZy
FLRATATINE B ETIT T EINEINEIRELET . falselZRE T 5&.
xcodebuild CERUN DE T I FHARELF-RTERSP LS. BALET
13—k TFortify Static Code Analyzer2yFL XE LR hYMZ LE LET . truel=9 5L,
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& o

com.fortify.sca.
AddImpliedMethods

com.fortify.sca.
alias.Enable

com.fortify.sca.
analyzer.controlflow.En
ableTimeOut

com.fortify.sca.
BinaryName

com.fortify.sca.
DeadCodeFilter

com.fortify.sca.
DefaultAnalyzers

com.fortify.sca.
DisableDeadCodeEliminat
ion

A

Fortify Static Code Analyzer®yFL XEJLK [Z&->Txcodebuildh¥& T 3 5HI <
A ENELR TPAIILDEBRMNETEN., (HDIS—AFRAELGRY)ET
J—F 0TFortify Static Code Analyzerh¥& 7 LEd .

ZDEE FE IZE &<, ALyt Ma—K TxcodebuildhM& T L1=15 & (.
xcodebuildD#& 7 3—K . stdout. H&LUstderrBAST T7AJUIZEEAFENTT .

EDR: J—)UiE
T4k false

truelZ5% & 9% &. Fortify Static Code AnalyzerT. ## & (L&A EMNFK E LT
158 TR R AV YR BNE SN ET .

EDR: J—)E

T4k true

truelTBX E 9 8& TAUTRD MAE R ITAHVET .

EDR: J—)E

T4k true

Control Flow Analyzer@3 4 L7 b B T HDEIDEIRELET .
EDR: J—)UE

T4 true

AX YT DY —RIFPAINDTFTIhER ELET . EIRBFIZR R T E/NA1FY)
2L TENT=) —RT7A ILDHDAFYUNZE DONET .

EDE: XF 5 (/3R)

T4k (%L)

ARUR LA TS Ay -binEf=(F-binary-name

truelZ5% = 9" &. Fortify Static Code AnalyzerT. a2/ \(SI1Z&>TTvR 3—F
7/5:?._ BENBGEEDT IR I—R O EHLHIBR SN, V—RI—R IR RmEhFE
EDR: J—)LE

FI4IU: true

EIT TR M FATOAUTEIFIOVR P YIRNEIEELET . COTA/ T
DA 7B 1L, buffer. content. configuration. controlflow. dataflow.
nullptr. semantic. H&Ustructural TY .

EOR: XF75|

T COTORTAFIAAVR T IR EN TATOR T A THRF v T
RAEhEY.

ARUR A4 T3 -analyzers

TYRO—R L. B false LTl SN Bif AT—k AUk DARIK N OI—REED.
B ICETSNEVI—FTY . 2OFT0/F1Etruel 5% E 375 &. Fortify Static
Code AnalyzerCTwR I—F AW E SNT . TURI—F ORI ELI|RESIhFEE
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com.fortify.sca.
DisableFunctionPointers

com.fortify.sca.
EnableAnalyzer

com.fortify.sca.
ExitCodelLevel

com.fortify.sca.
FilterFile

com.fortify.sca.
FilteredInstancelDs

com.fortify.sca.
hoa.Enable

com.fortify.sca.
IncludeScaModules

3~

A

Ao 112U TR I—R R OOAfth DR 55 1% (E. AT P [ZH) ZF F T 8 THOTHIR
HINFT.

EDR: J—)LE
T4k false
truel B E 9 4& AU ICE BRI ANEH ITRYET .
EDR: J—)LE
TI4ILb: false

TIHIW DT FIAFITM AT, A3 UIER T 5751 FOHhr<FE[Fany
RYPYDYAREIEE LET . COTA/ T DAH 715 {E |E. buffer. content.
configuration. controlflow. dataflow. nullptr. semantic. BXU
structuralTd .

EDR: XF35|
Fo4IR: (55L)

TIHIE DR T a—RATLav &R LET . & Ta—FECOTONTADEH
HBITOWTIE, " T a—R" R—217125 B L TZELY.

REXDIAIINETFAIVDINREIR ELET . 35 LLIE. "I4ILET7A IUZL B[
DR R—U180% 5 B L TEELY,

fE DR STF 5 (13R)

T4k (5L)

ARURSAUA T3y -filter

TANETFANEFE R L TR T3IDOA IR G YIRNEIEELET .
EDR: XF 75|

TIAIE: (L)

$i:

com.fortify.sca.FilteredInstanceIDs=CA4E1623A2424919B98EC19FCA279FFA,
4418B3DCO72647158B3758E6183C14CD

truelZX ET5E. B R DB ITRVET.
EDR: J—)UE
T4 true

TAC O AEX P TERATAER DOEDS 13— ILEL TERIICRATYEn=-54T
SUDELR DDAV FEFAOV X P YJRFEIEELET . FEIRIDAEEFED
AXENT=-54TSVERLTLWDHELIHYET .

fEDRE: XX F 5 (EJLFID)

FI4IU: (7EL)

aATURSAUA T3 -include-modules
i

com.fortify.sca.IncludeScaModules=LibA,LibB
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com.fortify.sca.
LowSeverityCutoff

com.fortify.sca.
MaxPassthroughChainDept
h

com.fortify.sca.
MultithreadedAnalysis

com.fortify.sca.
Phase@HigherOrder.Langu
ages

com.fortify.sca.
Phase@HigherOrder.Timeo
ut.Hard

com.fortify.sca.
PrecisionLevel

com.fortify.sca.
ProjectTemplate

E&

BA

B X E O & OAHvk ATLR)VEE E LET . Fortify Static Code AnalyzerT
[F COTONRTAIFEESNELYILEREMNMEVVEEZRE LG & C8
BLET

HEDR: # B
TIHIk: 1.0

B8P U LOA FINGA—BEH NNGA—EE DTAUE NRAOREEEEL
EXE

BB
FIHI: 4

Fortify Static Code AnalyzerZz i {75 #1 E—F TEIT I H5NEINEHEELFE
ER

EDE: J—)UiE
FIHILE: true

BRAMERITISEEFDNREYYIRNERELET . BEREEL.
python. swift. ruby. javascript. 8LUtypescriptTY .

EOR: XF75|
F 24Uk : python, ruby, swift, javascript,typescript

BRAS OB R (B)EEELET. R ALTINHIRISES B, 7F
SAFIFF AR T LET

Fortify Tl A 5D B TH MBI AR GYITEDE S ICH AT, ZOF(1 LA
Tk HI R Z=H#ELET . Fortify TIX. B E RAUb D/ SRYZVAFEITY T 24
LTI DWWT OB TR E TBHESIZ IN—KRRALLTINEI TN FZA LTI &
V#I50% R<GRETHEExHENIHLET .

HEDR: # B
FIA4Ik: 2700

AXV O EFEELET . AV DEELZT 5L ETEENALELE
3. BEEL 1. 2. 3. BLUSTT,

EDR: $hiE

TIAIE: (L)

ARVRSALA T3V -scan-precision | -p
AXrUIERTEMETUIL— I7MVERELET . ChizkY. o—hLa
VEA—RDRF Y DA DT EEF TET . FPR%EFortify Software Security

CenterlZ7y7O0—K 325 & (&, 7T )r—avn\—2aviZBYE Ton-RE 8
FoIL—kAMERASINET.

BEDR: XF 5|

FI4IU: (7EL)

aARVR LA T3V -project -template
Bl

com.fortify.sca.ProjectTemplate=
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com.fortify.sca.
QuickScanMode

com.fortify.sca.
ScanPolicy

com.fortify.sca.
ScanScaModule

com.fortify.sca.
SuppressLowSeverity

com.fortify.sca.
ThreadCount

com.fortify.sca.
TypeInferenceFunctionTi
meout

com.fortify.sca.
TypeInferencelanguages

E&

B4
test_issuetemplate.xml

truelZ5% & 9°%&. Fortify Static Code AnalyzerTOA v IRAFX v AR ITSNE
9. Fortify Static Code AnalyzerTI&. fortify-sca.propertiesi® & 771 /LMD
K HYIZfortify-sca-quickscan.propertiesMD& E MMFERH ShFET .

fEDE: J—)LfE

TIAIE: (F’3)

ARVRSAA T3V -quick

MESINHEHFEICEEEZS FTIDIFERATEIRFrURI—FHRELE
T BMBEARAFYURYL—E L. classic. security. H&UdevopsTY .
EORE: XX F 5

TIHIUb: classic

ARVRSALUA T3y -scFEf=lE-scan-policy

truelZ5% 7 9% &. Fortify Static Code AnalyzerCZOTRY Ik DED 1—ILK
AXVUNEITEINET . ChiIZKY. & DRXFvr> Tinclude-modulesF 73w
(Ff=lFcom. fortify.sca.IncludeScaModules TA/ T 1) EELIZZDTATZIDE
JLRIDZE A TEBLIITARYFET . FEMICOVTIE, MEMBE A/ VILEER LR
FrUEREDERTE" X—U161185 BL T,

-scanAN VR SAUFATLavh g E SN TLSIE S .
ERD

EDR: J—)UE
F A4 false
aTURSAUA T3 -scan-module

truelZ5% & 95L& AFv T S =& X E DOIE L 8 AFortify Static Code
AnalyzerlZ&>TEBINET

EDR: J—)UE
T4k true

WITR T E—F DAL HEFRELET . VR DOF=DIE R FTHALUE
BEBOTVEINHDIEEIZDOH. COTUTAEEMLET . X VvUBRB O
B ORI TARENARELG S (X ERATHIALYR#HZERE LT
M REFfR R TEET

5 DAL B
T (FE A e 70wy ya7E)

1DODRE D57 T TR HERICER TEHRM(F)). OISR ELS S .
ELGAO15 & & EHIRITGYFES.

HOR: EREE
FIAIb: 60

i) *E;& %ﬁ Fﬁ d—%) Bk @ﬁ/?if,'i:”:l/l: t)] L)@'JX}‘ )]
BB S-S B0 B EIR LLET.

COTSTAIFER SNE

Ff-13f5

FREITKY. B
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com.fortify.sca.
TypeInferencePhase@Time
out

com.fortify.sca.
UniversalBlacklist

E&

|
fEDR: X+ 35
7%7#7LF:javascript,python,ruby,typescript

J1—X0 (FREM o) CRERIER TELAHBRE)ERELES. 0
[SRELIE A FRIHEE LGAIE & (F. FH R IZYFT .

EOR: EHE

T4 : 300

FTRTOT7 A FhoRTEHKOIOVR Y YYRN 2R ELET .
EOR: X F 5

T4 ryyparse. *

ERFXBESHFOTONTA
R DRI IR T fortify-sca.properties 77MILDT/T4E. ERFBBR O ISERAINE

EE

JO/sT1%

com.fortify.sca.
regex.Enable

com.fortify.sca.
regex.ExcludeBinaries

com.fortify.sca.
regex.MaxSize

SRER

i

truelZFRE I 5L ERKRBAMAEMITALVET.

EQH: J—)UE

TIAIUk: true

truelZFRE F5L ERRBA MDD/ AFUIT7AIHR S ShET .
EDR: J—)E

TIAIU: true

ERKRBD TRAENVENETFAIVDR K FAR(AHNANBAL)ERELE
Y. CORKIFAINHARERB ZHT7MUIE R KRB AR ShET.

EDR: #1E
FIFILE: 10

"IERR KRBT N—T48

LIMZA 2> R0 T8/ T+
R DRI IR T fortify-sca.properties 774 ILDT/ T 4E. LIMTOZA/ 2 RISE A S

nFEy.

/8714

com.fortify.sca.
lim.Url

&t BA

LIMY—/\DAPIURLZIE ELET . COBETHFRANITAATEEFEELL
WTLIZEW. COEZEETBICE AR I/oATavz2ERALET.
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com.
lim.

com.
lim.

com.
lim.

com.
lim.

com.

lim

com

lim.

fortify.sca.
PoolName

fortify.sca.
PoolPassword

fortify.sca.
ProxyUrl

fortify.sca.
ProxyUsername

fortify.sca.

.ProxyPassword

.fortify.sca.

RequireTrustedSSLCert

&% BA

EDR: XXF75

T A (EL)

ARURSALUA TS ay: -store-1license-pool-credentials
I https://<ip_address>/LIM.REST.API

LIMSA o RT—LOA R ERELETS . COEEZTHFRANITATE ER
ELAVWTZE. COEEEE THICE. v FM0AToavaERALE
ER

EDR: XF 75
T (L)
AR SAF T ay: -store-license-pool-credentials

LIMSA o R T— LD SAT—R (BB L) 2 ELET . COEETFFRT
TARTEERELEVTEND., COEZEE I 512E. avoRSAo1T
aVEFERALET.

EDR: XF 75|

FIHIe: (L)

ARURSALUA TS A -store-1license-pool-credentials
LIMY— N\~ I AT 570F o 4—/\EEELET.
EDE: XF75|

FIHIVL: (HEL)

i

http://proxy.example.com:8080
https://proxy.example.com

ARURSALUA TS -store-1license-pool-credentials

LIMY—NIE B T5=H0T0X B R OB St Shi-a—F L 6 E
LET. COEETXIANITAATEERELGVTZEN. COEFEFET
Bzl avoRSAUAToa # A LET.

EDR: XxF5|
T4 (TEL)
AR SAUA T3 -store-license-pool-credentials

LIMY—/\HE 6 §5=00TOXL B A O S b Shi=/SRT—F %18 &
LET . COEFZTHFRNITAATEERELGEVNTEZEN. COEEZEET
BIZIE. AR SA AT EFALET.

EDR: X F 5
TIAIE: (L)
ARURSALUA T ay: -store-1license-pool-credentials

truelZEX B 974&. EBSNIEEAZE ALK B TLIMY—NNITER L L&
LIzEZ Ik BLET . COTA/\Tr&falsel B E T4 EFESNIEIAE
AZLVR B8 TLIMH—/NITHE R L L DELFEEITE F AvE—U AR TR ENTE
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com.fortify.sca.

£ EA

7.

EDH: J—)UE

T4k true

truelZER E L. LIMSA U RT—)LOE K BERHIMRFINATLDIE S .

lim.WaitForInitiallicense  Fortify Static Code AnalyzerGIELIMSA 2 RAME F Al BE [T A DEFHEL

SRER

THSE B FLIFRATYULB IR SNFET . COTO/\TrEfalsel 5% E T 5L,
LIMSA > REE 1§ TE4 L5 & [TFortify Static Code Analyzerhid 1k LE
ERD

EQR: J—)UE
T4k true

"LIMSAEVRTALYTAT" R—T146

JL—ILDT AT+

R DK TR T fortify-sca.properties Z7AIILDTAINTAIE. IL—IUELUVHRZLIL—)L)
ERulepacklSE A S ET .

Ja/\T41%

com.fortify.sca.
DefaultRulesDir

com.fortify.sca.
RulesFile

com.fortify.sca.
CustomRulesDir

com.fortify.sca.
RulesFileExtensions

‘E-g

BA

Fortify[Ck>TIR # SN ABE B AL L—ILI7M LR REBFIER T5T1LIN)EER
ELFET.

EDR: X F 5 (/\R)

TIHIE:
${com.fortify.Core}/config/rules

HRBLDI—INIIEFTAL I VERELET . TALINIEIRE T HE D
TALIRUR D binB &L xnlh 3k F Z25: DT NTDIT7MIAE HohFET .

{E DR : 3XF 5 (/3R)

TIAIE: (L)

AR SAUA T3 -rules
ARBLI—ILOEREFIERATETLIMNIERELES .
{E DR : 3LF 5 (13R)

TIHIk:

${com.fortify.Core}/config/customrules

IW—=ILIF7ANDIT7A LR F DURRERELET . COURM LR FHAEENT
L\B<sca_install_dir>/Core/config/rules (Ff=lE-rulesAFL a3 TR E Shif-
TALOR DA DT7AIHE HHNET . .bindlh iR F (X ZOTO/ T DIEIZE &R
BLEIZE HONET . COTO/T DR Y Y B & AT L/SADE/AL—ET
ER

EDR: X=F 5|
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com.fortify.sca.
NoDefaultRules

com.fortify.sca.
NoDefaultIssueRules

com.fortify.sca.
NoDefaultSourceRules

com.fortity.sca.
NoDefaultSinkRules

5% B
FIAIUR . xml

truelZ5% & 5& TIAILE DIL—ILs S5 DIL—ILHO—K ShEE A. Fortify
Static Code AnalyzerTl&. BRBABE R ES BT TVDIL—ILIVIBMEINFES
ML —IUF BB ShFETA.

EQR: J—)UE
TIAI: (L)
aATVRSAUF T3 -no-default-rules

truelZER € 974 &. [ 7 DE # OIR & L7355 T 74Uk DIL—)L1 S DIL—)UHVE &)
[ZA2YZET . Fortify Static Code AnalyzerTlZ. B $ D&E) 1F #4F 8 4+ 175 /L—ILIF
BlEHmEO—REINET . Thit. hRZLDB B IL—IEE R THEEITRILE
ERD

EDE: J—)UE
FIAIUN: (L)
aARURSAUA T3 -no-default-issue-rules

truelZ5% E I5&. TIAHILE DIL—ILi DY —RI—I)LNE I TIEYET . Th
[F. HRBLDY—RI—IVEE R THEERIBET .

BT Y —RIL—IUIFE S TG YEE A
EDH: J—)LiE
TIAI: (L)
AR SAUA TS 3 -no-default-source-rules

truelZER B 5&. T4 DIL—ILiNI D I I —)UHNEM TR YET . Thid.
NARBLDL I ON—NEE R THESIRIBET.

AT O —IUEE S TR YER A

EDR: J—)UE
TIHIE: (72L)
avURSAUA T3 -no-default-sink-rules

JavaB LU Kotlinh7 0/ 37+«

R DFE IR § fortify-sca.properties 77 LD T/ T 41&. JavaFs L UKotlind—F DZE

BISERSINEYS.

To/\T1%

com.fortify.sca.
JavaClasspath

i3

JavaFfz[FKotliny —Ra—K DR M B ICE A 505X/ RERELET . EH
D/ R FEZa02(Windows) F=[Fan(Windows L 44 ) TR F1UET .

fIE DR : X F 5 (/3R)
FIHI: (L)
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com.fortify.sca.
JdkVersion

com.fortify.sca.
JavaSourcepath

com.fortify.sca.
Appserver

com.fortify.sca.
AppserverHome

com.fortify.sca.
AppserverVersion

com.fortify.sca.
JavaExtdirs

com.fortify.sca.

JavaSourcepathSearch

B

ARURFAUA T - cpFET=lE-classpath

JavaFf=(IKotlinZ # F DJavay —Ra—K D/\—2av AR ELFET S
EDR: XF 5

T4k 11

ARVRSAATL 3y - jdkFT=I&-source

AFvU|ZE ENTOVELDSR—LLY Ja—30I2fE A ShdJavaFizldKotlin

Y —RIT7AIILT1LIR DI (Windows) Ef= [T (Windows LA 4} ) X 4]
YRR ZEHRELET . V—RNRIEITANRIZEL TOET A, R IZIEITRAT7A
IVTIFGEY) —RI7AILVDME SN ET .

{EDR: X F 5 (/1 \R)
FIAIUN: (L)
aARVRSA2A TS 3y -sourcepath

JSPIFANER B T 57T Vr—ab—n\EEELET . B HE .
weblogicEf=IdwebsphereTY .

EDR: XF75

FIHIVL: (L)

AR SAUA T3 -appserver

TIVr—S3Y—\DR—LT LI JEEE LET . WeblLogicDiF & - Thlk

server/1ibE&E OTAL IR UAD/NRATT . WebSphereDig & . “hid
JspBatchCompiler RDVYTREE LTAL YN IANDINRTY

{E DR : STF 5 (13%)

TIAM: (L)

aAXURSAUA T3y -appserver-home
WebLogicFEtzI&WebSphere 7 T )r—=avY—/\D/\—2a &8 ELET S
{E DR : x5

TIHIb: (FEL)

ARVRSALUA T3 -appserver-version

WebLogic# &UWebSphere 7 71— 3o 5—/\DHIS R/ RITHE BRI 128 8B
TALINJEIRELET.

EDE: xF 5
FIAIUN: (L)
ARVRSALUA T A -extdirs

truelZ5% & 95 &. Fortify Static Code AnalyzerT. 2—4 vk 74 JVJARIZ&2T
s REIhdlavay —RIT7MIDAHDEBREINET . T LS D5 & | Fortify
Static Code AnalyzerTlEY —R/RIZE FNDETATOI7AILHE R SINFET .

EDR: J—)UE
FIAIUE: true
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com.fortify.sca.
DefaultJarsDirs

com.fortify.sca.
DecompileBytecode

com.fortify.sca.
jsp.UseSecurityManager

com.fortify.sca.
jsp.DefaultEncoding

com.fortify.sca.
jsp.LegacyDataflow

com.fortify.sca.
KotlinJvmDefault

com.fortify.sca.
ShowUnresolvedSymbols

BRER

"Javad—K 0%

3~

&t BA

— BB I2fE A ESNBIART 7 IILDTAL IR YDEIaOVFEFan X g YYRE
#RELFET. IWoDTALIRIZHABIARTZAIUL. YFRISAA TS 32(-cp)
DEREISEMENET.

EDR: XXF5

T4k default_jars

truel 5% 974 &. Java/ A ha—RAE A ITHE a2/ ILEShET .
EQH: J—)UE

T4k false

truelZ5% & 975&. JSSP/IN—HYTISPEFATAIR—DvhMERA SNET
EDR: J—)E

TIHIUR: true

JSPOIVO—REEELET

{EOE: XF5(Toa—T12%)

T4k : 150-8859-1

truelZ5% & 4 5&. JSPEE DTF—4270—I251 3B I DI LA T HE HI
HY.BRHEOENFEILLET.

EQH: J—)E
TIAIR: false
ARURSAUATL 3 -1egacy-jsp-dataflow

KK HKotlinA U A—TxA RIZA 5 TLBAY YR DbefaultImpls VAN L &5
FELFES. EMEEIFIRDESYTT .

o disable — REZEFE DAVIRNE FNTNEE A F—TA/RITH LT,
DefaultImpls7SREHE KT HLIIFEELET -

e all — AR —JxA RIZ@IvmDefaultWithCompatibility ¥ IR At IH &=,
DefaultImplsVTREFE K3 5LIIFEELET .

e all-compatibility — A2 A—JxA RIZ @IvmDefaultWithoutCompatibility®
SERAMT AELR Y. DefaultImplsVTREE BT HLIIIEELFT .

[EDR: XF75

FI4I)UR: disable

truelZEB T 9 5&. THiani-Javay —RI7MIL TS B EN TSR B R DEA
T o4—ILR . BEUBE#N. EHORZICRTIINET.

EDR: J—)E
TIAIR: false
ATURSALUA TS ay: -show-unresolved-symbols

" R—52
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"Kotlina—F OZE #a" R—61

Visual StudioB LUMSBuildZOY ok 70/ 57+

R DRI IR T fortify-sca.properties 77 IILDT/T4E. NETTAD O BLUVY
)a—2avDEBISERINET

T T4 E7L
WinForms. SESFENETAT v Z2HZELET
TransformDataBindings & DR - 7‘—)HIE BEU =5
WinForms.

TIAIE &l

TransformMessageloops

WinForms. WinForms.TransformDataBindings=true

TransformChangeNotificationPattern WinForms.TransformMessageloops=true
WinForms. WinForms.TransformChangeNotificationPattern=true

CollectionMutationMonitor.Label
WinForms.CollectionMutationMonitor.Label=

WinForms. WinFormsDataSource

ExtractEventHandlers
WinForms.ExtractEventHandlers=true

com.fortify.sca. FERTHIRE I~ ~DIINROEIOAVR YRR EE ELE
ASPVirtualRoots.<virtual_path> 9,

EDE: XX F 5

T4k (%L)

R

com.fortify.sca.ASPVirtualRoots.Library=
c:\\WebServer\\CustomerTwo\\Stuff
com.fortify.sca.ASPVirtualRoots.Include=
c:\\WebServer\\CustomerOne\\inc

com.fortify.sca. truelZER E95E RAXYUDASPA SR TN UDE SN 1T YET .
DisableASPExternalEntries IE DR : T—)LiE

T4k false

LRIFH
"Visual StudioZ7B =7k DZE " R—I65
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JavaScript KU TypeScriptd 70/ 7«

R DX IR T fortify-sca.properties 774 ILODTO/ T 4IL. JavaScript& LU TypeScript

O—~OE#ISEBRINET .
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com.fortify.sca.
EnableDOMModeling

com.fortify.sca.
DOMModeling.tags

com.fortify.sca.
JavaScript.src.domain.whitelist

com.fortify.sca.
DisableJavascriptExtraction

com.fortify.sca.
EnableTranslationMinified3dS

E&

BA

truelZ5% & 95 &. Fortify Static Code AnalyzerT. % #t 7x—Xd1(Z
HTMLZ74 JUZ&H>THE B S -DOMY)—%ET UL 3 BJavaScript
O—KR A S . DOMEE & O &8 (YRR YA~ RV T T4 DR
BREOMMEESNET . TR T50—FIC EBHAAHFEIEISEBED
JavaScripta—F #& CHTMLI7M LHYE FENTWLSIE & 1E. CDT0
INTAERRITL TSN,

¥ ZOTONTAEE T HE. EHEREANE X DA RETE AD
UFxrd.

B J—)UE

FTI4IUb: false

com.fortify.sca.EnableDOMModeling O/ \T 1% truelZE% FE L1=15
% [X. Fortify Static Code Analyzer®DOMETJLJZ& 5B 11 D
HTML2Y & Zh R Y)Y TR E TEFT .

EDR: XF75

F 24Uk body. button. div. form. iframe. input. head. html. &
Up.

B

com.fortify.sca.DOMModeling.tags=ul,1li

Fortify Static Code AnalyzerT% & 5& (MJavaScript 774 JLEX¥v>
AIF 0—R CEBEEINFF AV EB EFRELET . URLDR 1]
YRS ELTHtEEZERLET.

HOR: X F 5|
T+ (15L)

#l: com.fortify.sca.JavaScript.
src.domain.whitelist=
http://www.xyz.com|http://www.123.0rg

truelZE% € 95 &. JSP. JSPX. PHP. 8&XUHTMLI7AJUIB DA F
fifzJavaScripta—F [$ HH Sh 3. RF¥vrosnFztA-

BEDR: J—)LE
T4k false

truelZE’ & 975 &. [E#E Sht=JavaScript774 ILDZE # HE $h (A2 Y
EX IS

EDR: J—)LE
T4k false
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com.fortify.sca.
skip.libraries.ES6

com.fortify.sca.
skip.libraries.jQuery

com.fortify.sca.
skip.libraries.javascript

com.fortify.sca.
skip.libraries.typescript

com.fortify.sca.
follow.imports

com.fortify.sca.
exclude.unimported.node.modules

BRER

& BA

% 2 Sh gL\ JavaScriptEf=ETypeScriptix #if 5475771 ILDHY
YFEEFAOVRYIYYRREIEELET . I7MILEB IZIFER KRR EE
FATEET . com.fortify.sca.skip.libraries.jQueryZ 0/ STA{E(Z
BEENBE IT7AIVE D.min. jsE . JsDRATIZ. EFRKRE (-
\d\.\d\.\d)>' BB B IR A ShFET.

ED3: =35
T4k

e ES6:es6-shim.min.js,system-polyfills.js,
shims_for_IE.js

e jQuery: jquery.js,jquery.min.js,
jquery-migrate.js,jquery-migrate.min.js,
jquery-ui.js,jquery-ui.min.js,

jquery.mobile.js,jquery.mobile.min.js,

jquery.color.js,jquery.color.min.js,
jquery.color.svg-names.js,
jquery.color.svg-names.min.js,
jquery.color.plus-names.js,
jquery.color.plus-names.min.js,
jquery.tools.min.js

e javascript: bootstrap.js,
bootstrap.min.js,
typescript.js,
typescriptServices.js

o typescript: typescript.d.ts,
typescriptServices.d.ts

truelZE& € 975 &, import AT —h Ak TH A FENF=T7AILHE #2
IZEHonFET .

EoR: J—)UE
FIHIUb: true

truelZE% & 97 5&. 1oR—k Eht-node_modulesDHHZE #1 [ZE HS
hFEF.

EDR: J—)UE
T4k true

"JavaScript& & U TypeScripta—K OZE #i" R—274
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PythonD7 0/ \7T«

R DFE IR § fortify-sca.properties 774 IILODTO/ T 41&. Pythona—K D% # (i A

SNFEY.
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com.fortify.sca.
PythonPath

com.fortify.sca.
PythonVersion

com.fortify.sca.
PythonNoAutoRootCalculation

com.fortify.sca.
DjangoTemplateDirs

com.fortify.sca.
DjangoDisableAutodiscover

SRIFW
"Pythona—K M

E&

BA

B DA R—k T4 )DEIOVEK H] Y(Windows)E - [FaOv R 1]

Y(Windows kL 4} )Rk 45 LE T . Fortify Static Code AnalyzerTI&.
PythonS23 4 LY AT LTAVR— 71V R IZE A IND
PYTHONPATHIRIZE Z # 1&E B ShFLA. COTNNTAEFEALT. &
MmoAR—kTaLIM)ERELET .

& DL : 3CF 5 (/3R

TIAIb: (%EL)

aAXURSAA T3 -python-path

A¥vg BPython) —ZAa—R DNN— 3 FEELET . BRLIEL. 28
KU3TY.

EDR: #iE

TIxIE: 2

ATURSAL2A T3> -python-version

truelZBR E 95&. ED a—IILE\Hr—SDAUR—h IER T3 RTDT
OP O I7A/IUZH B DIL—F TAL IR DB BT ENED TR YET .
FH LU IM"AoR—k FHDED 12— )LEI\r—D %8 DB R—U821%5
B LTS,

fEDRE: T—)UE
T4k false
ARURSAL2A T as -python-no-auto-root-calculation

Django7> 7L —hk /AN X ] Y(Windows)Ef=[Zaav X £ Y
(Windows kL 4} )URk #3$5 FE LET . Fortify Static Code AnalyzerTld.
DjangoMsettings.py 771 ILOTEMPLATE_DIRSER & &fF A shExt
Ao

fE DB : XX F 51 (13R)
TIHIk: (72L)
AR SA2A T3y -django-template-dirs

Fortify Static Code AnalyzerCGDjango7 7L —h#BH B H LWL &%
BELES.

EDR: J—)E
T4k (%EL)
ARURSALUA T ay: -django-disable-autodiscover

" R—T80
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GoDT7O/\T«
R DRI IR F fortify-sca.properties 77MILDT/ T 4L, Goa—F DE#H(SE A SN

F9.

/8714

com.fortify.sca.
GOPATH

com.fortify.sca.
GOROOT

com.fortify.sca.
GOPROXY

B

T IO T—HPRAR—ZADIL—b TAL I )ERELET .
HDR: XXF 5

T4k : (GOPATHY RTLIR 5 ZE 1)

GOV AR —ILDIG R EIRELET .

fEDE: XF 75|

T4k : (GOROOTY AT LIRS T #1)

12 £ DTAFIURLEAVIE PIYTHE ELET . directFf=FoffEiE ETHIEL
TEXEY.

HEDR: XXF5|
FOAIUb: (GOPROXYY AT LIRS 2 #4)

S EER

"Gom—K (ZE #" R—89

Ruby® 70/ 7+«

RDFE IR § fortify-sca.properties 774 IILDT/\T41&. Rubya—F DE # (SE A &
nFEy.

TOT1% % BA

com.fortify.sca.
RubyLibraryPaths

com.fortify.sca.
RubyGemPaths

SRFH

RubyZA4 735V & LTALIR)IANDINRE1DL LIEELFT
fE DB : X F 5 (13R)

FIHIUk: (L)

aAURSAA T3 -ruby-path

RubyGems®Di5 it ~AD/ARZE1DLL EIEELET . TAD UM IZRFv T Sgemh B E
A TWRIE & (X COBERELET .

B DEL: SLF 5 (/8R)
TIAIb: (FEL)
aAXURSAA T3y -rubygem-path

"Rubyd—k OZE " R—94
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TEB RIEH/REATY

3~

COBOL®MZO/\T+«
R DX IR § fortify-sca.properties 77 IILODTO/ T4, COBOLO—K MDE #2 (S5 A

SNFEY.

/8714

com.fortify.sca.
CobolCopyDirs

com.fortify.sca.
CobolDialect

com.fortify.sca.
CobolCheckerDirectives

com.fortify.sca.
CobolLegacy

com.fortify.sca.
CobolFixedFormat

com.fortify.sca.
CobolCopyExtensions

SRIA®

&t BA

Fortify Static Code AnalyzerCAE—J w7/ IVER R T4 12U EDT1LY
F)EEIOOVR Y UELIFOAVR Y YTE ELET .

{E DR : STF 5 (13%)
TIAIE: (L)
AXVRSAVA T3y -copydirs

COBOLMA EEEELET . A E DOF ZN7Z{E (L. coBOL390FE =[EMICROFOCUST
FT. AENETIE. KXFENXFEXFILEREA-

EQR: XF 5|

T4k : COBOL390

ATURSAA T3y -dialect

12 £ DCOBOLFvATAL Y T4TZEIOOVRYYTIEELETS .
EDR: XF 75

FIHI: (L)

ARURSALUA TS A -checker-directives
truelE’R E 95E. LAY —COBOLE B MNE R ITHYET .
EDR: J—)UE

T4k false

AR SAUA T3 -cobol-1egacy

truel 25 E 975 &. B E 2 X DCOBOLAME E S ITRTHIA—R T DHS L
8 ~ 720 —Ra—F DH % F I 5 &5IFortify Static Code Analyzer|Z3g ;R &
NES(LHL —COBOLE #t D).

[EDH: J—)E

TIAIR: false

aAXURSAUA T3y -Fixed-format

12 £ OaE—T Vo074 UL sk FEEIO0VR Y YFEIFan R Y1 YT E
LES (L —COBOLZ i DA).

EQR: XF 5|

TIAIb: (72L)

ARUR SAA T3y -copy-extensions

"COBOLaI—k OZ " RX—297
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ApexDT /T4

R DRI IR § fortify-sca.properties 77 IILDTO/ T 41L. ApexH LU Visualforcea—
FOZEMITERAINETS.

T T1% &% BA

com.fortify.sca.  truelZE% 7 3 %&. Fortify Static Code AnalyzerT. .cls#lh ik F & D77/ L LT

Apex ApexZE #i AME F SAL. . componentlh ik F D774 LIS L TVisualforce % 2 M
AEnZxEy.

{EDE: J—)LiE
FTIAIU: false

AR SAUA TSI -apex

SHRFE®
"Salesforce Apex# & U Visualforcea—k MZE " X—102

PHPDZ O/ \ T«

R DF TR fortify-sca.properties 77 ILDTA/T4IEL. PHPO—F DZE B ISEA S
nFEvy.

TT14% B BA
com.fortify.sca. PHPD/N\—2av %R E LET . B 75/ \—23vDYRE [TDWLWTIE. Fortify Zk DT 7
PHPVersion RTLEHDR Fa2AUMES B LTSN,

EDE: XX F 5

ToHNE:7.4

AXVRSALUATL 3 -php-version

com.fortify.sca. | PHPOY—RI—+ZHEELET .

PHPSourceRoot DR : T—)LiE
FIAIUR: (L)
aATURSA2A TS 3> -php-source-root
EHRIER

"PHPaI—K OZ 1" R—106
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ABAPOZO/\T«
RDFITTRTTA/T+«1E. ABAPO—FDEHISERAINET.

JOs514

com.fortify.sca.
AbapDebug

com.fortify.sca.
AbapIncludes

Et BA

truelZ5% & 9% &. Fortify Static Code AnalyzerTAvtE—C%F /353 51=8HIZABAPR
T—h AV PBIEShET .

fE DR : J—)LE
FIXHIUk: (L)

Fortify Static Code AnalyzerCABAPDINCLUDE TAL T4 hM& H S f=&Z(2. 4
A ETALIM VDR R ENFET

B DEL: STF 5 (/8R)
T4 (L)

Flexd L UActionScriptdd 707 7+«

R DK TR T fortify-sca.properties 77 ILOTA/ T4, Flexds XU ActionScripta—
FOZE#ISEBINET

Ja/\T41%

com.fortify.sca.
FlexLibraries

com.fortify.sca.

FlexSdkRoot

com.fortify.sca.

FlexSourceRoots

B

M9 % 1DZ54T5)E=2a0(Windows) =[O (Windows KL 4V ) TR Y] > TR E
LET . ZOURMZIE. flex. swe. framework.swec. HEUplayerglobal. swcE e HBHW
EHHYFET(CNSITE E | Flex SDKIL—k Dframeworks/1ibsTAL IR JIZHYET).
ZOT0/ T +1E. E(ZActionScriptZ 2 iR 3 5-OIERALET.

fE DB : XF 5 (/3R)
TIAIk: (72L)
aRURSAUA T3y -Flex-1ibraries

H #h75Flex SDKDIL— DIEFF & E LET . COTHIVFIZIE, flex-config. xmlT7A
WEESTLIL—LTI—ITHIEDEENTOED ENHYET . mxmlc R T Al §E T71ILE
BELbinTAHIFEEFNTVIRLELHYET .

B DEL: SLF 5 (/8R)
TIHIk: (L)
ARURSALUATSar: -flex-sdk-root

FlexZ7O2 Ok OB MDY —ATALINJERELET . EHDOTLUMJIFEIOAY
(Windows)ZEf=[Fan(Windows UL 44 ) TR H1UET .

{E DR XF 5| (/3R)
TIAIb: (L)
aATVRSAUA T 3Y: -flex-source-root
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ColdFusion (CFML)DZ 0/ N7«
R DRI IR F fortify-sca.properties 77MILDT/ T4l CFMLO—F DZE# IS#E A &

nFEy.

/8714

com.fortify.sca.
CfmlUndefinedVariablesAreTainted

com.fortify.sca.
CaselnsensitiveFiles

com.fortify.sca.

&t BA

truelZ5% & 9°5&. Fortify Static Code AnalyzerCCFMLR—I A 0D
REBEDEHMMNFEINLODELTREINET . Chid.
register-globals-stylefifs 55 4 % &5 #] 9% Dataflow AnalyzerlZxt 975
EVNELTHRELET . 1120, COTONTAEB T L 120
W= R=CHOEBDNENLURTHE LAV R—CRA D
BERINEINHIESINET—270—DR H ITZ EESLE
ERD

EDR: J—)UiE
T4k false

truelZBR E 958 KXNFENXFER B LEWITFAIVY AT LESE
BALTHEIN. KXFENIXFELRFNEINDETFAIATLLET
AEX v Esnf=-7I)r— 3Tl CFMLIPAILDR X F EINX F
MR Bl SR YET .

EDR: J—)LE

T4 (BH)

ColdFusion7OY Uk DR—RTAL UM JEIREELET .
I DR : XX F 51 (/5R)

T4 (55L)

aARUR LA T3 -source-base-dir

R DFE IR § fortify-sca.properties 774 IILDT/\T4IE. SQLO—F DZE# ISE A &

SourceBaseDir
SRE®
"ColdFusiond—F OZ #i" XR—118
SQLOT A/ T+«
nEy.
T/ 5414 % BA

com.fortify.sca. SQLEZEO/\JTULERTELET . H#7ESQLE 5B 21 TDfE L. pLsQL (Oracle
SqllLanguage PL/SQLMDIE & )ELUTSQL (Microsoft T-SQLMDIE &) TT .

HEOF: X=5|
FIAIU: TsoL

aAXVRSAA T3y -sql-1anguage
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SRER

"SQLDOZE " KX— 119

H 705+

R DFE IR $ fortify-sca.properties 77MILDTNTAIE. A HE AISERAINET .

To/sT1%

com.fortify.sca.
ResultsFile

com.fortify.sca.
Renderer

com.fortify.sca.
OutputAppend

com.fortify.sca.
ResultsAsAvailable

com.fortify.sca.
BuildLabel

com.fortify.sca.
BuildProject

&t 3

HRNEZAFINEGTFMIL,

E D& : XX F 5

T (L)

ARVRSAVFTay: -f

Bl com.fortify.sca.ResultsFile=MyResults.fpr

HARKEHRELEST. BIEE. fpr. fvdl. text. BLXVautoTI . auto
DT IAIVE TIE. -fATLav TR E SNFT7AINDT7A VL IR F (ZF DT
HAOBKXNERINET.

ENR: X=F5
T4k auto
ARV SALUATL 3y -Format

truelZ5% & 9% &. Fortify Static Code AnalyzerCEE 77 DiE R I7/ LI RN
BMEIhET.

EDE: J—)E

T AUk false

AR SAA T3 -append

truelZE% & 9% &. Fortify Static Code AnalyzerT{$ f &I 8 |24 of=#E B A

NENFET . Thik. (B A IT7MIVEER ETH=00) - AT avERE LT
12, stdoutiT W B35 & TR ILBFET .

EDHE: J—)LiE
TIHILk: false

REvoInt=7ad it OIN)VEE E LET . Fortify Static Code Analyzer
TlE SOFNIVEERShERAD, BRICEOHONFET .

EDR: X =5
FIHIUN: (L)
aATURSAUA T3 -build-1abel

AEroInf-TJA It DA R E1E E LET . Fortify Static Code AnalyzerT
(X, COARTEERAINFERAN FERICEHONFET .

{E DB 32 F 5
TIHIE: (5L)
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com.fortify.sca.
BuildVersion

com.fortify.sca.
MachineOutputMode

com.fortify.sca.
SnippetContextLines

com.fortify.sca.
FVDLDisableDescriptions

com.fortify.sca.
FVDLDisableEngineData

com.fortify.sca.

FVDLDisablelLabelEvidence

com.fortify.sca.
FVDLDisableProgramData

com.fortify.sca.
FVDLDisableSnippets

&% BA

aAYURSAUA T3 -build-project

AFvrEInfz7ad ok DIN—2 30 %18 E LET . Fortify Static Code
AnalyzerTl&. CON—2a0 B B (JERSNFELAN BRIZE HDONET .
EDRE: XF 5|

TIHIb: (L)

AYURSALATSa: -build-version

E|EAEZSIT4TITH AEF 12 R T - Fi=[FFortify Static Code
Analyzery—)LTCE A TEAR A TE ALET . RFUDETKIRE1TT
KRRETIC. AVY—ILORTOIT DT ISHLWMTEH AL T EFINIET
KRERTLET.

fEDR: J—)UE
FIHI: (ES)
aARVRSAL2ATL 3 -machine-output

FEOREICKRTI DI DITHRERELEY . TSR A L1=1T Ol {4
1285217 DI—K [TE IT& HonFET . TIAIE TIE. 5T AR R ENET .

EDR: #iE
FIFILk: 2

truelZE& & 975&. 7 47 §E B 774 JUFVDL)hisFortify Security Content®zi
BA AR S S ET S

EDR: J—)E
TIAIR: false
ARURSALUA TS ay: -fudl-no-descriptions

truelZERE 94& AR I7MIUFVDL) IS IO T—ah R ShE
ER

[EDE: J—)UE

TIAI: false

AYUR SAL2A T3 - fudl-no-enginedata

truelZBX EI4E 7 FER 771 )UFVDL) DS INILEE L ABR SF ShET .
ED®: J—)E

TIHILb: false

truelZEX € 975&. P T §E R 771 JUFVDL)hiSProgrambatatz 7 a2 H\fk 41
SNFEY.

EDR: J—)UE
FIFILk: false
aAYURSAA T3y -fvdl-no-progdata

truelZER E 945&. 73 T #E R I71JUFVDL)ASI—F R=ZRuk RS ShE
ER
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com.fortify.sca.
FVDLStylesheet

E&

B
EDR: J—)UE

TIAIb: false

ARURSAUATL 3 -fudl-no-snippets
PHERORIAI—DIGFREEELET .
{EDRE: XF 5 (/13R)

TIXI:
${com.fortify.Core}/resources/sca/fvdl2html.xsl

E/\MILEJLE 2923 (MBS)D T/ T«
R DF IR F fortify-sca.propertiesZ7AILDTO/ T4 MBST7AIUSE R SNhZE

ER

Ta/T414

com.fortify.sca.
MobileBuildSessions

com.fortify.sca.
ExtractMobileInfo

SRER

"ENAJLE LK EviT

g&

BA

truelZE% & 9% &. Fortify Static Code AnalyzerTY—X 774 ILHAE LR £yl ar T4
LOMJIZaE—ShET .

EDE: J—)UE
T IAIU: false

truelZ5% & 975 &. Fortify Static Code AnalyzerGE/ A JLEJLR vl aohsEILRID
LFortify Static Code Analyzer®d/\—23 & 5 A H ShET

¥ : Fortify Static Code AnalyzerTld. ZOT 0/ \T1%E A L TEHEE/ A ILELR
[FH H EShFEL A

fEDE: J—)UE
FIFIUN: false

" R—T45

JOxJo/NT4
R DK IR T fortify-sca.propertiesZ7AILDTANTAIE. TOFLEREISERAINE

ER

JOs514

com.fortify.sca.
https.proxyHost

com.fortify.sca.

£ BA
TaxRRABEREELET .
fEDE: X+ 75

FIHIUL: (L)
TaX R BBERELET.
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https.proxyPort

0570/%74

i B
5 DEY: 21
FIHILN: (2L)

R DI IR § fortify-sca.properties Z7AILDTA/NT4IE. QT 774 )IUSE B SNET

To/\T1%

com.fortify.sca.
LogFile

com.fortify.sca.
LogLevel

com.fortify.sca.
ClobberLogFile

com.fortify.sca.

PrintPerformanceDataAfterScan

SHRAR
"B I VDR E "

R—2177

L
FIHILE DOTI7AILDE R G EiE ELET .
{5 DR : TF 5| (/3R)

F AU 1${com. fortify.sca.ProjectRoot}/log/sca.logdLr
${com.fortify.sca.ProjectRoot}/log/sca_FortifySupport.log

ARVRSAUA T -1ogfile

WA OOTI7A DR NMNATLRVER ELET . B 732 E (&, DEBUG.
INFO- WARN. ERROR. B8KXUFATALTT . ¥ LLIE. "O5 T74 LDIS Fir DFE
B R=UNTTE XV BT T7AILDEE E" R—U177% S B LTS,

D : X F 5|
F 24Uk INFO

truelZ5% = 9" &. Fortify Static Code AnalyzerTsourceanalyzer® = 1T
FTHEUICET TP L EESNET .

fEDR: J—)UE
FTIAIb: false
aAXURSALUA T3y -clobber-log

truelZ5% = 9" &. Fortify Static Code AnalyzerCAF¥>MD5E T % 12/8
TA—2 AR8 & DT —4HFortify SupportAs 7/ JUZE ZAENFT .
TN E—R TlE. COMEIXE B R [Ttruel SBR ESNET .

fE & J—)LfE
FTI4IUb: false
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TINYT DT T4
R DI IR F fortify-sca.properties 77AILDTNTAIE. T/I\WIT R E ISERASINE

EE

/8714

com.fortify.sca.
Debug

com.fortify.sca.
DebugVerbose

com.fortify.sca.
Verbose

com.fortify.sca.
DebugTrackMem

com.fortify.sca.
CollectPerformanceData

com.fortify.sca.
Quiet

com.fortify.sca.
MonitorSca

&t BA

Fortify SupportA 774 JUZT I\ IE R EE HFET . COFERIE. hRFTHHR—
DR STV =TT ZDAE L EET .

EDR: J—)UE

TIAILk: false

AR SAA TSIV -debug

Childcom. fortify.sca.Debug 7O/ ST LR L TE AN I T T5—IBE 5
HHATENTOET.

EDR: J—IUE

T4 (D)

ARVRSA2ATL 3 -debug-verbose

truelZ5& & 95 &. Fortify SupportB s 774 JUZEE Hl Avt—U V& HiohFET .
EOR: J—)LE

TIAIUk: false

aATURSAUA TSI -verbose

truelZE% & 975 &, 1B 11 O/ \T0+—< > R ) HFortify SupportAJ & FA Fh
EX P

EDR: J—)UE

FIHIVL: ()

aARUESAUA T3 -debug-men

truelTER E 974&. NIA—TUREB I T 5B M DZIIHNE HITRYFET
[EDR: J—)UE

T (D)

truelZEE T 9744, AXUR AU DEATIK IR IBEIRAE S ITARYET .
EQH: J—)UE

TIAIUk: false

AXURSAA T ay: -quiet

truelZ5& & 95 &. Fortify Static Code AnalyzerMAEE i E NEE R . JVM
H—=RaALILaVhB R IR & LIEETB S AR TEINET .

EDH: J—)UE

T4k true
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fortify-sca-quickscan.properties

Fortify Static Code AnalyzerTl&. 74 v RFv & [N DLV MERFrohMZ fE Sh
TWET . ZOATL a3 Tl fortify-sca-quickscan.properties 77/ IILDTO/NTAIEZE
FRLT. 7B BIMVIRFYE—R TREYUEINET . T4 TlE 9499
FoUIZEOTH T DR ESHE A L. Quick ViewIq /L2t vk H3E B S E3 . Quick View
243Uk TlE BEE DS WVE XGREE QAR EINET.

X COIPMIINDTOINTA1E. AF o DATURSAUT-quickA T a3 E L5
BIZOHERINET
RDORIZE. 2D2DTIAHIME IS (DA VIRFNTU DT IHIL B EBFE AF DT I4IL

MME)ERLET . TIHIME I DDA RSN TLVDIG & [E. BE AFvo L0109 R+Fv
YDA DELIRILTY .

TaT41% L
com. fortify.sca. B — DR ITH 1 T0—5 T OB R HI R U ERELET.

CtrlflowMaxFunctionTime

EOR: B
DAYIRX N2 DT IV 30000
FI+IUk : 600000

com.fortify.sca. AX v B IZEN T BT FSA O IR P YUR S F=[FaRy K
DisableAnalyzers PYJYRLERELET . ANETFI4H4L (L. buffer. content.
configuration. controlflow. dataflow. nullptr. semantic. HS&U
structuralT9d .
EOE: XF 5

HAYIRXN DT I#AIUE: controlflow: buffer
TIFIU: (55L)

com.fortify.sca. FEATZIIAEERELET. COT\TAERETVIL—+

FilterSet EEBITHE R THE RE v 1% TIIEKRF YU IS0V IB TEE
T AEATEIINA N EETCHETVIL—EEETHICE T
L ED T Iz—ADTO/TA" R—187 1D
lcom.fortify.sca.ProjectTemplate %S BB L TIEELY,

COTONTA%EQuick ViewlJBRE T5E KREUFEBEZTHAEE
EMNHY. RETHAREMELE LIIL—ILE, KELEEEZ(THAHE
M HBEH. FE T HAEEHE (FIEVIIL—IDETSINET . Ir/L47
A0 3R I T RE (SFPRIZE A L 6. FPROYA X% E T
EFT . 202 yk DM IZOLTIX. [ OpenText™ Fortify Audit
Workbencha—4#441F1%% BB L TSN,

fEDR: =75

DAY RXN2 DT IHIUN: Quick View

T4 (75L)
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com.fortify.sca.
FPRDisableMetatable

com.fortify.sca.
FPRDisableSourceBundling

com.fortify.sca.
NullPtrMaxFunctionTime

com.fortify.sca.
TrackPaths

com.fortify.sca.
limiters.ConstraintPredicateSize

com.fortify.sca.
limiters.MaxChainDepth

&t BA

Fortify Audit Workbench TR $i Ea—DIE R EE A T—TILDE
REENIZLFET . COAFT—TILTIE. V=R IR ITEHER
JUILTE E 2R R CEET . CICHDAFYUITIEE TR LB RS
BHNDIE & & COTA/ST1%truel 55 E I N(E REvUBR A
W ERE SNSRI BEE L HYET .

En:J—)L

DAVIREZXU DT IFILb : true

TIAIb: false

ATURSAA T3 -disable-metatable

FPRI7AIUZ) —RAI—F B FNEIELEEMITLET . RFvUBIC
Fortify Static Code AnalyzerCY—2{f &MY —Ra—K J71LHE
BENBEWKIILET . V1 RTro DfE R L TE SN BFPR
774 JVEFortify Software Security Centerl Z7v7A—K 3518 & 1£.
CDTT 1% falsel ZERETADEIHYET .

EnE: J—)UE

DAVORXXU DT IHILb: true

TIHIb: false

ARUR LA TS Ay -disable-source-bundling

B — RS BUIINullZRA 253 47 OB 8 i R (SUR)ER ELFET . 12
EDTIAHI ISR B T . COEZEE VIR IR ET5E. Adv
VEBEARMEBINET.

EOR: B
DAYIRXNT DT IV 10000
FI4IUk : 300000

Hil 51 70—5 # DINR VX TEE S ICLET . /SRR SvFD
STIE. BB I 2LVEMAELR—F AR ShETH LUR W
AXVvUB AL E TS . ChEJSPTOAE 329 B2, NoIsPIZ
BRELET . IRTOBEBMEEINITTBIZIE. NoneZIEELET -

HOR: X F 5|
DAVIRXY2 DT 74V : (7EL)
FI#4IUk: NoISP
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