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0L ET.

X : Fortify Static Code AnalyzerTo4 2 Ah\h BIZARIHE 1T SN =5, Fortify
Static Code AnalyzerTo4 2 A T—)LHVSDLIMY—RDE 1§ HiE Ao ET -
LIMH—/ 0@ 15 £ DR 78 H¥dp 1= ZFortify Static Code AnalyzerT54/ >R
DB IR B L5 & (L. FortifydS 4o A7/ ILHME A SnET . COFE%E
% B 9 5IZI&. fortify-sca.properties 77 LA T
com.fortify.sca.lim.WaitForInitialLicenseZE A LET(M"LIMSA o ADTO
INTA" R—U197 1 &S BR).

LIMAPIDOURL. 54t RT—)LE . BLUT—ILIRT—FZEZA ILFET.

o

b. BA(Next)]Z/)voL%9. LIMProxy Settings] X—C A EET
C. LIMY—/ 3D # (C7OF S H—/\BWL BI5 & £, TOFD RN (TOFH—

INDRAL B FIEIPFTRLR) ER— BB (AT a)z A AHLET.
d. Next]Z7voLFET .
8. AVAN—IDEX)T(AUTUVERH THITIE:
I AVAN—ILE AU B—RUN TP IEATERVERIBE DS & .
fortifyupdatea v R A4 Y—ILEE B L CTeFa)T0a0 TV R 1 TEET

["Fortify Software Security Content®3F &) 1> Ak —JL"' "—2 33155 B L TS
Ly,

a. B#HHY—/\DURLEZA ALET . X702 T YDE #i [TFortify )L—)Ls D
B HY—/\F{FE A3 B2, URLZhttps://update. fortify.comDFEFEIZLET .
Fortify Software Security Center& 7V 7—b H—/\eL TE R §52E1 TEET .

b. (AT aV)BE#H H—/\~DER (CTOXH—/ B ELF S L. TOXI KRN E
R—+ESEZANLET.

c. EXaA)TAAUTUVEFETEH ITHEEF. HRN—IWRITEF2YT T
V% § 9 %(Update security content after installation)] FzyoR v X%4 712
LFET

d. BA(Next)]Z=0UvILET .

9. L AT LTLLHIT DFortify Static Code AnalyzerMD4{ > Rk —)LhVo 8 1T HMESIHETE

ELFET.

LL BT MFortify Static Code Analyzer®A{ > Xk —)Lhvis#8 179 % & Fortify Static Code

Analyzer7—T4 777k D74 ILDMREFFESNET . FEMITDLTIE. ["Fortify Static Code
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%8 22 : Fortify Static Code Analyzerd4 > Xk —)L

Analyzer@ 777 L—F [2DLVT" R—236 %5 BB L TEEL.

3E: scapostinstallaW R 4 Y—)LZ{E F L TFortify Static Code Analyzer7—
TAT7IN 1T T HIELTEFT . VRN =R DY—IVEE R L TR D
Fortify Static Code Analyzer®@{ > Ak —)LoF8 1795 & 2D TIE. M7 oS
TAT7AILDFEIT" R—2381%5 B L TZELY.

VLRI DAV RS — I T—T 4770 &% 1T 3 5I21E. ROFIRIZHEWVET .

a. $tatic Code Analyzer®# 1T (Static Code Analyzer Migration)] X—> T [&Ly
(Yes)]#ZEIRLT. WA(Next)]Z0JvILET .

b. L XT Lk MEX7E MFortify Static Code AnalyzerA> Ak —JUBFT#IEEL. B
~(Next)] =0 )vILET .

LLET DU—RDNSDT—TAT798 DIATL— 3% A yTT5I2(%.  Static Code

Analyzer®# 1T (Static Code Analyzer Migration)] M# R % (WA Z(No)] DFEFEICL

T. RA(Next)]Z2')wILET

10. K Rb—)L¥E fii (Ready to Install) ] R—2 T RA(Next)] %=4')voL T. Fortify Static

Code Analyzer. ;# R LfzarR—k . H&UFortify Security Contentz 4> Xk —JL

LFET

X ATAAUTUOYDEFHERIRLIG S (F. X )T ToVEH OB R

(Security Content Update Result)] 24k 2Tt Fa )71 T VR T DFE R AR T

ShFET

11.  §E T (Finish)] #4")»% L T. Fortify Static Code Analyzertzyk 774 H—R ZF L
EXRE

Fortify Static Code Analyzer®HYL 2k (& N1 Ak—)L

HYALUM A AN—)VEFE R THE. A—FTOV TR EZR T EBTITAVAN—ILETR T TEE
o HALUNTAVAN—ILTBIZF ARSI BERIERER M TE4T a0 T74
IWEERTADEIHYET . YALUMAVAR—ILEFERLT. 8 DA E1—2(T(VR
f—=ILINGA—RHF B B TEFET .

B E Fortify7 TUr—>ar E9—ILDA Ak —)L5E &R L T4 2k Ul ZFortify Static
Code AnalyzerzA > Ak —)LLIELVTLZELY,

Fortify Static Code AnalyzerzH(L >k TAV RN —)LT BE. TI4ILE TlE AV A—3IZ
&Ko TFortify Software Security Centerd¥3 > O—FK S FEEA . 473> 774 )L TFortify
Security Content®% o> 00—k 8 $) 129 %H\. Fortify Security ContentzF & T4 R

b —ILFBENTEET ("Fortify Software Security Content®F &) AV Ak —)L"' R—U33%
ZH).

Fortify Static Code AnalyzerzH(L >k TRk —)L9 B

1. AT T7AIVEERLET .
a. ROFTEELTHFANIFAIVEERLET .

fortify license path=<license file location>
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% 25 : Fortify Static Code Analyzerd{ > Xk —)L

__T. <license_file_location>ldfortify.licenseI7AIAADITIJLINATY ,
b. LIMSAtYRY—/\%FE AT BI2F. LIMSAEURT—ILERIERESTRDITE
AT T7MIUTEMLET .

lim url=<lim url> 1lim _pool name=<license pool name> lim_pool
password=<license_pool pwd>

C. https://update.fortify.com®dT IA)Lk EIXE % 515 B ZFortify Security Content
DEFHIFERALTNDIGEEIX. ROTEEMLET

update_server=<update_server_url>

d. Fortify Security Content®% ™ A—R IZ7OF S H—/\HL ELB A (. RDITE
BMLES.

update_proxy_server=<proxy_server> update_proxy_port=<port_number>

e. Fortify Security Content®F ™ A—R&#HF T BIZIE. RDITEEMLET .

update_security_content=1

f. VEIIGCT, AT a3V IT7 UMV AN —)UE REZEBMLET
AT T7AIUTE M TEBRAVAN—ILA T3V DURNER B 3 5121F, avok
TOVTNERE. AVAN—ST7MILE E--helpATLavE A ALET . COaATUKR
Tl&. FRAIBELE AV SAUA T IV DRIICZ E Sy abMt ITon. E A A
BER/N\TGAADNAFINTEHENTT . AL A1VRAN—ILOE TR RFIATRS
AVIZR R I BB E & AT 3 T7A )L Zunattendedmodeui=minimalZB A0 L&
ERR

AE:

°© ARVURSAUAT LAV TIER X FLNXF IR BISNET .
o AVARR—IVATL VL HIR—b SN TWBTARTARL—TA4V T AT LT
B L TIEHAHEFIRYFREA. --helpZE AL TIVRAN—5ZFETLT. AN
L—TA TV RTLTHE AR BEGA TR LET .
R DOWindowsA T3> 774 LI Tl&. 5142 X T74ILDI5 T . Fortify Software
Security Center—/ \M15 ffr £Fortify Security ContentZER 1§ 951607 OFx1F
] . LLRT DV)—ZAHS0DFE 1T E K . K UFortify Static Code Analyzer®A > Ak —
IWTALIN DGR M E SN TLET .

fortify license path=C:\Users\admin\Desktop\fortify.license update
server=https://my_ssc_host:8080/ssc

update proxy_ server=webproxy.abc.company.com

update_proxy_ port=8080

migrate_sca=1

install dir=C:\Fortify
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Linux® XUmacOSDATLar 770 )LD . RDELYTT .

fortify license path=/opt/Fortify/fortify.license update_
server=https://my_ssc_host:8080/ssc update_proxy_
server=webproxy.abc.company.com update proxy port=8080 migrate sca=1
install dir=/opt/Fortify

2. AT TrMIVEREFELET.

3. ARL—TAVI VAT LDYALUN AV RS —ILARURERTLET .
FE B RICEOTUR (VAN —FZET AR EEEFLLTav N TOVTRE
EITTEIRLENHYET .
Windows Fortify SCA <version> windows_x64.exe--mode unattended--

optionfile <full path to options file>

Linux ./Fortify SCA_<version>_linux_x64.run --mode unattended--
optionfile <full path to options file>

macOS AYUREE T I BRI ZIPT7AIVERFE T 2L ENHYFET .

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode unattended --optionfile
<full _path_to options_file>

AlIX ./Fortify SCA <version>_aix.run --mode unattended --
optionfile <full path to options file>

AR =L T §5E AVRN—SDOT T7AILAMERL SNET . 2O T7M)UE. 7+
RU—FAVTORTLITGE C TR DGR IR FESNET.

Windows C:\Users\<username>\AppData\Local\Temp\FortifySCA-<version>-
install.log

WindowsLkl /tmp/FortifySCA-<version>-install.log
5

Windows L 4% DTS Uk TA—LTHDTHFARR—XE—R T
Fortify Static Code Analyzer®A > Xk —)L

AR AV TTHFRARAR—ADA VAR —)IVERITLET . 1AM —JUEF (2. AV AR —)LE
T 35D EBERBFROA NERHZTAV T AR REINET . WindowsP RTLT
[EFTF R R—ZDA VR =)L R—k SN TOFER A

B E Fortify7 TUr—ar &9—ILDA U Ak —)L5E &R L T4 2k Ul Fortify Static
Code Analyzerz 4> Xk —)LLIELVTLIEELY,
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%8 22 : Fortify Static Code Analyzerd4 > Xk —)L

Fortify Static Code AnalyzerMTF Ak R—ADA VAL —)LER T T B2 ROKRITRT
N ARL—TAV TV AT LA DTFRARAR—ZRDA VAL —)LARU R EETLET .

Linux ./Fortify SCA_ <version>_linux_x64.run --mode text

macOS  aXURZERTI DRI R SNZIPOFMIVERRA T 2L ENHYFET

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode text

AlX ./Fortify SCA_<version>_aix.run --mode text

Fortify Software Security Content®F &1 1> Xk —JL

Fortify Software Security Content (Fortify Secure Coding Rulepacks&AZT—4) &, 12X
LB ICB BRI/ R —)LTEET . =121 . FortifyJL—JLs N9 B 3 H—7 \hsFortify
Software Security ContentZz42 20—k L Ths. fortifyupdatea< R S y—)LEFE R L
TAVAR =T BIELTEET . COFTavlE AV RN —ILEF (T4 A—FI TR
TELRVEBAIRE OEHITR # S TULET .

|JE—h H—/\FEf=(FR—H)UFE I O—K Snf=J74 JLhsFortify Security Contenta 12X
b —ILF BIZIE. fortifyupdateZ{E FA LE T .

X2 )T4aTVEARN—ILTBIZIE. ROFIEIZHEWNET .

1. AR D4R IR EET
2. <sca install_dir>/binTALIJIZFEELET .
3. avwRFOr Tk Tl fortifyupdate]EA ALET S

LU [ZFortify JL—)Ls S BB 37 H—/ \h5Fortify Software Security Contentz42 0—
RLTG & (X, -importA T2 ar EZIPI7A IVE S0 O—R Li=TAL Ik UANDI\RE(FE
AL TfortifyupdateZFEITLET

ZDE LY—ILZEfE A L T. Fortify Software Security ContentZ 8 #1 §5Z¢3 TEET .
fortifyupdatea <Y R 54 Y—ILDF M [CDWTIE. M) 7030 T YDE " R—2
153125 B L TIZELYN.

Docker{s# Fi L f=Fortify Static Code Analyzer®
AVARN—ILEE T

Docker4{ A—< [ZFortify Static Code Analyzerz 4> Ak —)LL THvS. Fortify Static Code
AnalyzerzDockera>7+HEL TE T TEET -

3% : Fortify Static Code Analyzer(Z. DockerCH7R—bk S TL\BLiInuxT Sk IA—LAT
DHETTEET .
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% 25 : Fortify Static Code Analyzerd{ > Xk —)L

Fortify Static Code Analyzerz 4> Xk —)L9 %Dockerfiled
E B

Dk EYY Tl Docker4 A— TFortify Static Code AnalyzerZ /> Xk —ILF %
DockerfileZz{E B 97475 X IO TEREALEY .

Dockerfile[Zl&. R Dds & HE EFNTLWABLEAHYET .
1. R—ZAA—UIfF B EINBLINUXVATLERELET.

X : Fortify Static Code Analyzer@=E TR ICEILNY—ILEE R $515 6 (&, 14—
DS BIGEIR Y=L VAR —LSNTWHIEERFELFT . FR—kShTL
BEIRY—ILOE R ITDLWTIE. TMEILR #i & " X—21251%5 BB L TS,

2. COPY#n 55 #{# A L T. Fortify Static Code Analyzer{> Ak —5. Fortify5/ > X 77
A, BEVAV RS —)VA T3 T74 )VEDockerA A—[2aE—LFT .

AV RN —=IVAT L3 T7A IVDE B /5 % 12DV T, "Fortify Static Code Analyzerd
ALk (AN AV AR =)V R—U30%5 B LT,

3. RUN#s 4 %{# B L TFortify Static Code Analyzer{ > Ak —5% £ 17 LET .
AVAN—ZIFEEANEFRTETTILEIHYFET . FEMIZDLVTIE. [MFortify Static
Code AnalyzerHYA Lk (8 N)A VAL —)U" R—2301%5 BB L TS,

4. RUNin 5 Z{# A L T. runifyupdate% 3 17 L TFortify Security ContentZ 1> Xk —/JLL
7.

E E Fortify Static Code Analyzer©70O2 x5k M5 # £%E 47 9 %Il Fortify
Security Content®A > Ak —)LHAWL B TH . ROFITIE, A A—CDIEER(TFD
vA—K Lf=0—AhILT7A JLHV5. Fortify Security Contentz /> Ak —JLLET .
updateifyupdate’y—/L% & B L f=Fortify Security Content®% > 0—K &4 Ak —
JLODEE# [ZDULVTIZ. ["Fortify Software Security Content®3F & 4> Xk —JL" BT D
N—U 1B B LTSN,

5. Fortify Static Code Analyzer&3E 1T TEALIITAA—DZER E I 51,
ENTRYPOINT#: 55 £ Fi L T. 1> Rk —/L&Nf=sourceanalyzers 1T a] 8 771 )LD
BATICIVRRA M ERELET
sourceanalyzer®7 74 /)Lt DA Rk —JL/\X [ /opt/Fortify/Fortify SCA
<version>/bin/sourceanalyzer 9 ,

Fortify Static Code Analyzerz4 > Xk —)LY HDockerfileDffl [£. R DESYTT .

FROM ubuntu:18.04 WORKDIR /app ENV APP_HOME="/app" ENV RULEPACK="MyRulepack.zip" COPY
fortify.license ${APP_HOME} COPY Fortify SCA_24.2.0_ linux_x64.run ${APP_HOME} COPY optionFile
${APP_HOME} COPY ${RULEPACK} ${APP_HOME} RUN ./Fortify SCA 24.2.0_linux_x64.run --mode unattended \
--optionfile "${APP_HOME}/optionFile" && \ /opt/Fortify/Fortify SCA_24.2.0/bin/fortifyupdate -
import ${RULEPACK} && \ rm Fortify SCA_24.2.0_linux_x64.run optionFile ENTRYPOINT
["/opt/Fortify/Fortify SCA 24.2.0/bin/sourceanalyzer"]
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IRTE DTsL Ik hsDockerfileZ {3 A L TdockerA A*—2 %1€ a9 51Z(%. docker builda
IUREFERTOILELIHYET . Hi:

docker buildx build -f <docker file> -t <image name> "."

OV TFTDELT
Dk EwYTIE. Fortify Static Code Analyzer{ A —>%a27FEL TRITTHA X (2D
THRBAL. T BIVURTV2H DDockerE 7avUR O R LET

3¥: 227 F TFortify Static Code AnalyzerF=XE 179 AR 2. 45 1252 ( LoV TR #E
1, %) A 9 %15 & 1L, Fortify Static Code Analyzer|ZEJLK a< K (javack )R 119 %
T=hDFE U 1555 Al hHAHILERER LET .

Fortify Static Code Analyzer{ A—2 %7 FHEL TE T TBICIE RRR TP IV RT Lb
AT HIIRD2DODTALIN)ETIUNT I ENHYET .

o DI BY—RIFAILEE ENBTALIR,

o B IT—XERF v T7—A DN | ZFortify Static Code AnalyzerE LK v a R &7
L. A T7MIURT EFPRI7AIVERAN EX B 350D — B T1L IR,

DT 1LYk I, Fortify Static Code AnalyzerMZE #1 A< K EXF¥ v av R Dl A T
—project-rootaARURSAUA T EFEHALTHEELET

ROATR OB TIE. /srclA ATA4LIRY)/sourcesF Ik L. /scratch_docker[Z—
BETALORIETIUNLET . ZOB DA A= F [Efortify-scaTT s
7 # H LUV RFv A DDocker®E 17 a< K O

R OB TlE — B TALIMNIE)—RATALIRN)EIIUNL. B J—XA (22T T
Fortify Static Code Analyzer&=E 1TLET .

docker run -v /scratch local/:/scratch docker -v /sources/:/src -it
fortify-sca -b MyProject -project-root /scratch docker [<sca options>] /src

R OB TlE —BFTsLIR)EIOUNL. 2 11 7—XA (232 T7FHSFortify Static Code
Analyzerz=x1TLEY .

docker run -v /scratch local/:/scratch_docker -it fortify-sca -b MyProject
-project-root /scratch_docker -scan [<sca options>] -f /scratch_
docker/MyResults.fpr

MyResults.fpri 71 D7 ILHRAR D/scratch_localTaAL IR UIAE L SNET
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Fortify Static Code Analyzer®@7v74 L —KI[ZD
LT

Fortify Static Code Analyzer&7v7 45 L—F 3 5I2(&. ]E D/N\—2 3o ARk —ILENT
WNB15 A EIFR G HIGE T (ST LLVA—230Z AV A —)LL . BLET DAV A — LSRR E &
BITLEST. O 1T Tl <sca_install_dir>/Core/configT4L Ik JIZ&AFortify
Static Code Analyzer7—74 777k 274 VMR B B LUBE FranExd.

LLRT DV)—ZAMoER B & TLELVE & (X ROT—ANEEINTLNIL, /1 \WWoT7vTE
REIDHIENHEREINTLET.

e <sca_install_dir>/Core/config/rulesZ#IL5

e <sca_install_dir>/Core/config/customrulesZ# )L

o <sca_instaLL_dir‘>/Cor‘e/config/Exter‘nalMetadata77j'}l/>"°

e <sca_install_dir>/Core/config/CustomExternalMetadataZA/LF

e <sca_install _dir>/Core/config/server.properties771JL

e <sca_install_dir>/Core/config/scalesI#ILE

FLULN—230F AR =)Lz, BT DN—D 30 ETUOAU AN —)LTEET . F#lIZD
L\TIE. MFortify Static Code Analyzer®7 A AL —)UZDNT" T 1%&5 BB L TS,

T LT ON—D3 AR —ILENTF=FFICL THECCER TEFT . ALV AT LICHE

BDOIN—230 AR —I)LENTWVAS & & A9 RSAUDaT U R EE T3 54,
BEAVAR—ILENFN—"aonME B INET .

Fortify Static Code Analyzer®7>4 2 Ak —JUZ
2ULVT

Mt 3> TlE. Fortify Static Code Analyzer& 7 AV A —ILE 5% (ZDULVTERBAL
FTABEARN—IW T —REERTEIIEL TUOAVRN—IVESALURTREITTS
—&HTEFT . WindowsEl 9 DU AT LTIE, THFRARAR—=RADTUOAVAN—IVERTTH
L TEFT.

Fortify Static Code Analyzer7> A2 Ak —)L

Fortify Static Code Analyzer& 7>/ Ak —ILF BIZIE:

1. SFERAOARL—T425 S AT LD<sca install_dir>|ZHBT7 oA AR—)LavoREE
TLET.
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oS FUADAR—)LARUE

Windows Uninstall FortifySCA.exe
FzlE. ROEEEERITTEFT
a. RE—Kk]> BRE]> PIJ]> PTUEHRE (Apps & features)] M
IEISEIRLETS
b. F7OJSLMDYRL A5, Fortify Static Code Analyzer <version>]
#ZERL. PoAARN=ILZED)VILET .

Linux ./Uninstall_ FortifySCA_
AIX
macOS Uninstall_ FortifySCA_.app

2. 7IVr—2a 2 REHIBR T 5D E © OaVR—R U ZHIBR T 50EHE E T5&5K
HEAvE—UDRIRINFT . ELoMERIRL. R(Next) |20 )vILFET

BEQIAVR—RNETUAVRN—ILTBEE L. P12V A=)V HaviR—Rk
M R (Select Components to Uninstall)] XR— THIl f& 950 R—R b Z&R L.
BRA(Next)| 27y ILFET .

3. IRTOT7IVr—avREEHIRTEOMNEIDNERE T HLIR DAV E—UHRT
SNFT . ROVITNHAZEEITLET .
o 7oA Ak—)LF BFortify Static Code Analyzer®/\— 3 b— #1242V Ak —)LS
AV R—R2 Uk D7 TIVr—a R EFHIBRTHI21E. [EU(Yes)] E0)voLE
9.

Fortify Static Code Analyzer (sca<versions)Z4ILA3HI R ShEE A
e NolZVUVILT. FIVTr—2a R EEZDATLICRELEY .

Fortify Static Code AnalyzerHYAL k7242 AR —)L
Fortify Static Code Analyzer&HAL >k TPUAV AR —ILE BIZIE. RDF B IR WET

1. AVAR—ILTALORJIZBBEFLET.
2. ARL—FTAVI VAT LIZE DNT, ROavFonWIhdshz A A LET.

Windows Uninstall FortifySCA_<version>.exe --mode unattended

Linux ./Uninstall FortifySCA <version> --mode unattended
AlX
macOS Uninstall FortifySCA_

<version>.app/Contents/Mac0S/installbuilder.sh
--mode unattended
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%8 22 : Fortify Static Code Analyzerd4 > Xk —)L

7 : Windows. Linux. £&UmacOSN5H & . 71 Ak —)LF SFortify Static Code
AnalyzerM/\—230 &— & [TA VAR —)LENTFAVR—R U D7 T)/7—2 3 5 FE 1
TUAVAN—SIZ&HTHIBR SN ET -

Windows L 4% DT 5 Uk T+ —LTHDTFANR—IXE—F TD
Fortify Static Code Analyzer7> A2 Ak —)L

Fortify Static Code Analyzer&T ¥ Ak R—XE—K TP7UA VA —ILT B2 RDELIIZ.
ARL—TAV TV AT LA DTHRNR—RDAV AL —ILAT R ERTLET

1. /AN —=ILTALOM)IZREEILET .
2. ARL—TAVT O RTLIZEDNT. ROARRKOWThhEA A LFET.

Linux ./Uninstall FortifySCA <version> --mode text
AlIX

macOS Uninstall FortifySCA_
<version>.app/Contents/MacOS/installbuilder.sh --mode text

AVARR—ILIZE DRRY

AV A+ —ILiE DR A TIE. Fortify Static Code AnalyzerdfE A &R 18 54 K Z2L T

AV A+ —)UiE Y —)LDE 1T

AR —)Uik AL B Y—)L%&{F B 95 &. Fortify Static Code Analyzer®MEL il D/ \— 3> D
T0/T 4774 ILDF 1T . Fortify Security Content®E #7 £% 7€ . L UFortify Software
Security Center~M# it 8% & 1T )EMNTEFT .

Fortify Static Code Analyzer{/> Ak —)Lik LI Y—)LEER 1T 9 521
1. AR SAUh5<sca_install_dir>/binT4L ORI EILET
2. AR A Tk Tl scapostinstall]EA ALET .

3. ROWITNAEANLFET .
s MEETRTIDIUL TsIZANLFET.

e BIDTOVINIZRABIZIX. Tr1ZA A LET.
o« W—ILEKR T TBICIE. TquZEAHLET.

TAINTAT7A4ILDFE T

LU D/ \— 3> DFortify Static Code Analyzerioy AT ALIZA VAR —)LENTIVSIRTE
M/ \— 3 DF ortify Static Code Analyzerl 27/ T4 77/ IVEFE 1T T BIZIE. RDOFIEIS
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PFEVFET

TR AU hbesca install_dir>/binTALOR I ELET .

av R A Tk Tlhscapostinstall]EA ALFET .

M11EA LT, MigrationZEIRLET .

1]EA AL T, Static Code Analyzer MigrationZERLFET

1]&A AL T, Migrate from an existing Fortify installationZERLFET .
1]&EA AL T, Set previous Fortify installation directoryZZEIRLET .
LLRT DA A —)1/7_‘\\4’|/7|* VEANDLET.

sIEANLT. R EEHERLET.

M2JEAALT, 15% TEETLET.

[yIEANLT. EBLET.

©C© XN Ok LODN =

-

04— LR T
Fortify Static Code Analyzer{ > Xk —)LDT 4Lk O4r—)UEE E TY .

Fortify Static Code Analyzer/ > Ak —)LOOS—)LEE BT 5(2E. ROFIEEEITLE
ER

aARR AU MobinTALIRIIZBEILET .
av R 7O T Tl scapostinstallJEA I LET
[2]EAN AL T, settingsZEIRLET .

11&EA AL T, GeneralZEIRLFET
M1EAAALT, LocaleZEIRLET.
RoWgFhhoosr—)La—KEA D LFET.

e en (H&EE)
(ARAEE)
(E| )
(%

o gk wh =

® es

m

°J
e ko
e pt BR (TI'\)LF HILZE (TSP )
o zh_CN(EAFHEZE)
e zh_ TW(RAFHEELE)

Fortify Security Content®E 7 D% &

Fortify Security ContentZER1§ T A EZHRELEFT . Y—N\IIER IO ELHLEE
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AnalyzerCRFvoEn-a—FICEA TR O E DFE|RAR RSINFET .

o RXVUEINTZTFAIVDYRN (T7AINBA RERA LRBUTH E)

o EHIEHAINBJavayTRA/N\R(ZLUTHIEE)

o T ICfE A ShdRulepack

« Fortify Static Code Analyzer@Z2 34 L5% & LARR AT ay

o THMBFFLIINMEFICRELLIS—FIESE

o OVEI—R2BLUVTSUE T+—LDIE R
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F3E: T TOERADBE

}Ii_‘;int RAAEZMBITAICE D I—ADOE A X ICFPREIEE TAMLENH
YFEI .

i RIIBAEF | ER T I DI, Fortify Audit Workbench TFPRI 74 JLERH &.

Tools]> Project Summary]> Certification] DIE IR LFET . M I(TDOLTIE.
OpenText™ Fortify Audit Workbencha—Hh 1 F%% B& L TS0,
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Voday = . S
FEA4E - Javaa—K DZ
Dt a3 TlE Javaa—r & E 55 LK ITDOWNVTEHRBALET

Fortify Static Code AnalyzerTlZ. Jakarta EE (Java EE) 74— a3 (JSPI7A L. IR 1%
BREITAIVL. B TARIUTA%EE D). Javas\fka—FK . $&ULombok7 /T—a A tE
Javaa—k O fr & HR—k LTLET .

DU aVTIE ROEYIIZDOWNTERBALET .

JavaZ M O N A R 3 52
Javal) 2 D B 56
Jakarta EE (Java EE) 77U —a3  DZEHE L 57
Java/ N s O—R D B 58
JSPEBLIUA I T BB DN ST IV a—TA42T 59

JavaZE O R SAUE X

Javaa—R#ZE | T BI2E. SATSITE RSN, IT—F R TS EINETRXTOA/TH
Y —ARa—k | VSART7AIL. FIRIART 7ML IE TEE B EZFHF >TLDR ELIHYFE
T . TRTOHY—RIT7A JVEFortify Static Code Analyzerav R SAUIZE HTLEELY.

O Ik [ZKotlina—K #5 I8 3 %Javad—K H& N TS5 & . Javaad—K EKotlina—
k A3@E CFortify Static Code Analyzer{ > XAV RIZZE #i S . KotlinE R ~DJavaS B H
IE LSRR ENB ELSIZL TSN, KotlinhvsJava~DiE B & F 1t TlX. -sourcepath?”
L3V TR S BKotlin 74 JLEHR—k LERA. -sourcepathA T3> DFE #1220V T
(&, M"Javaav ok SA AT RDOR—2 1% B LTS,

Javaad—R#ZE I 5-0DE KM EITUR S/ AE X ER OB [TRLET S
sourceanalyzer -b <build _id> -cp <classpath> <files>

Javaa—K %{# f 3% &. Fortify Static Code AnalyzerTlEDWWINAERE 1T TEET

o OAVIMTEIZAL—+T 5. EINDIFEE IERLIZEIHYET
o Y—RI7PANEEERZITANSG. AXUNFAVAXTVYUTERTY

Anté&Fortify Static Code Analyzer®ift & MFf #l [CDWLTIE, [M"AnteDfE & " R—1271%
S BB LTS,

Fortify Static Code AnalyzerTax /S 5%I2aLl—b B3I RDATLEA DI LFET

sourceanalyzer -b <build_id> javac [<translation_options>]
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74 )\VEFortify Static Code AnalyzerIZIE #% & 9721, ROATU R EA A LFET S

sourceanalyzer -b <build id> -cp <classpath> [<translation options>]
<files> | <file_specifiers>

—C_T:

<translation optionss>|&. A IMIITE ESNDA T3 TY .
-cp <classpath>l&. Javay —RaA—KR([fE A T595RN\REIEELET .

TP EEIR THDISEE FERASNDIARKFREZREZE OFT . EH O/ XLt
2aA>(Windows)FEf=Eaa(Windows L 44 ) TR 1 YFEF .

javac&fR #k [Z. Fortify Static Code AnalyzerTI35R%& ISR/ SRIZHIRTBIERF T
A—RLFEY . VAMRIZE L2 Bl DUSRHME 8 8515 & . Fortify Static Code Analyzer
TlIERAIIO—R SNF=OSREFEALET . X OFI Tl A.jardB. jarDi A [
MyData.class&LVS 4 Rl DITAME £ b5 & . Fortify Static Code AnalyzerTlEA. jar
Mi5MDMyData.classZFE A LET .

sourceanalyzer -cp A.jar:B.jar myfile.java

Fortify Tl -cpA T2 avCEER THVSRAEMALBNKSITRHRELET.

Fortify Static Code AnalyzerTIZJARTZ7AILER DIEF TO—KLET .

a. -cpAFLavmn

b. jre/libhvs

C. <sca_install_dir>/Core/default_jarsh¥s

CNIZEY. -cpATLar TR E LIZJARICE ¥ D& BT DISREE HBHZET, 514739
SRE L EETEFT.

ff AR eI RTDJavaEl H DATUKRSAUA T av O M (2D TIE. "Javaav kRS
AA T3 " FTESBLTESL.

Javaavw R A4 T3y
R DFE TlE. Javaavwo R S/4 4T3 (Java SEES LW Jakarta EER ) (ZDULVCERBAL &

ER
JavaFi=(IJakarta EEDA T
av B
-appserver JSPI7AIIVERIB T HT7T)r—avd—\EBEL
weblogic | websphere £9,
BEDT/T14:
com.fortify.sca.AppServer
-appserver-home <dir> TIVr— 3o Y—/\DiR—LEHE ELET .
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JavaExf-ldJakarta EEQA
v

-appserver-version
<version>

-cp <dirs> |
-classpath <dirs>

-extdirs <dirs>

-java-build-dir <dirs>

-source <version> |
-jdk <version>

B85

« WebLogicDi5 & . Chuldserver/libTaL Ik )%
BELTALIRNI)ANDINRATT .

« WebSphereMi5 & . CtldIspBatchCompilerX49Y)
ThEETTALIMNIADISRTT

RZEDTO/\T14:

com.fortify.sca.AppServerHome
FIIr—Sa—\ON—2a w2 ' LET
B % DT/ T4

com.fortify.sca.AppServerVersion

Javay —Ra—k DS B ICE R I 597R/1\R%&HE
ELFYT. R [FjavackR L TT . Ta4LIRDEZO
AV Y YFELFIaVR L YYRE TS . RO TR
9 &SI, Fortify Static Code AnalyzerZ774 JLIE & F
EERAITHELTEET.

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
JDIE E" R—U150% 5 B L TEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

javac extdirsA 7 av @ RIS, ToLZM)DEIO0
VR YFLIFAOVR YIRS EER TEFT . ch
SDTALINZHBIARTZAIUE. IFR/RIHE B
BICEFNET.

RE DT/ \T144:

com.fortify.sca.JavaExtdirs

AV JViE #AJavay —REE 12U E DTF«LIRY)
EELET.

Javaa—K #&2 ik 9 AIDKNN—2 3w R LET . Y
R—k & TS/ N—2 3 2D0LTIE. [ Fortifyy Zk
DI RTLEMIR XAV ES B LTS, 7
THILS [FN—23211TT

B & DTO/N\T14:
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JavaExf-ldJakarta EEQA
v

-custom-jdk-dir

-show-unresolved-symbols

-sourcepath <dirs>

SRER

gllxl

BA

com.fortify.sca.JdkVersion

JOKEE L TAL U )EHEE LET . Fortify Static
Code Analyzer{>> Ak —)U<sca_install_
dir>/Core/bootcp/)IZE& ENTLVELWVA—D 30 %R
EIBHICUE. COFTavEFERALET . HR—hah
TWNB/N\—2 302D, [ Fortify) Zk DT 7 X T
LEHIN X2 AU ES B LTZEL.

RE T/ \T14:

com.fortify.sca.CustomJdkDir

T Iht-Javay —RI7MIL TS BIN TSR E
RDEAT . T4—ILK . BEIUVBE N TR DR ®IC
RIRSNFET ., YVARSNBDIE. LY —\—BALTHhEE
RFAavaBATTHA I —ILR ELUVEHSE D
HTT . HITR. T14—ILR . BLUBE#HH. 0—F A
TRVIZEBRINF-HIB &R OV—RIGFHR EEDITRK
RaEnET . COFERIIOTTIFMIULEZTAENE
ER

RE 0o/ \T14:

com.fortify.sca.ShowUnresolvedSymbols

AXVYUICTEFTNTIVEWLHDR RIERICFERINS
Y—RaA—FR#ELT/ALIRDYRFEEIOOVRK Y]
VFE-IFanU X g YTEELET . V—R/\RIFITRX
ISR TULNVET D, 8RR IZIFIFTRT7AILTIEAL
Y—RI7AILHME FH SnET . 3—4 vk T7A/IILJRR
&S TS BEINDY—RIT7MILDHDE R EINFET .

B E DT/ \T14:

com.fortify.sca.JavaSourcePath

"JavaB LU KotlindFa/ 574" R—2200
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JavaDa<v RS54 245

D5 RINREL THavaee. jarHME & SNTF1DDT7A JIMyServiet.javaZ E #9512 D
avUREAALET.

sourceanalyzer -b MyServlet -cp lib/javaee.jar MyServlet.java

1ibTAL IR DT RTDIARTZAINEITANRELTE AL TsrceTAL IR DT ART
D.javaZ7AIEE BT AIZIE. XOAT LR EA BDLET,

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.java"

javaca /5% F FH L TvyCode. java 77 IVEE B XU/ (LT BIZIE. RDaAT>
F#AALET.

sourceanalyzer -b MyProject javac -classpath libs.jar MyCode.java

JavaDZE & DL I8

P IZEREINF-ITATOE EZR T DI RF v T71—RZ[ IR I AHRTIZR O3
RUREAALFT.

sourceanalyzer -b <build _id> -show-build-warnings

JavaZ i DE &
Javad—hFZZE#95L ROEENRREINDEZE EIHYFET .
'S &5t BA /R R
Unable to resolve type... NODEFTRE. VV—RAHTRE

LTWBIEEIRELET. LA

TI)r—a DE IR [T B —Ef

Unable to resolve field... D.jarBEW.classT7AILHMEE S
NTULVELA BEE AHYFET .

NoNEHEHRTBHITE. 7T

Unable to resolve function...

Unable to locate import...

Unable to resolve symbol... H—auhME AT ABEL I A(ILE
TRTEDIDLEIDHYET -

Multiple definitions found for class... CDEELILEE . Javad7 LN TY
FANEHELTVDERITHELT
EE

OpenText™ Fortify Static Code Analyzer (24.2.0)
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EE Bt BA /AR R SR

NoNEEFMRIBHICIE. EEIC
RRSINTNDY—RT7AIULRE — D
TPV EERELTEBRFTRDY—R
T7A U B & HHNTLNSEDT
(TN EF(I2EAIE RLTaY ok
MD2DDIN—auNEFNTNAIE
FVEZELET. EENEETIHEE
(. BT 5T71ILSZED1DEHI
B LET . £59 %<&, Fortify Static
Code AnalyzerCfE A9 577AMD
IN—DVFRTE TESLIITHYET

Jakarta EE (Java EE) 77— a3 DEE

Jakarta EE7 )7 — 3 %% #2 35(2I&. Fortify Static Code AnalyzerTJavay —R 774

ILE &KW Jakarta EEaVR—4R2Uh (JSPI7MIL. BRI TARAIVTA. BLURBERE 771/

HEZEMEBLET . Jakarta EE7T)r—av A DT RTORE E I7/4IVE1 ATV TUE

FTHIENTEFTA. TOP I TIE ERTRERICH S LY. SRR OSFTIF5 5

fblail &fﬁ f j@:—f’éiﬁﬁ =LY 5012, FIEZQVR—F NI B TELENELSS
BYES.

Javao7q ILDZE

Jakarta EE7 U — 3 T #9 3121E. Javad7 M ILDEHIZFE R L= DER LFIE
FERLET. A& "JavaDav R 54 46" 5 DR—2%FS BB LTSN,

JSP7O IO IRB R TE 7714 BLUVEB R TA4XD)TAR
D 2

Jakarta EE (Java EE) 77— arMDJavad7/ IVEE T BHIEMN . JSPT7AIL. IR1E
BRE IV BEUEBRATRIVTAOE - HIDE (T DHENHYFET . JSSPT7AILIE.
Web7 )5 — 30 7—h4T(WAR)D— 88 THAIL BEAHYET . V—ATALIM AT T
[ZWARZ7M L K TR SN TWRIE &1L, V—ATALIRDDISPI7( IV EE IELT i

TEFET . BOTHIMGE L. FTIVr—a EBEHL. ERTALINIDDISPIFAIVEEE
BT ILENHYFET.

51 -

sourceanalyzer -b MyJavaApp "/**/*.jsp" "/**/*.xml"
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CZ T /*%/* splEISPTAL IR D7 ILDIGFRES BB L. /1 /* xml TR B R E 771/l
BLUVBRTARI)TZI7AIVDIEFRESBLET.

Jakarta EE (Java EE)Z #: DZ &
Jakarta EE7 T4 —au V% # TR DE & AR R S 515 & BBUET .

Could not locate the root (WEB-INF) of the web application. Please build
your web application and try again. Failed to parse the following jsp
files:

<list_of jsp_files>

CDEL (X, Web7T)r—2 a0 hE #E OWARTAL IR U X TR B SN TULVELD. @4
BERSM4TIVDREHLEINIE ENTIVENIEERLETS . COE SRR T HIZIF.
Web7 T)r—au bR A I-WARTAL M U K THY . 7IVTr—2 a3V BIETRT
D.jarF7AILE LV . class T7AILHIE LUMWEB-INF/1ibEB KTMWEB-INF/classesTaL k1)
[T SN TLNNDEFHE R L TS, Fz. TRTDRT DT RTOTLDI7AIL. BXUZE
NoDFT DEZE I3 ST HDIARTFAIVHFE THIEEHE R L TS,

Java/\f ka—K D% #a

Fortify Cl&. Javas 1t a—F &JSP/Javad—k #[E] LsourceanalyzerfF N L TEH L7
W EEHEIOLET . RLEILRIDZHE D # MsourceanalyzerfFUH LEZFE AL T, 71\
Fa—K &JSPJavaa—R Ol A& TPz EE ] LET .

NAbO—FEZ BT BHICE:
1. fortify-sca.propertiesZ7AJUIR DTO/NT4ZBMLET (F=IE. -DA T a%E
BALTavoRsMoIctnonTanNT(4%8 HFET).

com.fortify.sca.fileextensions.class=BYTECODE
com.fortify.sca.fileextensions.jar=ARCHIVE

ZtlE. Fortify Static Code AnalyzerT.class& & . jarI7MIIVEILIB § 55 L %15
ELFET.
2. ROVWTIIEETLET.

« Fortify Static Code AnalyzerT/\{ka—F V5R%& & DJavad7A( JUTE 2/ ()L
LTEHRICEOHLHIIEEEKRLET .

fortify-sca.properties 774 JUZR DT /NT4ZBMLET .

com.fortify.sca.DecompileBytecode=true

Ff-ld. -0AT A FFALT. TR I—RADATUR IAVIZZOTUNTAE S OFE
EIp

OpenText™ Fortify Static Code Analyzer (24.2.0)



d—HHAKR
FA4E: Javaa—K DZ L

sourceanalyzer -b MyProject -Dcom.fortify.sca.DecompileBytecode=true
-cp "lib/*.jar" "src/**/*.class"

« Fortify Static Code AnalyzerTi#i A/ LB T ITNAF DR EE M| THILFE K
Li‘d’

= DR RZ[ A0, Fortlfyflixéfdn-/\/br ] (javac -g)&ERALT/ N1k
:| R AT B E R B L TOET

Z a9 SJava/ Mk O—F T7A)LEFE E §5HZET. Fortify Static Code Analyzer®
EMIT—XI\(bO—REEHFT . X E D/INTH—IVRE[F 51280 RFvn
B JarElzlX. classTPAILIEITEIE ELET . ROHI TIE. . classT7AILNE
BEINTLET.

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.class"

JSSPEBREBIUD I THARIEDRZTIL
a—TaY

RDEsarTIE. JSPOZE 1 EXX VU THN ST a—TA0 B MICDONTER AL
EXE

— BB DISPEZ # TEELY

Fortify Static Code AnalyzerTIl&. #f #3A &/ SF=34F E D7 T )r—aH—iN
JSPaAL/(SZEFE AL T, 5 DF=HIZISPI7A )LEJavaT 7 JUZZE # L F T . Fortify
Static Code AnalyzerCJSPI774 JLZEJavad 74 JUZE 1 3 HR IZISP/N\—H TR @E AVE &
FTBHE RDEGEAVE—DNRREINET .

Failed to translate the following jsps into analysis model. Please see the
log file for any errors from the jsp parser and the user manual for hints
on fixing those

<list of jsp files>

NITEE . ROIDLLEDEHTEAEALEFS.

o Web7)5r—2 a0 h\E Y] 42 B B Al BEWARTAL IR U K TLAT IR S TLVELY
o 7INr— a3l BHIARIT7AIVET=IZOTAD— & AR DHSAELY
o TIVT—30 DRI SATIIEIEENLDIE 2 (TLD)D— E AR DHD7E LY

MREDFEMZERF I AU ROFIERZEETLET

1. IT+%TFortify Static Code Analyzera%s 774 JLVEREFT .
2. ROXFIHEERLFET

OpenText™ Fortify Static Code Analyzer (24.2.0)
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e Jsp parser stdout:

e Jsp parser stderr:
JSP/IA—UTIEIINLDIS—FE K LFT . T5—%E R L TFortify Static Code Analyzer
ZHEITLET.
Jakarta EE7 )5 —2 3> DRAFvo DFEE M 12DV TIE. ["Jakarta EE (Java EE)7J1)47—
DAV ME MR R—U57 1% S B LTS,

JSPREE AT THIRE DM AE LT

PR ISEENDIARY A ROV T T4 51 EDISPRE E ATT)DRE 53 14 1 HSLL AT
(MFortify Static Code Analyzer/\—2 3> LEL 8 L TR ITE ML TL\SIE & (X 7547
J1—XT-legacy-jsp-dataflowA T avEig € CEET (-scanATLavdBELET). =
DATL 3 zEFE AT 5L JSPEEDT—270—(Ixt 97518 I DI1ILR) T HE 3 75
U, B SNHEEENR D LET

fortify-sca.properties 774 L TR E CTEHIDA T av LR F DT/ NT11E
com.fortify.sca.jsp.LegacyDataflowT9 .
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% 55 : Kotlina—k OZE #:
—OtH a3 TlE. Kotlina—RZE #9355 %5 DLW TEHRBALES .
DU aVTIE ROEYIIZDOWNTERBALET .

KON R S S 61
Kotlin&JavaDZE M 4B B 38 B TE 64
Kothin R T DB e 64
Kotlinav R SA U X

Kotlina—k OZ # (&, Javaa—F OZE L LE #% TY . Kotlina—R ZZE #9521 5175
JTEEIN. a—FATSBINDITRTORAATH, V—Ra—F | I5RT7A)L. Ff=lE
JARTZZAIUZR G T BE REF T ELHYFET . TTDHY—RT74 )LEFortify
Static Code Analyzera<Y R SAUIZE HTLIEELY,

Kotina—KR 2L #1 4 3=-NE A HZaATURSAUE X ER OB IR LET .

sourceanalyzer -b <build _1id> -cp <classpath> [<translation_options>]
<files>

T
o -cp <classpath>lE. Kotliny—RXaA—KI{E R 3597 R/\REHEELET

TP EENR THDISEE FERASNDIARKFREZREE HFT. D/ Rt
SaA(Windows)FE =& (Windows L 44 ) TR 1 YFEF .

Fortify Static Code AnalyzerTIXOSREIZANRIZH IR 3 5IEF TE—FLET . URE
N IZFE L4 B DISAHME #8515 A . Fortify Static Code AnalyzerTlIERE #) [CO—K &
NI=OZREFERLET . ROHITIE. A.jar&B. jarDi A [2MyData. class &L VD4 B DY
SANE Thbi5 4 . Fortify Static Code AnalyzerTIHA. jarhisDMyData. classZ{# A
LET.

sourceanalyzer -cp "A.jar:B.jar" myfile.kt
~cpA TV TER TEHIFREERA LGNSR R LET .

FERA LT TDJavaE H DaAYU R AT avDFE M 12D TIE. [MKotlina< kR
SGAVAToa " HOR—2 1S B LTSN,
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% 5% : Kotlina—F D% i

Kotlina<> K SA4 AT 3y
R DFE Tl KotlinEFH DaARUR A4 T3 2DV TERBELET .

KotlinA7< 3>

-cp <paths> |
-classpath <dirs>

-source <version>
-jdk <version>

-sourcepath <dirs>

-jvm-default <mode>

Bt B

Kotliny —Xa—F OZE L FE R 3597 R/\REHE E
LET . Ihld, E2arV R YFRLIFoaU R Yo
TALIRMDYRSTE . ROFIIZR K32, Fortify
Static Code Analyzer77/JUE & F&F A 952¢%
ISSESE

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
JDIE E" R—U150% 5 B L TEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

Kotlina—K #&2 ik 9 AJDK/\—2avE R LET . B
R—k & TS/ \—2 32D TIE. [ Fortifyy Zk~
DIFORTLEMHIR XA AN ES B LTSN, T
THILN [FN—2 3211 T,

RE DT/ \T14:

com.fortify.sca.JdkVersion

AFXVUICEFENTIVEVD R AR ICFER NS
JavaV—RXa—FZ&E L TAL IR DR EEZO0OY
XY VFELIFOOVRPYTIEELET . V—RNRIE
DSRNRIZBL TOET A IR IZIZHIFTRAT7AILTIE
) —=RITFAIDME FHESNET . 23— vk T7/ IR
MZEOTBBEINDZY—RT7AILDADE B ENE
ElE

B % DT/ \T14:

com.fortify.sca.JavaSourcePath

K&K HKotlinA U Z—TTA RIZA DTS AYIE D
DefaultImpls VS RADNE L %6 E LET . <mode>D
BAMGIE

e disable— KAZEF DAVIENEFN TSR 1
R—ITA A% LT, DefaultImplsVTREHE KT
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KotlinA7< 3> Bt BA

B&ONFEELEFT

e all—A3—JxAX|C
@IvmDefaultWithCompatibilityD;E FRAMFKIH &
[Z. DefaultImplsVSREE M T AHLIFEELE
ER

e all-compatibility — 432 —JxARIZ
@JvmDefaultWithoutCompatibility®iE FR AVt H
ZUVR Y. DefaultImplsVTREE T HLIITIEE
LET.

R &E 07/ \T14:

com.fortify.sca.KotlinJvmDefault

ERFEHR
"JavaB LUKotlindZa/sF4" R—200

Kotlina<>k 54> DO

DIRINRELTA. jarh¥E & SNF=1DDT7A JWyKotlin . ktZEE # 95I2IEL. RDATUE
#AHNDLET.

sourceanalyzer -b MyProject -cp lib/A.jar MyKotlin.kt

1ibTAL IR A DT RTHDIART7AIVEISRINARELTHE AL TsrcTALIRNJRA DT AT
D.ktIT7AINEEBMTBIZE. ROaATKREA D LET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" "src/**/*. kt"
gradlew#{§ i L Cgradle 7O O 2 E M HI2E RDIATEEZA SILFET

sourceanalyzer -b MyProject gradlew clean assemble

1ibTAL IR B XUVHTTAL IR A Dsrc/javaB KUVTRTDIART7A JLDJavaik 77 B
BEISANRELTERL TsrcTALIN IR DT RTODIT7AIVEE R THIZIE. ROa<y
FEZAALET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" -sourcepath "src/java" "src"

OpenText™ Fortify Static Code Analyzer (24.2.0)
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Kotlin&JavaDZ 2 48 B 1& A %

JaCHk TJavaa—K 5 B 3 B3Kotlina—K HE ENTLVRIE & . Bl OKotlind7( ILES
B2 3 BKotlinT7/ ILDIE & LR LA % T, JavadrMIILE L Y—IUTE T EMNTEET .
EiIn=-7O0 o) —RD—E EL T F=lF-sourcepath/ \GA—REL TE T ENT
=F9,

0P Yk [ZKotlina—K %35 B8 3 %Javad—K /& N TS5 & . Javaad—K EKotlina—
& A3@E CFortify Static Code Analyzer{/ > XA RIZE #i Sh . KotlinZE 3k ~MDJavaS B H
IE L<EE R SN B ESI1ZL TSN, KotlinhvbJava~Dil B & A 1 Tl -sourcepathA
LAV TIR SN BKotlinZ7A ILEHR—k LEEA. -sourcepathd 7 avDFE#l (DT
[&. M"KotlinavU R SA2A T 3" A—062)%5 B LT =L,

KotlinR9) T+ MDZE

Fortify Static Code AnalyzerTI&. 5 B B XVUTh DHhRZ2TA X%k <KotlinXZ) T+ D
EEHR—LTWVET . ROVTF DHRETA X2 A B TO/NTDB N 58 F=(%
BTIRFEERORELZRESHYFET . ROVTFE R (TVIL—R)FHRZLRI)T D
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+ .NET Framework& NET Corex2—7wh &9 5C#T7OD ook

o ASP.NETZL—ALT—%5&ASP.NET CoreF4—4 vk &9 HASP.NET7 1 )r—i 3>
 Android 8 &KUIOST T vk TA—LER—7 Uk EF HXamarin7 T )r—av
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ZDtUaVTIE ROEYIIZDOWNTERBALET .
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Visual Studio 7B O DARUR SAMEI o 66
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Visual Studio7AP xObEE TR DA E o 69
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Fortify Cl&. #3258 OV I ERE R SE. I5—H L CENR TEARIBETEBREE

TIBHILEHEHLET . VI II7RIEZE H OURNZDWTIE. [ Fortify/ Zk D72 X

TLEMHNZS B LTSN, B2 570000 IE. ROBEENEENFTT.

o MEBLTRTODY—AI—K T7A)UCIC++. C#. FI=[XVB.NET).

s MEBRIRTHSHESA4TF),
hIZIE. BEETBIL—LT—INDS B S4/4T3. NuGet/ \vr—o . BEXUH—R /83—
TAHSATIINE ENFET

o C/IC++7OP /bt M5 A (. Visual StudioEf=IEMSBuildf > Xk —JUIZE L TLVE LA
BRITRTONVII7MIVES HFET .

o ASP.NETEKLUASP.NET Core7AYV =k D5 & 1&. L E LT RXTHASP.NETR—D
I7AINVEE HFET .
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Visual Studio7A< ok DT RS/ X

Visual Studio/)a—avFE700 oV % #2 975E K 897548 XX T, Fortify Static
Code AnalyzerZ #: v R D—E LT, TAC O DR S TEEIR AT aoxEELE
T. ZDEIITTBE V)a—2avBLOTOC O T7/IVES L. BULRE R ATV TE
HEMICEITIDERHEEIRBINES.

BEE @Y7 OMREBBRE)V—RADTATEZEIL S HEEVVEKER G T
B&5(129 B1=8. Fortify Static Code Analyzera~¥ R [ZEILK DRI R EIZ7IERT
EHOVURTAVTIMOET TN ELNHYET . Fortify TIE, ERICRBELIREZ
FE R 9 571=IZ. Visual StudioDBA F BV R TAVTE MoZDaARURERITT 5K
REHERELFT

R OB TlE. Visual Studio!)a—3asample. sinlZ& FENET RXTHTOL 5k HFortify
Static Code Analyzer|Z&k>TE B ENET . IOV TR Y -=TAP I DURALZEIETE
LT 12U LB ENTOC IO EE M TEHIELTEET.

o WindowsZ7=ldLinuxE D.NET 6.0LLFE DYV Ya—av DB & 1. XOav o RZFHL
T )a—avxZE#;LET.
a. BREITHELTROATURFETL. UETOTOD I EILR e 8 74 LA BR
LFET.

dotnet clean Sample.sln

b. EIZIGELTRODATNEZEFTL. BELIRTOSEBI4ITF)HIEHO0—KR S
n. 7"1:}9:’7#(:»{*/7% —LENBESIZLFET . ROAT KR ETOS o D L i
THIVEINSEITLET .

dotnet restore Sample.sln

c. FAY IO DEILE DR E & IZIE LT, R OFortify Static Code Analyzera <2k 0
WIFNAEETLET . COATURIZE. BN DEIR INTGA—FEE HEHIENTEF
ER

sourceanalyzer -b MyProject dotnet msbuild Sample.sln
EJbS

sourceanalyzer -b MyProject dotnet build Sample.sln

o Windows E MC. C++. ELU.NET Framework'/Ja—32(4.8 xLLHT DB & (X, XD
OvUREERALTY)a—av a2 B ] LET,
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sourceanalyzer -b MyProject msbuild /t:rebuild Sample.sln

3% : Visual Studio®Bf & & a< K 7OV Tk TlEAE{Windows D<K 7OV Tk i
Fortify Static Code Analyzer%( 179515 & (£. REZEEL. TAP U DEILR

(i A MSBUIlAEE 1T 7] BE 774/ ILAD/SAEPATHIB EE T #1128 2L ELHYE
9.

AT T L= ROBITTRT LI B 7—RXEE T LTH R EZFPRI7MILIZEE
TEEY.

sourceanalyzer -b MyProject -scan -f MyResults.fpr

Visual StudioZ AL ok DZE # (2R I 545 3% 75
r— DAL IR

AOVTE DoDE HDET

AT EDIE =t 5 B B—F TE 8 %3E 17 951, Fortify Static Code AnalyzerZ #2
ERITIDEIRODATNAREERTLC. TR ICRELIRBE 25 I LTS,

cmd.exe /k <vs_install_dir>/Common7/Tools/VSDevCmd.bat

ZZT. <vs_install_dir>l&Visual StudioZz 1> Xk —)LLI=T4L YT .

TJL—i NETBLUASP.NETZOU 4 OZE #2

TL—7 NETELUASP.NETZAY 27k (& Windowsawk AV T & UVisual
Studio¥g i MSZE #: TEFEF . WindowsavwUR TOV T MoE R I515E (£, ook
DE LR |26 B A2 MSBUIldE 1T 7] 88 774 LAD/ SZAHPATHIR BB ZE # TS TN TSI EE
FEER L TSN,

C/IC++B&UXamarinZa> o+ NZ fa

C/C++H kU XamarinZaT =k (X, Visual StudioDBf % & o< K 02Tk Fi=IEFortify
Extension for Visual StudiohMoZ #t 2 EABHYET

3 : Xamarin7RY =k TlE. it 3541717 Android APID/L—)LH Fortify Secure

Coding Rulepacks|ZfF 7£ 9515 & . Xamarin.Android APIOARZ LIL—I)VEFE A T3
DEIHYFETA. FARTIE BEELERBEIMRE NI BEENBYET .
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THZEOEHTELZEOTOCIINDE L

FTHEZETCREBEREFTEIZTOMDERE I7MIEERLTIOD O HBEIR SN TINS
BEIE.BREEESI AT CEORELNIHYET . &AL IRIBEFE EMy Configuration®
ff FH L TEJLR &fvf=Visual StudioV)a— 3 sample.s1nZE 1 3AI2(E. RDATUEH
FERLEYT.

sourceanalyzer -b MySampleProj msbuild /t:rebuild /p:Configuration="My
Configuration” Sample.sln

Visual StudioVJa— 3> DE —JOS o D% #

Visual StudioVJa—av[EH OTOD /R BNE FNTNSIE & (X, Y )a—3a 2 KT
(FE1DOTADIHNEE MR TEHIELTEFT . TOD I T7AIUZIE. proj TR 0B T7
A IV H5 3R F (. vexproj R, csproji E)AMT LW TWLET . 100TOV I/ EE T 521,
MSBuIldavY R D/ \5A—REL T )a—2 3O HYIZTaD o D7/ IVER ELET

R OFI Tl sample.vexproj 7O O I7AIVEZEHLET

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.vcxproj

BHOETREEI7MILEE IR THT7A0 0 DR T

Visual StudioZE7=IIMSBuild7AY =7k THE $t D 17 7] B 774 )W T 71 V& DL 5F F

* exeZFDIFAIEEZEIRTHIEE X D TIER DRE A ORI B4 11516, E
TI7AICEIE R 25 T 72—REE T 5 EERLBENDLET . Fortify CNE1T I
(X, B I7—ADE T IZ-binary-nameA T a2 FE R LT, ETR[BET7MILE Ff=
[EINET7HLITVRB EINTA—REL TR ELET .

R Of 1% Sample1 (NET7tE> 1% HEE 4 IT5 TLVELC+HTAY ook ) ESample2
(NET7E2T)& sample2ZF DNETFOD /M) EWLNI2DDTOV /- TR SN
Visual StudioV!')a— 3> sample . sinZE L T ITDAEEZRLTCVET . £J00x
Ik & ZNENHIE DZE 17 7] BE 774 )L (Samplel.exe&Sample2.exe)FEJLR LET . 747
#E B [Isamplel. fprI7AILesample2 . fpr 77/ JURTFESNET .

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.sln sourceanalyzer
-b MySampleProj -scan -binary-name Samplel.exe -f Samplel.fpr
sourceanalyzer -b MySampleProj -scan -binary-name Sample2.exe -f
Sample2.fpr

-binary-nameZA LI T DNTEE LLIE. "G T AT 3" R—2139%5 BB L TLIZELY,
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Visual StudioV 21— 3> H DRI DE AT g
Visual StudioV)2— 3> TOME A TEARE R A RIZIE. RO2FEFEHABHYET

« Fortify Extension for Visual StudioZ{# 3%
Fortify Extension for Visual Studiold. % #2 58X U T (RF¥2) IT—REI1RTYITE
TLET.

« Fortify Static Code Analyzera<> K [Zdevenvav R ZE NI 5
X DaATK I&. Visual Studio¥/!)a— 3> sample.sInZFZE#LFET .

sourceanalyzer -b MySampleProj devenv Sample.sln /rebuild

Fortify Static Code Analyzerl&devenv®Dif ' L% [E % OMSBuUildDFE N LIZE# T
51z, ZOHEE . COATUREFE A T5Y)a— 3 (ddevenvy—)LTIFAEKMSBuUIldIZ
FOTEIRESNET .

Fortify Static Code AnalyzerZBR R ICR T BT IZE# 3
%

Fortify Static Code AnalyzerZE £ #2 & €9 1"Visual Studio 7O /2L #2354 T 3
UDBYET . ThIZIX. DotNetB LU Framework TAL Ik MD<sca install
dir>\Core\private-bin\sca\MSBuildPluginlZ#hSFortify.targets 77 ILHWLE TY .
TP IO FENR TEHENROATUR SAU TR A\ REFISE X SREFER L TI7MILE
B TEET . FRHALTLBEILR IR (dotnet . exeE=[EMSBuild. exe)Zis LT #NE
fbotnet TAL Y UFEFzIEFramework TAL IR VEE LNREFERALET . 4:

dotnet.exe msbuild /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_
install_dir>\Core\private-bin\sca\MSBuildPlugin\Dotnet\Fortify.targets
Sample.sln

Ff-1%

msbuild.exe /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_install_
dir>\Core\private-bin\sca\MSBuildPlugin\Framework\Fortify.targets Sample.sln
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[CEAINFET . ChoDEHERDERITTRLET .

RIEZEH &t BA T4 E
FORTIFY_ % #2 MF ortify Static Code AnalyzerEJ)L %L
MSBUILD_ FIDFEELET . COME I FTHREL
BUILDID TLIZ&ELY,
(. Fortify Static Code Analyzer -b
AT a3 EELTY.
FORTIFY_ TINWWITE—RZBEMILFT . Chld. False
MSBUILD _ Fortify Static Code Analyzer -debugZt~
DEBUG LaVERLTY .
FORTIFY_ NRT/\WIEFRZHMILEST. I False
MSBUILD _ [&. Fortify Static Code Analyzer -
DEBUG_ debug-verboseA L a3 R L TY . il

VERBOSE 73 HitruelZ5% B S TLVBIE & (.
FORTIFY_MSBUILD_DEBUG&KY+ &

SEINFET.
FORTIFY_ THDOAE)EHEZIVM -xmxAToay SRATLTERAA ALY IE
MSBUILD _ DX TIEELET. F=EZ1E. -xmx26  AEYIZEDVVTEEFHEIYY
MEM [ZRYFET T
FORTIFY _ Fortify Static Code AnalyzerB4 774 JL  %LOCALAPPDATA%/Fortify/
MSBUILD_ D5 (Mt AR)EHR ELET S sca/log/sca.log

SCALOG —hlX. Fortify Static Code Analyzer -

logfileA 7L av R L TY .
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kLTULFEEAS

GradleZFE R L TC++7Oa O FEIR T BI5 & (. C++T7T)r—230 TS5 40K D
WIFhh Dz R TGradleZ7MIUTE I SN TS EFFE B L TSN,

apply plugin: ‘'cpp'

plugins { id 'cpp-application' }

GradlebLD#f & I12DWVTEHLLIE, "ELE & " R— 12525 BB LTS,

CBLUC+H+DaATURIAE X

AVISITESNZARURSA0FToaviE. T)TO0 vy DRTICEEESZ. 55D
B BE UL AR B BEZH X FITE SN (ST HTEMNTEET , Fortify Static Code Analyzer©a
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A ZAYR SAVHNE TS . Tt DA/ (5K DIl [TsourceanalyzeraI UK &
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1DNIPAINEE R THIE RN EIATURSAUE TR DEBYTT,

sourceanalyzer -b <build id> [<sca _options>] <compiler> [<compiler_
options>] <file>.c

CCT:
e <sca_options>l&. Fortify Static Code Analyzer|SE Shd4 73 TY .

o <compiler>|E. T AHC/IC++a2/\ASDE Hil(gcc. g++ c1EE)TT . HiR—h SN T
WBC/IC+H+av /MM SMDYARR ZDWTIE. Fortify Y Ik DIF7 O X TLEHDR Fa AV %25
B LTS,

o <compiler options>l. C/IC++A/INMIITESNBATL 3T,

o <file>.cld. ASCIFE:IFUTF-8T a—TA4 I K THAIDEHLHYET .

7 : Fortify Static Code Analyzer@d X TDA T 3EaA I SATL IV DRI E T
DILEIHYET .

aAZaTUR [ B CRITLIEZICERBICRE T IR ENBYFET . av/(5av7
VR DK T BIE & (X O/ (57K DR IZHE E L1=Fortify Static Code Analyzera<
RBHERBLET.

FEZ I ROARNEHEA L TI7ANEID (VT HELET .
gcc -I. -o hello.o -c helloworld.c

COEE . ROARNEFERLTCOIFANEL B TEFY
sourceanalyzer -b MyProject gcc -I. -o hello.o -c helloworld.c

Fortify Static Code Analyzerld. Z# 7x1—XD— & &L TL DA/ (ST REEITLE
9. BIDITUR I TIE REFvUITBE LR B F AHDY—RE, gecZRITLTR ONEAT
1Yk T7A Jlhello. oDl 5 HE B &N E T . Fortify Static Code Analyzer -ncA 7L 3>
ZHEALT O/ MSDETEEMICTEHIENTEET

B L SN F-CELUVC++a—k DRAFr

3273 )LD IZC/C++E LK TFortify Static Code Analyzerh3H7h—hk L TLVE LV H—R 78—
TA4E OCT)T0ty%E T 55 E (. F fE 774 /L TFortify Static Code AnalyzerZ
B 1R I E HHYZET . Fortify Static Code Analyzer®avFL REILR#E & Tl E
IR THR—FENTLVEWT)T Oy ESR— N TSI/ M5/ M TFI— Tl
B— B 7MLV THEH N2 20aT R ELTETLIE &S f R 771U E B I
THINFET.
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DNEELET. COMEBEER DT EE. AV (SHE & DPIS5—/ L TRV —Ra—K
2 T ANSAHEEABDYET . Z0%E & . Fortify Static Code AnalyzerTZE #t T5—hR
EINTEAVNASTIHRE SNABWNEWNSF BEHREE TEHAREENHBYET .

AVINSDTAV I VF HANVFHREEE A T 515 & (3. TV MILF AT EE
BIZLTHS, EEEIREETLTY—RI—RFHBE LU/ (ILENLDERE R L TS
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JavaScript. TypeScript. JSX. BELUTSXY—RIT7/ILHYE FbJavaScript7OP Ik .
BEUHTMLT 71 JUTIE HiA FTlrdJavaScriptE o it TEET .

— E8 MJavaScript 7L—LT—I1&. F X DJavaScriptl 2k SR/ ILEN (Y —RADSY —R
ADAVIN V). SNDE K SNEI—F (TR VEST . CORATOa—F 25§51, -
excludeaARVR SAUA T a % FE B L TSN,

JavaScripta—k £ & UTypeScripta—F ZZE #9515 & [&. TXTOYV—RIT7MI)ILE1E D
IE U L T— # (2#8 & L TSESLY. Fortify Static Code AnalyzerTld. ZM0#% OFEUH L
B (CEJLR IDIZRE & {4 (5N t=07 A W AR IZH LWV I7A ILEE I $ 54 gE (T HR—k Sh
TWFEEA

Fortify Static Code AnalyzerTI&. [ #i# Stif=JavaScript (*.min.js)ZE # LFHA-
3 TS5 37 BE #E Shut=JavaScript 774 JUZIE. Fortify Static Code Analyzer
TEIMIERE TERLIATABYET . CNOHDT7AIUE. -excludeaAYURESAUF
TavEE AL TE ER LTG0,

ZDEHI VT ROMEYIIZDOWVTERBALET .

Ea7JavaScript g O bk 2 M 74
R TR B R DR Ot 75
NPMIK TR B R D D B e 75
NPMIK 77 BE 1 DOBR AF O 76
HTMLD74 L& B LT=JavaScript7 A O DEHRE 77
H &R JavaScriptE = ITHTMLZEZE HEIZE 8B oo 78

Ea7JavaScriptZ7As ok DZE i
JavaScriptZZ 2 § AR KM EaATUR SAUE X (FRDERBYTT .
sourceanalyzer -b <build id> <js_file or dirs
ZCT. <js_file or_dirs|3ZE #9 BJavaScript774 JLD4 Rl . E1-(34#8 £ MDJavaScript

T7AINEECTALIR DT NDTT . <js_file or dirs|Z*.jsZHELT. EHDT7
AIELE T HIEELTEET.
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& 1= B 1% DFR 5%

5 E DIKTFEEF DOZE L w [ 8 3 5IZ1&. fortify-sca.propertiesZ74 LA O )74 70
INTAEREISEMLET . ROTU/NTA TR E SNEI7MIVEE B SINWFEEA.

e com.fortify.sca.skip.libraries.ES6
e com.fortify.sca.skip.libraries.jQuery
e com.fortify.sca.skip.libraries.javascript

e com.fortify.sca.skip.libraries.typescript

L TNTAIZIE. T7AIVE (NRE|REL) DO YEZanV R Y YURNEE ELET .

NoDTO/INTATH E Shf=-714)UE. O—hILI7AILEAB—2 vk £ DT7AILDME K
(S# A ShET . F=£A (L. JavaScripta—KR 2R DO—hIL 7 LS B HAE FNDELET .

<script src="js/jquery-ui.js" type="text/javascript" charset="utf-
8"></script>

T I4I)Uk Tl&. fortify-sca.propertiesZ7AILA D
com.fortify.sca.skip.libraries. jQuer‘yjl:I/ \°7_-4’(:jquer'y-us . js75§’§“ EFNdI=H.
Fortify Static Code AnalyzerTIAT DB TR LT=D7M IV E L FEA-

T7AIVE IZIEIE #R R R % F§ TE %9 . Fortify Static Code AnalyzerTl&
com.fortify.sca.skip.libraries.jQueryJA/NNTAEIZE FNDE T7AILE D .min.jsFE
F=IE. JsDRTICER R IR ' (-2\d+\.\d+\.\d+)>' ZEBHIIHHALET.

3 -excludeaANUR SAUA T2 FE R LT, O—hILI7AIIVEIXTAL IR )2 K E
RN THELTEFET . COATLavDFEMITONTIE, " AT R—2137%
S B L TS0,

HMEDMEITOEHIZ. KFE R DE B H-disable-languageA T av TEIN (THHT
WA E TH IR EEBRIZTIVDNERICEENTT . SEFEMNITTHIA T a0 M
[SDWTIE, TME AT a0 R—D1371%5 B LTS,

NPMIK 77 BE (%2 D B DE

T 7#4I)Lk T. Fortify Static Code AnalyzerTlda—K (24 > 7R—b S -=NPM{K 7% B8 & D&
EEBLET . NPMIKEBE R OEBREE R T RDIDDATLavhbyET .

o com.fortify.sca.follow.imports 7O/ NTAIETI4ILE TH T -THEY. AP Ik
THERAINTVSTRTOIUR—bENTD7MIUNPMIKFE B R ES O)EMEIRL. it
(& B KSIZFortify Static Code AnalyzerIZ3§ R LET . cOTAD I A DA 2R—k
SNTF=T74 )VER DIT571=8IZ. Fortify Static Code AnalyzerldNode.js&fl F=7 LT X Ls
ZEALET(EEHMIZOLVTIE. Node.jsDWebHA k%5 B8 L TS,
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ZOTA/NT1%falsel B E T HE AV FAUICHRMICE FNTLVEDNAUR—FE
NINPMIR 77 B R (FE RIS FNGLBYET

o com.fortify.sca.exclude.unimported.node.modules 7O/ NTAIET T4 THZHIZH S
THEY. 7RIk TS B I TLVELnode_modulesT1L ok V%R 4t 3% & SIFortify
Static Code AnalyzerlZ36 R LET . COTA/STAIET IS TE S THE->TLET . Ch
(F EMF S RTLIZOADEGKRFEFRLZE. RETOSUMNIAIB ELZMREFBF
DZE % T51-TT .
DT 0/ \T1%falselZ5% T 9B &. Fortify Static Code AnalyzerTld. AT IR 2&oT
S B ENTULVELY., (com. fortify.sca.follow.imports T/ NTAHNE % D) R th (Th&
HENF=TARTODED 2—ILHIE B IZE HDONFET .

o -excludeA T aviE. BV a—)LEBRRMIZER S § 5702, L5 D2ODT0/\T1E—
HICEHATEERY.
AT EFERTHE LEROTONTAHRELYBBESINET.

L EE®R
"NPM{& 7% B8 % DB& 4% D" T

NPM{& 7F B 1% DB 5% (1l

R OB L. NPMIK 17 B (R 2R 54 D3 DDE G L FIAZER L TWET . Thiodf T,
ROTALINNBEZEZERLET

./ RootProjectDir innerSrcDir node_modules innerProjectReferencedModule index.ts
moduleNotReferencedByProject index.ts innerProject.ts (innerProjectReferencedModule
MDA UR—b%&E ) node_modules projectReferencedModule index.ts
moduleNotReferencedByProject index.ts projectMain.ts (projectReferencedModulemisdDA
VR EBT)

11
SOBI & TPAIDTIHIE DB E TEMENDIZ EERLTVET . OB E

com.fortify.sca.follow.importsé&com.fortify.sca.exclude.unimported.node.modules

Al A Ebtruel FEE SN TULET .
sourceanalyzer RootProjectDir/

BI1DZE X RDI7AILIE TNET .

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node_
modules/innerProjectReferencedModule/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node_modules/projectReferencedModule/index.ts

%12
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SOl . TOS IR ZESTE BEN TS ES 2—)UTN X T $R 3R B (2R Dbl T O
SO LT RENTVEVWED - LA E R ITE HBIHE A ERLTVET

sourceanalyzer RootProjectDir/ -
Dcom.fortify.sca.exclude.unimported.node.modules=false

BI2OZE L RDIFAIVDE ENET .

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node_
modules/innerProjectReferencedModule/index.ts
./RootProjectDir/innerSrcDir/node_
modules/moduleNotReferencedByProject/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node_modules/projectReferencedModule/index.ts
./RootProjectDir/node_modules/moduleNotReferencedByProject/index.ts

#13

ZOfI X, -excludext 7L 3% E B LT, £ & Dnode_modulesTAL I VA DT RTHDT7
AIVEBRN THEEERLTONET . -excludeA T avId,
com.fortify.sca.follow.imports&SELU
com.fortify.sca.exclude.unimported.node.modules FA/NTADE& FE [CH D(ED 1—)L

DEREEEEZLET.
sourceanalyzer RootProjectDir/ -exclude "**/node_modules/*.*"

BI3DEHIZIE. XDI7AILHE FNET .

./RootProjectDir/innerSrcDir/innerProject.ts ./RootProjectDir/projectMain.ts

HTMLZ74 JL%&{E F L{=JavaScriptZ7 O ok D
2 4
JOo x4k [ZJavaScript 774 JUZIN Z THTML 70 ILHYE N TS & (XK. R OFI TR

9 KD, fortify-sca.propertiesZ7AIVEIFATUR AT
com.fortify.sca.EnableDOMModeling T/ ST A% truel R ELET .

sourceanalyzer -b MyProject <js_file or _dir> -
Dcom.fortify.sca.EnableDOMModeling=true

com.fortify.sca.EnableDOMModeling A/ \T 1% truelZ5% & 9% &. DOMBS & DH/OR YA
b ROVIT4 T DR RE7EE . DOMBSE O E [T A M LR—FER 59 e TE
F9.

X COFTLavEE #1129 B E. Fortify Static Code AnalyzerTIZHTMLI 74 JLIN D
DOMWYY)—#& & #ET /UL §BJavaScripta—R A f S FET . 4 #r 7=— X DB & A
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RGDEENHYFET (DM IHEMF AL DS L 51=80).

com.fortify.sca.EnableDOMModeling 7/ \T % truel Z5% & L =15 & (. Fortify Static
Code Analyzerh®\DOMETLJIZE H5B M DHTMLA S %
com.fortify.sca.DOMModeling.tags 7A/NTA TR E T HELTEET . TIHILL T,
Fortify Static Code AnalyzerTIZHTMLA%body- button. div. form. iframe. input.
head. html. B&XUpZE HFET .

f=&ZI1E HTMLAY Ul B LUV 1iZDOMETIUZE HAIZIE. ROaAv R EFERALET.

sourceanalyzer -b MyProject <js_file or _dir> -
Dcom.fortify.sca.DOMModeling.tags=ul,li

5} &f JavaScriptEf=IFHTMLEZ ZE 2 (25 65

srcl@ 14 TIE & Shi=4t & JavaScriptEzIFHTML I 71 )LE & $HB1=8. Fortify Static
Code AnalyzerCA v O—K L TE# 71— XIZE HBENTEBR AMUEIE E TEET
CNEFTSIZIE. com.fortify.sca.JavaScript.src.domain.whitelist7 A/ T4 T1DLL Lk
DA TR ELFT

¥ 2OTO/T41E. fortify-sca.properties 77 LA THO—/NUZER E TEET .
F=EZE HTMLI7AIUZR DRT—h AU DE FENTNDELET .

<script src="'http://xyzdomain.com/foo/bar.js' language='text/javascript'/>
</script>

xyzdomain.comR AL IT7AIVERAIUO—KR $THDIZR 25T THHEEE LTS5
Bl ROTONTAEEEIRVRFAVITEML T, B I1—X(TE HEITENTEET

-Dcom.fortify.sca.JavaScript.src.domain.whitelist="xyzdomain.com/foo"

FE: TONTAE TIE. KA D Duwww. TU IO REE B TEET . =X L. Tt DHTML
74 ILDSrcR T Tuww . google. comMSIT7AINERIVO—R §T5LIIHAEE L TLNSIHE
[X. google.comk A% E 951+ TY

B O A VEEEIBHICUT. ROBITR TR fEEXF () ROYTERAVEE
HELEIBHYFET .

-Dcom. fortify.sca.JavaScript.src.domain.whitelist=
"xyzdomain.com/foo|abcdomain.com|123.456domain.com”

TOXH—\EEHALTWSIE S X ROBITTRT LS. TOFH—/\FHKZEITULS
AUNEOBILELIBHYET -

-Dhttp.proxyHost=example.proxy.com -Dhttp.proxyPort=8080
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TAOXH—\F T 3o DR 2 EYARZIDWTIE. Ryk T—F 2570/ 542 B8 3 %Java
DR FaAUNES B LTS,
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Fortify Static Code AnalyzerTI&Python 77— 3% L. .pyIh sk FEHF DT7MIL
#PythonY—Ra—K LT ELET .

D3V TR ROMEVIITOWNTEHRBALET .

PYthonZE R O R SARE I L 80
R A IR B Py thON D T B 82
AVR—RBEHDED 3—IVEINAT—DFE DD 82
F—LRR=RINIT =BT E DB oo 83
DJaNGO D B 83

PythonZ #t a<v RS/ X
Pythond—RZZE AR KT SAUE X ITRDELYTT .

sourceanalyzer -b <build_id> -python-version <python version> -python-
path <dirs> <files>

: Pythond—FZZE M TEI5E (L. TRTOY—RI7/IIEIRIOF UHE LT—#IC
& 7 L TLZELY, Fortify Static Code AnalyzerTld. 20 OFFE UH LEF [CEJLRIDIZ
B8 & fF (TN f=T71 LR [ZH LWV D7 )VEEB N § 58 8t (T H7R— ShTUOER A

Pythona< R S AT 3y
R DE Tl PythonA T a2 DNVTERBALET S

Python#A =< a3y i 8A

-python-version AEXv 9 BPythony —Ra—F D/\—D 3 %8 ELET

<version> <version>MDAE WEE L. 28KU3TT . TIHILMEIFIITT .
EEIOrI=IAT It ¥

com. fortify.sca.PythonVersion

-python-no-auto-  EDVaA—ILELW Wr—CDAUR—hIER TS, $TOT0
root-calculation SIHRY—RTPALILDE B IL— TALIRN DB FH ST EEE D
[TLFET
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Python#A =< a3y i 8A

RZE 070/ 7414
com.fortify.sca.PythonNoAutoRootCalculation

-python-path B0 DA UR—k FALI YDEIA0UK §] Y(Windows) FEf=IET
<dirs> O g9 Y(Windows L 54 )RR F#E ELET . -python-pathA T

DAvEERALT. 1NV FEREED a—IILDAVUR— N E R T
BINREIEE TEFT . COAF T avEFE AL TR—LAR—R/\y
=S T4 IR DT RTDINRE S HTLIZELN. Fortify Static
Code AnalyzerTl&. 12R—k N5 T7AILT EITIE E SNfz/ R
FIEFIRREL. RAITRE N7/ IVEERALET.

E% 070/ T4
com. fortify.sca.PythonPath

-django-disable- Fortify Static Code AnalyzerCDjango7JL—hr 2B &t H L
autodiscover W EFIEELET.

RZE 070/ 7414

com.fortify.sca.DjangoDisableAutodiscover

-django-template-  DjangoTrIL—hEFELTALOR)DOEIOOVE Y)Y

dirs <dirs> (Windows)FE =R X g1 Y(Windows L 4% )RR Z3E E LE
9. Fortify Static Code AnalyzerTl&. DjangoT>7L—k Z7A /L
CULHEEINNRZIEFIREREL. RANIBEH SIN=T2T
L—h D7 VEERLETS.

EEIOrI=IAT It ¥

com.fortify.sca.DjangoTemplateDirs

S RE®
"Python®D 70/ \F 4" R—206

PythonMa< kK 54 43
Windows TPython 30—R# £ 515 &'

sourceanalyzer -b Python3Proj -python-path
"C:\Python312\Lib;C:\Python312\Lib\site-packages" src/*.py

Windows TPython 2a—K#ZE . 9515 &

sourceanalyzer -b MyPython2 -python-version 2 -python-path
"C:\Python27\Lib;C:\Python27\Lib\site-packages" src/*.py
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Windows L 4% TPython 3a—KF#XE #3515 4 :

sourceanalyzer -b Python3Proj -python-path
/usr/lib/python3.12:/usr/local/lib/python3.12/site-packages src/*.py

Windows L % TPython 2a—KF 2% #3515 4 -

sourceanalyzer -b MyPython2 -python-version 2 -python-path
/usr/lib/python2.7:/usr/local/lib/python2.7/site-packages src/*.py

483 ’CO)Python NZE A

Dt arTlE. R8T 'CPython7°I:I CIONEEBRT DA ERITONTHRBALET . 7
AP Ik DT RTOIKEF F'aEI ZAIMRBIRE([CAVAR—ILENTIVDZEFFE R L TKIESLY,
i 78 1% 15 TPython 7O O EE# 512X, TR O DR EFRE R ER E T 5-
python-pathA 7S avE& HET

Python{x 78 Ix & O

IR 8 IR & 8 HimyenvT. AT Uk DK 77 BE 1% Himyenv/1ib/python<version>/site-
packagesTAL IR NIZAV AR —)LENTLVAPYythonTOY zHR F#E# §5(21F. R DL
AALFET.

sourceanalyzer -b mybuild -python-path "myenv/lib/python<version>/site-
packages/" myproject/

condalz & Dl

condalf & & HlmyenvT. TOD I+ DK F B & Hi<conda install
dir>/envs/myenv/1ib/python<versions/site-packagesTAL Ik JIZAV AR —)LENTLN
BPython7OD I #E 3 BHI21E. RDKIIZA ALET

sourceanalyzer -b mybuild -python-path "<conda_install _
dir>/envs/myenv/1ib/python<version>/site-packages/" myproject/

AVR—k B HDED 21— IVEI\IT—D%E HB

Python77)r—2 3% % # L TRFv> 12| 25128, Fortify Static Code AnalyzerTIlX7
Tr—a0bME A3 2140 R—h BHADED a—ILEXU SWwr—I %R R LET . Fortify
Static Code AnalyzerTl&. PythonT 34 LY AT LN ViR—b & HDED a—)L&s \Wwlr—
CERRTHI=OITE AT HPYTHONPATHIR IE ZE # A2 E B LEEA.
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Fortify Static Code AnalyzerTId. R DIEF TTAL IR UDIVRREFERAL T, 1oR—F
HDED A=V T—DF R R LET .

1. IRTOTAD I —RT7A LD & IL—k T4k 1), Fortify Static Code
AnalyzerlZ&>TE B ICET HE SNET . 1zLX (& 200700 O T4L IR Y
PrimaryDir/project1/*&HKUPrimaryDir/project2/*hNEE THEE . F£@EI/IL—+
T4LIkJIEPrimaryDir T
AVR—b FHED A—IELIWT—D DR R A—TIN THHE B IL—TaLIRY)
#EI R 9 BI121E. ZEH A< K (Z-python-no-auto-root-calculationA T avEE H5
HEIBYET .

2. -python-pathZA 7L 3> TR EShI=T1L IR,

Fortify Static Code AnalyzerTld. 1Z # Python54 7 3UDED 12— ILDHT b % #2

Z& HFJ(Mbuiltins ] B 2—)L. &3 ECTER R SNF=FT RTHDED 2—)UEE).,
Fortify Static Code AnalyzerTld& #] [ZFortify Static Code Analyzer|Z& F#hbtvk
THZ #E PythonSA4 735 ED 12—ILER FE L. RIZ-python-pathA T3 Tie €S-
INATHE & LET . Fortify Static Code Analyzer TR Dh54 LVEY 1—)L#Pythona—
R TAUR—h 95, B AR TEINET. BEPythonSATSUDTRTOES 2—)L
MR DHBE3IZF BIZIE. -python-path!) Rk TIE # Python54 7 3UAD/ARZEB L
F9.

3. Fortify Static Code Analyzerh\Z #2 f DI77/ IVEE TR EDTALIR), fzEZ I,
Fortify Static Code AnalyzerTpPrimaryDir/projectl/a.pyaE#35E. 1VR—F
HAED1—IIWELVI T —DER R TEIREDTALINIELTTALIR
PrimaryDir/project1hB I SNFET .

2 Cas SV AL
L—LAR—R /W —E5E DD
F—LAR—=R/I T —DFE T BIZIE. -python-pathA T a3 % {# A L THR—LAR—R
INT—=DTALIRIND T RTDINREE HEBBEIHYFET . LA BHDTHILAIC
F—LRAR—RI S r—Dpackage_nameD2DDH T/ \Wr—U V& ENTLNSG & 1

/path_1/package name/subpackageA
/path_2/package_name/subpackageB

Sourceanalyzera~¥ R 42, -python-pathA T a3 &4 (2/path_1;/path 2% & OF
ERE

Django MZE A

Fortify Static Code AnalyzerT(&. Django7L—LT—49%H7R—k L TLVET . Django”
L—LD—0%FERALTERSNI-O—FREZE# 3 BI2IE. <sca _install
dir>/Core/config/fortify-sca.propertiesi®% & 77/ IUZR DT/ \T4%&BMLET .

com.fortify.sca.limiters.MaxPassthroughChainDepth=8

com.fortify.sca.limiters.MaxChainDepth=8
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T 7#)Uk TI&. Fortify Static Code Analyzerld7A¥ ok MJIL—k T4L 2k U DDjangoT
VIL— DB ERAFET . RE SN fDjangoTrIL—k & BFMIZE#RISEMSH
F9 . Fortify Static Code AnalyzerTDjangoT7L—h 2B BRI T H LEWNKSIZT S
15 & [&. -django-disable-autodiscoverA 7L avzE B LFET . 7AP Yk ZDjangoT>
TL—b DWW E A DIZ, DjangoToFL—b B F HLEWMEFR (2H D ESITTOD I HER TE
SN TLVSIE & (L. -django-disable-autodiscoverZd 7S aIThl 2 T-django-template-
dirsA T avEFERALTTUIL—hEEOTALIMNIERELET .

sourceanalyzera <K [Z-django-template-dirsZA 7 3B N L T. DjangoT>7L—Fk
J7AIVDE NN DI5 T &6 & TEET S

-django-template-dirs <dirs>
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F10E: B/ \ (LT Y TA—LOIA—F D
o
Fortify Static Code AnalyzerTl&. R DENAIT T )r—30)—RE 3B DR i &z HR—+

LTWEY.

+ XcodeZf# A L TR F Sh5i0S7 7)o — 3> MSwift. Objective-C. H&U
Objective-C++

o Android7 )4 — 3> F MJava

Xamarin7 )4 — a0 NDZE # OFF 12DV T, "Visual Studio 7B =0k MZE " R—2
65%5 B L TIEELY,

eI IVTIH ROMEYIIZDOWVTERBALET .

Apple IOS T TR DT M 85
Android T T D B 87

Apple iOSTOY T4k MOZE i

ZDtoar Tl iI0S7T)r— a2 MSwift. Objective-C. £ KLU Objective-C++Y—RA
O—RZEERTIHEICOVNVTHRBLET . TAD I DY —RT7AIVERE B T 51812,
Fortify Static Code Analyzer(&H & #] [ZXcodeav K 54 2*Y—/LMXcodebuild(Zf#f & &
nEy.

i0STO VM E B DRI & H

IOSTAC I+ EE T 5= DREITR & (TR DEBYTT .

 Objective-C++7O 7k [L. JEHfi 55 4 Objective-CT2 A L(ABI/N\—232F - 133) %
FERILIBLEIDYET.

 AppleMDxcode-selectaAY R F4Y—)L%&{E A L T, Xcode/\R%E% E LET . Fortify

Static Code AnalyzerTl&. ¥ XT L4 0O—/ 3L Xcodesk TE Z{# A L T. XcodeV—/L
FI—UbANVIERBELFT

o IEEEXCodeELR ITHBEETRTDY—RITFMILIMZE - SN TSI LERERLET
~excludeA T avEFE AL T, S MOSTFAILER SN TEEF(OSO—F i Davk
TANE X" RDR—TES ).

o JOVIOREEIR T HEOIBBELIKFRZRIAABEINTOAILELHYET .

o Swifta—kZZ # 9 5IZI&. CocoaPodsz & LI NTDY—R /\—T1ED 1—I)LEZFEHT
EHEEHERLET . TIOoAVILER AT RE THAL EMHYFET . f-fLXcode Tl
BE.EIRRIZTSNoDI7MIIVEBBIMICERLET.
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F10E: EN\AILTSUh TH—LDI—K DZE #

o TODIHMINFI K DTO/FA)AR T7AILHE TNBIE B (K. K (2T71ILEXML
ERIZEBRITILELABYET . INEITOIZIE. XcodeDputilaAT R EE A TEET

« Objective-CTAD I EE# T BI2IE. Y—KR /\—F4SA4T3)DNVEHME A 7] BE 45 s
BEAHYET .

o WatchKit7 7 )5r—a % ZE #9512, iPhone 77 )r— a3 —4wk EWatchKit
Extension32—4" vk Ol 5 %% #2 L TF=Z&LN.

iIOSO—F S T DARUR A HEX
ROAREFAE X EERAL T, iI0OST—F 2L TEFT
sourceanalyzer -b <build _id> xcodebuild [<compiler_options>]

ZZT. <compiler_options>l¥Xcodea/\(SITEIND ., Y R—kShTWN\EATL 3o T

T . A 5HD<compiler options>Z8 TE LTzbuildA T av % & HEZLEHHYET
Fortify Static Code Analyzer Xcodebuild®D#f & TI&. xcodebuild archiveZmEDHKEEIL
Fawo kol H R (T R—kEShTOWERA.

F: COOATUREE T BHE. xcodebuildlZ&o>TY —Ra—K Ao/ ILanEd .

D DSTFAIVER S FBIZIE. -excludeAToavEERALET("E #ﬁwb oA R—2
137%5 88). 771 )ILHXcodeDEJLR [TE FNTLDIEE TH. RAMIBEEIT— BT HI R
TV —RIFAINDNE B EINFTA. RIHIZERLES

sourceanalyzer -b MyProject -exclude "**/TestFile.swift" xcodebuild clean
build

TIVr—a0 N TONTAURR T7A IUT=EZ [E<Files . plist)Z#E R LTLDE S X Th
BDIT7AIVEF DsourceanalyzeraAYUR TEHLET . TOD I I7MILDZE #IZE B
L=t DERILEIRIDEFERALES . RITHIZERLET

sourceanalyzer -b MyProject <path to plist files>

7OY -k TCocoaPods%{E A L TLVAI5 & . -workspaceZF& HTTAV IR FEILRL
F9 . Bl

sourceanalyzer -b DemoAppSwift xcodebuild clean build -workspace
DemoAppSwift.xcworkspace -scheme DemoAppSwift -sdk iphonesimulator

EEMTE T LIzo. ROBITRT LI BT 7—RERITL TR R ZFPRO7ZAIVIZR E
TEFEY

sourceanalyzer -b DemoAppSwift -scan -f MyResults.fpr
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F10E: BIN\AILTS5Ub TA—LO—K DZE 2

Android 7O 7k OZ 2

ZDtH 3Tl Android77)r— 3> Mlavay —RAa—R #E B §5A %K I1ZDLVTER A
LFd . Fortify Static Code Analyzerz{ L T. R OWLVF 5 THGradleTa—F ZRX+v
UTEFY

o ARL—FTHAVT VAT LDARVESAY

e Android StudioTE TR DF—IFIL 21K

GradleDE WA (ZEELDA ETEREILETY .

¥ : Fortify Analysis Plugin for IntelliJ IDEA and Android StudioZ{ F 3% &. Android
StudioMbAndroida—R B & Rxv 9 52&LTEET . FMICDULVTIE.
OpenText™ Fortify Analysis Plugin for IntelliJ IDEA and Android Studio1—%4 1R %
SR LTS,

AndroidZ7O Y 2 DRI IR & 4

Android 7O 2 E T 5-ODRNIZ FH X DEBYTT .

e Android Studio &R :# 9 AAndroid SDKIE. RX Vv 2E T IV ATLICTAAR—ILEN
9.

e Android7AY x4k Tld. EJLK[ZGradleZFE A LFET.

GradleZ{E LA WVE WIOD 2o 1H D15 & (. BEE 11 (+5h TLYSANndroid Studio”
Ak [CGradle Y R—h ZFEB I 50 ELHYFET .

Android 7B 5+ OFE p& [ZfE B 9%/ \—2 3> MDAndroid Studiol Zf1 J& 9% Gradle& [l
C/n—avaERALET.

o 7I)r—aom7TaT I DANdroidd—R ZE LR §51=0I2h BT RTOK FE R %
PNAEINTWNAIELEZHERLET.

 Android StudioN 2% R SN LVATUR s R rombAndroidd—R 22 #9521
Gradle Wrapper (gradlew) Y AT L/ISATE ZSNTLWABLELAHYET .

Androida—k 73 T DT AU X
Android 7AYo XX w3 B2, gradlewZ{E A LE I . Thid. Gradle WrapperZ &

3 %5 L4t [EGradleZ{#E A 975242l TLYET . Gradle WrapperZ{# A L TAndroid”
AP IO EER T BHHEIZDLNTIE. "Gradlefi & OfFE " X—2129%2 B L TEELY.

AndroidL A7 2k J74 JLTHR tH SNTF=D4)L3) T DiE &8

Android AP Ik LA T IR 774 IUA—H A2 71—RADEE 51 I ) HE Th TS5
& . 782 Ik 74/ IUZIFAndroid StudiolZ&>TH B B 24 B SN BR. java) —R T 71l
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F10E: EN\AILTSUs TA—LOA—K DZE #2

NEENTVARIBEM AHYET . TOD UM ERXFv 9 5. Fortify Static Code
AnalyzerCTNHDLA TR 774U E T 5 %R H TEFT

Fortify Tl&. LA 7 J74ILCLR—F SN-RIEZ IR EMLEEITEHT. Thonif
8 OV 15 15 MESHEIR E [TH| B TEDXIITT D EEHENHLET . B AL AT
IT7AIIVTRIEZR/FE LR "9 T DT/ R—D182MER A IR T, ME%
TANATEET . AVRFIVAIDIZE DWW B EI/IIATEET .
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ZOtHar T, Goa—REE I HAEITDOLVTER B LET . Fortify Static Code
AnalyzerTlZ. Windows. Linux. £&UmacOS_t MGoa—k M4 #f &9 R—k L TLVET

D3V TR ROMEVIITOWNTEHRBALET .

GO R DA R 3 89
GO R A T T 89
R IE B R DR IR 91

Goav KR IAHE X

BREORREZEAICE. 7O IO MILEBET. M ELBITRTOKEFEEZEZF A
TEHADLEIHYFET.

RODITAT41E B (BLURFY) DB SNET

o NUETHIE

o HITHILAN DIEE Dgo.mod 771 IJUZEHTE & SNi=7AP U+ (%PROJECT
ROOT% DT [Z#hBgo.mod 77AIUZE>TRE TRIN-TOD I+ &<

o _test.goHIAVIAIMI KT RTDT7A )Y =V TAR)
Goa—FRZ#EMITHIEARAMBEIATUR AU X IR DESYTT .

sourceanalyzer -b <build id> [-gopath <dir>] [-goroot <dir>] <files>

Goav kA AT 3y
RXNDETIE. Goa—FZEBEROATURSAA T IV OWVTHBLET .
GoA T3> Bl

-gopath <dir> Go7OU Vb DE#IZFE FH 3 5GOPATHIRIEE $1 DIEZIE E
LET. COFATarzieE LEELME & | Fortify Static Code
AnalyzerCIZGOPATHI R T LIR B E M OBE 7 DIEAMERA SN
7.

gopathTAL Ok IFHE ¥ /S\REL TR E 350 EHHYET . X
DB & <dir>|ZH N7 E TT .
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F11E: Goa—F DZE ifa

GoA T3y

-goroot <dir>

-goproxy <url>

g A

/home/projects/go_workspace/my_proj
C:\projects\go workspace\my proj

R OB . <dirs|IZENEE T
go_workspace/my_proj

ZDA T3V EGOPATHY AT LIR B 2 U AVR & S TLVEELY

5 & . gopathMT 74Uk (F. A—HDR—LTALIMJIZEHDgok
LSE BT DY T TALIE UTT (LinuxDi5 & [L$HOME /go-
Windows M5 & [£%USERPROFILE%\go). 1=1=L . FDTsL IR I
GOTAARREA—SavNEFNTULVDE B ZREFET

ED 21— EERITHE A . goav/MSaARUR DR FaAURT
BASNTIVDESIZ. GOPATHIREBEZE # T/ \Wh—o DA h—
FEBRITDDLEIEIHYEREA. L. FRLTWREDS 1—/LD
KIFEBEFZRES OO TBHEZFEARITDHE D TALIRIIE. B
4 EGOPATHIZE TR ESNET .

¥ : Fortify Static Code AnalyzerTIl&. 7\ — DA ik—k
ZfE R 9 H1=6HICGOPATHIR 15 & # DAk 7 95 L Go
TP O ERE £ I2IEHR—F L TWVERA.

B % 070/\7148
com.fortify.sca.GOPATH

GOV AN — VDG EIRELET . COF T 3w E L
15 & 1. GOROOTURTLRIBEZEHMAMERAINET .
ZOATav e EESNT . GOROOTV AT LIRIE L AR E
SN TULVELME & . Fortify Static Code AnalyzerTldFortify Static
Code Analyzer{/> Rk —JUZE ENHGoa /(S FERALET .

R n7a/$544
com.fortify.sca.GOROOT

12U L DTOFURLEFHD YR P YTIE E LET . F=. direct
Fzldoff (R T—ODERAZEINIL)EIEE T HELTEE
EX

COATavhME E ST GOPROXY L AT LR 1R £ # A%
E SN TLVELME & | Fortify Static Code AnalyzerTl&
https://proxy.golang.org,directZE FALEYT .
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sourceanalyzer -b <build 1id> <translation options> <dirs>

sourceanalyzer -b <build id> <translation options> <files>

DartEB KU Flutterd)a< K S4 21451

my appZ AV IR IIL—k TaLOM)ZEE AL TDant7 O ok E=FFlutter7 O 2O 2%
9 B2

sourceanalyzer -b myProject my_app/

my _appd AP Ik JIL—b TAL IR A Ma_widget.dart I7AIIVEE T BIZIE. RDa<y
FEFERLET.

sourceanalyzer -b myProject my_app/a_widget.dart
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sourceanalyzer -b myProject "my_dart_proj/**/*.dart"
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B DgemsTALIVMUDHDIE A L. R DLSI2EZa02(Windows) Ff=[Eana(Windows
LISV TR EIYET
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[LF00. cpylTHEYET .
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Salesforce WebH/k TA F TEHANtHE 17 V—)LZ{E A L T. Salesforce72>k N MR
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<Package
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<members>
*
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<name>
ApexPage
</name>
</types>
<types>
<members>
*
</members>
<name>
ApexComponent

</name>

</types>
<types> <members>*</members> <name>CustomObject</name> </types> <version>55.0</version> </Package>
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VEHBTHERALTWSIE S . ThoD7 L Sr—P b Shiz2—4 vk ELTH O 0—
FEndbEHLHYET .
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Soliditya—k % #r
RO 2. Soliditya—F &0 #r 3 5-0DE KW LEITRSANEXERLET .

sourceanalyzer -b <build _id> <files>

sourceanalyzer -b <build id> -scan -f <results>.fpr

& 77 BE £ DA 7h—

Fortify Static Code AnalyzerZ # TI. 8 5t 7 \REHME 3t /XA THE E LI=771 LD iR—
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flight.solidity.defaultCompilerVersion7A/NTAZE HAHENTEET . HHETD
N—23av(d, Soliditya /I AZURDEIIZHEETLILELHYFET . fl:

sourceanalyzer -b MyProject ./

sourceanalyzer -b MyProject -scan -
Dflight.solidity.defaultCompilerVersion=0.8.16 -f MyResults.fpr

Solidityax /M 5&4 0 0—K 350D HKE (TTOX A BERIG S X, -
Dhttps.proxyHost#&B & -Dhttps. proxyPortZ{E AL TIOFUIE R ES HTLESLN. 4l

sourceanalyzer -b MyProject ./

sourceanalyzer -b MyProject -scan -Dhttps.proxyHost=MyProxyHost -
Dhttps.proxyPort=1234 -f MyResults.fpr

flight.solidity.defaultCompilerVersionl&. fortify-sca.properties77/JUZE I T
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"Fortify Static Code Analyzer®T R0/ 74774 )" R—187

PHPI—K D%
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Y —RAFE=ldIphp. ini TPAILIU R VIZAE 5t NRE DNE FNB(. /F =L, ./ TR ED) I7M IV E
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sourceanalyzer -php-source-root <path> -b <build_id> MyPHP.php
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T—avY—/N\2FrA—R L. @ E [ZIG L TFortify Static Code AnalyzerZBA iR LET .
T7AINEO—NIVD AT LIZE o O—R L TARL—TAV TV AT LDATUR EERIT T HIC
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AT LTHER—F SN TULET . Bl ODSAP/N—23 % E T L TWNVT, B E K8 DA R—k
I5—(Install release does not match the current version)DFE & L7115 & (. #i%
KEDARN—)UZKBLTULET .

OB REZRRTBITE. ROFIREZEITLET

1. BEIKBEOIUR—LEBERTLET.
[mport Transport Request] ¥4 7R RV AL EET .
2. Dptions] 27EEIRLET .
3. [gnore Invalid Component Version] FyoRvIREAUIZET .
4. A”R—+FIEEZTLET

TNTHERENMRRLEVGEE O, BLRS5T—TJIUEEEH DSAP/N—C3u A AT AT
E TSN TLSIE A . Fortify Tl Fortify Static Code Analyzer®ABAPa—K # XX+ T
EH&IIC. B OB T & A L TABAPTI7M IUE B ETVRAR— 5L HENHLET .

Fortify Static Code Analyzer®#H = [ZA YA~ ~AD1E hn

Fortify Static Code Analyzer®#E & A WAL ANDB M (AT 30 TT AN BT DL,
Fortify Static Code Analyzer Rx¥ U [EXKTHUAL TRA VYU ER 1R TEET . RDOF
IETIE BEEFTL—HTAZa—FFATEHERELTOET . Bl DAZa—moE EE1T
SHBE I FERTEIAZA—ITBRICAVILHFE M LET . Fortify Static Code Analyzer
DIV )EE K T HHTIZ. SAPY—/\HE 1T THY. WebRA—RDIS1 72 DSAP
Easy AccessTUTIC7IRAL TSI EEME R L TEELY,

Fortify Static Code AnalyzerZ &= ICAYIRNTEM T BICIE. ROFIEEEITLET

1. BAP Easy Access] A=a—h\5. b T Hoa iRy R(seeol EA T LET .
SAP Menu] »BEET .

2. Favorites] 74/L5%H 2')yoL . [nserttransaction] Z:ERLFT .
Manual entry of a transaction] %4 7OJ Ry AHBHEET S

3. Transaction Code] RyoRIZlyscalEA I LFET S

4. #%BOFTVIR—ITAAVEDIILET .

B& IZA Y(Favorites)] JAK [ ABAPZ—K %#h i L TSCA%E ) 3% (Extract
ABAP code and launch SCA)] &LV5IE B AR R FET .

5. ABAPI—K % tH L TSCA%HLE &) 95 (Extract ABAP code and launch SCA)] )24
#%')v- L CFortify ABAP ExtractorzBash LEd .

Fortify ABAP Extractor®= 1T

Fortify ABAP Extractorz=E {79 5I1Z&. ROFIEZEITLET .
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SAP Easy Access
E & & Othermenu e %% & V A [2

~ Wl Favorites
v W @Fortify
= vr Z_0PEM_SQL_EXAMPLEL - Open SQL Example 01
* 7 YSCA - Extract ABAP code and launch SCA
~ g SAP menu
* [0 Office
* 0 Cross-Application Components
* 9 Accounting
* 0 Information Systems
>0 Tools
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& pProgamm  Bearbeften  Springen  System  Hife

o KH 000 B ] ©%
Fortify ABAP Extractor
@ Mew

Fortify ABAP Source Code Extractor. Version 900041

We highly recommend to turn off security options in your SAP-GUI

Objects
Software Component TI ’E:"
Package 1 "hs
Program bis
B5P Apphcation bis

Cy

0y ILu ]L'u

Sourceanakzer parameteérs
FPR Fie Path
Working Drectory
Build-ID
Transation Parameters
Scan Parameters
ZIP Fiz Name
Madmum Cal-chain Depth 1

Actions
+ Download
Buid
Scan
Launch AWE
Create ZIP Fie

Export SAP standard code

2. #o0—k 95— RFERRLET.

RF YU BY TR HTFAVR—RUb | 1Sr—S | FOYT L, EIEBSPT T r—3
VOHBEERIR B ER TR THEELES.

Fortify ABAP Source Code Extractor. Version 900041
We highly recommend to turn off security options in your SAP-GUI

Objects
Software Component T| tr:— 1
Package | ‘b:.;, ?
Program bis ?
BSP Appication bis |

FEEROATOONFEEEZHE E TEET
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Select Single Values (2) Select Ranges | Exclude Single Values

0. Single value
_ZFDRTIF‘I"
FFORTIFY _2
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=
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o]+ [ElwE

3. R MF 7R I Fortify Static Code AnalyzerE & DIE#H &R ELEFT .

Sourceanalyzer parameters

FPR File Path

Working Directory

Build-ID

Translation Parameters
Scan Parameters

ZIP Fie Name
Maximum Cal-chain Depth 1
1=K i BA
FPRFile Path (7Y aV)Axy it B I71IUFPR)ZRETHTALIR)EA B

EET4LOH
IJ(Working
Directory)

Build-ID

FILE IR LET . FPRIZAILDE B E/\RE [Z& HTLIESLY, #
HoOERZETLTWBRILLOVEA—RIAHora—K Li-a—K %
H BB ICRF YT BI2IE. FPRIZAIVNRER E 50 EHHY

E3 N

M LY —RAO—FERETETALINIEANFITERLE
ER

(FTav) AFv2DE LR IDEA 51 LET . Fortify Static Code
AnalyzerTIFZE i S =V —Xa—K £ Bl 9 571-IZE LK IDZE{E
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ZIPT71 L4
(ZIP File
Name)
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Call-chain
Depth
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B BLURE DL

Bt BA

ALFET. n(Fa—FZERXFroT2=-HILETY . M TOEX
ZEFTLTWWBRILOVE1—RIZAO—K L-a—F #8811
LI BICE. EIFIDFIEE THLENHYET

(A7 32)31B il DFortify Static Code Analyzera<w R SAZE A
ToavEADLFET i ToERERTLTWSELCaVEL—4
(SAoA—RLfza—RZBHMICEBRLIZY. E]RATaFHR
AIARLIVTBICIE. ERA T FRETILENHYET .

(7> av)Fortify Static Code AnalyzeravY R SAVRAx v A4
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LET-
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BUORY, 2KUKREMEZIEE LGN EEHELET .

4. RORITRITIVaVEHERRELTT -

J4—ILK

Download

EJLK (Build)

& A
SAPT—AR—ZX Mo H L 1= —A3a—kK ZFortify Static Code

AnalyzerC4m™rA—K 3 5I2(&. #FH>O0—K (Download)] Fxv%
RyYREAUIZLET .

Fortify Static Code AnalyzerC4m™o> 00—k & #MD 3 NTDHABAP
O—KRZEZEHL.IBEELEELRIDZERLTEOI—FRERETS
[ZI&. EJLR (Build)] FuvoRwIREAUIZLET . COT7I 3%
%E 179 5IZI. Fortify ABAP Extractor®#®£ 17 L TL\%avE1—4
[ZFortify Static Code Analyzer®A > Xk —)LiF &/ \—2 3> hvids
E T3 . £{Di5F A . Fortify Static Code Analyzerh’f > Xk —JLE
NTVWEL AT LIZA I O—R Lz —Ra—R &8 81954 HE
B TY.
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AF¥+v>(Scan)

Launch AWB

ZIPO74ILDE
% (Create ZIP
File)

Export
SAP standard
code

==
=] =]

BIUHRE DL

Bt BA

15 & L1=ELR IDDRF+>%Fortify Static Code Analyzer G 1T
IBIZIE. RF¥v(Scan)] FovIRwIREAVIILES . CDTY
2avTlE B ELR)TILIVHURTIZE T INTLER EMN
HYFET . COT7Ua0EE 179 SIZIE. Fortify ABAP Extractor
% 1T L T3 Ea1—4(ZFortify Static Code Analyzer®d4f > X
F—ILEHN—D3VDBETT . Z<LDBHE . Fova—kLT:-

Y —RO—R %3 {il & SN i-Fortify Static Code Analyzera>
Ea—2 8§ I55DEETT.

Fortify Audit Workbench# iz & L T#5 & L1=FPRZ 71 JLZRE<IC
(. AWBOIE &) (Launch AWB)] FToRuIREAVIZLES .

B AZEHETDHICE. ZIPT7AILDAE B (Create ZIP File)] Fxv
DRYIREAVIZLETS . Ffz. Y—RIA—RESAPT—ER—I M5
HMEL-EZT . HAEFHTERITHIIELLTEET .

ARZLO—F 2N Z TSAPRE £ 0—F £ TUXR—k 9751213,
BAP1Z # 0—K M/ A7R—k (Export SAP standard code)] Fxv
DRVIREAIZLET .

5. EE1T(Execute)]Z#7)vILET
Fortify ABAP Extractor

@

Fortify ABAP Extractordd 742 Ak —)L
ABAP Extractor& 7oAV AL —ILT B(2IE. RDFIEEETLET.

1. ABAP WorkbenchT. Object NavigatorzBi=£d .

2. Y_FORTIFY _ABAP/\w/— % EIRLET.

3. Programs]|427#EBEALET

4. ROEZRE=HV')9ILT. Delete] #EIRLFET .
o J0%55.L:Y_FORTIFY_SCA

Flex$ XU ActionScriptDZ #2

ActionScriptZZ # 7751 DE KM EIATUR A ME X TR DELYTT .
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sourceanalyzer -b <build id> -flex-libraries <libs> <files>

—_T:

<libs>I&. £2ORV TR Y] b t=(Windows)Ef=[FaO2 T t] 54 f=(Windows KL 41 D
ATLY )19 B54T51)% DAL T, <Files>IFEHRTBHTI7M4ILTT

Flex& & UActionScriptav R 4473y

Flex77/IVEE BT BHICIE. ROARKRSAAToa 2EHALET . COFEHRIE. &5t
BH 252 & S TL SpropertiesIR 15 5% & 774 JU(fortify-sca.properties) CHiEE TEFE

ER

Flex&LU
ActionScript4 73
>

-flex-sdk-root
<dir>

-flex-1libraries
<libs>

-flex-source-roots
<dirs>

Bt B

B $h75Flex SDKDIL—t DI EEELES . COTAL UM
(& flex-config.xmlT7AIVEE LIL—LT—ITHIVIDE Fh
TWSLEAHYET . MXMLCE 1T & 82 77 IVEE TbinTAIL
FHLEFNTVWILELHYET .

EETOrI=IAS It ¥
com.fortify.sca.FlexSdkRoot

)09 %T51473")% F+EIaAVK Y] Y(Windows)Ff=[FaAV K
T Y(Windows L5+ )DUAR THEE LFEY . (REAEDS & . ZDY
AL IZIEflex. swe framework.swc. playerglobal.swc (i .
Flex SDKJL—bk MDframeworks/1ibs/IZ8HB)HVE FENTLVET .

i : SWCT7AIVEIIFSWCT7A ILEFlexT4T3)EL THE E
TEFYI(SWZIFR E HR—F SN TLEEA).

A% 07O/ \T44:

com.fortify.sca.FlexLibraries

MXMLY —RAMR F S TLBIL—k TaL IR JZEIa0 X Y)Y
(Windows)Ef=Faa X 8] Y(Windows A 54 )DURK TR E LFE
T.BE . INDIZEcomELNDSE BT DY T ITHILENE FNFET .

=& X, 8 E S i=Flex')—RIL—hk h¥foo/bar/src TH D5

& . foo/bar/src/com/fortify/manager/util/Foo.mxmlld
com.fortify.manager.util.Food&l VD& BT DAT D Ik (1 \wr—
T com. fortify.manager.utilP MFoodl V54 BT DA T Hh)IC
EHINFET.
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Flex&s&U
ActionScript47< 3
v &t BA

RZE 070/ 7414

com.fortify.sca.FlexSourceRoots

3 -flex-sdk-rootHB KU -Fflex-source-rootslEE [CMXMLZ 2 A THY . flifhis
ActionScriptZz A¥+v>9 535 & (FA T3 TT . -flex-librarieslEdT RTH
ActionScript ) V& #5ATS5VER R TH-DIFERLET .

Fortify Static Code Analyzer TIEMXMLZ74 JLZActionScriptIZZ # L . ActionScript/ \—
HENLTEITLET . &£ i Shi=ActionScriptldf§ B (245 #T TE. Flex52 %4 LETILD
FIINFBELBERERTEDTIEBYFELA. TOFER . MXMLI7MILTHE T I5—H R &
FTHAREE ABHYET . 1=&Z X XMLEE #T A3k B L . ActionScript~MDZE #2 Ak B L . #&
& DActionScriptDfZ #r £ K BRI Ha gEME AHYFET . Tt DV —RI—F [Txt L THAfE %G %
TAVENELDIIS—DF & L1215 & (&, ARATYR— EFTHH SIS,

& RIFR
"Flex LU ActionScriptdD 70/ 3\ 74" R—2210

ActionScriptda< K 54 Al

R D &, ActionScriptDZE # 1ZB8 § 65— A& I 7E L F)ADIATUR SA U X &R L TLVE
ER

51 1

R OB . 1 DDMXMLI7ZAILETDDMXMLSA TS )(MyLib. swf)DAHE S GE #li 72 771)
r—23> 0B Y.

sourceanalyzer -b MyFlexApp -flex-libraries 1lib/MyLib.swf -flex-sdk-root
/home/myself/flex-sdk/ -flex-source-roots . my/app/FlexApp.mxml

NIZKY. & HBT14T3)DI5 R« Flex SDK. L UFlex) —XJL—bk D15 i H3e& Al ShE
9. /my/app/FlexApp.mxmllZ&H BT DDMXMLI7ZA UL, my.app/ WWor—U RIZHLE T 5
FlexApp&l Y31 DMActionScript VS RAEL TMXML7 TV — a3 aE# LET .
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R OB & )—RIT7AIWDsrcTAL IR JIZx L TR B THD 7T Vr—3> 0 T9 . 1
DNDSWFSA4 TS5 MyLib. swf&. Flex SDKDFlex54 735 ETL—LD—954T5)EE FL
EX P

sourceanalyzer -b MyFlexProject -flex-sdk-root /home/myself/flex-sdk/
-flex-source-roots src/ -flex-libraries lib/MyLib.swf "src/**/*.mxml"
"src/**/*.as"

Z 0l TlX. Flex SDK#% R DI+ Fortify Static Code Analyzer774 Ui E F&{E L Tsrc
THIWERD.asT7AILE. mxml T7AIVEE HFET . ZOFI TIE. -flex-sdk-rootZdH D . SWC
T7AIVEBR R E T2 EIHYFEEA. 1L ZOH TIIFI R OF-=HIZBARBIIZ
6 ® L TLVET . Fortify Static Code AnalyzerlZ&klY. 3§ E L1=Flex SDKIL—k A 12353 X
TD.SWCT7AILHE B B 218 F]| 4. ActionScriptZEf=[EMXMLIZ 7 IILDZE L (ZF ASh
B5IATIVTHHEREEINFET .

i3

Z 5 TlE. Flex SDKIL—k EFlexSA TS TINTAT7AIILTIR E SN TWVET . Th
(. sourceanalyzerz 3 179 51=UIZIF i Z A 11 T 5DIEEFE HHDV. T—2HHE F (I
EhHoiEWN=HTT . 7IVTr—230%22001 923025 ElL . maint o ar o453 E
modules7AIWA IR FLEFT . & THIVFIZIE. /1 SRADEE R (T Dsrc THIVINE FENTLVE
. TPAIUE E FITIE. WA Dsrc THIVERIZHEHTARTD . mxmlBEL. as T7AILEE R
FBHITAILRA—KHBRE FENTLVET . main/src/com/foo/util/Foo.mxm1lA DMXMLI 7L JL
(&, 1=ERIERDESIT)—RIL—ZFHFE LT, 73— com. foo. util P DFoo&l VD4 Hil
MActionScriptySREL TE B EINFET .

sourceanalyzer -b MyFlexProject -flex-source-roots main/src:modules/src
"./main/src/**/* .mxml" "./main/src/**/*.as" "./modules/src/**/*.mxml"
"./modules/src/**/* as"

fRIRDE S DILHE

P IZEREINF-ITATOE EZR T DL RF v T71—RZ[ IR $5HRTIZR O3
RUREAALFT.

sourceanalyzer -b <build_id> -show-build-warnings

ActionScriptDE &
R DEIGEAv—U DK R EINDIGE HHYET .

The ActionScript front end was unable to resolve the following imports: a.b
at y.as:2. foo.bar at somewhere.as:5. a.b at foo.mxml:8.

ZMIZ—IE. Fortify Static Code AnalyzerTis BT RTODTAITSIVHR DHBELEE(
% LFE9 . Fortify Static Code AnalyzerTH #T 58 T ¢ 571=8IZ. (-flex-libraries4 7
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2avFEf=ldcom. fortify.sca.FlexLibraries 7R/ \T4Z{E A L 0B N DSWCSATSVFE
1zIESWC FlexZ/4TSVEIR E 35 BB di5 & hHYET .

ColdFusionad—K OZ #

CFMLR—DC A DREEDNDEMEFTLEINTNSDEHDEL TR SHE & 1L, <sca_install
dir>/Core/config/fortify-sca.propertiesDR DITEIAAVNEEBRLET .

#tcom.fortify.sca.CfmlUndefinedVariablesAreTainted=true

. register-globals X3 JLDHfE 55 14 1 Z3E & 9™ 5 & 5I"Dataflow Analyzer| 23§ R LE
T 1212l COTUSTAZEAMITTBE AV R—CADE BN ZENLLRTIZREL
Fe A DI~ R—=2D D5 & SN T-{E [Z#) #f &£ S b EhDataflow AnalyzerTH B L 135
BICZEIBYFET .

ColdFusiona<> R SA 4 X
ColdFusionV/—RAa—R#ZE 3 5I2(F. XRDaATKREA ALFT.

sourceanalyzer -b <build id> -source-base-dir <dir> <files> | <file_
specifiers>

—_T:

o <build id>IFTAT I DEIKRIDEEELET

o <dir>lIWeb7T)r— 3o DIL—b TALORN)ERRELET

o <files>|<file_specifiers> [ICFMLY—RXO—KR 77/ JLEEELFET

<file_specifiers>OE B A EITDOWTIE. "O71ILETAL IR DIE E" XR—2150%5
B LTI,

¥ : Fortify Static Code AnalyzerTl&. & CFMLY —RX 77/ L DR xt 1X\RZETE T5
T=8IZ

-source-base-dir TV R R R &L THE A LE T - Fortify Static Code Analyzer
TlE AVRFVRIDEE LT HEE(C. SO NREFERALET . 75— ar
Y—RAN)—2 R ER DTALIMIFEEI TS5BS . -source-base-dirA T avIT@E )
1 INSA—R%EYE E 9 5. Fortify Static Code Analyzer T4 fi S b4 A2 XIDIE[E
CFEFETT

OpenText™ Fortify Static Code Analyzer (24.2.0)



dA—HHAK ‘
FI16E: ZDMDE B HKIVER E DL 2

ColdFusion (CFML)avw R SA AT 3y
R DF Tl CEMLATL 310V TH B LSS

ColdFusion®#4 73> £ BF
-source-base-dir <web_app_root_dir> <files> WebZ I Usr—a>DIL—kTF4L5
| <file_specifiers> kU,

RZE 07O/ \T14:

com.fortify.sca.SourceBaseDir

SRIFH
"ColdFusion (CFML)D 7R/ \T4" R—210

SQLOZ #4

Windows (B&U.NETFEZ 7k D5 & R Y. Linuxd)DFortify Static Code AnalyzerT
(& .sql¥lh ik F &5 D774/ JUEPL/SQLTIFALKT-SQLTHAHZ LRI IR L FT . Windows
T.sql¥h ik F Z4F DPLISQLI7MIVEE A §415 & (X, PL/SQLEL THR Hh b LI
Fortify Static Code Analyzer& % & 3 5 EHAHYET .

Windows 75wk J4A—LTHZE R ITSQLAATEIR E 975123 ROVTIADE Iy
FEABDLFET

sourceanalyzer -b <build id> -sql-language TSQL <files>
Fr=lE
sourceanalyzer -b <build 1id> -sql-language PL/SQL <files>
Fr=lX. . sqliL R FHFEF DI7MILDTIAILE DN EEE B TEFET . fortify-

sca.properties 774 JLTC. com.fortify.sca.fileextensions.sql A/ NTAZPLSQLET=(Z
TSQLISER E LFT -

SRFEH
"SQLOT A/ T A" R—D211

PL/SQLMOAaTK 514245
R OB TIE. 2D2DPLISQLI7AIVELE L ET .

sourceanalyzer -b MyProject x.pks y.pks
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R O Tl sourcesTALIR AR DT RTOHOPL/ISQLI7FAMIVEEHLET .

sourceanalyzer -b MyProject "sources/**/*.pks"

T-SQLOaAT L SA 45
R OB TIE 22DT-SQLT7ANEEHBRLET .
sourceanalyzer -b MyProject x.sql y.sql
R OHITIE. sourcesTALIM R DT RTOT-SQLTFAIVEE#LET .

sourceanalyzer -b MyProject "sources\**\*.sql"

X : OO Tl fortify-sca.propertiesPd MDcom.fortify.sca.fileextensions.sql
TRNTADTSQLISER E SN TLVBIE & ZEELTLET .

Scalaa—FK D% #:
Scalaa—+F DEMBITLERLDIER DELSYTY .
e Scalaav/\(S5T554>
DTS5 14 1E. Maven Central Repositoryhs4mo0—K TEET

 Lightbend514tE>XT71 )L
DAt RT7A UL, Fortify Static Code Analyzer®4{ > Xk —JUZE . <sca_
install_dir>/plugins/lightbendTAL IR JIZHYZET .
SAtUANEE F A ik HELUScalaa—K OZE # A % 1220\ T
https://developer.lightbend.com/guides/fortify[Z&ALightbend DK Fa A+ %S BE L T
= AN

BE JOUIHhIC. Scalall st DY —RAa—RNEFNTLDIB & 1E. DT 7—XEE
119 7 1=Scala Fortifya/\M(57551%&E A L TScalaa—F #Z #: L THS. RIL
EJLR IDTsourceanalyzerz{# fi L TZD DYV —RO—FZE #3520 EHHYFET .

O—K ELTDAU TSRS S5OF+(1aC)DZEE Ha

Fortify Static Code Analyzerld. Azure Resource Manager (ARM). Bicep. AWS
CloudFormation. #&UHCLTYIL— 2L #LET .

3 HCLD% # H7R—bk (K. TerraformB LUHHR—k SN E95I8 TO/N1F0a—k &L
THDAVIZANZIFv(1aC)iE K IZE B DL DTY .
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dA—HHAK ‘
E16E: TOMDEE LIV TE DL #

RBAEFERERDHUL. TUTIL—rI7MILORRAIPE N THAILEE R LTSN, T
VIL—hIZERIE FENTOTIIGEYER A

o BHITHY. O—NWIL TR H A REGIRE T5—(FMTI5—OR E E DL Y F-ZE K
DS RGE).

s TUTL—FOERD . L)Y —RANEBRAFEFIEREINSENIHKLE TS BERAAIT
S—(EMMIEEHN DA TYIRT (HEETRE).

e VSN THREITIRMIS—(FELLGLWY RO S BRI L).

Fortify TI&. AWS CloudFormationM 774 JL4 i 538 F % .json. .yaml. .template. FEf=

(. txt|ZF BT EEHE SR L TLVET . Fortify Static Code AnalyzerTlE. i DS & w0 771/L

RATTENLDIE E F H— AR B [T A SN TULVELME & (2D #h O 3R FEHR—K L
TWET(.java®e. htmliE &),

T 74Uk T. Fortify Static Code AnalyzerTl&. HCLYLE 3R F .hclB L. tfEF D7/ )LE
EH]LET.

ARMZE #2 a2 R S54 > Dl
ARMTUTIL—#EMTIIEE:

sourceanalyzer -b MyProject ArmTemplate.json
TALIR A DT RTOARMTUTL—h2E R TH5 4

sourceanalyzer -b MyProject "src/**/*.json"

BicepZ #t a< K 542 Dl
12MBicepTrIL—2E T H5 A

sourceanalyzer -b MyProject BicepTemplate.bicep
TALINUR DT RTOBicepTrIL—r 2L #5545

sourceanalyzer -b MyProject "src/**/*.bicep"

AWS CloudFormationZ #1 A< K S4 > D4
B 17 245 35 F #1 DAWS CloudFormationToJL— 2L #4218 & -

sourceanalyzer -b MyProject CFTemplateA.template CFTemplateB.yaml
CFTemplateC.json CFTemplateD.customext
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.templatedls 5k F & DT/4L UM UA OF RXTHAWS CloudFormationToFL—hk % #2
EE A=

sourceanalyzer -b MyProject "src/**/*.template"

.JsonFEtzl&. yaml DL 3k F E#H DTsL UK UR D RTDHAWS CloudFormation7T>FL—
FEEMTEHIEE:

sourceanalyzer -b MyProject "src/**/*.json" "src/**/*.yaml"

HCLZE #i o<k 51> 0l

B DR FEHF D2 DOOHCLTY IL— 2 E #9515 5!
sourceanalyzer -b MyProject HCLTemplateA.hcl HCLTemplateB.tf

TALIR R DT RTOHCLTUIL— 2 ERTHEE:
sourceanalyzer -b MyProject "src/**/*.tf" "src/**/*.hcl"

SREHR
"JSONDZE #" T
"YAMLOZ 2" T

JSONDZ #1

T 7#JLk T. Fortify Static Code AnalyzerTIl&. JSONYL 3R F . jsonZF £ D771 JLEJSON
ELTEHLFET . ROHITIE. 1DDISONT7AIIVEE B LET .

sourceanalyzer -b MyProject x.json
R O TlE sourcesTALIMN IR DT RTDISONT7AIIVEE R LET .

sourceanalyzer -b MyProject "sources/**/*.json"

YAMLODZE

T 74Uk T, Fortify Static Code AnalyzerTl&. YAMLYE 538 F .yam1 B KU . yml & D774/
IWEERBLETS . ROBITIE. BRE5T7MIUWE R FZH D2 DOOYAMLI7AIIVER B LE
ER

sourceanalyzer -b MyProject x.yaml y.yml
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R OB TlE. sourcesTALIR IR DT RTOYAMLIZAIVEZE L FET

sourceanalyzer -b MyProject "sources/**/*.yaml" "sources/**/*.yml"

Dockerfile D% 2

T 7#4)Uk T. Fortify Static Code AnalyzerTldDockerfile*. dockerfile*. *.Dockerfile.
H&U* . dockerfileT7A JLHDockerfilebll TRIESNET .

3E: com.fortify.sca.fileextensions A/ \T4%{# F L T. DockerfileZt& i 3571
[TEREINEIFAINBIL R FEEETEFS . "ER LT I—ADTO/ T 4" R—
2189175 B L TIZELY.

Fortify Static Code AnalyzerTl&. Dockerfilell DITR7—TX F LT/ \WIRTY a(\) &
N9+ —k ()& 11 1TET . Dockerfile CTR—T X F AR E SN TLVELNE S .
Fortify Static Code AnalyzerTl&/\WIRSYY aMIRy—T X F ERBINFET .

Dockerfilez & LTAL I JEE 358 X ER OB ITRLET .
sourceanalyzer -b <build_1id> <dir>

Dockerfile®ftz = ASIE L<% L5 & . Fortify Static Code Analyzerl$049 774 JUZTS5—%
EEFAATIZAIVER T TER LI EETR L. FDDockerfileD7 Hr &= XXy TLES . BJIC
EEAFNEIS—OHERITTRLET .

Unable to parse dockerfile ProjA.Dockerfile, error on Line 1:20: mismatched
input '\n' expecting {LINE_EXTEND, WHITESPACE}

Unable to parse config file
C:/Users/jsmith/MyProj/docker/dockerfile/ProjA.Dockerfile

ASP/VBScript{x 18 JL—bk D% #2

Fortify Static Code AnalyzerTl&. ASP{R 18 JL—+ 2018 TEFET . B ToLIMJIZTYT
FTEHIAJTRELTRIE T4L UM JZEME I 5WebH—/ D15 & . Fortify Static Code
Analyzerz{f Fl 9 5L/ )7 REE R TEET .

f=&Z 1L, IncludeBEULibraryELVSE BT DR 8 TAL IR UAHY . TNENYE T(L UL
1)C: \WebServer\Customerone\incHLUC: \WebServer\CustomerTwo\StuffZZ B L TL\S
ELFETS

R O T, virtualA 2 )\ —k 26 A 357 7)/7r—3>OASP/VBScripta—k 2R L TLY
EXE

<!--#tinclude virtual="Include/Taskl/foo.inc"-->

OpenText™ Fortify Static Code Analyzer (24.2.0)



dA—HHAK s
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O T, Bk DASPO—F (R DM B LIS IZHE77MIVES B LET .
C:\Webserver\CustomerOne\inc\Task1l\foo.inc

ZOBI TlE. EEOTALIR AR TAL IR UL IncludelTE EDHYET S

1R 28 J)L—k A%t it

BRI FTALOR D IE T %Fortify Static Code Analyzer(Zi2 it 375(2I1%. R OFI IR
9 &5IZ. Fortify Static Code AnalyzeraY¥> R SAUEUH LT
com.fortify.sca.ASPVirtualRoots.name_of virtual directoryJO/\TA%E% E I 50

EHHYET

sourceanalyzer -Dcom.fortify.sca.ASPVirtualRoots.<virtual directory>=<full
path_to_corresponding physical_directory>

7 WindowsTl&E B /NRIZAR—ZADNEENTWSE &1L TONT R EEZSI AR
THRLLEIHYET .

sourceanalyzer "-Dcom.fortify.sca.ASPVirtualRoots.<virtual
directory>=<full path_to_corresponding physical directory>"

Bl DI a0 OF TR 9 512E. R OF 0/ T+ ZFortify Static Code AnalyzerZE L
EXRE

-Dcom.fortify.sca.ASPVirtualRoots.Include="C:\WebServer\CustomerOne\inc"

-Dcom.fortify.sca.ASPVirtualRoots.Library="C:\WebServer\CustomerTwo\Stuff"
_nlZ&Y. Includeldc: \WebServer\Customerone\inclZ. LibrarylE
C:\WebServer\CustomerTwo\StufflZXyIENET .

Fortify Static Code AnalyzerT#includeTALOT4THHIRTH15 4

<!-- #include virtual="Include/Taskl/foo.inc" -->

Fortify Static Code AnalyzerTl&. 7O Uk [ZInclude&l 5% BT DM B TAL UK UDE F
NTVDIMEIDENEELET . COLSEME T4L IR UAELNME & | Fortify Static Code
AnalyzerTIEZDZ 24 LT ONT4ERA T, -
Dcom.fortify.sca.ASPVirtualRoots.Include=

"C:\WebServer\CustomerOne\inc"§% & &R DITE 9 . €D . Fortify Static Code
AnalyzerTI&. C:\WebServer\CustomerOne\inc\Task1\foo.inc Z7MILEIELET .

FIzl&, <sca_instal L_dir‘>\Cor‘e\config(:%éfor\tify— sca.properties 774/ JLTCMDTO

INTAERTE CTEFY . ROBIITRT KIS METALIRIDISRARA DINYI X592 A F

VEIRT—TT IR ENHYET.
com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerTwo\\Stuff

com.fortify.sca.ASPVirtualRoots.Include=C:\\WebServer\\CustomerOne\\inc
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i LLET D/ \—2 3> MASPVirtualRoot 70/ 87« (X5 | 4% =H %) T3 . Fortify Static
Code Analyzerav¥ R SAU TR D&SIfE A TEFET .

-Dcom. fortify.sca.ASPVirtualRoots=C:\WebServer\CustomerTwo\Stuff;
C:\WebServer\CustomerOne\inc

N IdFortify Static Code AnalyzerlZxt L. virtualf > 2)IL—K TALOT4T DR R B2, $5
ELTIERF TURR SN TWSTALIM )ER R THEIITRLET

& 28 J)L—b s A 51

RDI7ANHHBYEY -
C:\files\foo\bar.asp

CDIFAIVERTE T BICE RDAIIV—FEFERALFET .
<!-- #include virtual="/foo/bar.asp">

RIZ. sourceanalyzera¥UR TR B IIL—h ZR DFIIZRELFT
-Dcom.fortify.sca.ASPVirtualRoots=C:\files\foo

CHIZEY. AR IL—F DFT A5/ FooMMAR SATENET . fook

com.fortify.sca.ASPVirtualRoots 7O/ T4 T E LA LME & | Fortify Static Code
AnalyzerTldc: \files\bar.aspZFIEL TE KR LET

RBIL—ZHEETHI—TVRIRDESYTY .

1. Y—RADN\ADRPDE 2 #EIBRLET
2. NADEPDE D%, AR SAVTHEELEREIIL—NIEESHRZFT.

Classic ASPOa<K 5445

VBScript TEE ik E417=. MyASP.asp&lL V34 Bl DE — J74 )LDClassic ASPEZE #: 3 51
(. RDaATEZEANSLET

sourceanalyzer -b mybuild "MyASP.asp"

VBScript®a<k 54 4
myApp.vb&ELNS 4 Bl DVBScript 77/ IVER I BHIZIE. RDIATbEA ALEFT

sourceanalyzer -b mybuild "myApp.vb"
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E17E: EJLK ~NOFortify Static Code
Analyzerff &

HR—k SN TWBEIRY—)UZH T & & TEFT .
DU a TR ROEYIIZDOWNTERBALET .

E IR B B 125
Fortify Static Code AnalyzerZBA3R 3 HEIR RVUTNDERE . 126
BYFLAREIREEE DER 126
AL D B 127
Bazel et B 127
CMaKE D T B oo 129
Gradle D B oo 129
MaVEN D B 133

EILNE S

TOC O &R E1E DR ETEBR TEET . Tt DEILF R /E DFEI[Csourceanalyzera<y
K %#Fortify Static Code Analyzerd 7> as At ETEMLET .

2RIV EE BT H-ODE R EITF A XL RDEESYTT .

sourceanalyzer -b <build id> [<sca_options>] <build tool> [<build _tool
options>]

ZZT. <build_tool>IFEJLK Y—)L(make. gmake. msbuild. devenv. gbuild%: &) D4 i
TF. HR—k SR TOBE LR Y—ILDYRK [ZDLTIE. K 324K [ Fortify T 7o X
TLE (4 %5 BB L TSN, Fortify Static Code AnalyzerTld. EJLRY—ILAE 1T Sh.
§&T®:>/ MR EEEZLTEANITHERINIEE DITUR AU ESINE

¥ : Fortify Static Code AnalyzerTl&. EJLKY—ILTE T INEI/\(FATF DHH
WBINFT . EIRERTITRRITTAD I ED)—T7VILEWNE & (X, ELR
Y— )L CHE OV ILENBT7A ILDFH H¥Fortify Static Code AnalyzerCALIE ShEd .

Xcodebuild&Df & [CDWVTIE, MMOSa—F 3 #f DATUE SAUE X" N—U861 25 R L

TLIZELY. MSBuildEDffE & I2DULVTIE. [MVisual Studio 7OV =0k DZE " X—2651%5
B LTS,
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EIRZEE ICHE 52 ELRY—ILTRHAE TSN EHLHYET .

« Fortify Static Code AnalyzerCHR—bk SN TSI/ \(S5FEITT S

o N—RIA—FSNF=/RTIFGL ARV—TAV TV AT LINADIR R TAV/I(FERTY
%(xcodebuildD#f & 1ZIE. COEH I T LEE A INFEEA. )

o BTAVIASHRITINDI YT TOLRERTITIDTIFEL A/ (S5EETTH

CIE DR E TINLDE W% -84 00\M5 & (L. ["Fortify Static Code Analyzer# &l #4
THEISRAVITEDEE" T 125 B LTS,

make D4l
ROELRARNREFARALTIODIOMNEEETEI5 S
make clean make make install

ROPUTINATRZFRHLT. TOC O 2 K 2RI ICEBR LUV NMILTEET.

make clean sourceanalyzer -b MyProject make make install

Fortify Static Code AnalyzerZBf 8 5EJLK XY
JIrDEE

ELR#E DREFZELT, EARRYYTREEELT, £33, Yo, BLUET—H
A 7\8 1 DRl [ZsourceanalyzerdV R B M T B ELTEFT . 1-EX (. makefile T,
CNEDY—ILD% BT I M AT HINH NS LVTT.

CC=gcc
CXX=g++
LD=1d AR=ar

makefile[ M*Y—)LS BB DR [, sourceanalyzeraT/k & ] 73 Fortify Static Code
Analyzert 7 av%iB Il TEET

CC=sourceanalyzer -b mybuild gcc CXX=sourceanalyzer -b mybuild g++
LD=sourceanalyzer -b mybuild 1ld AR=sourceanalyzer -b mybuild ar

£ 1EIZR CEJLR ID%# F 9515 4 |L. Fortify Static Code AnalyzerTH E#1Z. 18 5l
[CEBRINFRE IT7ADERSINFE —DTOD I IHEEShET.

BYFLREIKR S OfFE B

Fortify Static Code Analyzer(ZI&. Fortify Static Code AnalyzerTHE ## H7h—hk S TLVA
WEIR S RATLEFERLTIAD IR FE # TEStouchlessEVLVIFL A EILR Y—ILAYE F
N TULET . touchlessELR #E & DATUR SAUE X (TR DESYTT .
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sourceanalyzer -b <build _id> touchless <build command>

f=EZIE. build. pyELVIPythonRV T #E AL TIRF AR EETE L B Y IJIE F 13
B*LT;%_:I“//WEET% ERITIIEEIBYET. EIREFRTTBICIE. ROaATREE
TL o

python build.py

Fortify Static Code AnalyzerTl&. CD&SHE IR 5] 5t BRA T4 T HR— ShTLVEE
Ao T=12L . touchlessELRY—)LEFERALT. BE— 0T R TIOPO £ R Z2E]R B L
VEILR TEET

sourceanalyzer -b <build id> touchless python build.py

COEDRIF THBALEHR—F SN TOBEIR S ATLIZEIRZE B ISR S T5=0H0
BLEH(MEILLHFHE" R—21251%F B) . S R—FShTOVEWVEIR S AT LED
touchlessD#f & [ZHEHINET .

AntED#E &

AntELE D7/ IVEE R T4 OB IS, Javay —RI7(IIVEE - TEET . COM A
(X, AntDbuild. xmlF7AIVELE B EFITOATURSAVISE R TEET . EILRAE TSNS
L. Fortify Static Code AnalyzerCjavacZ AV DFE U L ANT RTEE Z S, Javay —RT7
AN IUEF IZE B ESNFET . TO/\TAIET AT . ANT OPTSIRIEBEZ#ITEML T,
AntISE 3 &SIZLFET . sourceanalyzera <R [ZIHE HEELVTLIEELY

X T7—230D— B THAHISPIFAIL. IRIBE R TE I74)L. Ff=lFJavall 4t DY —
AI7AIWVEE B DRATYITTEBRTILENHYET .

AntD#f & Z1F B 9 5IZ(. sourceanalyzerZ3E T 0] BE 77 ILHPATHY AT LIZTA VR —)L
SINTNSIEEFERLET.

RDEIZ. AntavU R S/ DT [TsourceanalyzerAY /R ZFE ML ET

sourceanalyzer -b <build id> ant [<ant options>]

BazellD$E &

JavaEtzIEPythonTio it . BazelZE A L TCEILR SN-TOD O 2 E M TEEFT . E
JLE ME 1T &h B &. Fortify Static Code AnalyzerTY—R 77/ LA/ A LB [ZE i Sh
9, HR—k S TLVBBazelD/\—23 (2T, Fortify Y I~ D7 AT LE DR
FaAbES R LTS,

Fortify Static Code AnalyzeréBazelDifi & R 1T 4RI IS RODEEH ZFE L TLD I,
HELET.
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» BazelDEJLR AT {EITINTLVS.
e sourceanalyzerE T Al BE 77 L AT LR EIZH S

EIR DT T 957U, P RT LR E 1ZHSFortify Static Code Analyzer&d] L/ \—23
%48 % L T. Fortify Static Code Analyzer®% #f 7—X&E T LET .

% € & #DJavaFEfz[EPythonDZE 2 71—R%EE 179 II&. Bazel 7—IRAR—RT(L Y
FUIZEEEIL . EILK 954 —4" vk %15 & L TFortify Static Code Analyzera<> R &= {TL
F£9 . BazelDE LK aATUR AU DRI R DES[TsourceanalyzeraI R ZF MLET S

sourceanalyzer -b <build _1id> <sca_options> bazel build <target>

¥ : Fortify Static Code AnalyzerhM& {1 Ak —ILEN TS5 & | Bazel7OY ok
2 A9 5/\—2av(d, Y RT LR L Dt DT XTHD/A\—2 3> DFortify Static Code
Analyzer&UHI IZE RSN TLO ELHYET .
151
¥EDI—TIs DT O EE R THIGE:
sourceanalyzer -b MyProjectA bazel build //proja:my-prj
I\vr—proja/abc I DA—T Uk abc BT 556 -
sourceanalyzer -b MyProjectA bazel build //proja/abc

Fi=lE

sourceanalyzer -b MyProjectA bazel build //proja/abc:abc
I\9r—proja/abc I DT RTDI—T I EE D56

sourceanalyzer -b MyProjectA bazel build //proja/abc:all
projb/TAL IR A DT RTOI—TIEEHRTHEE:

sourceanalyzer -b MyProjectB bazel build //projb/...
EHRIHTE DIDKN—avEEE TS5 S

sourceanalyzer -b MyProjectC -jdk 17 bazel build //projc:my-java-prj

ZH#IPythonTOC I/ DK FERERE TS5 A

sourceanalyzer -b MyProjectD -python-path /usr/local/lib/python3.6/ bazel
build //projd:my-python-app
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Fortify Static Code AnalyzeréBazelD#fit & Tl&. E# DF—7 vk BELUVEE 73>
(A—4yk OB& 5} 1 E)IEHR— ShTUOEH A

SREHR
"JavaavUR SAUA T3 R—U53

"PythonaY R SA42A T 3" R—280

CMake,D#t &

Windows EL 4% DY AT LTI, Fortify Static Code Analyzera <K [ZJSONIL /A LT —
RAR—REH AHIA LT EITEST. CMakeZfE AL CEINSN-TOD O EE B TEFT .
hlE. MakefileP TRL—42ENinjal TR L—2 TDHHR— SN TULVET (FEHI IZDULVT
[%. [CMake Reference Documentation]|%#2 B8 L TZ&LY),

Fortify Static Code Analyzer#CMaketE LK & & 951213

1. CMakeZOY &k A Mcompile_commands.jsonF7AIEE R LET .
cmakeE% F <K [Z-DCMAKE_EXPORT_COMPILE_COMMANDS=yesZiB AL ZET . fil:

cmake -G Ninja -DCMAKE_EXPORT_COMPILE_COMMANDS=yes

2. RDESIZLT. sourceanalyzeraAY R IZISONTAU/ A ILT—EAR—REE HFET .

sourceanalyzer -b <build id> compile_commands.json

GradletD#t &

Fortify Static Code Analyzerld. GradleTEIR SN=TOD O EDNE BB A HFIRHELE
T, EIRRVUTN % B B9 I1H4 & 9 5H. Fortify Static Code Analyzer Gradle 75441
VEFE T HIENTEET.

Gradlefft & DfE A

build.gradle 77 IILEZE B ET (. GradleZFE AL CEIR SN-TAD I FE - TEE
9. EILRAE 1T Sh b L. Fortify Static Code AnalyzerTY —R 774 LA/ 3 JUBF (ZZE
I FET . K HYIZ. Fortify Static Code Analyzer Gradle PluginZ{# F§ L TGradleEJLF
APV TE W HSH i 2E 17 T=ZE 9 (M "Fortify Static Code Analyzer Gradle 7544 > D&
A" R—J1311%58]).

¥ |ZGradleffi & THR—F SN TVETIVb TA—LEFUE FBICDOLTIE, FFaATE

[ Fortify Ik Dz 7o R TLE #1%5 B L TS0, TOD O R OT7A)UE. Gradle®

& THR—FEINTUWVEVWE B CTREBRINFRA(TFT—ELR—tENFEEA). LTh
;C_\ INBDIT7AIUTH SN BE 77 OF £ I 55 14 (348 H S G LAl gEE AHY E
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Fortify Static Code AnalyzerZGradleE )UK [Zffi & 3 BI1Z[&. sourceanalyzer®E T RI RE 77
AIDL AT LDINRECHEHEEERLET . TAD UM EEIR F53 X TDGradlea~
URIZR LT R TL/NRDsourceanalyzerE TR BE I7MILEE ITERALET .

¥ : Fortify Static Code Analyzerhg i 1> Ak —ILEN TS5 & . Gradle7AP 5k
(2 95/ \—2avid, L RT LR E Dt DY RTH/\— 3> DFortify Static Code
Analyzer&YRIT [T & SN TLWSLELHYET .

RMDEIIZ. Gradleav R A4 DA [TsourceanalyzeraAR VR ZB M LET .

sourceanalyzer -b <build_1id> <sca_options> gradle [<gradle_options>]
<gradle_tasks>

!l

sourceanalyzer -b MyProject gradle clean build sourceanalyzer -b MyProject
gradle --info assemble

EJIR 774 )L% Hibuild.gradleER L BI5 & (X ROBI TR T X2, EIR TF7AILE (2--
build-fileA L avaft +E 9.

sourceanalyzer -b MyProject gradle --build-file sample.gradle clean
assemble

R DB 2R &SI, Gradle Wrapper (gradlew)Zf# 3524 TEET
sourceanalyzer -b MyProject gradlew [<gradle_options>]
TIVr—2ar TXMLERITONTAR B B E I70ILAME R SN TLSE & & Chod

T7AIVEE Rl DsourceanalyzeraA¥ R ZFE AL TE#RLET . A O I7/IILTHE A
L7=EELRCERIDEERLET . RICHIERLET .

sourceanalyzer -b MyProject <path_to xml files> sourceanalyzer -b MyProject
<path_to_properties_files>

gradleFxfzlEgradlewTFO U HE Sz R OHI TR 3 &5I125H 1 7—RXEE AT
LT, #EREZFPRI7MIUCRF TEET .

sourceanalyzer -b MyProject -scan -f MyResults.fpr
HMA T A ETINVT AT EE BB
Fortify Static Code Analyzer®-verboseA 7> ar&E B T515 & (L. -gradleA T avd

EOHAIBLELIBHYET . COX T a>nfE A (L. Gradle&Gradle Wrapper®ifi /5 125@& A &
nEd. fil:

sourceanalyzer -b MyProject -gradle -verbose gradle assemble
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GradleDffi & M— ¥% £L T. Fortify Static Code AnalyzerTit MEJLK 7741 )L
build.gradleBN— BB ICHE HENET . -debugd T3z E H515 & [L. Fortify Static
Code Analyzer|Z3t MEJLK T74 JLOIAE—hbuild.gradle.origbL TIRTFSNFET . -
debugZA TS avEE R L= # A5 T L1=5. build.gradle.orig 74 ILD4A Rl &
build.gradlelZR L. -debugAd 7 ar%{F 119 [Zsourceanalyzer# B EETLET .

S RE®
"Fortify Static Code Analyzer Gradle 757 /> DE A" T

Gradleft & Dk 3TV a—T125

Fortify Static Code AnalyzerGradlefft & Z{# Fi L f-GradleE )Lk TE& & Fvvi o (--
configuration-cacheA T aNEF A LG E . ELRIERDAVE—DFLAR—ELET

ZDEILR TR TE Fvv1DR MR DMWZELT=. (Configuration cache problems found
in this build.)

RDEGIST—AvE—TUHRTSINDBEEILHYET.

I5—: HlsZHLTERAKBLELT=... (FAILURE: Build failed with an
exception...)

ZDIS5—*yt—T . Fortify Static Code AnalyzerZE # [CE L TIXE R L T LVEEA.
TOC O HNEBRIN TSNS TT . TAD IR HNEBRINTINDIEIE. -show-FilesH T
avEFERALTHER TEERT. fi:

sourceanalyzer -b mybuild -show-files

Fortify Static Code Analyzer Gradle 755 1> D& F

Fortify Static Code Analyzer®A > Ak —JUZIE. <sca_install_dir>/plugins/gradlelZ
Gradle 7551 h\& FNTLVET . Fortify Static Code Analyzer Gradle 75451 & FE A9
B2, FFJavaEf-=(FKotindOP o BITTSTAUEZEZE ELTHS. FDTS5T(4%&E
BLTIOC O 20 M TEBEIHYET . GradleFTS5T /1%, 573 47 B IZ3DDFortify
Static Code Analyzer? X% (sca.clean. sca.translate. &&Usca.scan)Zig #t L TLVET
¥ |ZFortify Static Code Analyzer Gradle 759742 R IZHHR—b SN TS TSV T+— L&
BB IZDWVTIE. KF oAU Fortify Y I DT 7o R TLE (155 B LTS,

7 : Fortify Static Code Analyzerh\g #{ 1> A —ILEN TS5 & . Gradle 7P ook

(2 A9 5/ 3\—2avlE, Y RTLANRE Ofth D RXTDH/\— 3> DOFortify Static Code
Analyzer&YRTIZE & SN TS EAHYET .
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Fortify Static Code Analyzer Gradle 7545 1%k & 3 51Z(3:

1. GradlefR E 77MIWERELT. TSTAADNREEELET .
e Groovy DSL (settings.gradle):

pluginManagement { repositories { gradlePluginPortal() maven { url =
uri("file://<sca_plugin_path>") } } }

o Kotlin DSL (settings.gradle.kts):

pluginManagement { repositories { maven(url = uri("file://<sca_
plugin_path>")) gradlePluginPortal() } }

2. UTOBITRS LT EARROUTRICTIURJEEMLETS .
e Groovy DSL (build.gradle):

id 'com.fortify.sca.plugins.gradlebuild’' version '24.2'
BXU

SCAPluginExtension { buildId = "mybuild" options = ["-encoding",
"utf-8", "-logfile", "mybuild.log", "-debug-verbose"] }

e Kotlin DSL (build.gradle.kts):

plugins { id ("com.fortify.sca.plugins.gradlebuild") version "24.2"
-}

N0

SCAPluginExtension { buildId = "mybuild" options = listOf("-
encoding", "utf-8", "-logfile", "mybuild.log", "-debug-verbose") }

3. Gradlei% & 774 /LEGradleEILR D7 IV EREFELTHLET .
ROARR—HZEFE A LT, JavaFt=lFKotlinZOo ok E#H T LET .

o BE#F MJavaFxfz[FKotlinZ O =+ E LK DBX 77 DF ortify Static Code Analyzer— 8§ 77
AIWETRTHIBRTSI2IE. ROATKREEITLET .

gradlew sca.clean

o T FHNDJavaFEi=lFKotinTOD I/ DE R I—AFE T I AICIE. XROav L%
E2TLET.

gradlew sca.translate

o BREFHDJavaFz[FKotinTOD O ER T T HICE. ROATREETLET .
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gradlew sca.scan

M RYIE. Fortify Static Code Analyzer([Z&->TFAY =4+ HiFortify Static Code
Analyzer Gradle 7571 % FE A LTI TITZEMINTLWDIGEIC. EFEIZETINTE
ElE

HJ 700 x5k & DJavaFzt=(FKotlinT O ok Dig &

JavaF=[FKotlin</LF TP IR ENR (I TR IR & L)% 515 & |L. Fortify
Static Code Analyzer Gradle 754 /> %allprojects JAVIEFE AL TR ETILEHID
YEI . L TFIZHZRLET.

Groovy DSL (build.gradle)
allprojects { apply plugin: "com.fortify.sca.plugins.gradlebuild"

SCAPluginExtension { buildId = "mybuild" options = ["-encoding", "utf-8",
"-logfile", "mybuild.log", "-debug-verbose"] ... } }

Kotlin DSL (build.gradle.kts):

allprojects { apply(plugin = "com.fortify.sca.plugins.gradlebuild")
SCAPluginExtension { buildId = "mybuild" options = listOf("-encoding",
"utf-8", "-logfile", "mybuild.log", "-debug-verbose") ... } }
SHRIER
"Gradleff & OfFE A" R—129

Maven&Dif &
Fortify Static Code Analyzer|ZI&. MavenZ7AY x4k ME LR (TR DR REZ BN T 55 5%
R I BdMavenTST1UDE FRLTLET.

« Fortify Static Code AnalyzerG;H % . £t . X¥v>95

« Fortify Static Code AnalyzerTZ #t S =70 ok OE/ N IJLELR v 3 (MBS) %
Fortify Static Code AnalyzerhisTHYRR—k§3

o ZE#faIhza—K EFortify ScanCentral SASTISEE 35
o #& B %Fortify Software Security Center|Z7v7O—K 93

3;57‘4 VEEEFERTAHILL TITMUOBBEEELN TORRITHR A& THEELTESR
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Fortify Maven 7545 14> DAV Ak —ILERE #i

Fortify Maven7 55414, <sca_install_dirs>/plugins/maven|ZEE & SN TWVET . D
TALORIZIE. A FYN—230 &) —RN—230 DTS Ao hzip7—hA T Harball 7—
HATDE A TEENTWET . TSTAVEAVAN—ILTBICE. FRTDH/N—23 (0 (F
JFE-IE)—R)ZFHE L. {18 OREADME . TXTZ7AILDIE RIZHE WVET . 7T—hAIEEBRL
f=T4ALORTAORN—LEETLET .

MavenTHIR—hk SN TULVE/\—23UITDNTIE. R XAV FortifyY F Dz 7o R TLE
tHl%=S B L TZELY,

LLRT D/ \— 3> DFortify Maven 755 A ULV AR —ILENTWSEB & 1X. ZEFi/—P3v
EAVAR—ILLET .
Fortify Maven737 1> D7 AV Xk —)L

Fortify Maven7S545 1% 7 AV Ak —ILE BIZIE. <maven_Local
repo>/repository/com/fortify/ps/maven/pluginTAL IR )DL T RTDI7AIVEFENT
HIBRLET .

Fortify Maven 754544 Ak —ILDT R K

Fortify Maven 755 1 & AV AR —ILLT=5. (B DY TILI7MILDWNThhEER LT
ELAVRR—ILENTNSILEERLET .

Eightball 97 V774 JUE{E B L TFortify Maven 75412 &F AR 3 5121E. X OFIEIZ
HEWET .

1. sourceanalyzerE (TR BE 77/ IES LTALIMN )N\ RREZHITEMLET
il :

export set PATH=$PATH:/<sca_install dir>/bin

Ff-1&

set PATH=%PATH%;<sca_1install_dir>/bin

2. [sourceanalyzer -version]E A ALT/NRDEZEEETANLET
ISAMER TE HVIE LULME & (&, Fortify Static Code AnalyzerlZ/\—2aVE AR R Sh
EXIB

3. YT ILMEightballT4L 2k Y(<root_dir>/samples/EightBall)ZFENLFT .

4. ROATNEEAHNLETS.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:clean
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ZZT. <ver>(df# F L TL\BFortify Maven 7551 D/N\—2320 T . 1\—U30hNE E
SNTLVEWS & (. O—HIVIRD R )IZA 2V RN —)LEN TS 1/ \— 3> DF ortify
MavenZ 55 /4> hMavenTfE i ShET .

X : Fortify MavenT 574> D/\—2 3% R R 9 512 THFRN TT12Troot_
dir>|Z3 S Lizpom. xm1 774 )LER EFET . Fortify MavenFS55 4> D3—2av (&,
<version>E R THEEINFET.

5. ATY740aTUR BIEEIZ5E T L1315 & [&. Fortify Maven75%5 1 HVE LAV Ak —
ILENTVET . ROIT—AvE—UhFK R SNi35 & &, Fortify Maven 7551
IE LMV RR—ILENTLEE A,

[ERROR] Error resolving version for plugin
"com.fortify.sca.plugins.maven:sca-maven-plugin' from the repositories

MavenDA—HJVJRD k YEF vy L . Fortify MavenTS55 12 DB\ AV Ak —)LEE &
EXP

Fortify Maven 7545142 DO{E B

MavenZOY ok Tld. RMD2DD A ik TFortify R T 2= T LET .

o Maven7S545142&LT

DA E T mvnaTUbZE A L TFortify R T 2 RAVZB B ELTEITLET . 1=&%
[FROATNFEFERAL T/ —Ra—FEZEH]LET.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:translate

ZF & TA—KR 59 H 95I2(F. Fortify MavenTS5 A UIZF B DR FaAV R ES BEL
TLIZELY - R DF Tl Fortify MavenTF 5540 AV AR —JLLT=1£ TR Fa Ak HYE A
BB OLNTEHRBBALETS.

INT—D84T FRaAV- DI
NAF1) <root_dir>/docs/index.html
) —R <root_dir>/sca-maven-plugin/target/site/index.html

« Fortify Static Code Analyzert LK #f & B

DA ETIE. TAD O EE LR 351012 - ShdMavena< Uk DR 12
sourceanalyzerad YK &Fortify Static Code Analyzer4 7S a2 %E N LET . Fortify
Static Code AnalyzerDE LR #t & D— R EL TIFZAIERD T T 512X RDF IE (ZHE L
EX P

a. LATOEIRZHEELES .

sourceanalyzer -b MyProject -clean
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b. a—FZE#LFT.

sourceanalyzer -b MyProject [<sca_options>] [<mvn_command with_
options>]

151 :
sourceanalyzer -b MyProject mvn package

{3 F 7 Rt 72 Fortify Static Code Analyzer4 7S a2 DWVTIE, M"avo RS540 404
TJ1—A" R—U1371%5 B LTI,

c. ROBITRT LI AFv R ITLTHER ZFPRO7MIURFETHEITKY. &
WETTLES.

sourceanalyzer -b MyProject [<sca_scan_options>] -scan -f
MyResults.fpr
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ZDE TlE. — A% M 72 Fortify Static Code AnalyzeraR R SAATLavER it K D
Y—RI7ANERE T DA EITONVTHRBELES . FEDEEICEEF DTk /04T
2aVITONTIE EDE FEDE THRBALFET -

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

B T T O 137
T T A 139
H JI T S as 143
B D T 3 146
T A T AT L 148
TTAIET AU IR DA TE oo e 150

AT gy
K DE Tl ERATLIADNTHEALET.
ATy 5 BH

-b <build_id> EJLRID%45 & LE T . Fortify Static Code AnalyzerTl&. EJL
FIDZFEALT. EID—IREL T/ (IILBELUIEE SN
=74 ILDNE R SN & TENLDI7AMIDARF Yo ESNE

EX

BR% 070/ 744

com.fortify.sca.BuildID
-disable-language EMIT—AMSBRNTHEEZOIOVRYPYYJRLERELE
<languages> 9. BN E EEDIE L. abap. actionscript. apex. cfml.

cobol. configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEEUVbTY

B %070/ T44:
com.fortify.sca.DISabledLanguages
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AT I

-enable-language
<languages>

-exclude
<file specifiers>

-encoding <encoding_
name>

Bt B

EHISEFDIOVRYYJRALZHEELEFT . AMGEEE
DME [X. abap. actionscript. apex. cfml. cobol.
configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEXUPVvbTT .

REnFO/ 7448

com.fortify.sca.EnabledLanguages

AN TET7MIVEIEELET . TSR SNT -
T7A4IUFRTv L ENFRA ERDOT7AILA R T3S0
(Windows)ZE7=FaOo(Windows LA 54V ) TR 1 YE T . Hi:

sourceanalyzer -cp "**/*,jar" "x*x/x"
-exclude "**/Test/*.java"

ZOHI Tl EE DTest YT TALIMN IR DI RTDJavadr

AIVEBRNLET . 7B EFEERITHAEDEMIZD
WTIE. TMIO7AILETAL IR DIE E" X—2 150125 BLT

Gir= AN

FE: FEALEDOU I TERIFELR Y—)VEE B EZH E T
5. CDATLIVTHRNTEHLIFEESINTNSEE T
L. AV MTFEEFENS Y=L TR EBEEN LY —RT7AIL
M9 R TFortify Static Code AnalyzerTZ i shFd . 1=
2L . Fortify Static Code Analyzer®xcodebuild$s &
MSBUIldTl&. -excludeA T avhHR—k SN TLET .

RZENTO/ 7448

com.fortify.sca.exclude

Y—RI7AINDIA—T AT AL TERTE LET . Fortify
Static Code AnalyzerTl&. T>a—K DR 45V —RT7A/ L%
B0V ERFYUTEFT . EHOI R EETT
ALYk %A 3 5(Z1E. Fortify Static Code AnalyzerTi
) —ZAaA—R TP IVER HALRR IS, B T1—XT-
encodingA T avEIE E 95 EAHYFETS . Fortify Static
Code AnalyzerTld. ZOI a—T4VIHEIIR Y30 T
REIEEIN. FVDLI7MIUZR BRENFET .

EMET a—T424 [Fjava.nio.charset.CharsetTY .

BE . IO—T4UT314T%4E E L7 &, Fortify Static
Code AnalyzerTlEIoa—T4 0 /\GA—R7ELT
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%185 : ATURSAUALETT—R

E|mAIoay

-nc

-noextension-type
<file type>

-project-root

SWATL v

Bt B

java.io.InputStreamReaderd Ak T3 h5file.encoding
HME B S ET . — 58 D —R(ActionScript/ \—HDi5 & 73
E)TIE. Fortify Static Code Analyzer®7 74 /L [SUTF-8TY
a—T42JTY.

BENTO/ T4

com.fortify.sca.InputFileEncoding

AVINAZDARUE SAVDRTITHE E 9 5 &. Fortify Static
Code AnalyzerCY—RIZ7/ILHAE SN FIT A, a2/ (131
ETINFHA-

PR 3R F AR LN —RIOPAIUZT7AIWNABATEIEELES . B
12 T7A WA AT DAE [EABAP. ACTIONSCRIPT. APEX. APEX_
OBJECT. APEX_TRIGGER. ARCHIVE. ASPNET. ASP. ASPX.
BITCODE. BSP. BYTECODE. CFML. COBOL. CSHARP DART.
DOCKERFILE. FLIGHT. GENERIC. GO+ HOCON+ HTML. INI. JAVA.
JAVA_PROPERTIES. JAVASCRIPT. ISP+ JSPX+ KOTLIN\ MSIL.
MXML+ OBJECT~ PHP. PLSQL+ PYTHON. RUBY. RUBY_ERB. SCALA.
SWIFT SWC\ SWF. TLD. SQL. TSQL+ TYPESCRIPT. VB. VB6-
VBSCRIPT. VISUAL_FORCE+ VUE. BLUXMLTT

EMBIUR I IT—RATERB SR I7MIIEREFTD
T4LOR % E LET . Fortify Static Code AnalyzerTIl&.
ZOTAT I DIL—b TAL IR NIZHEF B T7AINELGE
BLET. BEIZESTIE. ZOTALINJERIS T—OR 54
ITIIEA—ANRL—DITRR B $5HE. 57T D/NT+—3>
AhEELFET

B 70/ \T44:

com.fortify.sca.ProjectRoot

RDOFTIF FHATLavITOWVTEHRALET .

SWmATar

-b <build_1id>

Bt B
AT OEBEITUN TEASNHELNIDEEELEY .

A% 07O/ \T44:
com.fortify.sca.BuildID
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SWmATar

-scan

-scan-policy
<policy_name> |
-sc <policy_name>

-scan-module

-include-modules

-analyzers
<analyzer List>

-p <level> |
-scan-precision
<level>

Bt B

Fortify Static Code AnalyzerT. $§ & Lf=E/LR IDOEF2' )T+
DMHBRITEINFT

FE: ZOA T avid. F Csourceanalyzera <K N T-scan-
moduleZA 7L 3 &R B 12 B LA ULVTLEELY.

AFXvUDRAXVURD—ZIRELET . ARERI—A (F,
classic. security. $&XUdevopsTT . FEHMIZDLTIL. "9 47
ANDAFvR)—OiE " R—247 125 BB LTS,

EETOrI=IAS It ¥

com.fortify.sca.ScanPolicy

Fortify Static Code AnalyzerT. $§ % LT1zE/LF IDOEFa)T4
7 W AME Bl DED 2a—ILEL TEITINFET

¥ ZOA T aviE. [ Usourceanalyzera< K N T-scanAd
T av L B 126 A LTS,

A% 07O/ \T44:

com.fortify.sca.ScanScaModule

TAS IR REvUIZE HBEIR DDAV P YYR S Ef=lda
AV Y YYRE T LLETIZE Bl DFD 2—ILEL TRAT v ant=3
ATSVERELET.

RZEn7TO/\T44:

com.fortify.sca.IncludeScaModules

TFHIAHOanV R P YIRS FEHA IR YRR THE RIS
BT FTIAYERELET . BRLETFI4Y4A (E. buffer,
content. configuration. controlflow. dataflow. nullptr.
semantic. HXWstructural Td . CcOATLaVEFHLT.
Fa)TABE IR EGRWTFIAPEEN T HIENTEFT .

RZE 070/ 7414

com.fortify.sca.DefaultAnalyzers

EHEAAVIAEERLT. AAvBELANLEEELTIO Y
FEXX PO LET . RV FEELANILHME LFE . REvo /N
TAr—TURIEERITZYET . BILREL. 1. 2. 3. BLU4T
T FEMHICONTIL. MEMHRSFMVILEFERLEAT & E D%
E"R—T1631%5 B LTS,

EEIOrI=IAT It ¥
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SWmATar

-project-root

-project-template
<file>

-quick

-filter <file>

-bin <binary> |
-binary-name
<binary>

&t 83
com.fortify.sca.PrecisionLevel

ERBIUD W IT—ATE B SN-F R I7MIIVERFTET1
Lok 1)%E$E E LE T . Fortify Static Code AnalyzerTl. Zd70O
Db DIL—b TALOMIZHEP B D7 IVEILCERLETS .
15 EI2&oTIE. 2OTALIRVERIS T—IR SA4TTIEE<A—
ANWARRL—UITBR B T 5E BT DINTH—< A ELFET

RZEn7TO/\T44:

com.fortify.sca.ProjectRoot

AXVYUIERTIMETIL— b I7/IEERELET . I

&Y. O—DILAVE1—FDRF Y2 DHDEE %2 1TET . FPR%E
Fortify Software Security Center|lZ7v7O0—K 3515 & (. 77
r—aunN\—oau BV Tonf-ME T IL—hAME RSN

EXEE

RZE 070/ 7414

com.fortify.sca.ProjectTemplate

fortify-sca-quickscan.properties 774 )LA{E B LTrFooy
FDOAVIAXYUERITL. ERGEE R EE DS VRERE
AEVDERIARET . COFETIE. D TOFHSITIETLES.
T I4ILk TlE 91499 XFv> D15 & . Buffer Analyzer&Control
Flow Analyzerh & 3 [T7EYUFE 9. 3512, Quick View 1)Lk
LBRAINFT . FMIOVTE, MMMV RFv" R—2162]
S B LTEZEL.

EEIOrI=IAT It ¥

com.fortify.sca.QuickScanMode

R IAINATFAINERELET . SFHICOLNTIE. Mo #r Do«
LR R—21821%5 BB LTSN,

RZE 070/ 7414

com.fortify.sca.FilterFile

AX YT BY—RI7AINDHT b FHELET . EILRFEIZE

BT ENAFIZ)IENTY —RT7AILDHDAT N DS

hET. COFTLa 2B HEFERTHE AXvUIEHD/NA
FUNE FENAELIIFEE TEFT

RZEn7TO/\T44:

com.fortify.sca.BinaryName
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SWAT Iy
-disable-default-

rule-type
<type>

-no-default-issue-
rules

-no-default-rules

-no-default-
source-rules

-no-default-sink-
rules

&t 83

T 74 Ik DRulepack THE & SNF=2ATDIL—)VET R TES I
LET. COFT a2 BEIERTHE ERDIL—INA1TE
BE TEEY,

<type>I\GA—AR(E. XMLAT oY T099 XARuleZ bk LV-fE T
9. 1=&z14. DataflowSourceRule®E 3% D15 & (&
DataflowSourceZfFE FALET . Ff=. F L IL—ILDEFE DY
<32 (Characterization:Control flow-
Characterization:Issue. Characterization:Generictiéﬂ%f?ﬁ

EIAHELTEFT.
<type>/INGA—BATIE. AKX FEPXFMRFEShEEA.

RS BB AVE £ % & 95T 74/ MDRulepack TIL—ILEESN IZLE
9. Fortify Static Code AnalyzerTIX. B £ OB F 45 8 {4 175
IL—IUEEI EfREO—R SNFT

3¥: X, DataflowSink. Semantic. Controlflow.
Structural. Configuration. Content. Statistical. Internal.
Characterization:Issue)L—ILAA T TN ICLI-5 & LR ZH
T9Y.

A% 07O/ \T44:

com.fortify.sca.NoDefaultIssueRules

T 74 )Lk MRulepackmMid)L—)LASO—R SN NKSIZLET .
Fortify Static Code AnalyzerTl&. SRBAE REEES1T3UD
RulepackAMLEE SnFET A, JL—IUFNE SNFHA .

R 070/ 744

com.fortify.sca.NoDefaultRules

T 7A4IE DRulepack TY—RIL—ILEEN ITLET S
FEEEEY—RIL—IVZED ITHRYERA.
EEIOrI=IAT It ¥

com.fortify.sca.NoDefaultSourceRules
T 74k DRulepack T I—)ILEESN ITLET .
AL SV UIL—IUSE IR YER A

A% 07O/ \T44:
com.fortify.sca.NoDefaultSinkRules
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SAT v §% BA
-rules <file> | HARZLDRulepackE=IETAL I JER ELET . COA T 3w
<dir> EHEFE AT DE 53 DRulepack 7M1 ILEIE E T=ET .

T4LYN )% E 95, Fortify Static Code AnalyzerTl&. M
TALIR A D.binEB KU . xm1 DY 5F F Z3F DT XTHT7A )LD
B HonEY .

RZEn7TO/\T44:

com.fortify.sca.RulesFile

HAOATo a3y

RDRTIE B AATL v ODWTCHBLES . ChoDTRTOATL3vE 0 i 7—XT
W ALET(-scanA T3 ELET). build-label. build-project. HEXUbuild-
versionA 7L avid. B I—XTHRE TEET. P I—XTHEIERE 5L Thd
DAT avlEEEEINFET.

HhAFay &% BA
-f <file> | PHERIVESAFENSTFMIIVEIEELET . B hI71I)LELE
-output-file 7E L% M5 & (. Fortify Static Code Analyzerh i K IZH 71 A3
<file> EZAFENFT.

A% 07O/ \T44:

com.fortify.sca.ResultsFile

-format <format> HAORKXZFEELET. EIEATIavE. fpr. fudl.
fvdl.zip. text. B&WPautoTI . TIAIk (FautoTHY. -4
LAV TR E SNF=T7AINDT7AIVE R R F IZE DVTH S
XMABRINFET .

FVDLI[Z. Fortify Static Code AnalyzerDs¥ i Z D TGRS F
NBAXMLI7AILTT . ChIZIX. MESBMEDFEHM . JL—ILDERBA .
O—R =Rk . AX ¥R 2R SNDavUR 404 TS0,
AX v DIT—FFEENEENTULET .

FPRIL. FVDLZ7M L. BEURFYUBF IZERA SISy —Ra—k
DAE—. N EFART—R . WABLIL—IUE Y T H15 8 )HEDE
NE | AE FNB50 4 5 R D/ v —2 T, Fortify Audit
Workbench(d. B & 812, fprifi 3E F (B &+ (TN FT .

T RERAAEZERAILIESE. frEXEIEE TS
EAHYET . R BHE (2O TIE. [ OpenText™ Fortify
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HAATLav

-append

-build-1label
<label>

-build-project
<project_name>

‘E-H‘:

BH
Audit Workbencha—¥ 41K 1%% BB L TEELY.

— 5B DI ;R HAFPRI7AILETIEINFDLI 7 IUZE i &SI
F5E AFXvUBEH OH A 77NN A RERE TEET . COFK
DFDM DA TS 3. BEUT'FPRI74 )LD& HEL" R—166]
S BB LTSN,

A% 07O/ \T44:

com.fortify.sca.Renderer

AT T ESNF=I7MIUSE RZEMLET . ERED
FPRI7AJUZIE. LRI DRAX YLD B LR 7E DRAX Y&
BEBENEFENTWET . ERERSEIVTOTSLT R/ —
REVODYARMN BT I ER—UENET . COA T a A FE A
FBIZIE HATPAILDR K EfprEt=lFfvdlIZT 2B ENHYE
9. -formattl HATavIzoWvTlE. CORDERBAZS B L TL
it AW

(5 #T h OTOTSLICE 9 51F 3R ISR 42 Y)Fortify Software
Security Content®DIE R . AYUR SA20A T ar . S RXTLTAN
T4 B4 . I5—. Fortify Static Code Analyzer®= 1712 3%
TOMDERES LI TRET—VShFERA. TVDY
T—A(X-appendA T a3 EFE B L TI—USNA V=8, Fortify
Tl -append&E SN t=#E R I ShFEEA.

AT ar % FE LG & (L. Fortify Static Code Analyzer
THLWME R HFPRI7MIUTE M S, previousDFER EL T
o WME B ISRt TN ET

— R, BB ICTT)T—2a & K %D T TEREWVME & I2DH.
-appendA T avEFERALET

R 070/ 744
com.fortify.sca.OutputAppend

PHFERIZEDDZTODC I DIRNIVERELFT . ZOA T3
UlE BB II—XOD T I—RP (28 HDHIENTEET .
Fortify Static Code AnalyzerTl. ZDZN)UFa—K 5 #7 (Z{E B
ShFEtA.

A% 07O/ \T44:
com.fortify.sca.BuildLabel

AMBERICEHDZTOCIILNDEREEELES . COA T3
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HAhxFay

-build-version
<version>

-disable-source-
bundling

-fvdl-no-

descriptions

-fvdl-no-
enginedata

-fvdl-no-progdata

-fvdl-no-snippets

Bt B

UlE BRI On i I—RAP IZE HEIENTEET .
Fortify Static Code AnalyzerTl&. ZD% R [Fa—F 2 #7 (<
SINFEA.

RZEn7TO/\T44:

com.fortify.sca.BuildProject

DHEFERICEDZTOD I D=3 B ELET . COFT
aviE. EI—XOD T IT—A I2E HEIENTEET .
Fortify Static Code AnalyzerTl&. CO/\—2 3V (Ea—R 2 #7 (2
FERINFEEA-

A% 07O/ \T44:

com.fortify.sca.BuildVersion

Y—RI7AIED T EER I71 LG LET
A& D70/ \T44:

com.fortify.sca.FPRDisableSourceBundling

Fortify Software Security Content®iit BE %43 #7 & & J74 /L
BROLET

A% 07O/ \T44:

com.fortify.sca.FVDLDisableDescriptions

IO T—RER TR I7AILDSBRNALET. TVPUT—4
[ZIZ. Fortify Software Security Content®{& & . A< K517+
Tiav, DATLTONT., B E . I5—. BXUFortify Static
Code AnalyzerM= 178§ 975 ZDfth DIF W AE FNTULET .

E% 070/ T4
com.fortify.sca.FVDLDisableEngineData

TS LT—RER R I7AILDSER N LET . Thizky,
Fortify Audit Workbench @B £ Ea—mhoT7 42 kY —X1E R HEI
BrREnES .

A% 07O/ \T44:
com.fortify.sca.FVDLDisableProgramData

O—FR=RUNEDTHER I7MIILDGRR LET .

R%E0T0/\T14:
com.fortify.sca.FVDLDisableSnippets
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ZDMh DA T3

R DR TIE T DATLaVITOWVTEHRBALET .

ZF0Hh AT 3

@<file>

_hl
-2
-help

-debug

-debug-verbose

-debug-mem

-verbose

-logfile <file>

B

BELIZIFAIMNSOARVRSAUA T avEHm AR HFT .
F: TIAISTIE COTFAIVTIVMY RT LI aA—T (24
MMERESNFET . fortify-sca.properties77AJL T E SN
f=com.fortify.sca.CmdlineOptionsFileEncoding A/ T«
EEALT. Toa—TA VI E B TEET . COTA/NT1D
FHHMITOLTE ME# LD T IT—ADTA/NT" R—2
18915 B L T=&N,

ARURSAUA T O EEH ALET .

Fortify SupportB 7 27/ JUZT/\WJ B & HFT . COFE IR
(& hRARYHR—b DR ST a—T AT IZDHEILBET .

A% 07O/ \T44:

com.fortify.sca.Debug

CHIE-debugATLav ERI CTY A, 45 (AR AT T5—I2B8 9 %5
HAZTFENTLEYS.

EEIOrI=IAT It ¥

com.fortify.sca.DebugVerbose

INTH— U RIE $) ZFortify SupportBs M (25 HFET .
A% 07O/ \T44:

com.fortify.sca.DebugTrackMem

I RT—ERAvE—U %Y —)LEFortify Supportds 774 L
[SEELET

EEIOrI=IAT It ¥

com.fortify.sca.Verbose

Fortify Static Code AnalyzerC{E i d05 771/ ILEEELE
ER

RZE 070/ 7414

OpenText™ Fortify Static Code Analyzer (24.2.0)



A—HH AR

F18E: TR SR TT—R

FDith DA T3

-clobber-1log

-quiet

-version
-V

-autoheap

-Xmx<size>M | G

‘E-H‘:

BA
com.fortify.sca.lLogFile

sourceanalyzerm=E 1T SN 5-IZAT J7MIVE L EE T B K1
Fortify Static Code AnalyzerlZfg§ ‘RLET . COA T3V FIE E
L% L5 & (L. Fortify Static Code AnalyzerTO%4 774 JUZIE R
B MENFET.

E% 070/ T4
com.fortify.sca.ClobberLogFile

ARSIV DETIKRBEREENILET .
A% 07O/ \T44:

com.fortify.sca.Quiet

Fortify Static Code Analyzer®/\— 3> &, Fortify Static Code
Analyzeré— fE [CE FENTWASESFHIHM I LI-ED 2—ILD
IN—2aU IR TR SNET (ZDMh D BE (X3 X T. Fortify Static
Code Analyzer|Z& FNTLVET).

DATLTHERARELEMEAEYIZE DT, ABJDOBE IR YY
TEEMILET . INIETIAILE DAEYEI YL TEHRE T

Fortify Static Code AnalyzerTCfE i SN dAEFE A= Dix K {E
ZHEELET

32 GB~ 48 GBOE—THAX(E. AEJVMDER EHRBINT
WEBA. COEHE DE—T YA XTlE. 32 GB&YH/\T+—T X
ME FLFET . JVMTIE. 32 GBXR i DE—THA XD\ R 1L Sh
FT . AX VU TI2GBEB 25 YA XD B 1115 & (X, 64GBLL
EAREITGYFET . HARSAUELT. ARVEREICEE TS
ZFOM DTOERANEITEINTLVEWES R E T HE. FERATEEL A
ED2/3%HB Z TEI YL THENTLESLY,

COAT A EIRETAIEEIE. /I\TH—TUANE T 35718,
)18 B |2 B Al BE A AT KYB B <EI Y Y THOTLESWLY, HA
FSAUELT. ARIEKREITHE THZOMDTAERAEITS
NTUIVEWERTE §5E. FERRTRELRATRID2B3%#BATEIYY
THOWTLEEL.

E:COATL A ERE T HE. -autoheapA T aTEHFL
=T 4Lk DAEVENYE THLEEEFINET .
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TALOT4D

—EIX1DDTALIOTATDHEERLET . TALITATELEHATUR OS Hrav R S
HEDLETHERALBVWTLEZEN. ROKRTHRATEITALITAIEERLT. LRI DX #
YR ICETAIERDIANER RLET

T1LOT4T

-clean

-show-binaries

-show-build-ids

-show-build-tree

-show-build-warnings

-show-files

-show-1loc

‘E_EI‘I

BH

I RTDFortify Static Code Analyzerdt il 774 JLEE LR La—
FZHEIBRLFET . EINIDZEEE T 5HE ZDEILRIDIZEEET S
T7AILEE LR LO—F DA DEI R ESNET .

ftb DAL FIDE BB [TE RSN TULELD fERFAHDT AT
DATD VN MR REINFT . ELFICEEITHE S TS
158 F ERESNFNAFIBTRTRTEINFT .

BEH1 DT RTHEILF IDDYRF hiFR RENFET .

~binA T EFE AL TREY YU TRE. A F)DE R IZ{E B
SNF=TPAILE. FNOEDTFAILDE B IZE A Snf=-o71/IL&
FRTI)—L AT TRRLET . -binA T2 avhFELE
WME AL N FYT eIV —R R ENFET,

FECOAT o EERTEHE KEDFERIAER END
AIREEABYET .

AT ERRELTHERTAE B DT—XTHEAELT
S—BLUVEE Y —IURRTENET

¥ : Fortify Audit WorkbenchTl. ThoDIT—HLUE
EAERIMAELTIHLRRSNET.

EELIEIRIDIZE ENTULBI7M LR RENFET . -binA
TLavhFEEITBHEE X N FIISESNY—RT7AILD
AR TINET .

ATV ERELTRERIHE. Rt Sh-a—F DT 8N
RRSNFET.

LIMZAE R TALOT4T

Fortify Static Code AnalyzerTl&. LIMSA o ADE AR REE B T 5-0ODT(LIT147
MR SN TOET . LIMDSA U RT—ILE K BERERFFIEV)T7TEFT . FEELL:
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FAEVRT—IVTTEVFENT—ADEF AI SN TWSIG & (X 773103 T AIT2YF
SN —REER(BEU—R)THIELTEFT

3¥: 774Uk TFortify Static Code Analyzer|ELIMY—/\ICHTTPS#E 5t 3% B H%
U EESNIEEHEAS R ETY . FMICOLTIE. MEESNEIBEE 0EM" ~—
DA 1HxB B LTS,

RDOEXTHRBATEITALITAIE LIMTE B INSSAEVRIFERLET

T4LY
T47 &% B4

-store-  Fortify Static Code AnalyzerTo4/ > RIZLIMAME A S L3I, LIMDZA
license- U RT—)LERBEREFRFLET . TOFXFVERITAH T3 TS . Fortify
pool-— Static Code AnalyzerTl&. CHTALITAT TR E SNF-T—IL/SRT—K &
credentl  —Prts 2 4 (% 4R H¥fortify-sca.properties 77/ UG B L Snf=T—42¢&
als L TR &hEF . Fortify Static Code Analyzer®4 > Ak —)Li% 251 R

||<[_’im . N o Je i ‘ ~-
urls | TTNVERBEBAIERSNG R COTALITAIEBERTLTHL
l<tim.~ VWEBRWMERF TIFS
pool_ il :
name >
|;ézﬂL sourceanalyzer -store-license-pool-credentials "https://<ip_
zwdS_ address>:<port>|TeamA|mypassword"
<prox . - o
,L,J; Y- BEM Ien T TAE
| <proxy com.fortify.sca.lim.Url
users com.fortify.sca.lim.PoolName
| <proxy com.fortify.sca.lim.PoolPassword
pwd>" ~ | com.fortify.sca.lim.ProxyUrl

com.fortify.sca.lim.ProxyUsername
com.fortify.sca.lim.ProxyPassword

-clear-  LIMDZAtRT—ILE K 1E R ZFfortify-sca.properties 774 JLHSHI BR
license-  LFY ., SAEVRT—IERBEBRIOIEBEINZBE S IE SOTALIT1T%

pool- - [ERALTHIBRLTHS. -store-license-pool-credentials TAL I TAT%(E
;;gde“tl FALTHLLE R ERERE TEET.

- CDVATLTHEE LI-ERBE (5 B AL ITHE M B 12 B S b L3512, LIMDS
request-  fEURT—)LINSTRAYFINTZ—REFERLET . ChIZkY. X DIV
detache ' Sy ALY M S TLVS1E & THFortify Static Code Analyzerz 3% 17 T&

d-lease
<duratio EA
n> X COTALIOTATHEE R TBICE. TERYFESNZ)—ADEF A Snbd &

SNITAEVRT—IARESN TSR EAHYFET .
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T17 &% BA

- TRVFENF—RESAEVRT—IJUZRLET .
release-

detache

d-lease

T7AIETAL IR )DIETE

T7AIVEE F & DTN Dh—F XFEERLTRVWIZMIVIRNFETALON)E
Fortify Static Code Analyzer|ZiE 3-2EMTESHR T . Fortify Static Code Analyzer Tl
2B DTN D— R XFIREINET . B — DFRZVRYXF (M) ET7AILE D— &
[T—H L. ZEOT7RAVRIXF (METALIR BRI BLES. 1D L OT7(
%l:\ 1D E DI7AIFEE F .« FET7MIET7AIVE E F DM AE HhiEEIEE TEE

<files> | <file dir_specifiers>
3 IJ7MIUE E F &, C. C++. E£f=ILObjective-C++IZ(iE F SN FEHA-
RO FTPAIELVTALIMIEE F OB ERLES .

T7LIUTALIN B E F 7L

<dir> BRI ETALINIEEE DY ITTALON IR FE =

<dirs/**/* TALIR)INSA—ATHE RO R ST
N DFTRTDI7AIU—FLFET .

<dir>/**/Example.java BRI ETALONIFERIZIEE DY T TALONIRNT
R DhvofzExample.java&l o4 B DIEE DT7A U
—BLET.

<dir>/*.java AT ETALOR A TR Dhvof-48 & L1=1k 5k F

ESDEEDIFAIU—BLET .

<dir>/*.jar

<dirs/**/* kt BRI ETALONIFERIZIEE DY I TALINIRNT

<dir>/**/* jar R oMot 8 LI R F T EDEEDT7AIUZ—
BMLFET.

<dir>/**/beta/** INR[Zbetah&E ENTLVS(T7MILE EL ThetaZ 2 D)

BT ETALORJA TR Dhof= RTOTaLIRY)
BEUITAMIU—LET .

<dir>/**/classes/ A ETALIRMIBEVERE DY T TALIRJRNT
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7L IUT1LO R SE F

**/test/**

**/webgoat/*

‘E.?]I{I

BH

R DhvofzclasseséL VDB BT DT RTODTALIR)E
I7ALIU— LET .

INR[ZtestBERDNE ENTWD(T7MILE EL Trest®
SO)REDTALINIV)—H DT RTHIT7AIUZ—
BMLET.

REDTALIR )V )—IZHSEE Dwebgoat T4LIK
R DT RTHDI7AIUZ—ELET .

— 9 %:

e /src/main/java/org/owasp/webgoat

e /test/java/org/owasp/webgoat

— B L7zl (assignmentsTAL Yk UH— B L7ELY)

e /test/java/org/owasp/webgoat/assignments

i WindowsB & U KDLINUXDY TILTlE. FREURILFE (N EES L/I\TA—EHNE H
HIZBBEAINET. TOD. I7MIUEEF DR 5| A THOBENIHYET . &
f=. Windows Tld. 25w (/) D hYIZ S RTv 1)V ETFAL IR R G Y EL

THERIEHELLTEFT .
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Fortify Static Code Analyzera< >k 54 2 Y—)L&{E F 9 5&. Fortify Security Content®
EE.AVAA IR DERTE - AFA vV DERERITTEFIT . choDY—IUE. <sca_
install_dir>/binlZ&HYET . WindowsF DY—IUE. .batFlzl. cmd F7AILEL TR E S
hET . RDOFE TlE. Fortify Static Code Analyzeré— # IZA VA —)LEN B3R SAY
Y—IUZDWTERBALET

3¥: T74I)Lk TlE. Fortify Static Code Analyzery—)L®OS 774 JUER DT« ORI
EZFAFENFET.

e Windows: C:\Users\<username>\AppData\Local\Fortify\<tool name>-
<version>\log

o WindowsLL4}: <userhomes/.fortify/<tool name>-<version>/log

Y= at BA B # 1 8

fortifyupdate AR —=LENTWA X1 )T ToVERE "X a)T4a0T
DIN—Da bt B L MBI LTPYIT—hL D YDEF 12D

EX T RO~
FPRUTtility CDV—IVEFERTHE ROMIEEEITTEE OpenText™
ER OpenText™
. BEESNTOSIONET—UTS o staie
_ ode Analyzer7
e FPRE& %R T 5 FUbr— 38k
o FPRZ7ZAILDSDERERTT D PY—ILHAF

o Y—RO—KRI7AMILEEEETOD U 4FPRO7
MIUSE S F-IIH BN T5

- FPREZETS

scapostinstall ~ ZMY—/L%fE F 3 %&. Fortify Static Code "R~ —ILk
AnalyzerDLL Bl D/ \— 3> Dproperties 774 L& ALEY—)LDE
BaaLY. ar—LEfEE LY. Xa)Tar 17" AR—238
TV DR #H $PFortify Software Security Center(Z
FERIZTOFH—\EHEELYTEET.

SCAState D I7—RAFIIVMIZE TR E D T EHZIR  "Fortify Static
HLET. Code Analyzer&
FYIRT—RA
DR R—
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ZDEIaVTIE. ROMEVIIZONVTERBALET .
T o )T T DB T T DUV T 153
Fortify Static Code AnalyzerR¥+v RT—RRADMEER .. 156

X2 )T A TYDEFITONT
fortifyupdatea< K 542 Y—)L&{F F L T. & # DFortify Secure Coding Rulepacks& 4
AT—R%FortifyhoAo 00—k TEET .

fortifyupdate’y—JUIE. Fortify /> Xk —)UZE ENTWSEEF DX )70 TUVITE T
BIEHREINE L. ZOIF #R Z2fF A L TFortify)L—)Ls SO B # H—/\IZR LE HhEET
Y—\FF LW eF a2 )T ToVEEEE i Snf-tFa)Tas7oV%R L. Bl
X274 T Y%Fortify Static Code Analyzer{ > Ak —)LVSEIBRLET . 12 A—IL
DRF DB E L. ZDE DAV E—UNRTINET .

X )71 TYDE

fortifyupdatea<w R 54 Y—)ILEFE AL T, X700 70050 0—R 50
X T TYOR—hIAE—EAiR—k LET . ZOY—)Udcsca_install_dirs/bin
TALIRIIZHYFET .

CDY—ILDT IHIk OF H3A HFA LTI F180F T . FALTINEEEZEE I5IC
[, server.properties R 1% &% & 774 JUTrulepackupdate. SocketReadTimeoutSeconds”
A/NTAZBMLET . EMIZDULVTIX. [ OpenText™ OpenText™ Fortify Static Code
Analyzer7 71)r—=232 kLN —)ILAT 1R %5 BB LTS,

fortifyupdate DE KM EIATUR A AE X ER OHI ITTRLET .
fortifyupdate [<options>]
Fortify )L—JLs ST 8 31 H—/ \h o DEx # DFortify Secure Coding Rulepacks & LU} &6 A

4T —%4%{# F L TFortify Static Code Analyzer{/> Rk —)LEE # 37 5I21&. RODIATF%E
AALFET.

fortifyupdate
A=A AT LA EFA)TAATUVEREH T HICE ROIAXEZEZANLFET.
fortifyupdate -import <my_Llocal rules>.zip

& ¥ & #R 2 & B L TFortify Software Security Center—/\hot X2 J574ar T V%R
I B ROaATREADLET.

fortifyupdate -url <ssc_url> -sscUser <username> -sscPassword <password>
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fortifyupdatea~> R 5L AT av
R D TlE. fortifyupdate4 TS avITDOWVTERBALET .

fortifyupdate4 73>

-acceptKey

-acceptSSLCertificate

-import <file>.zip

-coreDir <dir>

-includeMetadata
-includeRules

-locale <locale>

Bt B

NABEZEIIERIFBELEFST. COAT
DAVERTETHE. AHRABOA NERDHBZTOV
ThERRShFRA. -urlA T3 2 ALT
FEBEDGHMNCEHITHHE (X ZOFTL 3
VEERALTARMBEEZELET.

Y=k TR B SNSSSLAIBAEZFE R 95
BEIFEELET.

X TAAVTUVEE CZIPT7AIVEAR—k
LET . T74/Lk Tl&. Rulepackh<sca_

install_dirs/Core/config/rulesT4LIk)IZA
UiR—kENFET .

fortifyupdate T #F MR FESNSIT7T4L UM ZE
BELET . COFTLavhE E SN TLVELS
& . fortifyupdatel(Z&k 5 E #1 lE<sca_install_dir>
TEITSNFT.
B ® ¢sca install_dir>/config/keysI#IL
AN TVEIAE—L T, ZOTALIRIA D
config/keys ZAIVAIZEE Uit (L THYS.
fortifyupdateZ3E 1T L TLFZELY.

NEAIT—EADHEB T HEEFRELFEFT
=IO DHERFTTHEEIRELET
O—I)VEEELET . fEE L0 —/UZtEFal)
TAAVTUOIYDFEE LLEWNMG S (X, RENTIA
IV TT . ENGRE IR DESYTY

o en(EEE)

o es (ANALEE)
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e ko (FEEEE)
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fortifyupdate#4 =< 3>

-proxyhost <host>

-proxyport <port>

-proxyUsername
<username>

-proxyPassword
<password>
-showInstalledRules

-showInstalledExternalMetadata

-url <url>

Bt B

e zh CN(IAFhEEE
e zh W(BEKRFHEEE

FCOETIH KXFENXFERBILE
BA,

F7/-IE. fortify.propertiesIgE 58 E 771 T
XTI TOVEH DT T4/ OT—/)LEE
ETEES. 5FMIZDLTIE, [OpenText™
OpenText™ Fortify Static Code Analyzer7 ")
=230 BEN =)L AR JES BB LTS,

TAFxSY—\DFRv T8 FHIPTRFLR%E
EBELET.

JaXY—/\DR—+ESEEELET .

TOXH— WA EVELETIEE . 11—
BEREELET .

TOX L H—/\DRIAFVBELETDHIHEE . /\RT—
REEELET.

I 7E 1Rk —)LETLVBRulepackZ . hRAZ L
IW—IVERRBR LA T—REEOHTRRLET.
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LEY. T4/ DURLIZ
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TY.
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LTI&. [ OpenText™ OpenText™ Fortify Static
Code Analyzer7 7 r—=32 B LN —ILA AR
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-urlA 7> 3% {# A L TFortify Software Security Centerhot ¥ 1740 T VE R
FIHEEE. ROVNTNHIDIATOERFEHREEELET

-sscUsername A—44 &/ XRJ—K TFortify Software Security
Centera—H7hO b ELET .

-sscPassword

-sscAuthToken A4 Th\UnifiedLoginToken. ClToken. F=I&
ToolsConnectToken®Fortify Software Security
Centern:u\ nIE ~ _9/51: E Li'd_o

Fortify Static Code Analyzer AF¥v> X7—2 AN
{ﬁgi Ity

SCAStatey—ILEERLT. 2 T 7— AP IR FT DK ES T BEREERLET.
Fortify Static Code Analyzer®ik B& ZHE 52 35213

1. Fortify Static Code AnalyzerR¥ ¥ #BALET .
2. A DARIE AR OEREET
3. AR TAVTFTROIAREEAALFET .

SCAState [<options>]

SCAStateav RS/ AT 3y
X DR TlE. SCAStateA T a(ZDVTERBALET .

SCAState4 7> 3> 7L

-a FERAEELRITRTOERER TLET.

--all

-debug SCAState DIk 58 L\&T/\WJ T 515 & TR ILDOEHRER
~LFET

~ftd | & ALYR DALYR B THEH ALFETS .

--full-thread-dump

-h | SCAStateV— LNV T EHRER RLET .
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SCAStateA 73>
--help

-hd <filename> |
--heap-dump <filename>

-liveprogress

-nogui

-pi|
--program-info

-pid <process_1id>

-progress

-properties

-scaversion
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BA

E—TETDEEFAHTFAIVERELET . ZOT7A LT
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YERYULHDIEE & T—2T70— DR LR H CELE VA BEEAHEIETEE T INE
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sourceanalyzer -b MyProject -analyzers dataflow:controlflow:buffer -scan -f
MyResults.fpr

Fortify Static Code Analyzer® 70/ 874774 )L <sca_install_
dir>/Core/config/fortify-sca.properties)[:com.fortify.sca.DefaultAnalyzers%EEQ
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JTAEE L TONTAIPAIUR DIEEHZELET .
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sourceanalyzer -b MyProject <src_files> -disable-language sql:php
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AR SAUA T I

-disable-source-bundling
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ARVR LA T Ay
-fvdl-no-snippets

ROAYR A TlE @B DATavEFE R LT, FPRMSY—Ra—K Ea—K X=Xy
kOl A E=BR S LTLET .

sourceanalyzer -b MyProject -disable-source-bundling -fvdl-no-snippets -
scan -f MySourcelessResults.fpr

FPRI 74 LA XDHEI i

FPRI7ZAIWDHAZXEFE 5T IZIE LKOADH ELNHYFET . ERICEEEE5ZTITTNE
ERILSRIFELGFEIE ["FPROMGDY —ZAO—F DR BT DAR—2 I TR SINT
L5 &IIT, FPRASY —ROA—R RN §HIETT . Ffoy T—UENF-FPROYA X%
FPRULility THI B 95 &H TEET ([ OpenText™ OpenText™ Fortify Static Code
Analyzer7 7)) r—=232 B ENY—ILHT1R1ES ]).

FPRAMGBR 4% 9518 B 2R IR I 57=0IfE A TEST 0/ \T1hM [SHLOABYFET . Cj’l,

SONTO/NT A% <sca_install_dir>/Core/config/fortify-sca.properties 77 JILTE E
FTEHI D (RFX V) Iz—ADAIUR AU TH I IVER E THENTEET

TO/T1% g% BA

com.fortify.sca. FPRMSART—DIVERR S% LET . Fortify
FPRDisableMetatable Audit Workbenchld. A457—7)L&{# A L TR
=true HEL—ITERETVTILET

ARVR LA T Ay

-disable-metatable

com.fortify.sca. FPRMGIIL—ILDEREAZER S LFET . hRZLD
FVDLDisableDescriptions 5 BA & A L%2ULM5 & (. Fortify Taxonomy
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TO/NT14
=true

ARV SAF T A
-fvdl-no-descriptions

com.fortify.sca.
FVDLDisableEngineData
=true

AR SALUA T3

-fvdl-no-enginedata

com.fortify.sca.
FVDLDisableProgramData
=true

AR SAF T av:
-fvdl-no-progdata

RELGFPRO7A IIVER L

Bt B

(https://vulncat.fortify.com)MEk B AME A Sh
EX I

FPROVWGIVI U T—RERNLET . Chidk.
Fortify Audit WorkbenchTo74 JLERAKEE(C
FPRIZZLDE ENEFENTLDEE ITEF
-G_d-o

FE:FPRAGIVOUTRERNTHIEE
[&. FPR%Fortify Software Security
CenterlZ7y7O—K 97581, B—AILT
FPREIRE MEE AP I EY—TU TS
HEHAHYEIT . FPRIZIEFortify Static
Code Analyzer®/\— 3o V& N TLVE
L =8, Fortify Software Security Centerld
H—/\k TFPRZY— TEFEA-

FPROGTOYSLT—RERNLET . hik
L. Fortify Audit Workbench®Ef £ E 2—h5
BERINEY—ADFEBRMNEIBREINET . &

B ZOTTAHFPRI7A VDS (K754
ARRIFTHEIR/NRTT.

K E1FPR 774 JLEFortify Audit Workbench TBE K DI B 41 B M 258 8 97571012,
<sca_install_dirs/Core/config/fortify.properties 77 UL DHODTO/NTAEEHTE
TEET . INbDT/NTAIZDULVTEE LLIE. [ OpenText™ OpenText™ Fortify Static Code
Analyzer7 71)r—=2320 85 LN Y—)LAT AR %5 BB LTS RDFK L. KEHFPRI7A
JVEBR <FE R 258 48 957102 A TES T/ AT/ TEHR B L TLVET .

TO/NT1%

com.fortify.

model.DisableProgramInfo=true

Bt B

Fortify Audit Workbench®a—K FE4— 3
REDERAZENICLES.
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TO/NT14

com.fortify.
model.IssueCutOffStartIndex

=<num> (' $& #Y)

com.fortify.
model.IssueCutOffEndIndex

=<num>(HE{th #9)

com.fortify.
model.IssueCutOffByCategoryStar
tIndex=

<num>(2 & #I)

com.fortify.
model.IssueCutOffByCategoryEndI
ndex=

<num>(HE fth #9)

com.fortify.
model.MinimalLoad=true

com.fortify.
model.MaxEngineErrorCount=
<num>

com.fortify.
model.ExecMemorySetting

Bt B

MRB AV ATDRRE A TIVIRER T ATV
A%ZEE E LFET . IssueCutoffStartIndexFA/N
T4(RFEH))ETIssuecutofFEndIndex (HE L B9) T,
RTITAHAE DY T IbFIEE TEET . 1=&X
(X, & ¥ D1001E D %K 7~ 9 HITIE. RDK
SITHEELET .

com.fortify.model.
IssueCutOffStartIndex=0

com.fortify.model.
IssueCutOffEndIndex=101

IssueCutOffStartIndex|ETIA4/Lk TolEMT. =
DTUNTAZEIBE T IR E (IHYFEEA.

fS 8 Wb A DD B AT Yo REHTI)EI 2%
FLET . 22070/ 5«1E. BT DAY A2
TONRTAEB TOWET A, ATIUTEIIEET S
BARLGYFET. =LA 1E EHATTVDOR Y D52
DR BEER R ITDICIE. ROELSIFEELET.

com.fortify.model.
IssueCutOffByCategoryEndIndex=6

FPRMSA—R ENET—2ZR/NMELET . B
Ea—0fE F 3l BB &4 Fortify Audit
WorkbenchhFPRASY —REO—K TEL S
BEIHYET .

FPRAWSE—K 9°%. Fortify Static Code Analyzer
[CEOTHRESNDIEEDH T ELFT . AFv
DOEENZWNTOD YL TIE COETIAIL
k D3000H5iE 59 & K EFLEFPRI7A/LOA—R
Bl =k #E TEFT

Fortify Audit Workbench Tiidmigrator4>
fortifyupdate’s EDHY E AT R 54 Y— LA
IR BODIVME—TAEJH A XER ELET .
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REFBEITSNTOORAT YU DE ]

Fortify Static Code Analyzer@E TR IZKIRIE THHE G ATV EEITITIHE T TET
[ZR DB ADDDTENFLHYFET . RFrU I KRIREE [TRIE TEHLFRYFER
Ao Fortify Tl&. 7/ BT EDRATHR— F—LIRE THILEHHE L TOETH
Fortify Static Code AnalyzerTE 1T SN TSI E LZD/INTH—TURE )T IVAA LTHERR
THICE LKODDF ENBYFET .

SCAState’y—/JLO){E F

SCAStateavR R A Y—)LEE R T4 D I—XF ICRFTOKED M IERETHE
PBTEFET . SCAState’y—/JUld<sca_install_dir>/binT4LIRJIZHYET . DT DS5A4T
Ea1—IZh0 X T. Fortify Static Code Analyzerh\9 #f 7z—Xh [ZEC TR & L TLVS
N RTAATENIADEIN LA E SN TULVET . SCAStateDfE A DFF Ml [CDULNTIE.

[ "Fortify Static Code AnalyzerRF+> X T7—HXDFEFE " N—=1561%5 B L TSN,

JMXY—/LDfE F

Y—I)VEE B 35L& JMXT4 /82 TFortify Static Code AnalyzerZBi 8 TEE 9. Thibd
W—ILTlE. K #i 8 12hf->TFortify Static Code Analyzer®/\J4—< > RZB #9575 i%
MR EINFET . oD Y—ILOFE I IZDULTIL. 5E £ 4 Oraclek FaAk
(http://docs.oracle.comTA F Al )& S5 B L TS,

¥ ISFHY—R /S—T 1 DY—ILTHY. Fortify TITR it T[T Y R—F ShTULFEE
Ao

JConsole D FH
JConsolelZ. JMX{E#RIZEH L =5t 5 B DE=R)>Y—ILTT . JConsoleDR m L.
H A ZEREFETELRLNIETT,

JConsoleZ{# A9 5IZIE. R ITEB M DIVMINSA—EFE LK DOMEE ETEIHELAHYE
T. ROBRBEEHELELET.

export SCA_VM_OPTS="-Dcom.sun.management. jmxremote -
Dcom.sun.management. jmxremote.port=9090 -
Dcom.sun.management.jmxremote.ssl=false -
Dcom.sun.management.jmxremote.authenticate=false"

JMX/85A—4%E% E L1=5. Fortify Static Code AnalyzerRX+ %A LET . RE¥v>
B 2R Da< k%% A LT, JConsoleZit &) L TFortify Static Code AnalyzerzB—A)LE
I )E—F TEMRLET.

jconsole <host_name>:9090
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Java VisualVM®O{sE FB

Java VisualVMTI(Z. JConsole& R Ui RE ARt SN TLVET . Ff=. JVMIZEE 355 #1F
HMBLIBH I, BERFEHRETIVI—230 A FvToavk TP/ IIURFETEEFT . nom
J71 LR FE LT, % TJlava VisualVM TR ENTEET .

JConsole&[R # [Z. Java VisualVMZ{E FA 3 AR 1Z. ["JConsoleDfE " 5l DR— | DER
Bl &R CIVMINGA—REER TE 3 AL BEHHYET .

JVMNTGA—RZEERTE LTz AXVvUZ2FIBLET . ROATUREFE R 354, Java
VisualVMZ#2 8 L TRE v 20—h/ILEIE)E— TE R T=FT.

jvisualvm <host _name>:9090
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ZDEHL VT ROMEYIIZDOWVTERBALET .

B T O 173
A DT o 174
BB B D R 176
B BB DIE R B T 178
O 74 LG BT DR B 179
B FA JUDIEE TE oo 179
B RE DR S RE L AR DB SR 181

#®Ta—F

R DFE 2. B Y15 SFortify Static Code Analyzeri& T a—KF#RLZET .

®T
o—F XA
0 R

1 —RHGESE
2 AATFADBFETYT

(CHLI&. Fortify Static Code AnalyzerGHR—k SN TLVELME 58 F 23 27741
IWDE BRI ANT-CEETRTIHEHIHYEY)

3  TAERAEALTINLELS
4 SWHIETL.BEER/EOE S AvE—o0 a0y —IVEFRTO71IUEF

AFENFELS-
5 PHMET L. BSHEOIS—AvE—UD O —ILEIIOT I7/IUESE
AFENFEL

6 AREXVUII—XTHEDREREER TEEFLATL:

7 BRESAEURERE TELRULD, FEEEITEICLIMSAEU AN R I N
HYELT=
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T 74Uk T. Fortify Static Code AnalyzerTII#& T 3—K0. 1. 2. 3. F=IL7E AR SO
EX D

<sca_install_dir>/Core/Config/fortify-sca.properties 77 JLIA D
com.fortify.sca.ExitCodeLevel JO/NTAZER E T AIET. TIAINDR T a—KAT
A ENL R TEFY .

ANGEFRDESYTT

e nothing—T274JLE D T a3—K (0. 1. 2. 3. F=E7)FRLET .

e warnings—T A DI T I—FITMAT. & T O—F4E5RLET

e errors—T JAILE D T O—RITIMAT. #£ T 2—KR5%RLZFET.

e no_output_file—TJAIL DI T I—FITIMAT. ¥ 7T 2—F6ZIRLET .

AEYDFa—=24

AXvUITHEGYERAMDE (F. O—F DEH SICEOTERAGYET . TIHILETIE VR
T L CfE B AT BE A2 3 AE(ZE DUVT. Fortify Static Code Analyzer(Z&k Y1 A § 5 AFE!
PEBMIEIVYE TENET. BEIEINTHR T "H hAToa" XR—J143TER BA
FTBHLII -XmMxAYUR SA0A T a2 FE AL Wavab—THA XE R/ B TEET .
D3 TIE. 28 B (ZOutOfMemory T5—h 5 £ L1-15 & O R 5 & I1TDLVTER
BALEY .

SOt HLa THBATHIAEIRIYY THTOa R E L. SCA_ VM OPTSIRIE ZE #
FRELTIRTODRF YU LTEITTHENTEET .

Javab—> Dt B

JavabE—7 ' M#4 j8 (. Fortify Static Code AnalyzerR¥xv B [ZH 4 3 50 8E 4 DH &
— % B9 7 AEY DRI 8 T . Thid. Fortify Static Code AnalyzerTa—K MAFv(Z{F
T BJavalR B I UIZE|YY THRE—TAR—ZAND LRI ELDIFH ELFT . ROE K,
blavab—J O G E#H B TEET S

fiE IR
NEDAytE—2 MD1DLL L HiFortify Static Code AnalyzerB 774 JLEQAR R A4V H B
[CHIBLFET

There is not enough memory available to complete analysis. For details on
making more memory available, please consult the user manual.
java.lang.OutOfMemoryError: Java heap space java.lang.OutOfMemoryError: GC
overhead limit exceeded

AR IR K

JavabE—J Dt 5 DR BB ZfE iR 97 5I21E. X2 DR 18 BF [ZFortify Static Code Analyzer
JavafR B T U(2E<DE—THEEFE| YL TES . E—THAXE K E{FSIZ(L. Fortify

OpenText™ Fortify Static Code Analyzer (24.2.0)



1—HAR \
HO1E: b STV~

Static Code AnalyzerR¥+v> ME 1TB 12-xmxARUE SAUAToavEZFE R LET . =&
(£, -Xmx1GIF1GBZEF B TEALIILFET . CO/\5A—42%F B I 5012, Javab—T$8 &
THBINIRKEZRE LTSN KB ERATEBELGYMEATIIZL>TELY
EX I

32 GB ~ 48 GBOE—TH4/ XL, AEBIVMDEE LB SN TOFERA. COH B DE—
THAXTIE, 32 GBLYH/\TH—TURAME T LFET . 32GBK il DE—TH4 XIXIVMIC
FOTRBAL ENFT . XV TI2GBZERE A5 YA XM E 415 & (T, 64GBLL L AW E
[TEYES . HARFAEL T AEVEKREITHE 750 DTOEINE ITEINTLVEL
LR E T & AR ARG AEID2/3%HB A TEIYE TEULTZELY,

L AT Lh¥Fortify Static Code AnalyzerE{TERA DIF & (. EE I 2B EINHYET . =1
L. AEVEREITSHE T5F0MDOTOERE AT L)Y —ANEFINTWDIE & (. £
oD OTOE AN R EEZE L5 LTS,

3 ® B LTULYTH (Fortify Static Code Analyzer®=E 1T 1 (D) 7O T4 Tl WLWTOER
(F ARL—TF AV T RT LD TARIIZRA DY TS BRI BEE B H-TELE B T E IH
YFEEA. IRE N T A A ge 4 AT KVUE 2 KDY AE!ZFortify Static Code
Analyzer[ZE|Y)H THE RSV | DR ETHABEEAIHYET. COFZE . BE (T
AT Lt Dt DR RE LEB ITRT YU DR EME FLET

RATATE—T DI 5

FATATE—T OB (FFENE L FIAT. JavalR 18 T2 U HNE ) BF [TJavaA E5E 5 =2
YL TTEDLDD. RATATEME(FA—ARDaL VL avig E)DI=HI5& Stz )y —RhHE
Yizd fi(@j‘?i‘d'o RARHICIE, TOCRABNEE ISR T 35 e R AT )R YL TTS5—

PFELELET.

fiE K
M T4TE—T D ;5 (. Fortify Static Code Analyzer7OERDE E K T HXUPaATIRS
A THORDE A KXY T TEET

# A fatal error has been detected by the Java Runtime Environment: # #
java.lang.OutOfMemoryError: requested ... bytes for GrET ...

hIFEd B itJavalR BB I U IS5—ThHA=H. BE (X EETALIMNIZTPA IV A hs_
err_pidNNN.log THE B SN =I5—RI AU LVET .

2R

ORI B (£ T O RN TR AL B 5 AR 4 LTLBSEHE E ThHB1=0. JavarEI4E &
(JavaE—)I=fE AN B AT DB ER TPk E T, COEENETEE. B
DRI E AR Y. RE¥vUEE B (5 T SEATENTEET.

AT A—I\—DJO—

Java7 I )r—2av DALYk ZETH B DRZYIDHYFET . RAVIICIE. RYFTFL A, B
AR EVE LD G EMRIFENET . ALY BRI TILTYXLEFERALTK
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BRERGHBERZLEITHERMNHIEE . TRXTORYTRLAD=OITK EGERAZVIMN
DB ITGEDHEEIHYFET . IVMTIE, XssATLavEFERLTEDYARERTE TEET

fiE IR
BE . ZOAvt—2 EFortify Static Code Analyzer@s 77/ JUZH IR LET A av RS54
VHAIARTEINDIGE B IHYFET .
java.lang.StackOverflowError
AR R =R

TIHIE DRZVIHA XE16MBTY . RA VTP A X% K ELT B, sourceanalyzerd¥
URIZ-XssA T ELET . =LA (E. -Xss32MZF AT 5ERE29IH32MBIZHE 2 F T

EHITEBDRTv

Fortify Static Code Analyzer 23> 1 |Z. Dataflow AnalyzerCH #i 58 T T=72U\BE £1
NHIEL. RDAE—DFELR—F T35 & HHYET -

Function <name> is too complex for <analyzer> analysis and will be skipped
(<identifier>)

__TC:
o <name>lE. V—RAaA—KFE#H DL EITYT .
e <analyzer> & 7FHIA YDA RITY .
o <identifier> X, EHEDIATTHY. ROVNTIMNIAZYET .
« LERDEZAAZITED
m: AE)R B
s: RAVIHAZXHINESTES
t: B R AW T ESR N T
v: BT OERE AR EEE A 1=
Fortify Static Code Analyzerl=&%53 #t DR S, FI A ARGV —RIKRF 5156 H\d
&9 . Fortify Static Code Analyzerl(d. 1 DAL JVOZER LT, ThodD)) —RERR
H BT BE 72 I 55 1 DB D/ NSV REERYET . ZDT=8. Fortify Static Code Analyzerh\+ 43

B —REFEHTERWNERBEINDG S X B EOERB O HiED IET52EAHYE
9. ThIFEE . [Function too complex| * v E—U AR RENBEBE A TY.

ZDAt—U DK R SN TH . Fortify Static Code AnalyzerCTOS 5L O EE AT £ (2
B SINTEEFBE KR THDITTIEIHYERA. FzEZ X, Dataflow AnalyzerTIXEE . 747
T IHETIMELEBICTIERT B0, TNETHTIEATIEIOE 3 1 DOIRE 57
[SELTUDVEWATREEADYET . COBE . B RICIX. SR 0SB TEE LEFEHRMNT
RTCEFENFET.
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)24 L ($h Fortify Static Code AnalyzerZ 0/ S5« ZE B LT, IH 1k R4k 24 1
TEET . THIAYZLR B DIZTVINAE SN TUET.

ROt 3VTIE COM B DR R T EICONVTHBALFET .

Dataflow Analyzer®')3v4

Dataflow AnalyzerlZI&. 2R MD37& 8 D& # M4 3H Al F HABYET .
s LERDGEHRIAZITED

o m AEYLRE

o 5: RAVIHAZXHINSTED

o v: A TOERHMAFIREE R 1=

S—anksgll SNDMEERR IR T BT, -XssE16MBZEHE 2 HME [Z58 & L TRAVI YA X%
PLET

M 3 A F AR SR 3B, Fortify Static Code AnalyzerM#) I8 A E)E1E HOLET .

B F 122 3R 97511, Fortify Static Code AnalyzerZ R/ T4 774 Jl<sca_
install_dir>/Core/config/fortify-sca.propertiesFE/=IFAYUR S/ TR D) V2%
REBETEFET.

TT4% T4V E
com.fortify.sca. 1000

limiters.MaxTaintDefForVar

com.fortify.sca. 4000
limiters.MaxTaintDefForVarAbort

com.fortify.sca. 4
limiters.MaxFieldDepth

MaxTaintDefForVar)SVA IR B DE M EER T T4 A3V L RE TN
MaxTaintDefForVarAbort(¥ Lt BR &R LE9 . MaxFieldDepth!)2v2%{F F L T. Dataflow
Analyzerh§ & DA T Uk %5 #1950 DOFE E %81 & LEF T . Fortify Static Code
AnalyzerCITE ICA[ e BB Y &S DR E TH IV DR EH AHFT

15 T SNT-FE M AYE F S =45 B TMaxTaintDefForvarfl R Z#8 % 515 & . Dataflow
AnalyzerTIEZ DR # Z(MaxFieldDepth)SWAZEH 6T ZEIZE OB LMEE TH 4T LE
T REZERTIEIE ST OEREIERINET . HEEILICT (FHIENTELZL
15 & . Fortify Static Code AnalyzerTl&. 2 #T hME T 9508 1A
MaxTaintDefForVarAbort!)SWAZ B AAET. MIEDBEE THOMZEHITLET . ELMEZ
fI&. Fortify Static Code AnalyzerTIXB # Mo L EH A oh\DFE R #57 51-0IC. &
1K 5 FE Tl & &R <E5&L £ . Fortify Static Code Analyzerh’
MaxTaintDefForVarAbort JSWARITE T 5L, B D7 #7 A5 £ (25 1k Eh. TFunction too
complex] ELVSE H HAR REINFET S
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EHMERE R FvERR R T BIZIX. com. fortify.sca.limiters.MaxFunctionVisits A/
TAERBETEET . COTUNTAE. TAVNMBE T FSA TN IZFTIERT S K E
MMERTELEFT . TIAHILIE50TT

#ll {# JO0—7F A FENUIRA AT oA D23
$1 1 TO—TFSAFENUIRAL BT FFAHIZIE. R D278 58 O 24 1 81 F ABYET .

o m: AEYR B
o t: BRI AHDVTEDLNHT

Dataflow Analyzerh\B8 3 DR # M 2B 9575 7K 12KY . &R (CEF fE ADDVS LWLV #E
[BHYFEHA. ==L . Control Flow Analyzer&Null Pointer Analyzerld. 8 # 2B 8 %5
9B IZIE B IR VLB [E Ahvhdie & hdbYET . DI, Fortify Static Code
AnalyzerTIFEDE GG S ICA M EF L IE5HEPAEBESNTOT. EHEHAN FT
[ Function too complex] &LV AV E—U AR REINET .

INLDTFHFIAFTEHE S T ICE LI R KB ZEZ % 95214, Fortify Static Code
AnalyzerZ0/\T4 774 Jl<sca_install_dirs>/Core/config/fortify-sca.properties®f=
[FAYURSAUTR DTUSTAEERA B TEET .

T4k
T/T14 &5 BH &
com.fortify.sca. B — DR #1181 D 0—4 4 OB I BR (X 600000
CtrlflowMaxFunctionTime FD ):&ggi LEd. (1063\)
com.fortify.sca. B — OB IINullFRA 25 fT DS &R 300000
NullPtrMaxFunctionTime (E'Jﬂ‘)’éﬂi LEd. (5§j\)

M A F e AR SR 321, Fortify Static Code AnalyzerM#) I8 A E)#1E HOLET .

A CNBM)IVAOR R R E ZIE 0L BHE LB ON HT ITHDDEFE AR Y
FY . UIVA/EFE O E DE ITBITAE R /NTA—IUANDEEEZEKNITRIT D
(X, Y B ITIK 77 9 51=OF & T3 . [Function too complex] LV EEEZRRLAE
WKIITTBE &1L USVABREBOTE LME TR E TEET . f12L . REPvU B
MEF B TELRVE DI BA REEABYET

[l #8 DIE IR TE 1%

BITAME-FTRITIDE BEDEREELNELETDHRAIRREADHBYFET . FELHE

A LSS & ARFZTHR—r S WS i, T 5T E—FEED L TSN, H 1T
DMEFRZEINCTDIERR DAY, LEEE IKIEICE T LET A EHE DR
FrUTREMBERERISMEFONES
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AT E—FZENICTDHITE. ROFIEZEITLES .

1. <sca_install_dir>/Core/configT4L Ik )2 A fortify-sca.properties Z7A L%
T¥AFITARTHEET .
2. com.fortify.sca.MultithreadedAnalysis O/ \TADE ZfalselZZE B LET

com.fortify.sca.MultithreadedAnalysis=false

AN, E — E
A9 774 VD15 it DHE &2
T 4Lk TlZ. Fortify Static Code Analyzer|Z&>TR D5 R (O 7/ ILHME B ShE
ER
e Windows: C:\Users\<username>\AppData\Local\Fortify\sca<version>\log
o WindowsLL 4} : <userhomes/ . fortify/sca<versions/log

ZZT. <version>|&f# F L TL AFortify Static Code Analyzer/A\—3>T9,
R MF T. Fortify Static Code Analyzer® T 7#4/)Lk DO 774 JUZDWVTERBALET .

T IV% & BA
sca.log *LE # I:I7‘(:li\~ s%ilieanalyz?rd)i ITHF IZ% £ LT
scaX.log i;&;;m—y\ Z2E5. BLUI—0OATHEE RS
sca_FortifySupport.log Fortify SupportAJ MDA & (X DEHYTT
scaX_FortifySupport.log « BENTIFAIERILOT AvE—DIC, Sl %R
hn
o BEDYIFAIUIE FNTLVELGE D OFEHE Ay
-

DOy 774 UL, hRETHYR—~ F=35 FF—L
MREREEF SIS - TBRERIRIBET.

fif IR TERWVE S FETS5—HF & L1315 & (L. Fortify SupportB 774 LEHhAZTH
R—b IZHE UTZELN.

A9 771 ILDEK E

Fortify Static Code AnalyzerCRJ 77/ JUZE ZTADEREHRTE 3 5(2%. 0T T/ T1%
BRE(MDITONTA" R—=221412B8 B)LET . ROOTIFAILER EZIEE CTEET -
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o OJT74 VD5 R L4 Fil
J0/5F4: com. fortify.sca.LogFile
o OJLANIY'BTLAJUZDNT" TESER)
T/ 4: com. fortify.sca.LoglLevel
« sourceanalyzerFxE 1T 5EICAT I7M)VE L EZTEHESH
0/ 74 com.fortify.sca.ClobberLogFile
aXURSA42F T3 -clobber-1log

a5 LARJUZDNT

ERLEOTUARNILTIE. ZOLRNILERIE UL £ DT RTOATAvE—U N hsnEzd . X
DFE T ATLANIVERE ISR E DIEITTRLTOET . fzEZ I . TI4ILk DRTLAILT
HAINFOIZIE. INFO. WARN. ERROR. 8XUFATALLANILOOT AyE—U W& FnE
9. <sca_install_dir>/Core/config/fortify-sca.properties 774 IJLIA D
com.fortify.sca.Loglevel FA/NT . F=FAXUR AU T-0ATLavEERA LT, OJL
NI)IVEEE E TEFY .

AgLARJL BB
DEBUG HAZTHYR—F=IIFREF—LAB B DO ST a—To VT [EH T=
HERETES T

INFO THMFIIR v TOERIZET5E AR

WARN T FEFREvUIME L LG hvof-hY, EEFELGHE R 1T H-HITEE Al
BTG H BeE A A B (2B ¥ H1F &

ERROR FEHIWE(75HA HEHE HH DM E (2B 9518
FATAL T FIIR v Ik L-T5—IZRE 3515

OpenText™ Fortify Static Code Analyzer (24.2.0)



dA—HHAK \ \
F2E: ST a—T1Y

] 8 DFR &= EH BE 41k 5k DE 3K

Ta—k 1\ CORBDOEICR A R TY . #Ee iR O/ SWFEER LY. MEZEHR
&£ L1=YFBIZE. ARETHER— (https://www.microfocus.com/support)|Z72t AL T
AW

HARBIHHR—N ISER THE S RDERES OB EHLHYET .

& & : Fortify Static Code Analyzer

Fortify Static Code Analyzer®/\—2 3 & 5 H L UME & D 31 L f-Fortify Static Code
AnalyzerE2 1—)L: N—2 3B B ZRE I AICE ROATUNEERTLES .

sourceanalyzer -version

TS59bk Z4—L: (=& X, Red Hat Enterprise Linux <version>)
ARL—T4 T AT L (Linux#g &)
WEENLRZE R I DG S (L. HEEILR DERBAZE HTIZELY.

FEZHE I D5 A F YR A EEZEHE TESIIT D EEFMZEA S LTS,
SEAMNGE LG BIFE, YR— A EED L THRRIIETORFERME TEET. M
REHFE L LI=EZ2 00T T74)b. F=EAT 7ML THE T HE 2 1 E HTIEEL.
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TE8A: D OIS

DI aVTIER RAv27x—Xd (25 # & R (FPR) DG E 55 1 28R 5% 9752 DD A i% 12
DWTHBLET . (I T7(IVEFERALT - B EDMR B EAVRIVR, IL—IL. BEXVHE
55 1% hTIVICE DL TR E 28 B TEFI . F£f=. 71/L4 vk (Fortify Audit Workbench
THER)ZERLT. BETUIL—IZHIER OB EFHI R ITHEETEET .

EE Fortify TlX. LR A—HTHAE S [COHIAIINBT7AINEFE R THIENH RS
NTUWET . &% . B2 & A [IFortify Static Code AnalyzerTig i SN - R TOR E %
R LTHM T4 ENHL=0H. EEEE TEI IIITAAIVEE R LGELTZE
Ly,

eI IVTIH ROMEYIIZDOWTERBALET .

TAIIWETPAIUZKBDBRE DRI 182
TAIIVEEINITEDRIBE DBRAY 185

D43 T74 IUZL B &8 Dk 4

sourceanalyzerOdWUREETTHE FEDIMEHE A RIVR, IL—IL. BXUHETHE 4 H
;‘-:i"%?;_)b’;‘lm BYDI7MIEER TEET . -filterP AT EFERLTI7MILE
BEELET.

D4IWAT7LIUE EE DTIXARRITAITER TEDTXRNITPAILTT . ZOT7AIL T
BLGUOIO4WABEEH DHEREELET

E: ORI IVTHRBTEIINARATE, T4IWATFAIVERF RS —T71( LD
M5 IS8 A ShET (M2 T ADRTvU R —D#E A" ~N—2471%5 R).

ROFRIAER A BERIAINAZATEEN TN OB ZRLET .

1)L

254

A HE i

AT ATIANE. ITRTOYTHTI)EAE  Poor Error Handling

') TRSBETFEA. J2EE Bad Practices: Leftover

Debug Cod
3% : Fortify Static Code AnalyzerT ebug tode

(X 2 AEITSNDETDF) HA1E
TI—XTHTIVI1)VE05E &
nFEy.
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TE8%A: DT DIAIWAR)T

1)L

24

A *E

AR HEDEIEDAVRFVARID

BUR

ID ¥ : Fortify Static Code AnalyzerT
. DT IT—RDEITAVAREVR
IDTsIVAHNE A ESNET .

IL—IL ¥ EDORIEDOLIR—EE KT HIL—

ID JUD
¥ : Fortify Static Code AnalyzerT
(X, 2T HE T EINSRTI D EA1E
J1—XTIL—JUDIAILADE A &
nxE9.

B EBEE(X Fortify@ELIEA1EEME (L

El hIT.BEENEIR FIET.

low. medium. high. critical Td

gl

R

3*1

B

i 1

a] BE

||‘$1

FEE

&

6291C6A33303ED270C269917AA8A1005

823FEO39-A7FE-4AAD-B976-
9EC53FFE4A59

priority <= low

priority < medium

impact < 0.5

likelihood <= 1.5

confidence < 1.8

probability <= 1.2

accuracy <= 1.0

VB E IANINAEAZT—RI4IAIZIE, TR I(OFERIETUA T I(<=)ZFRALET.

SRER
"TANEBTFAILOBI" T

F4IZT7A LB

=&z I ROE A lLEightBall. java U TILDRAFvUIZ&kBH AT . COHT)ILT0O
D1k &, basic/eightball T4k )R MFortify SCA_Samples_<version>.zip7—hA
JIZTEEFNTLET
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ROARUK I P EREERTHHOITEITINET .

sourceanalyzer -b eightball EightBall.java sourceanalyzer -b eightball -
scan

ROFER T BHESN500BEZEZRLTVET .

[F7A138CDE5235351F6A4405BA4AD7C53 : low : Unchecked Return Value : semantic
] EightBall.java(12) : Reader.read() [6291C6A33303ED270C269917AA8A1005 :
high : Path Manipulation : dataflow ] EightBall.java(12) : ->new FileReader
(@) EightBall.java(8) : <=> (filename) EightBall.java(8) : <-
>Integer.parseInt(0->return) EightBall.java(6) : <=> (filename)
EightBall.java(4) : ->EightBall.main(@) [176CCOB182267DD538992E87EF41815F :
critical : Path Manipulation : dataflow ] EightBall.java(12) : ->new
FileReader(®) EightBall.java(6) : <=> (filename) EightBall.java(4) : -
>EightBall.main(@) [E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased
Resource : Streams : controlflow ] EightBall.java(12) : start -> loaded :
new FileReader(...) EightBall.java(14) : loaded -> end_of _scope : end scope
: Resource leaked EightBall.java(12) : start -> loaded : new FileReader
(...) EightBall.java(12) : java.io.IOException thrown EightBall.java(12) :
loaded -> loaded : throw EightBall.java(12) : loaded -> end of scope : end
scope : Resource leaked : java.io.IOException thrown
[BBOF74FFAOFF75C9921D0093AG665BEB : low : J2EE Bad Practices : Leftover
Debug Code : structural ] EightBall.java(4)

ROWIBERITIHTAIVET7AIDBI ERITTRLET

e J2EE Bad Practice h7aVICBE E I AEE R %I N THIFR TS
o AURAVRIDIZE DNT/\RIZIEZBIRRT S
o BTEDIL—IUDMSE R SN-T—270—DR B ZHIR T 5

#This is a category to filter from scan output
J2EE Bad Practices

#This is an instance ID of a specific issue to be filtered #from scan
output
6291C6A33303ED270C269917AA8A1005

#This is a specific Rule ID that leads to the reporting of a #specific
issue in the scan output: in this case the #dataflow sink for a Path
Manipulation issue.

823FEQ39-A7FE-4AAD-B976-9EC53FFE4A59

TANANEBEINT-H DETAMTBICE. COTFRRFIE—L. test_filter.txt&l 5%
Bl CI7AIIUZBE Y IHE T
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test_filter.txtZ7AIUIIZIIANEBZE R THI2IE. ROATNEEITLES.
sourceanalyzer -b eightball -scan -filter test filter.txt

TAIWVELEBINT-5 T TIE. ROBERIMERSNET .

[176CCOB182267DD538992E87EF41815F : critical : Path Manipulation : dataflow
] EightBall.java(12) : ->new FileReader(®) EightBall.java(6) : <=>
(filename) EightBall.java(4) : ->EightBall.main(@)
[E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased Resource : Streams :
controlflow ] EightBall.java(12) : start -> loaded : new FileReader(...)
EightBall.java(14) : loaded -> end_of _scope : end scope : Resource leaked
EightBall.java(12) : start -> loaded : new FileReader(...) EightBall.java
(12) : java.io.IOException thrown EightBall.java(12) : loaded -> loaded :
throw EightBall.java(12) : loaded -> end of _scope : end scope : Resource
leaked : java.io.IOException thrown

T4)IL3 2 yk 2L B 8 DR 41

Fortify Audit WorkbenchT4E B L1-FI BB 7> FL—h TOML AR EE LT, DR
Mo BEEIIINATEFY . P I— AP [CREFERRITTE7/L3 Vb B R TS
&. Fortify Static Code Analyzer(3Z D3Ik 3k R Dl B ZFPRICE EA A FEHA. ChEITH
[ZI&. Fortify Audit WorkbenchZ{& L TOqIL2vcE1ER L. ZDI1IV 3k & FD
T4 vk BNE ENTLSR E T TL—h ZE A L TFortify Static Code Analyzer 23
2%E 1T LET . Fortify Audit Workbench T4 ILAED VAN EE LT 55 K 2DV T
£% L<IZ. [ OpenText™ Fortify Audit Workbencha—HH 1K )1%% BB L TSN,

R OFITlE. FPRAGME B ZHI bR T 5701 BTV TL—F N TI IAZER L THE A
TR EDERMGFIEICONTHRALEYS .

1. OWASP Top 102021ZfE AL . CORZEDOATIVIZH FESN-FEDAZERTT S
ELET . Fortify Audit WorkbenchT. owAsP_Filter&l 5% BT DFF LLNIoIL2 VR %
ERLET

2. Fortify Audit Workbench. owASP_FilterZ4 LAt vb R IR R IIWAEE R LET .
OWASP Top 10 2021] [CANE FNTLVELMG & (FREZIERRITTS

DI NAE BEERELT. BATITAIZSE LOWASP Top 10 20210473 )IZR
BHATYTEINLUME & (X, ThEIERRICLET . OWASP Top 10 2021 DA TIVIE
FARTIAI(A0T. A02. .... A10) TR F571=8. X FIA1%ZE F5LvAT3)IZOWASP
Top 10 2021(ZFFEHE LFEHA. CDI1ILRIZE-T. [ 78 [EFortify Audit Workbench®
Ea—IIR R ENGBLBYETH. FPRIZIETE oF=FFIHYFET .

3. Fortify Audit WorkbenchT. IR T TFL—hk FIssueTemplate.xm1ELVSE Bl DI 7AIL
[CTHZRR—FLFET
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4. Fortify Static Code AnalyzerZ{E L. RDATURZEIEEL T BT I7—XTI1/LA
TUbEHEELET

sourceanalyzer -b MyProject -scan -project-template IssueTemplate.xml -
Dcom.fortify.sca.FilterSet=0WASP_Filter -f MyFilteredResults.fpr

T4)V3 vk TRIBEI1IVET e FPROYAX(FEIF SNFETH, B E . AvU i &
58 8 ShFEH A . Fortify Static Code Analyzerld. Bl EZET E L TFPRI7MILUZEZA D
MEINER| BT LR T, T3V ZIRANET . T4)L2E9b A DI1)LRIZELST. Fortify
Static Code AnalyzerHh\0—K 3% )L—ILAALTHSR FYET .
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Fortify Static Code Analyzer{ > Ak —5Tl&. —E QT STATFAIDV AT LIZRFS
nFE3 . FO/F4T74)UZIEL. Fortify Static Code Analyzer@Z 24 L5 #r . H . XU
INIA—RURITRIE R E A REEER B AE FNTLET

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

Fortify Static Code Analyzer@ L/ ST ATZ7AIL oo 187
fortify-SCa. PrOPEItIES .. 189
fortify-sca-quickscan.properties . ... 216
fortify-rules. properties ... 219

Fortify Static Code Analyzer®7 0/ \74F71 )L

TO/TA4T74)IUE. <sca_install _dir>/Core/configTALOM IR E SN TNVET . 1>
Ab—ILENE=T /T4 T7AIUZIE. TIHILMEHE TN TULVET . Fortify TlE. 0/ 74
T7ANDTNTAEZE BT BRI, TOD IR )—F—ITH K THIENH RSN TLET
REBEZTE I7MIVNOTATAINVTHE . FEDTFRANITARATEE TEET . -0
VEFEALT. AR SAUTTUNT1ZE E 3521 TEFT .

R MDE . Fortify Static Code AnalyzerZ /T4 774 L% LE T . Fortify Static Code
Analyzer7 ) —av X NY—ILO T/ ST 4 IT74 IUZDNTIE. [ OpenText™
OpenText™ Fortify Static Code Analyzer7 7)r—=< 3> HLNY—ILH1R %S B LTS
A

TT4I71 V% i FMEH

fortify- Fortify Static Code Analyzerig &  "fortify-sca.properties"

sca.properties HREITUNTAEERLET . ~R—2189

fortify-sca- Fortify Static Code Analyzer®%  "fortify-sca-

quickscan.properties  AfwHRFVUISERAINDIRIESR  quickscan.properties”
ETONTAEEELET R—216

fortify- I—ILDEIEZRETHIRIEER  "fortify-rules.properties”

rules.properties EJO/NTAEFEEZELET. ~R—219

TOINTAT74 LD K

TONTAT7ANDE TONTAE XF I ORT7THEBEEINET . 1FEH OXF 5 F70/8
T4% . 2E B OXF I ETO/NTAETY .
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A—HHAk~
T8kB: BB HREAT I

com.fortify.sca.fileextensions.htm=HTML

ERDO&SIT. TANTATIE tnTPAIILTHEASNIE MR ESINFTT . TA/NTA4 (&
com.fortify.sca.fileextensions.htmTdHY. B I[FHTMLIZER E SN TLVET .

E: Windows> AT LDNRETONTAELL T E 515 & (. /\WIRFYYaXF
)&/ YIRSV A TCIRT—T T2 ELHYFET(H:
com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerA\\inc),

| TNTA1IE, TOIRTATZAIDDAAUS TIORSNTUVET . ChEDT/\T1%2H
IZTBICIE AV BT @ FHIBRLTHS. TANTAI7MIWVERBFELET . ROBIT
(% TO/STAT74 )L Tcom. fortify.sca.LogFile 7O/ NTADE S THY. BIEHZE D—
B TlEHYFEA-

# default location for the log file
#tcom.fortify.sca.LogFile=${com.fortify.sca.ProjectRoot}/sca/log/sca.log

TO/NTA5% TE OE 5L IE L

Fortify Static Code AnalyzerCld. F0/\T15% E A5 E DB F THEAShFET . LLETIZEE
ELIZTONTAIE IEELIE TLEEETEET. TONTAIFAIEEE T BRIE. D
IIg R 15E B LTS,

X DF 1ZIE. Fortify Static Code Analyzer 7R/ ST DB EIEFEZRLET .

|
F o7 DEE BRA

1 AT avftE AR SAUTHRESNTONT DB EE IRES THY.
DALMY FEEDRXVYUTHEE TEFY

2  Fortify Static ¥ A VIRX N EREAE E LANILDWNT NHEIE E
Code Analyzer®  wxg4, LizpioT. ChBOTO T8 E OFF 5 FE [3E
TAVIRAXNYUIR  £o42%H .

BERE I7AIL
DAVIRAFNIIRE 5% E 774 ) fortify-sca-
quickscan.properties) T E SNf=T O/ T+ DE %k E 32
& B TEH. -quickATLav®E (T TOAYIRFYUE—R M
BERTZHOTLBE B IRoNET .

Fortify Static AX VYA E TNTATFANTIHR ESNTONNT DE L E
Code Analyzer® (2% B TY S, -scan-precisionA T3z 4 1T TRFv>
AXvUBETD BEMEMITLGSTVSIGEEIRONET.

INTAT7AIL
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-]
F AT DEE A
3 Fortify Static Fortify Static Code Analyzerz 1 5% & 774 JUfortify-

Code Analyzer  sca.properties) T ESN=TO/NTADE %X E (FHFIE T
BIREZETEI7AIN §. I RTORFYUTRYKEW IZTTONTAENEE SIS
SO CDIFAINERELFET .

F1=. Fortify Static Code Analyzerl&M &8 TT 74N E HE XS TS —F OTO/ T+
[Tk FLET

fortify-sca.properties

ROt 3> Tl fortify-sca.properties 77/ ILTE B TEA57O/\T41ZDLVTERBAL
F9 . COTO/NTAI7AIVTHE A TEBZTOM OT0/ T 412D T, "fortify-sca-
quickscan.properties" XR—216%5 B L TZE0. FTONT DR B IZIE. EDE . T
THILME . B ZE QAR R SAoAToav (B L T558). BEUHIIE FhET.

LD T IT—ADTA/NTA

RDOF (f Jfortify-sca.properties 77AIDTOINTA1E. E# T—X 00 Hr (R¥Yv
) 7—XRITE A SNS— R ETO/NT(TY .

TOT44 E7L:)
TR
com.fortify.sca. EILRDEILRIDEEELET
Butldio EOR: XF5)
T4 (7EL)
ARVRSAoA T Ay b
com. fortify.sca. @<filename>THE B INFAXUR AU A TV I7AILDIVI—REBELET
CmdlineOptionsFileEncod (M"ZMith DA T a3 " R—U146 1B B). =LA X COT/\TAZERL T,
ing AT 3 T74ILTUnicodeDI74 JLAREIE E TEFT . AL I a—FRE (T

java.nio.charset.Charset TiE #F& N TLET

3 ZFO/\Fo(Efortify-sca.properties 77 ILTHDH B % ThHY.
fortify-sca-quickscan.properites 77/ JLA2-DATL 3 ClIMRE LT
Ao

{EDE: X x5
FIHIU : WM AT LDTIAIS Toa—F 425

fl: com.fortify.sca.CmdlineOptionsFileEncoding=UTF-8
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com.fortify.sca.
DISabledLanguages

com.fortify.sca.
EnabledLanguages

com.fortify.sca.
ProjectRoot

Zi

com.fortify.sca.
fileextensions.java

com.fortify.sca.
fileextensions.cs

com.fortify.sca.
fileextensions.js

com.fortify.sca.
fileextensions.py

com.fortify.sca.
fileextensions.rb

com.fortify.sca.
fileextensions.aspx

~
~

g

3~

A
E}IT—AARNITHEEOINVRYIYIRNEEELEY . BMLETED

fiE [X. abap. actionscript. apex. cfml. cobol. configuration. cpp. dart.
dotnet. golang. java. javascript. jsp. kotlin. objc. php. plsql. python.
ruby. scala. sql. swift. tsql. typescript. HXUPvbTI .

EDRE: X F 5

TIHIb: (EL)

ARURSALUA T3 -disable-1anguage

ERIHEZFOIOVRYYIRLZEELES . ARG E FEDE(L. abap.
actionscript. apex. cfml. cobol. configuration. cpp. dart. dotnet.
golang. java. javascript. jsp. kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HXUVbTI .

EDR: XF75

F 4Lk com. fortify.sca.DISabledLanguages O/ T4 TEAR B IZBR 4f LT
WRY. FEE LY —AR DI RTOE BHIEBRINET .

ARVRSAA T3y -enable-1anguage

EMBIUD N I—ATERIN-R B I7AMIVERTFETHTALINIEREL
%9 . Fortify Static Code AnalyzerTlx. COTAY I DIL—k T4LIN)IZHD

FREID7ANELGERLET . BEIZEoTIE SOTALINERYNT—HIRS
AT TIFELA—HIRFL—DITER B T 5E. 73 8 D/N\T+—< A ELFET .

fE DR : 3T F 5 (/13R)

F 24Uk (Windows): ${win32.LocalAppdata}\Fortify
3E: ${win32.LocalAppdata}lx. WindowsDO—hILF7 T Jsr—ao57—4
DINTHNEERA TR H/RIEERTY

T 74Uk (Windows EL 41 ): $home/ . fortify

aARURSALA T3y -project-root

Bl com.fortify.sca.ProjectRoot=
C:\Users\<username>\AppData\Local\

EREEDELLBVE B EDI7MIVEILRFEERTIAEER
FELET. B34 HE R F OFELE L. ABAP. ACTIONSCRIPT+ APEX. APEX_OBJECT-
APEX_TRIGGER. ARCHIVE. ASPNET. ASP. ASPX. BITCODE. BSP. BYTECODE+ CFML
COBOL. CSHARP. DART. DOCKERFILE. FLIGHT. GENERIC+ GO+ HOCON+ HTML+ INI+
JAVA. JAVA_PROPERTIES. JAVASCRIPT. JSP. JSPX. KOTLIN\ MSIL. MXML. OBJECT.
PHP. PLSQL. PYTHON. RUBY. RUBY_ERB. SCALA. SWIFT+ SWC. SWF. TLD+ SQL
TSQL+ TYPESCRIPT. VB VB6. VBSCRIPT. VISUAL_FORCE. VUE. S8KLUXMLTT .

EOH: XFI(EMNGEESMD)

BE5E: ST 2 UAMIZDLVTIEL. fortify-sca.properties77AILES B LTS
Ly,

#i:

com.fortify.sca.fileextensions.java=JAVA
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com.fortify.sca.
fileextensions.php

E ChIEE 2 87
AR TY. TEHURL
[ZDWVTIE. Fas 5+
T7AIVES R LT
=Y

com.fortify.sca.
compilers.javac=
com.fortify.sca.
util.compilers.JavacCom
piler

com.fortify.sca.
compilers.c++=
com.fortify.sca.
util.compilers.GppCompi
ler

com.fortify.sca.
compilers.make=
com.fortify.sca.
util.compilers.Touchles
sCompiler

com.fortify.sca.
compilers.mvn=
com.fortify.sca.
util.compilers.MavenAda
pter

bz i W o= 18N A
AR TY. TEHURL
[Z2LTlE.
TOITAT7AIVES
BB L TLEELY,

com.fortify.sca.
UseAntListener

3~

A

com.fortify.sca.fileextensions.cs=CSHARP
com.fortify.sca.fileextensions.js=TYPESCRIPT
com.fortify.sca.fileextensions.py=PYTHON
com.fortify.sca.fileextensions.swift=SWIFT
com.fortify.sca.fileextensions.razor=ASPNET
com.fortify.sca.fileextensions.php=PHP
com.fortify.sca.fileextensions.tf=HCL

oracle:<path_to_script>MEFIRELT. EBAMTETAISLTIEE TS
LA TEFT B ELIIR R F E— BT HT7MILEB DATUR FAINGA—3%1
DR TANDRYITNEHRELET . CORVUTH L. & $h7iFortify Static Code
Analyzer774 JLODFE 8 (Rl DAL E5 BB ) FstdoutiTEZA A, RUEOTIR T
FTEBLELIHYET . TOUS DR YI—F AR INTI5 E « FERIVT HiF
ELLGEWNMEE . ZOT7MUEE SN T, OJ 774 )LITFortify Static Code
AnalyzerQZ & NEZAENFET .

i :
com.fortify.sca.fileextensions.jsp=
oracle:<path_to_script>

HRABLE DA IMSEIRELET .

B DR XXF 5| (3> (3)

FTIHIb: B2 EYRRZDNTIE. fortify-sca.properties 774 LD
FCompilers]1 9 a2 %5 BB L TIEELN.

B

I'my-gccl higeca/ M5 TaHAH E%Fortify Static Code Analyzer(Z51 55
[FRDESIZLFET .

com.fortify.sca.

compilers.my-gcc=

com.fortify.sca.util.compilers.

GccCompiler

rE:

o ISR DEBEFIKREEZTAZIAY(M)ICLT. BLL EDXF &
—HEEBHIENTEET.

« clang/clang++M=E 17 [Z. gcc/g++aATUR & TIEHR—F S TOEEA.
RDESITHE TE TEET . com. fortify.sca.compilers.g++=
com.fortify.sca.util.compilers.GppCompiler

truelZE% & 9% &. Fortify Static Code AnalyzerlZ&->Tar /(54T 3z
com.fortify.dev.ant.SCAListenerAVBIIENET .

B J—)UE
FIHILb: false
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com.fortify.sca.
exclude

com.fortify.sca.
InputFileEncoding

com.fortify.sca.
RegExecutable

com.fortify.sca.
xcode.TranslateAfterErr
or

A

TIN5 70IVE1DLL LR ELFET . EHOT7MUTEIOAY
(Windows)FfzEaa(Windows A SV ) TR I YES . T7/ILIEE F DELVAIC
DNVTEE LI, "I7AILETAL IR DI E " XR—2 150588 B L TSN,

;¥ : Fortify Static Code AnalyzerTl&. EJLR & ORE B (CDAHZDT
A ATAAME B ENET . (REAEDIV I SELIZELR Y—ILER E TS

& COTONRTATHRE SN TLVSIE & T, O/ (FFFEILRY—ILT
B IN DT RTDHY—RT74 JLHFortify Static Code Analyzer|Z&>TZE
eI FEF . f=fZL . Fortify Static Code Analyzer®xcodebuild&S LT
MSBuild#f & Tl&-excludeZA T arhHR—k ShTLVET .

EORE: XX F 5

TIHIVL: 3

ARURSAUA T Ay -exclude

Bl : com.fortify.sca.exclude=filel.x;file2.x

Y —RI7AIWDIA—T47 34 T%#H E LET . Fortify Static Code Analyzer
Tl B3 K CIoa—RShfizY—RI7MIVEES T TR I ERFTYUTE
F9 . IVFIVA—TaoTEN-TOD Y %E A 9 5I(2(E. Fortify Static Code
AnalyzerCi #1 12V —Aa—R J74 )LH\G: A4A FNBMR 1. T Ix—XT-
encodingA T3 EE E TH0 B HHYFET . Fortify Static Code AnalyzerT
F SOOIV a—TAVTHELR 2yl arTRIESN. FVDLI7MIUIR RSN FE
ER

BE . Ia—T19847%E E LA &L Fortify Static Code AnalyzerTlET
A—T 4 INT5A—AR%E L Tjava. io. InputStreamReadera Ak S8 H\5
file.encodinghME A SN FET . — & D7 —X(ActionScript/ \—HDIF & 742 E) T
I%. Fortify Static Code Analyzer®7 74 )Lk [ZUTF-8TT .

EDR: =75

FIFIUk: (1EL)

aARVRSALA T3y -encoding
$i:

com.fortify.sca.InputFileEncoding=UTF-16

Windows7Zwb JA—ALTIE. reg.exeV AT LLA—TAUTA~D/INREEELE
9. CygwinA Hhi5Fortify Static Code Analyzera = 17 9515 & TH. Cygwinig
X Tl Windows#E X T/XRFHR E LFET . /1 \WIRTYL 1Z2 IR —T 9 515
EBlE \WORSYaFBMLET .

B DF: SLF 5 (13R)
FTIAI: reg
B

com.fortify.sca.RegExecutable=
C:\\Windows\\System32\\reg.exe

xcodebuild 7 7REXAEOLL S D& T 3—K T T L1=15 & [ZxcodebuildZy
FLRATATINE B ETIT T EINEINEIRELET . falselZRE T 5&.
xcodebuild CERUN DE T I FHARELF-RTERSP LS. BALET
13—k TFortify Static Code Analyzer2yFL XE LR hYMZ LE LET . truel=9 5L,
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& o

com.fortify.sca.
AddImpliedMethods

com.fortify.sca.
alias.Enable

com.fortify.sca.
analyzer.controlflow.En
ableTimeOut

com.fortify.sca.
BinaryName

com.fortify.sca.
DefaultAnalyzers

com.fortify.sca.
DisableFunctionPointers

com.fortify.sca.
EnableAnalyzer

3~

A

Fortify Static Code Analyzer®yFL XEJLK [Z&->Txcodebuildh¥& T 3 5HI <
A ENELR TPAIILDEBRMNETEN., (HDIS—AFRAELGRY)ET
J—F 0TFortify Static Code Analyzerh¥& 7 LEd .

ZDEE FE IZE &<, ALyt Ma—K TxcodebuildhM& T L1=15 & (.
xcodebuildD#& 7 3—K . stdout. H&LUstderrBAST T7AJUIZEEAFENTT .

EDR: J—)UiE
T4k false

truelZ5% & 9% &. Fortify Static Code AnalyzerT. ## & (L&A EMNFK E LT
158 TR R AV YR BNE SN ET .

EDR: J—)E

T4k true

truelTBX E 9 8& TAUTRD MAE R ITAHVET .

EDR: J—)E

T4k true

Control Flow Analyzer@3 4 L7 b B T HDEIDEIRELET .
EDR: J—)UE

T4 true

AX YT DY —RIFPAINDTFTIhER ELET . EIRBFIZR R T E/NA1FY)
2L TENT=) —RT7A ILDHDAFYUNZE DONET .

EDRE: XF 5 (/3R)
T4 (7EL)
ARUR LA TS Ay -binEf=(F-binary-name

KT TR IATOATEIFOOV R IYIRNEIEELET . COTA/NTo
DA HEE 1L, buffer. content. configuration. controlflow. dataflow.
nullptr. semantic. HEWstructural TI

EDR: X+ 5|

FoHI: COTOIRTAIEAAVR TIREN . TRTDD T EAATNRAE VYo TFE
BInxd.

aARUR LA T ay: -analyzers

truel 5% 9 5&. Ay (B MRS/ AAE R (TR VET .
BEnE: J—)LE

T4k false

TIHIE DT FIAHITM AT, RAYUIE R TEH7 MDA <E IFony
RYYDYAFZIERELET . 2OTO/\F2DF 7 {E [X. buffer. content.
configuration. controlflow. dataflow. nullptr. semantic. XU
structuralTd .
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com.fortify.sca.
ExitCodelLevel

com.fortify.sca.
FilterFile

com.fortify.sca.
FilteredInstancelIDs

com.fortify.sca.
hoa.Enable

com.fortify.sca.
IncludeScaModules

com.fortify.sca.
LowSeverityCutoff

com.fortify.sca.
MaxPassthroughChainDept
h

com.fortify.sca.
MultithreadedAnalysis

3~

i EA
EDE!: sxF 5
FTIHI: (75L)

TIHIE O T I—RATLav &R LET . & T a—FECOTONTADE R
IRE(ZDLVTIE, "#8 T a—k" R—2173% 5 B L TS,

RAEVDIANATTAIVDINZREIETE LET . 3 UL "D1IL2 774 UL DR
BEDRR Hh " R—U 1825 BB L TEALY,

fiE DEL : 3 F 51 (/3R)
Fo4IR: (55L)

aARVR LA T ay: -filter

TAWVET7AIVEE AL TR 3 5IDDOA IR PIYIRREHE ELET S
EDR: xF75|

FIFIV: (15L)

i

com.fortify.sca.FilteredInstanceIDs=CA4E1623A2424919B98EC19FCA279FFA,
4418B3DCO72647158B3758E6183C14CD

truelZFE EIHE B RASWMHBEITLRYET.
EDR: J—)UE
FIH4ILk: true

TaC b RFvUTHE A THE Bl OFED 2—)LEL TERTICRFYUEINT54T
ZUDENR IDDAVREFAAVR P YYRSEHEELET . FELSIDAEEF D
AENUENT=ZATIVERLTVDRENHYET .

{EDE: XF 5| (EJLFID)

T4k (L)

aARURSALUA TS Ay -include-modules
#i:

com.fortify.sca.IncludeScaModules=LibA,LibB
B X E O OAvk ATLR)VELE E LET . Fortify Static Code AnalyzerT

E. COTONTAIFEESNELVEEREMNME VI EZR B LS &8
HMLET.

E DR #iE

TIHIk:1.0

B IE U LOA D /SA—REE A IGA—BE DTAVENAORSEFEEL
F9.

E DR B
FIOAIb: a4

Fortify Static Code Analyzerz i {75 #1 E—F TEIT I HNEINEHEELE
ElD

OpenText™ Fortify Static Code Analyzer (24.2.0)



A—HHAF

TEB RIEH/REATY

/8714

com.fortify.sca.
Phase@HigherOrder.Langu
ages

com.fortify.sca.
Phase@HigherOrder.Timeo
ut.Hard

com.fortify.sca.
PrecisionLevel

com.fortify.sca.
ProjectTemplate

com.fortify.sca.
QuickScanMode

com.fortify.sca.
ScanPolicy

3~

A

EDR: J—)UE

T4k true
ERDMERITIDSEONREYYIRNEHEELES . BRREL.
python. swift. ruby. javascript. &&UtypescriptT9 .

fEDRE: XX 5

7?7#7LF:python,ruby,swift,javascript,typescript

BRASMOEHEBMF)ZEELES . N—FEALT7IHIRISETHE 7T
FAFIFICIHR T LET

Fortify Tl ] 5SH\DME E TH MR AR GYIEDEEITHE AT, SO L
Trob %I PR ZH#E 3B LET . Fortify TI&. B ERA b D/ IRYIVAEZIZY TH 24
L7 OWVTNADEIZR E T BEI. IN—KREALLTINEY TR BA LTI &
VHI50% R GERE THLERENOLET .

i D : #h B
F oAb 2700

AEX U DEEEIEELET . AV DR EETIF5E. 2T EENALLE
I, BEE L 1. 2. 3. BLU4ATY.

fE R : ${E

FIFIV: (15L)

AR SALA T3y -scan-precision | -p
AXYUIERATHIHETVIL— b IV ERELET . ThiZLY. B—Hh)La
VEA—RDRFYU DA T EEF TFET . FPR%Fortify Software Security
CenterlZ7vy7A—R §315 & &, 7I)r—2 32\ —2avIZE| YUY Ton - &8
TUoIL—PMERINET.

EHOR: X F 5
T4k (%L)
ARVRSALUA T3V -project-template

i :
com.fortify.sca.ProjectTemplate=
test_issuetemplate.xml

truelZE& & 9°%&. Fortify Static Code AnalyzerCOA v R¥ v AR fTEhFE
9. Fortify Static Code AnalyzerT(&. fortify-sca.propertiesi% & 771 /LD
K HYIfortify-sca-quickscan.propertiesMDER EMMFERH SNFET .

EDR: J—)E

T (ED)

ARURSAUA T3V -quick

LiR—h Shr-ifs 55 14 O £ B GL 2R HB=DDRAFvo R —EHRELET (T

DI ADAF R —OiE A" R—247 |1 %S B). AR AFTvoRD—E
IE. classic. security. $&UdevopsTI .

EOR : X =5
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com.fortify.sca.
ScanScaModule

com.fortify.sca.
SuppressLowSeverity

com.fortify.sca.
ThreadCount

com.fortify.sca.
TypeInferenceFunctionTi
meout

com.fortify.sca.
TypeInferencelanguages

com.fortify.sca.
TypeInferencePhase@Time
out

com.fortify.sca.
UniversalBlacklist

3~

&% BA
FIAIP: security
ARURSAUA T3y -scFf=lE-scan-policy

truelZE% & 9% &. Fortify Static Code AnalyzerTCO7AY 7k DED 1—ILRK
RAEXPUMEITINET . ThIZkY. & DRXFr> Tinclude-modulesF 73w
(Ff=l&com. fortify.sca.IncludeScaModules TR/ T 1) &&EIZ2DTAITFIDE
IR IDZE B TEBLIITHRYET . EMIOWTIE. MEfE 1 vILEFE R LR
FvRE D E" N—21631&5 B LT,

-scanAXUKR SAVA T aUhE E SN TLVBIE S . COTTAIFER INE
ER

EOR: J—)UiE
F 4 : false
aATVRSAUA T3 -scan-module

truelZE% & 95L& AXv Tt S f-E K E OB L 78 AFortify Static Code
AnalyzerlZ&k>TE R INFET .

EDE: J—)UiE
FIHILE: true

LT MER DAL HERELEFTS . JW—RAHEH DF=HOITERTHALIE
HERSTBENHDEEICOH. COTANTAZEEBMULET . RFvU 8 D
BIPREUIE T AR ENR AL A IE. ERTHIRALIN K ERLLT
B EMERTEFT

BB B
T4 (ERA A RELRTOEyda7H)

1DODE D5 T TR R IE A TSR (F)). OISR E LB & L F=1348
ELGEho=15 & (F. EHIRITEYET .

EDR: (S5 E
F I+ 60

BREERTIEE DI IFELIFIOVR Y YDIRE . COFRE IZKY. B
IR FSn-SEEOIMBEI A LLES.

EDR: XF75
F A4 javascript, python, ruby, typescript

71—R0 (TR =X S5 i) TR MR IERA TELRHREE)ERELE
T 0ERELISZ A FEEE LG OEE (. BFIRIGVET.

EOR:ERE

T4k : 300

FTRTDTFIAYDSIRTEHEOIAVR Y YYRFEIEELET .
EOR: XF75|

FTIAIb: *yyparse.*
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ERETRBED T OTA/NTA
RDFE IR T fortify-sca.properties 77MILDT/TAIE. EREB R O ISERAINE

EE

/8714

com.fortify.sca.
regex.Enable

com.fortify.sca.
regex.ExcludeBinaries

com.fortify.sca.
regex.MaxSize

SRER

e

truelZEE I4& ERMRI|AMHBENITLRYVES.

[EDE: J—)E

TIAHIk: true

truelZZ& E 94&. ERKRIT AT HSN\AFITFAIHBRN SNFET
EDR: J—)UE

TIAIR: true

ERRBDH CRAEVYVENETFANDER R FAX(AANAN B )EEELE
Y. CORRKIFANHAZERBZHT7AIUIER KRBT DAL ShFET .

E DR : B
T4 10

"ERRBA I <—48

LIMSA 22 ADTA/ T+«
R DFE IR § fortify-sca.properties 774 ILDT/ T 4E. LIMTOSA/ 2 RISE A S

nEy.

JOs514

com.fortify.sca.
lim.Url

com.fortify.sca.
lim.PoolName

2t BA

LIMS—/\DAPIURLZHE ELET . COEETIAFITAATEERELY
WTLEEW. COBELEETAI2E. avoRSAVAToav2EALET.

EDE: XF75|

TIHIk: (72L)

AR SAUA T3 -store-license-pool-credentials
Bl https://<ip_addresss:<ports

LIMSA £ RT—ILOE B E45E LET . COBETFR TF(4TH 18
£ LAVTLSN. COEEEE TS, AR S(o4 T a s EALE
T

{EDFE: XF35
FIHIE: (L)

ARURSALUA T ay: -store-1license-pool-credentials
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com.
lim.

com
lim

com

com

com.
.RequireTrustedSSLCert

lim

com.

lim

fortify.sca.
PoolPassword

.fortify.sca.
.ProxyUrl

.fortify.sca.
lim.

ProxyUsername

.fortify.sca.
lim.

ProxyPassword

fortify.sca.

fortify.sca.

.WaitForInitiallLicense

&t BA

LIMS A+ RT— L0/ SRT—K (B B 1L )& E LET. COEETFRA T
FAATEERELLVTES, COBEEE B T5(2E. avR 5104 T
S EERALET.

EDR: XXF75

TIHIb: (EL)

ARURSALUA TS ay: -store-1license-pool-credentials
LIMY— N\~ 1 A I2570F 94—\ ERELET.
E DB : 32 5

T (L)

'R

http://proxy.example.com:8080
https://proxy.example.com

ARURSALUA TS Ay -store-1license-pool-credentials

LIMY—NEH T5-H0T0FL B A OB St Shi-a— 2 26 E
LET. COEFTFRANITAEATEERELGELTEZEN. COEEZEET
BITIE. ARR A AT EFALET.

EDR: XF 75
T4 (72L)
AR SAF T ay: -store-license-pool-credentials

LIMY—/NITE 8 9500 TOX S BRI A D S L /SRT—FEEELE
T . COMEETHFRNITAATEERELLGVTIZEL., COEEEE TSI
(&, AvURSAUAToavEFALET.

EDE: XX F 5|
FIHIe: (L)
ARURSALUA TS -store-1license-pool-credentials

truelZER E 9 5& EBESNT-EEBAE VS LR BB TLIMB—/NITEHR L ES5&
LI=EEICk BMLET . COTO/ ST falsel 5 ET5E. EESNT-ESERE
UMK BE TLIMY—/NITE B LESEL LB E Av—U AR RahE
ER

EDE: J—)LE
T4k true

truelZR E L. LIMSAE R T—ILDE B IFERMREINTNSE S .
Fortify Static Code AnalyzerTIELIMS A2 XAME A Al 88 (TR 5 DZEFF L
THSE B FLIFRAFvUMB IR INFET . COTA/\TrZfalsel 5% E 5L,
LIMSA > REE 1§ TE4 M5 & [TFortify Static Code Analyzerhid 1k LE
ERD

EDE: J—)LiE
TI4ILR: true
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SRER

"LIMSAEVRTALYTAT" R—2148

JL—ILDT AT+

R DK TR T fortify-sca.properties Z7MILDTAINT AL IL—IUELUVHRZLIL—)L)
ERulepacklSE A S ET .

Ja/\T41%

com.fortify.sca.
DefaultRulesDir

com.fortify.sca.
RulesFile

com.fortify.sca.
CustomRulesDir

com.fortify.sca.
RulesFileExtensions

com.fortify.sca.
NoDefaultRules

com.fortify.sca.
NoDefaultIssueRules

B

Fortify[Ck TR SN ABE B AL L—ILT7M LR REBFIER T5T1LIN)EER
ELFET.

EDR: X F 5 (/\R)

T
${com.fortify.Core}/config/rules

HRBLDI—INIIEFTAL I VERELET . TALINIEIEE T HE D
TALIRUR D binB L. xmlh 3k F Z25: DT NTDIT7MIAE HohFET .

E DR : XF 5 (/3R)

TIHIE: (72L)

ARUR SAUF T3y -rules

NRBLI— VO R IERTHTLIOMIERELET .
{E DR : 3TF 5 (13R)

TIHIk:

${com.fortify.Core}/config/customrules

IW—=ILIF7ANDIT7A LR F DURRERELET . COURM LR FHAEENT
L\B<sca_install_dir>/Core/config/rules (Ff=l&-rulesAFL a3 TR E Shif-
TALORNA DIT7AILHDE HonFET . .bindh 3R F [E. 2OTO/ T+ DIE 2B &
BLEIZE HONET . COTO/T DR Y Y B 1&. AT L/SADE/AL—ET
ER

EDE: X F 75

TIFILR: xml

truelZ5% & $5&. TIAHILE DIL—ILs S DIL—ILHO—K ShFEEA. Fortify
Static Code AnalyzerTld. SiBAE R EE B TFMTFVDIL—IL IR B INFT
ML IL—ILER B ShFEA.

EQR: J—)UE

FIAI: (FL)

ATURSALUA TS A -no-default-rules

truelZ3% 7 974 &, [l 8 OE # DR E &7 5T 74Uk DIL—ILi ST DIL—IUHVE 5
[ZA2YET . Fortify Static Code AnalyzerTl&. B #1 D&y 1 45 # {4 (75 /L—ILIE

BlEREO—FINFET. ChiE. ARZLOBEBEIL—IIEE R THEEIRILE
EE

EDE: J—)UE
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T T1% &% BA
TIHIE: (L)
AR SAUATL T -no-default-issue-rules

com.fortify.sca. truelZ5R B 958 TIHILE DIL—)LIyo DY —R)I—)LHE S (TR YET . Th
NoDefaultSourceRules | &, AARBLDY—RI—)IVEER THESIFZIBET.

FREA Y —RIL—UEE S TR YFEEA.

EDH: J—)UE
T4 (L)
aRURSAUA T3 -no-default-source-rules

com.fortity.sca. truelZEE T3 5E. TIAHILE DIL—ILiSyo D DI —IUNE SN ITHEYEDT . Thl.
NoDefaultSinkRules ARBLDY D IIN—IVEE B T HEZIZRILEET .

R T OIIUTES ITEVERA.

EDOR: J—)UE
TIAI: (L)
aATURSAUF T3y -no-default-sink-rules

JavaB LU Kotlinh7 0/ 37+«

R DX IR § fortify-sca.properties 77 IILDTO/ T4, JavaBs L UKotlina—K DZE
BISERAINET.

T T1% % BA
com.fortify.sca. JavaFfzldKotliny —RI—F DR T ITFE R TR REHEELET . EH
JavaClasspath D/ R IF a0 (Windows) ZEf=[FaO(Windows L4V TR Y1 YET .

{E DR : STF 5 (13%)
TIAIR: (%EL)
ARVRSAUATL 3y -cpFEf=lE-classpath

com.fortify.sca. JavaEf-zIEKotlinZ #2 A (DJavay —Ra—k O/N\—U 3 #BELET .
JdkVersion DR X =5

TIHIE: 11

ARVRSAUATL 3y - jdkFT=IE-source
com.fortify.sca. Fortify Static Code Analyzer{> Ak —J)U(<sca_install_dir>/Core/bootcp/)IZ
CustomJdkDir BFENTULVEWNIDKN—D 3V ER ML TS TAL IR ELET

B O : X5 51 (/%)
FIAIUN: (L)
aARVRSA2ATL 3y -custom-jdk-dir
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com.fortify.sca.
JavaSourcepath

com.fortify.sca.
Appserver

com.fortify.sca.
AppserverHome

com.fortify.sca.
AppserverVersion

com.fortify.sca.
JavaExtdirs

com.fortify.sca.

JavaSourcepathSearch

com.fortify.sca.
DefaultJarsDirs

&t BA

AEYUITE ENTULVENDR—LLY a—S 3 2fE F &b JavaEf-IEKotlin

Y —RI74 ILT4L IR )OE2aa(Windows) Ef=(FaO(Windows EL 41 ) X £
YYRRZEHETELET . Y—RNRRIFHISRASRIP TOET A IR IZIEHIS5RT74
LTI —RTPAIILAME A SN FET S

EDRE: XF5(/3R)
TIAIR: (%EL)
aAXURSAUA T3y -sourcepath

JSPOPANENIB G BT T r—avd— &R ELET . AMLRIER.
weblogicFEf-Idwebsphere T .

EDR: XF 5
T4 (TEL)
ARVRSALUATL 3V -appserver

TIVr—23 Y= \OR—LT4L IR JERELET . WebLogicDiF & - Chld
server/1ibZEE LTAL IR JAD/NZATT . WebSphereDig & . Chld
IspBatchCompiler RVTREE LTAL IR UADINRATT .

EDR: X F5(/\R)

FIHI: (L)

aARVRSA2ATL 3> -appserver-home
WebLogicFtzI&WebSphere 7 7 )r—=avH—/\D/\—2 3 EE ELET S
{E DB 325 51

FIHIVL: (L)

aARURSALUA TS ar: -appserver-version

WebLogicE &UWebSphere 7 7)r—= 32 H—/\DOI SR/ SRIRE BRI (25 D
TALINJETRELET

{EDR: X=F35|
TIAIE: (L)
ARVRSAUATL 3y -extdirs

truelZ5% & 9°5&. Fortify Static Code AnalyzerT. 2—4" vk 74 V)RR Z&HT
S BIndlavay —RIT7MILDADE B EINFET . T LS DiF & | Fortify
Static Code Analyzer Tl —R/RICE FNEITATOI7AILHE B INFET .

EQR: J—)UE
TI4IUR: true

— iR B9 (ZfE SN BIARTZAILDTAL IR )DEI OO FE-(FaAv K ) YU R+
EHEELEFT . SNoDTALIRIIZHBIARTFZA UL, YSRINRATS 3 (-cp)
DEZIEMINET.

EDHE: XX F 5|
F 4k default_jars
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com.fortify.sca.
DecompileBytecode

com.fortify.sca.
jsp.UseSecurityManager

com.fortify.sca.
jsp.DefaultEncoding

com.fortify.sca.
jsp.LegacyDataflow

com.fortify.sca.
KotlinJvmDefault

com.fortify.sca.
ShowUnresolvedSymbols

SRR

O~
~

B7L:

truel 5% E 974&. Java/ A ha—FAE A ITHE a2/ (ILEShET .
[EDE: J—)LE

T4 false

truelZ5% & 974&. JSP/A—HTISPEXA)TAIR—DvhME AShET .
EQH: J—)UE

T4k true

JSPOIVO—RERELET.

EDOR: XF5|(Toa—T127)

T4k 150-8859-1

truelZE% & 975 &, JSPEE DT —4270—I5x § 5B N QIR THE (2
BY.BRHOENRADLET.

EDR: J—)UE
FIHILk: false
ATURSAUA T3y -1legacy-jsp-dataflow

AR HKotlinA 22—/ RIZA 5TLDAY YR DbefaultImpls VS ANAE A %15
ELES. ERLEFRDESYTT .

o disable— RAZEFHF DAV HNEEFNTLEE 1 2—TA(RITH LT,
DefaultImplsPTREFHE KT AHLIFEELET .

e all — AR —DJxA R[Z@IvmDefaultWithCompatibility ¥ R At <IF & <.
DefaultImplsVTREE KT 5LIIFEELET .

e all-compatibility — A2 A—2JxA RIZ @IvmDefaultWithoutCompatibility®
SERDMT AR Y. DefaultImplsVSREE K TAEIIFEELET .

EDR: XF 5

T4k disable

truelTEE B9 5&. THiahi-Javay —RI7MIL TS B ENTWER B R DEA
T 04— BEUBEEN. THROREISRTINET.

EQR: J—)UE
FIFIUR: false

ATURSALUA TS Ay -show-unresolved-symbols

"Javaa—K DZE " R—I52
"Kotlina—F OZ #a" R—61
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Visual StudioB XUMSBuildZa> 4o+ 70/ 87+«

R DRI IR T fortify-sca.properties 77/ ILDT/T4E. NETTAD O BLUVY
)a—2avDEBISERAINET

TiT414 B
WinForms. SFESFLNETA TR ELET
TransformDataBindings . N

EDRE: TILUEBLUVX F 5
WinForms.
TransformMessagelLoops T Ik il
WinForms. WinForms.TransformDataBindings=true

TransformChangeNotificationPattern WinForms.TransformMessageloops=true
WinForms. WinForms.TransformChangeNotificationPattern=true

CollectionMutationMonitor.Label
WinForms.CollectionMutationMonitor.Label=

WinForms. WinFormsDataSource

ExtractEventHandlers
WinForms.ExtractEventHandlers=true

com. fortify.sca. FERATHREIL—ADTILAROEIOAVR PIYYRMERELE
ASPVirtualRoots.<virtual_path> 9.

EDRE: XF 75|

T4 (7EL)

$i:

com.fortify.sca.ASPVirtualRoots.Library=
c:\\WebServer\\CustomerTwo\\Stuff
com.fortify.sca.ASPVirtualRoots.Include=
c:\\WebServer\\CustomerOne\\inc

com.fortify.sca. truelZSR E 975&. AX YU DASPA R TR UDNE SN (TR UET .
DisableASPExternalEntries O J—)UE

T4k false

ERIER
"Visual StudioZ7B Tk DZE " R—65
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JavaScript KU TypeScriptd 70/ 7«

R DX IR T fortify-sca.properties 774 ILODTO/ T 4IL. JavaScript& LU TypeScript
O—FDEMITEASINETS

T/ T4 BA

com.fortify.sca. truelZ5% & 9% &. Fortify Static Code AnalyzerT., E# Jx—Xf|Z

EnableDOMModeling HTML 774 JUZ&>THE B S f-DOMV')—%ET /UL 9 %JavaScript
O—R A S . DOMEE & O &8 (YRR YAk R T T4 (XSS)
O EGE)IPFEEINET . T T 53R, BORAAF TS
% MJavaScripta—R #& CHTMLIZ7M A& ENTLSIG & (L. 2D
TR/ST4%H $HIZL TS,

FE: COTONTAEF RIS HE T AME R D REME D
YES

B J—)UE
FTI4IUb: false

E&

com. fortify.sca. com.fortify.sca.EnableDOMModeling O/ \T 1% truelZE% FE L1=15
DOMModeling.tags & . Fortify Static Code Analyzer®DOMETL (& $HBHE M D
HTML2Y & Zh R Y)Y TR E TEFT .
EDR: XF75
F 24Uk body. button. div. form. iframe. input. head. html. &&
Up.
B

com.fortify.sca.DOMModeling.tags=ul,1li

com.fortify.sca. Fortify Static Code AnalyzerT% B& 5%t (DJavaScript 774 Lx X¥v>
JavaScript.src.domain.whitelist = FITADVA—R CEAEE SN AR EEELET . URLOX Y]
YRS ELTHtEEZERLET.
EDE: X F 5
T+ (15L)
#l: com.fortify.sca.JavaScript.

src.domain.whitelist=
http://www.xyz.com|http://www.123.0rg

com.fortify.sca. truelZ5% € 975 &. JSP. JSPX. PHP. B&UHTMLI7AJUTIE A &
DisableJavascriptExtraction fi=JavaScripta—F [FH B ST RFvoshFELA.

BEDR: J—)LE
T4k false

com.fortify.sca. truelZE% & 975 &. [T #iE Shf=JavaScript 774 JLDZE # A (T2 Y
EnableTranslationMinified]S EX IR

EDR: J—)LE
T4k false
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/8714

com.fortify.sca.
skip.libraries.ES6

com.fortify.sca.
skip.libraries.jQuery

com.fortify.sca.
skip.libraries.javascript

com.fortify.sca.
skip.libraries.typescript

com.fortify.sca.
follow.imports

com.fortify.sca.
exclude.unimported.node.modules

BRER

& BA

% 2 Sh gL\ JavaScriptEf=ETypeScriptix #if 5475771 ILDHY
YFEEFAOVRYIYYRREIEELET . I7MILEB IZIFER KRR EE
FATEET . com.fortify.sca.skip.libraries.jQueryZ 0/ STA{E(Z
BEENBE IT7AIVE D.min. jsE . JsDRATIZ. EFRKRE (-
\d\.\d\.\d)>' BB B IR A ShFET.

ED3: =35
T4k

e ES6:es6-shim.min.js,system-polyfills.js,
shims_for_IE.js

e jQuery: jquery.js,jquery.min.js,
jquery-migrate.js,jquery-migrate.min.js,
jquery-ui.js,jquery-ui.min.js,

jquery.mobile.js,jquery.mobile.min.js,

jquery.color.js,jquery.color.min.js,
jquery.color.svg-names.js,
jquery.color.svg-names.min.js,
jquery.color.plus-names.js,
jquery.color.plus-names.min.js,
jquery.tools.min.js

e javascript: bootstrap.js,
bootstrap.min.js,
typescript.js,
typescriptServices.js

o typescript: typescript.d.ts,
typescriptServices.d.ts

truelZE& € 975 &, import AT —h Ak TH A FENF=T7AILHE #2
IZEHonFET .

EoR: J—)UE
FIHIUb: true

truelZE% & 97 5&. 1oR—k Eht-node_modulesDHHZE #1 [ZE HS
hFEF.

EDR: J—)UE
T4k true

"JavaScript& & U TypeScripta—K OZE #i" R—274
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fTHRB IRERE AT

PythonD7 0/ \7T«

R DFE IR § fortify-sca.properties 774 IILODTO/ T 41&. Pythona—K D% # (i A

SNFEY.

/8714

com.fortify.sca.
PythonPath

com.fortify.sca.
PythonVersion

com.fortify.sca.
PythonNoAutoRootCalculation

com.fortify.sca.
DjangoTemplateDirs

com.fortify.sca.
DjangoDisableAutodiscover

SRIFW
"Pythona—K M

E&

BA

B DA R—k T4 )DEIOVEK H] Y(Windows)E - [FaOv R 1]

Y(Windows kL 4} )Rk 45 LE T . Fortify Static Code AnalyzerTI&.
PythonS23 4 LY AT LTAVR— 71V R IZE A IND
PYTHONPATHIRIZE Z # 1&E B ShFLA. COTNNTAEFEALT. &
MmoAR—kTaLIM)ERELET .

& DL : 3CF 5 (/3R

TIAIb: (%EL)

aAXURSAA T3 -python-path

A¥vg BPython) —ZAa—R DNN— 3 FEELET . BRLIEL. 28
KU3TY.

EDR: #iE

T3

ATURSAL2A T3> -python-version

truelZBR E 95&. ED a—IILE\Hr—SDAUR—h IER T3 RTDT
OP O I7A/IUZH B DIL—F TAL IR DB BT ENED TR YET .
FH LU IM"AoR—k FHDED 12— )LEI\r—D %8 DB R—U821%5
B LTS,

fEDRE: T—)UE
T4k false
ARURSAL2A T as -python-no-auto-root-calculation

Django7> 7L —hk /AN X ] Y(Windows)Ef=[Zaav X £ Y
(Windows kL 4} )URk #3$5 FE LET . Fortify Static Code AnalyzerTld.
DjangoMsettings.py 771 ILOTEMPLATE_DIRSER & &fF A shExt
Ao

fE DB : XX F 51 (13R)
TIHIk: (72L)
AR SA2A T3y -django-template-dirs

Fortify Static Code AnalyzerCGDjango7 7L —h#BH B H LWL &%
BELES.

EDR: J—)E
T4k (%EL)
ARURSALUA T ay: -django-disable-autodiscover

" R—T80
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GoDT7O/\T«
R DRI IR F fortify-sca.properties 77MILDT/ T 4L, Goa—F DE#H(SE A SN

F9.

/8714

com.fortify.sca.
GOPATH

com.fortify.sca.
GOROOT

com.fortify.sca.
GOPROXY

B

T IO T—HPRAR—ZADIL—b TAL I )ERELET .
HDR: XXF 5

T4k : (GOPATHY RTLIR 5 ZE 1)

GOV AR —ILDIG R EIRELET .

fEDE: XF 75|

T4k : (GOROOTY AT LIRS T #1)

12 £ DTAFIURLEAVIE PIYTHE ELET . directFf=FoffEiE ETHIEL
TEXEY.

HEDR: XXF5|
FOAIUb: (GOPROXYY AT LIRS 2 #4)

S EER

"Gom—K (ZE #" R—89

Ruby® 70/ 7+«

RDFE IR § fortify-sca.properties 774 IILDT/\T41&. Rubya—F DE # (SE A &
nFEy.

TOT1% % BA

com.fortify.sca.
RubyLibraryPaths

com.fortify.sca.
RubyGemPaths

SRFH

RubyZA4 735V & LTALIR)IANDINRE1DL LIEELFT
fE DB : X F 5 (13R)

FIHIUk: (L)

aAURSAA T3 -ruby-path

RubyGems®Di5 it ~AD/ARZE1DLL EIEELET . TAD UM IZRFv T Sgemh B E
A TWRIE & (X COBERELET .

B DEL: SLF 5 (/8R)
TIAIb: (FEL)
aAXURSAA T3y -rubygem-path

"Rubyd—k OZE " R—94
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TEB RIEH/REATY

3~

COBOL®MZO/\T+«
R DX IR § fortify-sca.properties 77 IILODTO/ T4, COBOLO—K MDE #2 (S5 A

SNFEY.

/8714

com.fortify.sca.
CobolCopyDirs

com.fortify.sca.
CobolDialect

com.fortify.sca.
CobolCheckerDirectives

com.fortify.sca.
CobolLegacy

com.fortify.sca.
CobolFixedFormat

com.fortify.sca.
CobolCopyExtensions

SRIA®

&t BA

Fortify Static Code AnalyzerCAE—J w7/ IVER R T4 12U EDT1LY
F)EEIOOVR Y UELIFOAVR Y YTE ELET .

{E DR : STF 5 (13%)
TIAIE: (L)
AXVRSAVA T3y -copydirs

COBOLMA EEEELET . A E DOF ZN7Z{E (L. coBOL390FE =[EMICROFOCUST
FT. AENETIE. KXFENXFEXFILEREA-

EQR: XF 5|

T4k : COBOL390

ATURSAA T3y -dialect

12 £ DCOBOLFvATAL Y T4TZEIOOVRYYTIEELETS .
EDR: XF 75

FIHI: (L)

ARURSALUA TS A -checker-directives
truelE’R E 95E. LAY —COBOLE B MNE R ITHYET .
EDR: J—)UE

T4k false

AR SAUA T3 -cobol-1egacy

truel 25 E 975 &. B E 2 X DCOBOLAME E S ITRTHIA—R T DHS L
8 ~ 720 —Ra—F DH % F I 5 &5IFortify Static Code Analyzer|Z3g ;R &
NES(LHL —COBOLE #t D).

[EDH: J—)E

TIAIR: false

aAXURSAUA T3y -Fixed-format

12 £ OaE—T Vo074 UL sk FEEIO0VR Y YFEIFan R Y1 YT E
LES (L —COBOLZ i DA).

EQR: XF 5|

TIAIb: (72L)

ARUR SAA T3y -copy-extensions

"COBOLaI—k OZ " RX—297
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PHP®OT O/ T+
R DI IR § fortify-sca.properties 77M DT/ T4IL. PHPO—F OZE#(SEA S

nFEy.

/8714

com.fortify.sca.
PHPVersion

com.fortify.sca.
PHPSourceRoot

SRIA®

&t BA

PHPD/IN—av iR ELET . B/ \—2 3> DYRM DT, Fortify Ik oz 7
XTLEMHOR F2 AU ES R LTS,

EDR: xF75|

TI4Ib:8.2
AXURSA2ATL 3 -php-version
PHPOY—RJL—rZEIEELET .
EDH: J—)E

T4 (1iL)

ATVRSAL2A TS 3> -php-source-root

"PHPO—F D% #" X—2105

ABAPMDZ O/ T4
ROF R TTOT 413, ABAPI—R O 8 <8 B Sh T

JO/sT1%

com.fortify.sca.
AbapDebug

com.fortify.sca.
AbapIncludes

B BA

truelZE% & 975 &. Fortify Static Code AnalyzerTAvt—U%T/\w5 9 51-0IZABAPR
T—hAURDEMENET .

EDR: J—)UE
FIHIUN: (L)

Fortify Static Code Analyzer CGABAPDINCLUDETAL o T4 h%& tH Shi=&Z(2. 4
At ETALOMIDRBESNET.

{iE DBY: XX F 51l (XR)
FIHIe: (L)
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Flex$& K UActionScriptdd 707 7«

R DRI IR § fortify-sca.properties 77 IILDTO/ T4, Flex$s LU ActionScripta—
FOZEMITERAINETS.

/8714

com.fortify.sca.
FlexLibraries

com.fortify.sca.
FlexSdkRoot

com.fortify.sca.
FlexSourceRoots

&t BA

M) H% |DF5473)E 23200 (Windows) F=IFaa(Windows L 4V ) TR H] >TH &
LET. ZOYRKRIZIE. flex. swe. framework.swe. & Uplayerglobal. swcE e HBHW
BEHABHYFET (ChBIEEE . Flex SDKIL—k Dframeworks/1ibsT4L IR NIZHYET).
ZDFOs\T+1E. E (CActionScriptZfig iR 3 21=OIE R LET .

B DEL: STF 5 (/8R)
T4 (L)
aAYURSAUATL I -flex-1ibraries

A N 75Flex SDKDIL—+ D5 R Z#38 E LET . CDITAILFIZIL. flex-config.xml T7A
WEELIL—LT—IT7FNEHEENTNBLELHYET . mxmlcEITE BET7MILE
ELbinTHIFEEFENTVIRDLEIHYET .

& DFE!: X F 5 (13R)
TIAIb: (L)
aARVRSAUFTL 3y -flex-sdk-root

FlexZ7AO2 ok OB MDY —RATALINJERELET . EHDOTLUMJIEEIOAY
(Windows)&EfzI&aR>(Windows LA SV ) TR 1 YFET .

{E DB : XX F 5| (/3\R)
FIAIUR: (L)
aATVRSAUA T3 -flex-source-root

ColdFusion (CFMLYDZ 0/ N\ T«
R DRI IR T fortify-sca.properties 77MIILDTO/NT4IL. CFMLO—F DL #IEH &

nFEy.

/8714

com.fortify.sca.

% BA
truelZ5% & 9°5&. Fortify Static Code AnalyzerCCFMLR—I A D

CfmlUndefinedvariablesAreTainted FEZEDTEHMNEFLINF-LOELTREBINET. Zhld.

register-globals-stylefft 55 14 % & R 9 % Dataflow AnalyzerlZxt 9%
EVbELTHERELET . 1L COTNNTAEB ST HE 120
IW—RR=CHOEBDNENLURTIHELFAVIIL—FR—CA D
BERINEINHIEINET—270—DR H ITZ EESLE
ERD

&R : J—)UE
FTIHILb: false
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/8714

com.fortify.sca.

B2 L
truelSEX E I o0& AKX FENXFZR A LBENITFAIL AT LER

CaseInsensitiveFiles ALTHHEIN. KXFENIXFHRR A ENZT7AIVATLLET

com.fortify.sca.
SourceBaseDir

SRER

RXYENT-TI)7r—3 TlE CFMLI7ZAILDR X F &N X F
AR Bl SNE<BEYET S

BEni: J—)E

T (ED)

ColdFusion7AY ok DR—RTALIJERELET
& D 3TF 5 (13R)

T4k (%L)

aARURSAUA T3 -source-base-dir

"ColdFusiona—F OZ #fa" R—>117

SQLOT7 A/ T+«
R DFE IR $ fortify-sca.properties 77MIILDT/\T41E. SQLO—F DE#ISE A &

nEYy.

Ja/\T41%

com.fortify.sca.
SglLanguage

SRER

B

SQALEED/N\JT7ULEIEELET . HXESQLE B 2T DIE [F. PLsQL (Oracle
PL/SQL®M5 & )HLUTSQL (Microsoft T-SQLDIH &) TY .

EDR: xF 75
TIAI: TSQL
aARURSAUATL 3y -sql-1anguage

"SQLOZE " R—I118

H o707+
R DK IR T fortify-sca.propertiesZ7AILDTANTAIE. DT H AISERAINFET .

Ja/\T41%

com.fortify.sca.
ResultsFile

,.E.%

BA
BRMIEZAENDGTFMIL.
EDE: xxF75

FIHIVL: (L)
aARVRSAUA TSIy -f
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/8714

com.fortify.sca.
Renderer

com.fortify.sca.
OutputAppend

com.fortify.sca.
ResultsAsAvailable

com.fortify.sca.
BuildLabel

com.fortify.sca.
BuildProject

com.fortify.sca.
BuildVersion

com.fortify.sca.
MachineOutputMode

E&

BA
fl: com.fortify.sca.ResultsFile=MyResults.fpr

HARKXEHRIELET. EHAEME. fpr. fudl. text. BXPautoTI . auto
DT I TIE. -fATLaV TR ESNFE=T7MILON R FICE DWTH A
X AERSIET.

EDE: xxF75
T I#4ILk: auto
ARURSLF Ty -format

truelZ5% & 9 % &. Fortify Static Code Analyzer CEE 77 OFE R 7/ ILICEE R M
BiMIhET.

fEDR: J—)UE
FIAIUk: false
aARURSAUA T a: -append

truel 2% T 9% &. Fortify Static Code Analyzer TfiE f ] B |72 of =% & M
hanExEd. Thid (B AT7MILEEE TH00) AT vz ELT
[, stdoutlTHE AT HBEITRILEFET -

EDR: J—)LE
T4k false

AFvoaInfz7ad ik OIN)VERE E LET . Fortify Static Code Analyzer
Tl& SOTNIUEE A ShFEEAD. FERICEHONFET .

EDR: xxF75

TIAIN: (72L)

TR SALUA T3y -build-label

A¥xvoEnfz7aP ok M4 A% £ LET . Fortify Static Code AnalyzerT
(X, COBRTIERINFLAL. HERICEOONET .

EDRE: XF 5|

TIHIb: (L)

ARVRSALATL 3 -build-project

R¥xvrEnfz7ad ok DIN—2 30 %15 E LET . Fortify Static Code
AnalyzerTld, CON—2avF & (FJfE ASNFELAN, BERIZEHDONFT .
EDRE: XF 5|

FIHIL: (L)

ARURSALUA TS A -build-version

B EARS9T4TITH AEF 120 X9 T - Fi=[FFortify Static Code
Analyzery—)LCE R CTEAH KX TH HLFET . AFvUDETKRIREITT
RRETIZ. AVV—IILORTDITDTISHLLMTZE AL T, BEHINE T
KRERTLET.

EDE: T—)UE
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/8714

com.fortify.sca.
SnippetContextLines

com.fortify.sca.
FVDLDisableDescriptions

com.fortify.sca.
FVDLDisableEngineData

com.fortify.sca.
FVDLDisablelLabelEvidence

com.fortify.sca.
FVDLDisableProgramData

com.fortify.sca.
FVDLDisableSnippets

com.fortify.sca.
FVDLStylesheet

&% BA
TFTIHI: (ES)
aAYURSAA T a3 -machine-output

FEOREICRTIDA—FDITHERELEFS . ANV TIE (IS I5—
HF A& LT=T Ol Al 125 5217 Da—F A& HiohFET . TI4ILE TIE. 547D
a—FARTENFET .

E DR : #{E
T4 2

truelZE& & 975&. 49 #7 & B 774 JUFVDL)hisFortify Security Content®zit
BA AR S SN FET S

EDR: J—)UE
FIFIUR: false
aATURSA2A T3 -fvdl-no-descriptions

truelZR E 975&. DR I7/IUFVDL LIV D U T—ah R s SnE
ER

EDR: J—)UE

TIHIb: false

aYURSAA T ar:-fvdl-no-enginedata

truel 3% & 94&. 2 M #E R I74)UFVDL) DS TNILEE BL AR 4F ShET S
EDR: J—)UE

TI4Ib: false

truelZEZ € 95 & 2 17 §E R 71/ JUFVDL)hSProgrambatatz a2 A3k 41
ShFEJ.

EDR: J—)UE
T IFILR: false
AR SAUF T3 -fvdl-no-progdata

truelZER E 95E. 9§ R 774 JUFVDL)hidoa—K R=Ruk AR 4L ShE
ED

ED®: J—)E

TIAIUk: false

ARURSALUA T -fvdl-no-snippets
DER DRIV —DIGFEEELET .
E D : XLF 5 (/3%)

TIHIb:
${com.fortify.Core}/resources/sca/fvdl2html.xsl
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E/NMILEJLE 2923 (MBS)D T/ T«

R DFE IR T fortify-sca.properties 77 LT/ T 4IE. MBST7MIUSE AShE
ER

T T4 B 7L
com.fortify.sca. truelZ5% & 95 &. Fortify Static Code AnalyzerGY—X 774 ILHE IR £yl a T4

MobileBuildSessions | L4k)IZaE—&hEd .
EDH: J—)LiE
FTIFIUN: false

com.fortify.sca. truelZ5% & 9°5&. Fortify Static Code AnalyzerCE/ A JLE LK i aomhisEILRID
ExtractMobileInfo LFortify Static Code Analyzerd/\—2 3> & 5 Al ShET .

X : Fortify Static Code AnalyzerTlx. ZOF 0/ \T1%{E A L TEHE/ A JILELR
[T HEShFELA

EDE: J—)UE
FIA4IU: false

SHRIE®
"ENAIEIR 2yl gt R—U45
o ~ o O —
00X 7J0/NT«
RDFE IR T fortify-sca.properties 77MIILDT/NT4IE. TOF R EISEASINE
9.
TT1% &5 BA
com.fortify.sca. TOXRANEEFRELET.
https.proxyHost B OB 37 = 5
T4k (72L)
com.fortify.sca. TOXS R BEEEBEELET.
https.proxyPort EOR: #E

FIHIUN: (2L)

04 78/\7«

R DK IR § fortify-sca.properties Z7AILDTA/NT4IE. QT 774 IUSE SN ET
ToT44 H L

com.fortify.sca. T4 DO I7A DL R EGFREIRELET .
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1 8% B: IRIRER E

/8714

LogFile

com.fortify.sca.

LogLevel

com.fortify.sca.

ClobberLogFile

com.fortify.sca.
PrintPerformanceDataAfterScan

SREH

"O45 774 DK E"

TN DT ONT A

AT ay

R—179

#it BA
fE DB : XX F 51| (/3R)

T 2#4IUb :${com.fortify.sca.ProjectRoot}/log/sca.logd LTS
${com.fortify.sca.ProjectRoot}/log/sca_FortifySupport.log

ARURSAA Ty -1ogfile
WA OO I7A DR NOTLARIER ELET . A 34 {E (L. DEBUG.

INFO- WARN. ERROR. BEXUFATALTT . 3% LLIE. "OT T74 JLDI5 it DFE
B AR=UT9B KV DT T ILDEE E" R—U179%5 BB LTS,

fE DE!: X F 5
FIA4IUR: INFO

truelZE% € 9% &. Fortify Static Code AnalyzerTsourceanalyzer&= 1T
THEWOTTIrA I EEESNET .

fE DR J—)UE
FTI4IUb: false
ARVRSALUA T3 -clobber-1og

truelZE% & 9°%&. Fortify Static Code AnalyzerCA¥v> M58 T #1278
TA— U AR8 & DT —4HFortify SupportAs 77 JUZE EZA ENFT .
T/I\WTE—R TlL. COE (B B M [Ttruel B E ShET

5 DR J—)LE
F 4k false

R DI IR T fortify-sca.propertiesZ7AILDTO/NNTAIE. T/I\WTHREISEBAINE

ER

Ta/T414

com.fortify.sca.

Debug

com.fortify.sca.

DebugVerbose

it BA

Fortify SupportA7 271 JUZT /W & & HFF . COF R (L. hRFITHHR—
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