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Preface

Contacting Micro Focus Fortify Customer Support

Visit the Support website to:

« Manage licenses and entitlements

« Create and manage technical assistance requests
« Browse documentation and knowledge articles

o Download software

o Explore the Community

https://www.microfocus.com/support

For More Information

For more information about Fortify software products:

https://www.microfocus.com/cyberres/application-security

About the Documentation Set

The Fortify Software documentation set contains installation, user, and deployment guides for all
Fortify Software products and components. In addition, you will find technical notes and release notes
that describe new features, known issues, and last-minute updates. You can access the latest versions
of these documents from the following Micro Focus Product Documentation website:

https://www.microfocus.com/support/documentation

To be notified of documentation updates between releases, subscribe to Fortify Product
Announcements on the Micro Focus Community:

https://community.microfocus.com/cyberres/fortify/w/fortify-product-announcements

Fortify Product Feature Videos

You can find videos that highlight Fortify products and features on the Fortify Unplugged YouTube
channel:

https://www.youtube.com/c/FortifyUnplugged
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Change Log

The following table lists changes made to this document. Revisions to this document are published
between software releases only if the changes made affect product functionality.

Software Release /
Document Version Changes

21.2.0 Updated:

o Initialization content with an example of a complete Fortify Software
Security Center URL. See "Setting Up a Fortify Software Security
Center (§SC) Connection” on page 34.

2110 Updated:

¢ Release version and date.

20.2.0 Added:

o Cross-references to configuring Windows Authentication in topics
related to decoupling Fortify Weblnspect Enterprise from Fortify
Software Security Center. See "Important Considerations About
Decoupling" on page 11 and "Upgrading and Decoupling Fortify
Weblnspect Enterprise from Fortify Software Security Center" on
page 45.

20.1.0 Updated:

e IS installation information to remove specific NET Framework and
ASP.NET version numbers. See "Preparing to Install Fortify Weblnspect
Enterprise" on page 15.

¢ Upgrade and Guided Scan information with important details about
manually updating the Weblnspect Enterprise Desktop Application.
See "Upgrading from Earlier Versions" on page 14 and "About the
Weblnspect Enterprise Desktop Application" on page 72.

o Description of Weblnspect Enterprise Desktop Application to remove
reference to specific browsers. See "About the Weblnspect Enterprise
Desktop Application" on page 72.

o Link for downloading a certificate revocation list (CRL). See
"Installations Lacking Infernet Connection" on page 77.
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Chapter 1: Before You Begin

Micro Focus Fortify Weblnspect Enterprise is available in FIPS and non-FIPS compliant versions for
64-bit operating systems. This topic provides information to help you select the appropriate installer
package and to ensure that your system meets the requirements and recommendations for installing
Fortify Weblnspect Enterprise.

FIPS or Non-FIPS Compliance

Federal Information Processing Standards (FIPS) are standards developed by the U.S. federal
government for use in computer systems to ensure that all agencies adhere to the same guidelines
regarding security and communication.

Fortify Weblnspect Enterprise version 21.2.0 has two installer packages with different filenames—one
installation complies with FIPS cryptography requirements and the other does not. Make sure that
you download and use the correct installer package, based on whether your environment uses FIPS.
The user interface for the installation procedure is the same for both packages.

Fortify Weblnspect Enterprise and the Micro Focus Fortify Weblnspect sensors it uses must all be
compliant with FIPS or they must all be non-compliant.

Fortify Software Security Center runs on an Apache Tomcat server, which includes a FIPS mode. When
integrating Fortify Weblnspect Enterprise with Fortify Software Security Center in a FIPS-compliant
environment, see your Apache Tomcat documentation for instructions on configuring FIPS mode on
the server.

Installation and Upgrade Options

The following table describes the installation and upgrade options for Fortify Weblnspect Enterprise.

Option Description
Integration with Fortify Integration with Micro Focus Fortify Software Security Center
Software Security Center provides a way to publish scans to a central repository of all

static and dynamic scans. It also provides somewhat centralized
accounts, although permissions are still managed separately, the
ability to submit scan requests, and more extensive reporting
than a standalone installation.

Standalone For new installations, you may choose not to integrate your
Fortify Weblnspect Enterprise with Fortify Software Security
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Option Description

Center.

Important! If you install Fortify Weblnspect Enterprise as
standalone, you cannot integrate with Fortify Software
Security Center at a later date. You must choose to integrate
with Fortify Software Security Center initially.

Decouple from Fortify Software = For existing installations, you may choose to decouple your

Security Center Fortify Weblnspect Enterprise from Fortify Software Security
Center. If you choose to decouple, the Initialization Wizard
provides an option to map each existing Fortify Software
Security Center account—either user account or LDAP
account—to a Windows account. Only Fortify Software Security
Center accounts that were configured with permissions in
Fortify Weblnspect Enterprise will be displayed for mapping.

Important! Decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center is permanent.
Reconnecting to Fortify Software Security Center is not
supported.

Important Considerations About Decoupling

Decoupling Fortify Weblnspect Enterprise from Fortify Software Security Center ends all links and
communication between the two systems. Before decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center, you should perform maintenance in both systems to ensure that you
are ready to decouple.

Consider the following:

« You will not be able to log into Fortify Weblnspect Enterprise and Fortify Software Security Center
using the same credentials.

o Decoupled and standalone Fortify Weblnspect Enterprise installations use Windows
Authentication.

Important! Before decoupling Fortify Weblnspect Enterprise from Fortify Software Security
Center, enable Windows Authentication as described in "Installing IIS, ASP.NET, and .NET
Framework" on page 16.

¢ When decoupling, you will have the opportunity to map Fortify Software Security Center users
to Fortify Windows Users for logging infto Fortify Weblnspect Enterprise.
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o You will not be able to publish scans to Fortify Software Security Center from Fortify Weblnspect
Enterprise.

o Any previous scans published to Fortify Software Security Center will remain in Fortify Software
Security Center.

¢ You will not be able to perform or see previous Scan Requests.

o Deleted Application Versions that have not been purged will remain in Fortify Weblnspect
Enterprise.

o Any new Applications and Application Versions that are created in Fortify Software Security Center
will not be created in Fortify Weblnspect Enterprise.

« Any new Applications and Application Versions that are created in Fortify Weblnspect Enterprise
will not be created in Fortify Software Security Center.

System Requirements

Before installing Fortify Weblnspect Enterprise, make sure that your systems meet the requirements
described in the Micro Focus Fortify Software System Requirements.

Installation Recommendation

Fortify recommends that you do not install Fortify Weblnspect Enterprise on the same machine as
Fortify Weblnspect. Doing so may result in known issues that affect the usability of the products.

Installing or Upgrading Fortify Software Security
Center (Optional)

If you are integrating Micro Focus Fortify Weblnspect Enterprise with Micro Focus Fortify Software
Security Center, then Fortify Software Security Center version 21.2.0 must be installed and running
before you install Fortify Weblnspect Enterprise version 21.2.0. See the Micro Focus Fortify Software
Security Center User Guide version 21.2.0 for information about installing or upgrading Fortify
Software Security Center to the required version.

Important! Before making each upgrade of Fortify Weblnspect Enterprise, you must first upgrade
Fortify Software Security Center to the supported version. For more information, see "Upgrading
from Earlier Versions" on page 14.

In Fortify Software Security Center:

« Note the Fortify Software Security Center URL. You will need to specify it during the installation of
Fortify Weblnspect Enterprise.

o Creafe a general Fortify Software Security Center administrator account or make note of an
existing one. You will need to specify the user name and password of this account during the
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installation of Fortify Weblnspect Enterprise and this person will automatically become the first
Fortify Weblnspect Enterprise system administrator.

o Create an account in Fortify Software Security Center for the Fortify Weblnspect Enterprise
Service, give it a recognizable user name such as wie_service, and give it the role of Fortify
Weblnspect Enterprise System. This service controls the sharing of application versions with
Fortify Weblnspect Enterprise and obtains lists of completed and running scans from Fortify
Weblnspect Enterprise. You will need to specify the user name and password of this account during
the installation of Fortify Weblnspect Enterprise.

Important! Do not combine the Fortify Weblnspect Enterprise Service account with any other
role. Also, do not modify the permission of the Fortify Weblnspect Enterprise Service account in
the Fortify Weblnspect Enterprise Administration Console. Doing so may prevent new
application versions from being created in Fortify Software Security Center or cause them to be
created in the wrong Security Group.

For information about creating accounts in Fortify Software Security Center, see the Micro Focus
Fortify Software Security Center User Guide. The Micro Focus Fortify Software documentation set
contains installation, user, and deployment guides for all Micro Focus Fortify Software products and
components. In addition, technical notes and release notes describe new features, known issues, and
last-minute updates. To obtain the latest versions of these documents, access one of the websites
described in the "Preface" on page 8.

About Fortify Weblnspect Enterprise SSL Certificate and Fortify
Software Security Center JRE

When Micro Focus Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software
Security Center, the Fortify Weblnspect Enterprise SSL certificate must be in the Fortify Software
Security Center trust store. Therefore, you must import the Fortify Weblnspect Enterprise SSL
certificate into the Java runtime environment (JRE) certificate store in Fortify Software Security
Center.

Importing Fortify Weblnspect Enterprise SSL Certificate

Use the following process to import the Fortify Weblnspect Enterprise SSL certificate into the JRE
certificate store in Fortify Software Security Center.

Stage Description
1 Install or upgrade Fortify Software Security Cenfter.
2 Install or upgrade Fortify Weblnspect Enterprise. For more information, see

"Installing the Fortify Weblnspect Enterprise Server Software" on page 25.

3 Run the Fortify Weblnspect Enterprise Initialization Wizard to integrate Fortify
Weblnspect Enterprise with Fortify Software Security Center. For more
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Stage Description

information, see "About the Initialization Wizard" on page 26 and "Setting Up a
Fortify Software Security Center (SSC) Connection" on page 34.

4 Log into the Fortify Weblnspect Enterprise Web Console using a supported
version of Internet Explorer or Firefox. For more information, see Micro Focus
Fortify Software System Requirements.

Do one of the following to export the Fortify Weblnspect Enterprise SSL
certificate:

o If using Internet Explorer, export the CER encoded binary X.509 (*.CER) file.
o If using Firefox, export the DER encoded binary X.509 (*.DER) file.

5 Copy the Fortify Weblnspect Enterprise SSL certificate to the SSL Server
install machine.

Example C:\Program Files\Java\jre1.8.0_xxx\lib\security\WIESSL.cer (or
*.der)

6 Use the keytool utility to import the Fortify Weblnspect Enterprise SSL
certificate into the Java Store:
1. Type the following at the command prompt to access the keytool ufility:

C:\Program Files\Java\jrel.8.0 <xxx>\bin>keytool -import
-alias wie -keystore "C:\ Program Files\Java\jrel.8.0_
xxx\1lib\security\cacerts" -file "C:\Program
Files\Java\jrel.8.0 xxx\lib\security\WIESSL.cer" (or
*.der)

2. Enter the keystore password.

Note: The default password is changeit.

3. When prompted to trust this certificate, select yes.

The cerfificate is added to the keystore.

7 Restart the Tomcat server hosting Fortify Software Security Center.

Upgrading from Earlier Versions

This topic describes the options for upgrading from earlier versions of Micro Focus Fortify
Weblnspect Enterprise.
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Upgrading from Fortify Weblnspect Enterprise 21.1.0

You can upgrade to Fortify Weblnspect Enterprise 21.2.0 directly from Fortify Weblnspect Enterprise
21.1.0, but not from any other versions of Fortify Weblnspect Enterprise. Also, see "Installing or
Upgrading Fortify Software Security Center (Optional)" on page 12.

Important! If you previously downloaded the Weblnspect Enterprise Desktop Application from
Fortify Weblnspect Enterprise 21.1.0, you must download and install the application again after
upgrading to get the 21.2.0 version.

Fortify Software Security Center Upgrade Requirements
(Optional)
If you are integrating Fortify Weblnspect Enterprise with Micro Focus Fortify Software Security

Center, then before making each upgrade of Fortify Weblnspect Enterprise, you must first upgrade
Fortify Software Security Center to the supported version as shown in the following table.

Before upgrading to Fortify Weblnspect First upgrade to Fortify Software Security
Enterprise version Center version

20.1.0 20.1.0

20.2.0 20.2.0

21.1.0 21.1.0

2120 21.2.0

Note: The supported versions of NET Framework must be installed on the Micro Focus Fortify
Weblnspect sensor before Fortify Weblnspect is upgraded to version 21.2.0. For more
information, see the Micro Focus Fortify Software System Requirements.

Preparing to Install Fortify Weblnspect Enterprise

This section describes how to prepare for installing Micro Focus Fortify Weblnspect Enterprise by
installing and configuring the prerequisite software, creating an account for a sensor user, and
ensuring secure HTTPS operation.

If you are integrating Fortify Weblnspect Enterprise with Micro Focus Fortify Software Security
Center, see "Installing or Upgrading Fortify Software Security Center (Optional)" on page 12.
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Installing 1IS, ASP.NET, and .NET Framework

You must install and configure Internet Information Services (IIS), ASP.NET, and the Microsoft .NET
Framework, if applicable. The following paragraphs provide guidance for installing and configuring
these components.

Note: These instructions describe a third-party product and might not match the specific,
supported version you are using. See your product documentation for the instructions for your
version.

Note: When you select role services to add, some or all of their subordinate role services might be
automatically selected as well. Leave any automatic selections as is. If a message appears
indicating that other particular role services must also be installed, click the button to add them
and they will be automatically selected for installation.

To install 1IS and add the Web Server (lIS) server role and required role services:

1. Inthe Server Manager, click Manage and then Add Roles and Features.
The Add Roles and Features Wizard appears.
2. Follow the wizard to select the installation type and destination server.
3. On the Server Roles window, do the following:
o Select the Web Server (lIS) check box, if it is not already selected.

o If you are installing a standalone or decoupled Fortify Weblnspect Enterprise, then expand the
Web Server > Security role service and select the Windows Authentication check box.

Important! If you do not select Windows Authentication, you will not be able to connect
to the Fortify Weblnspect Enterprise Manager and complete the initialization.

4. Click Next.

5. On the Features window under .NET Framework <version> Features, select NET Framework
<version> and ASP.NET <version>.

Note: The version of NET Framework and ASP.NET available in IIS depends on the OS
version you are using. For example, you may see .NET Framework 4.6 or .NET Framework
4.7.

6. Click Next.
7. On the Role Services window under Application Development, select ASP.NET <version>.

8. Click Install to install IIS with the features, roles, and role services you selected.

lIS Integrated Mode

During installation or upgrade, the Fortify Weblnspect Enterprise Manager Web Service (WIE server)
will be set up in IS using the IIS integrated mode for the application pool. This means that the Fortify
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Weblnspect Enterprise web site no longer needs to have ISAPI filters configured or ISAPI and CGI
restrictions configured in IIS. Integrated mode does not use either of these elements.

IIS Application Pool Identity

Fortify Weblnspect Enterprise no longer uses ASP.NET impersonation. Previously, ASP.NET
impersonation was used to ensure that the account that was logged onto the server had the
appropriate permissions to folders, registry keys, and encryption methods. However, Fortify
Weblnspect Enterprise now uses IIS7 and the application pool identity, which provides most of the
required permissions.

This means that ASP.NET impersonation will not be enabled in the Authentication section of the

application in lIS. The application will run with the application pool identity account, which is IIS
AppPool\WIEAppPool. Fortify recommends that you do not change this account in IIS.

Important! The Fortify Weblnspect Enterprise server application uses the IIS application pool
identity. Because the IIS application pool is not a true Windows account, Fortify Weblnspect
Enterprise cannot use Windows authentication for the database connection. Customers must
create a SQL Server account that can be used for the database connection.

Installing SQL Server

Install a supported version of SQL Server software if it is not already installed.

Fortify recommends that you configure the database server on a separate machine from either Fortify
Software Security Center or Fortify Weblnspect Enterprise.

Important! If you are integrating Fortify Weblnspect Enterprise with Fortify Software Security

Center, the Fortify Weblnspect Enterprise SQL Server database requires case-insensitive
collation. This is opposite the requirement for Fortify Software Security Center databases.

Creating a Sensor User

Create a local user account or an Active Directory user account in Windows, with a recognizable name
such as WIEsensor, to be used as a sensor user for Fortify Weblnspect Enterprise. Note the domain
name, the account name, and the password.

Ensuring Secure HTTPS Operation
Fortify strongly recommends that you do the following to use HTTPS securely:

1. Completely disable SSLv2.
2. Enable TLS1.1and 1.2
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3. Disable weak ciphers, generally defined as:

o Ciphers having key length less than 128 bits
o NULL ciphers

o Ciphers that use MD5

o Ciphers that use anonymous key exchange

o Ciphers that use RC2

Using SAN or Wildcard Certificates and Non-Standard Ports in 1IS

The Fortify Weblnspect Enterprise Initialization Wizard does not overwrite certificate and port
bindings that you create in lIS. As a result, you can use SAN or wildcard certificates and non-standard
ports when configuring the Fortify Weblnspect Enterprise Manager Web Service during initialization.

To use a SAN or wildcard certificate:

« Configure the web site in IIS with the appropriate bindings. During initialization, Fortify Weblnspect
Enterprise will show those configured bindings and will not overwrite them.

To use a non-standard port:

« Configure the binding with the port in IIS. During initialization, Fortify Weblnspect Enterprise can
use this binding and port.

For more information, see "Configuring the Web Service" on page 32.

HTTP Binding Host Name

If the HTTP binding in IIS does not contain a host name, the Initialization Wizard will create the HTTP
URL using the server name. This configuration causes an issue with downloading the thin client for
Guided Scan, reporting, and scan imports.

To prevent this issue:
« In the Edit Site Binding dialog box in IIS, add a host name for the HTTP binding before running the

Initialization Wizard.

To correct this issue, do one of the following:
« In the Edit Site Binding dialog box in IIS, add a host name for the HTTP binding and re-run the
Initialization Wizard.

o Modify the URL directly in the database. If you update the URL directly in the database only, the
URL will revert to the server name if you run the Initialization Wizard again. To manually modify the
URL in the database:

a. Run the following commands in the WIE database, replacing the SettingValue with your host
name:
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SELECT * FROM ConfigSetting WHERE SettingName = 'WIE.HttpUrl'

UPDATE ConfigSetting SET SettingValue='http://my.host.com/wie/' WHERE
SettingName = 'WIE.HttpUrl’
b. Restart the WIE application pool for this change to take effect.

For more information, refer to your IIS and SQL Server documentation.

Using HTTPS with Guided Scan and Reports

By default, using Guided Scan or generating reports in conjunction with a self-signed certificate
requires that HTTP be enabled for Fortify Weblnspect Enterprise. However, if you use a signed
certificate, then you can manually modify the HTTP URL setting in the WIE database to use HTTPS.

Touse HTTPS:

1. Run the following commands in the WIE database:

SELECT * FROM ConfigSetting WHERE SettingName = 'WIE.HttpUrl'

UPDATE ConfigSetting SET SettingValue='https://my.host.com/wie/' WHERE
SettingName = 'WIE.HttpUrl'

2. Restart the WIE application pool for this change to take effect.

Important! The HTTP URL setting will need to be manually modified if the Initialization Wizard is
run again.

Databases in Availability Groups

If your SQL database is part of an availability group, remove it from the AlwaysOn Availability Group.
After the WIE initialization is complete, rejoin the database to the availability group.

For more information, refer to your SQL Server documentation.

Mirrored Databases

If your SQL database is mirrored, set the partner option to OFF on the master database. After the WIE
initialization is complete, perform a restore on the mirrored database and set the partner option to
ON on the master database.

For more information, refer to your SQL Server documentation.

Related Documents

This topic describes documents that provide information about Micro Focus Fortify software
products.
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Note: You can find the Micro Focus Fortify Product Documentation at
https://www.microfocus.com/support/documentation. Most guides are available in both PDF and
HTML formats. Product help is available within the Fortify LIM product and the Fortify

Weblnspect products.

All Products

The following documents provide general information for all products. Unless otherwise noted, these
documents are available on the Micro Focus Product Documentation website.

Document / File Name

About Micro Focus Fortify Product
Software Documentation

About_Fortify_Docs_<version>.pdf

Micro Focus Fortify License and
Infrastructure Manager Installation
and Usage Guide

LIM_Guide_<version>.pdf

Micro Focus Fortify Software System
Requirements

Fortify_Sys_Reqs_<version>.pdf

Micro Focus Fortify Software Release
Notes

FortifySW_RN_<version>.pdf

What's New in Micro Focus Fortify
Software <version>

Fortify_Whats_New_<version>.pdf

Micro Focus Fortify Weblnspect Enterprise (21.2.0)

Description

This paper provides information about how to access
Micro Focus Fortify product documentation.

Note: This document is included only with the
product download.

This document describes how to install, configure, and use
the Fortify License and Infrastructure Manager (LIM),
which is available for installation on a local Windows
server and as a contfainer image on the Docker platform.

This document provides the details about the
environments and products supported for this version of
Fortify Software.

This document provides an overview of the changes made
to Fortify Software for this release and important
information not included elsewhere in the product
documentation.

This document describes the new features in Fortify
Software products.
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Micro Focus Fortify Software Security Center

The following document provides information about Fortify Software Security Center. Unless
otherwise noted, these documents are available on the Micro Focus Product Documentation website
at https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name Description
Micro Focus Fortify Software This document provides Fortify Software Security Center
Security Center User Guide users with detailed information about how to deploy and use

. . Software Security Center. It provides all of the information
SSC_Guide_<version>.pdf L .
you need to acquire, install, configure, and use Software
Security Center.

It is intended for use by system and instance administrators,
database administrators (DBASs), enterprise security leads,
development team managers, and developers. Software
Security Center provides security team leads with a high-level
overview of the history and current status of a project.

Micro Focus Fortify Weblnspect

The following documents provide information about Fortify Weblnspect. Unless otherwise noted,
these documents are available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-webinspect.

Document / File Name Description
Micro Focus Fortify Weblnspect This document provides an overview of Fortify
Installation Guide Weblnspect and instructions for installing Fortify

Weblnspect and activating the product license.
WI_Install_<version>.pdf P g P

Micro Focus Fortify Weblnspect User This document describes how to configure and use
Guide Fortify Weblnspect to scan and analyze Web

applications and Web services.
WI_Guide_<version>.pdf PP

Note: This document is a PDF version of the Fortify
Weblnspect help. This PDF file is provided so you
can easily print multiple topics from the help
information or read the help in PDF format. Because
this content was originally created to be viewed as
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Document / File Name

Micro Focus Fortify Weblnspect on
Docker User Guide

WI_Docker_Guide_<version>.pdf

Micro Focus Fortify Weblnspect Tools
Guide

WI_Tools_Guide_<version>.pdf

Micro Focus Fortify Weblnspect Agent
Installation Guide

WI_Agent_Install_<version>.pdf

Micro Focus Fortify Weblnspect Agent
Rulepack Kit Guide

WI_Agent_Rulepack_Guide_
<version>.pdf

Description

help in a web browser, some topics may not be
formatted properly. Additionally, some interactive
topics and linked content may not be present in this
PDF version.

This document describes how to download, configure,
and use Fortify Weblnspect that is available as a
container image on the Docker platform. This full version
of the product is intended to be used in automated
processes as a headless sensor configured by way of the
command line interface (CLI) or the application
programming interface (API). If can also be run as a
Fortify ScanCentral DAST sensor and used in
conjunction with Fortify Software Security Center.

This document describes how to use the Fortify
Weblnspect diagnostic and penetration testing tools and
configuration utilities packaged with Fortify Weblnspect
and Fortify Weblnspect Enterprise.

This document describes how to install the Fortify
Weblnspect Agent for applications running under a
supported Java Runtime Environment (JRE) on a
supported application server or service and applications
running under a supported .NET Framework on a
supported version of IIS.

This document describes the detection capabilities of
Fortify Weblnspect Agent Rulepack Kit. Fortify
Weblnspect Agent Rulepack Kit runs atop the Fortify
Weblnspect Agent, allowing it to monitor your code for
software security vulnerabilities as it runs. Fortify
Weblnspect Agent Rulepack Kit provides the runtime
technology to help connect your dynamic results to your
static ones.

Micro Focus Fortify Weblnspect Enterprise

The following documents provide information about Fortify Weblnspect Enterprise. Unless otherwise
noted, these documents are available on the Micro Focus Product Documentation website at

Micro Focus Fortify Weblnspect Enterprise (21.2.0)
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https://www.microfocus.com/documentation/fortify-webinspect-enterprise.

Document / File Name Description

Micro Focus Fortify Weblnspect This document provides an overview of Fortify Weblnspect
Enterprise Installation and Enterprise and instructions for installing Fortify Weblnspect
Implementation Guide Enterprise, integrating it with Fortify Software Security

. Center and Fortify Weblnspect, and troubleshooting the
WIE_Install_<version>.pdf ] . . .
installation. It also describes how to configure the
components of the Fortify Weblnspect Enterprise system,
which include the Fortify Weblnspect Enterprise application,

database, sensors, and users.

Micro Focus Fortify Weblnspect This document describes how to use Fortify Weblnspect
Enterprise User Guide Enterprise to manage a distributed network of Fortify
Weblnspect sensors to scan and analyze Web applications

WIE_Guide_<version>.pdf )
and Web services.

Note: This document is a PDF version of the Fortify
Weblnspect Enterprise help. This PDF file is provided so
you can easily print multiple topics from the help
information or read the help in PDF format. Because
this content was originally created to be viewed as help
in a web browser, some topics may not be formatted
properly. Additionally, some interactive topics and
linked content may not be present in this PDF version.

Micro Focus Fortify Weblnspect This document describes how to use the Fortify Weblnspect
Tools Guide diagnostic and penetration testing tools and configuration
utilities packaged with Fortify Weblnspect and Fortify

WI_Tools_Guide_<version>.pdf .
Weblnspect Enterprise.
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Chapter 2: Installing Fortify Weblnspect
Enterprise

This section describes the installation process and provides detailed procedures for installing the
various components that make up Micro Focus Fortify Weblnspect Enterprise.

Important! To install Fortify Weblnspect Enterprise on a server, you must be a system
administrator on the server.

About the Installation

Installation of Fortify Weblnspect Enterprise is driven by a series of wizards as described in the
following sections. The major steps are:

« Installing the Fortify Weblnspect Enterprise Server software, using the Fortify Weblnspect
Enterprise Setup Wizard

¢ Running the Fortify Weblnspect Enterprise Initialization Wizard

¢ Configuring the Scan Uploader, Task, and Scheduler services

« Installing the Fortify Weblnspect Enterprise Administrative Console, using the Fortify Weblnspect
Enterprise Console Setup Wizard

« Logging on to and configuring the Administrative Console

After these installation procedures, this document includes information about the following topics:

o Post-installation configuration

Installing Micro Focus Fortify Weblnspect as a sensor

Note: When you install Fortify Weblnspect to be used with Fortify Weblnspect Enterprise,
the installed product is called a sensor. The sensor does not include a user interface, and is
controlled from the Fortify Weblnspect Enterprise Administrative Console.

o Adding sensor users (if not previously done)

o Enabling sensors and configuring sensor permissions
¢ Assigning administrators and roles

e Moving application versions from the default group

« If you are integrating Fortify Weblnspect Enterprise with Micro Focus Fortify Software Security
Center, updating settings to allow manual publishing of scans to Fortify Software Security
Center
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o Guided Scan and creating reports
¢ Time stamping and scheduling

Installations lacking internet connection

Troubleshooting the installation

Note: If the installation is not successful, the prerequisites might not have been fully met. See
"Troubleshooting the Installation" on page 79.

Installing the Fortify Weblnspect Enterprise Server
Software

Before installation, review "FIPS or Non-FIPS Compliance" on page 10.

Install the Micro Focus Fortify Weblnspect Enterprise server software on the server by running the
Setup Wizard:

1. Launch the WIE Server installation file.

Note: If the wizard detects an earlier version of the Fortify Weblnspect Enterprise server
software, uninstall that version using Control Panel and then relaunch the installation file.

The Welcome screen of the Weblnspect Enterprise 21.2.0 Setup wizard appears.
2. Click Next.
The End-User License Agreement window appears.

3. Review the license agreement. If you accept it, select the check box and click Next; otherwise
click Cancel.

If you accept the license agreement, the Product Features window appears.
4. On the Product Features window:
a. Select the components you want to install.

Micro Focus Fortify Weblnspect can scan a website and export the scan results to a location
called a “dropbox.” The Scan Uploader Service accesses each dropbox periodically and, if files
exist, it uploads those files to the Fortify Weblnspect Enterprise Manager. To install the
Fortify Weblnspect Enterprise Scan Uploader Service, click the associated x icon, and then in
the drop-down list click Will be installed on local hard drive.

b. Accept the default location or click Browse to select the location where you want to install
the software.

c. Click Next.
The Ready to install Weblnspect Enterprise 21.2.0 window appears.
5. When you are ready to install, click Install.

Fortify Weblnspect Enterprise software is installed on the computer and the Setup Wizard
completes.

6. Click Finish.
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About the Initialization Wizard

After the Setup Wizard completes, the Welcome window of the Micro Focus Fortify Weblnspect
Enterprise Initialization Wizard appears.

|:| Weblnspect Enterprise Initialization Wizard — *

Welcome to the WebInspect
Enterprise Initialization Wizard

I M I E R D This wizard helps you perform the initialization and configuration
I F D E L] E of the WebInspect Enterprise Module and Web Console.

For additional help with initialization, see the Installation Guide.

To continue, click Next.

< Back Cancel

The Initialization Wizard initializes the software as described in this section. Its functions include:

o Activating the Fortify Weblnspect Enterprise license
« Creating a new Fortify Weblnspect Enterprise database or updating an existing one as needed
o Creating the Fortify Weblnspect Enterprise website and web service

¢ Connecting Fortify Weblnspect Enterprise and Micro Focus Fortify Software Security Center
(Optional)

o Establishing the initial Fortify Weblnspect Enterprise system administrator

Note: After you complete these installation procedures, you will always be able fo restart the
Initialization Wizard if necessary, by clicking

Start > All Programs > Fortify > Fortify WebInspect Enterprise 21.2.0 > WeblInspect
Enterprise Initialize.
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Activating the License
To activate the Fortify Weblnspect Enterprise license:

1. Click Next.
The Activate Weblnspect Enterprise License dialog box appears.

D ‘Weblnspect Enterprise Initialization Wizard — X
Activate WebInspect Enterprise License 1
Enter or update the WebInspect Enterprise license. F

Activation ID: || |

(@) Online Activation

Service URL: |https:fﬂicenseService.Fnrﬁfy.mia'ofncus.com |

[] Use Proxy Server
(O) Offline Activation (No connection to the internet)

Location for License Request File:

Privacy Notice

2. Enter the Activation ID that Micro Focus sent to you.
3. Do one of the following:
o If the computer is connected to the Internet, select Online Activation.
If you are using a proxy server, select Use Proxy Server, click Edit, and provide the requested
information.

o If the computer is not connected to the Internet, select Offline Activation and then click File
to select the location on this computer where you want the installation software to create a
license request file named LicenseRequest.xml. This file will contain information about the
computer that is required o obtain a license.

4. Click Next.
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The Weblnspect Enterprise License user information dialog box displays user information as

submitted to Micro Focus.

|:| Weblnspect Enterprise Initialization Wizard

‘WeblInspect Enterprise License user information
Update WebInspect Enterprise license userinformation.

be held confidential and it will not be sold to any third party.

First Name:

Help us provide you with better support by entering valid user information. We
may use your information to send you relevant survey invitations related to new
features and improvements for WebInspect Enterprise. Your user information will

*

E Z

Company Mame: |

Phone: | | E-mail: | |
Install Desc: | |
Privacy Notice

Cancel

5. Correct the information as needed and click Next.

6. If you selected Online Activation in Step 3, go to Step 8.

7. If you selected Offline Activation in Step 3, the Complete Offline License Activation dialog box
appears. It indicates that the license request file was generated successfully. Perform the
procedure in this step to download from Micro Focus a license response file named
LicenseResp.xml that you can copy to the computer, not connected to the Internet, on which
you are installing Fortify Weblnspect Enterprise.

|:| Weblnspect Enterprise Initialization Wizard

Complete Offline License Activation
License request file generated successfully.

Download License

The next step is to move the generated license file to a server
that has an internet connection. Using a browser, connect to
https:jiLicenseService.fortify.microfocus.com/Offlinelicensing.asi
and follow the directions to generate the license responsefile.

Install License

License Response File:

< Back

File ...

*

E Z

Cancel

a. Copy the LicenseRequest.xml file you created in Step 3 to a portable device such as a

flash drive.

b. Copy the LicenseRequest.xml file from the portable device to a computer that is

connected to the Internet.

Micro Focus Fortify Weblnspect Enterprise (21.2.0)
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¢. Open a browser and navigate to

https://licenseservice.fortify.microfocus.com/OfflinelLicensing.aspx.
DIHIERE | Fomery Hpe oftore

Fortify Security Dynamic Licensing

Welcome to Offline Licensing for Micro Focus Fortify Products!

d. Select the option that describes how the license request file was generated and click Next.

The Enter Request File for Processing window appears.

DIERE | Fomery Hee ofore

Fortify Security Dynamic Licensing

Enter Request File for Processing

Request File: [ Browse... | o file selected.

e. Click Browse as needed, select the LicenseRequest.xml file that you copied to this
computer, and then click Process Request File.

If the request is processed successfully, the Successfully processed Request for Micro Focus
Licensing window appears.

PSS | Fomeny Hoe sofware

Fortify Security Dynamic Licensing

Successfully processed Request for Micro Focus Fortify Licensing!

Your license request has been processed successfully by Fortify.
ieve the response file and move it fo the server that does not have infernet connectivity.

f. Click Retrieve Response File.

g. On the File Download dialog box, click Save and specify the location on the portable device
where you want to download the response file LicenseResp.xml.

h. Return to the computer on which you are installing Fortify Weblnspect Enterprise. Copy the
LicenseResp.xml file from the portable device to a location on this computer.
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i. In the Fortify Weblnspect Enterprise Initialization Wizard, specify the License Response File
field by clicking File and navigating to the location of the LicenseResp.xml file you just

copied from the portable device.

|:| Weblnspect Enterprise Initialization Wizard

Complete Offline License Activation
License request file generated successfully.

Download License

The next step is to move the generated license file to a server
that has an internet connection. Using a browser, connect to
https://licenseService.fortify.microfocus.com/Offlinelicensing.as
and follow the directions to generate the license response file.

Install License

License Response File:

File ...

< Back

*

B

Cancel

j- Click Next.

8. The Weblnspect Enterprise License Information dialog box displays information about the

license. Review the information.

Configuring the Database

To provide the SQL Server information and select the database:

1. Click Next.
The SQL Server Information window appears.

SQL Server Information
Specify howthe installer connects to your database.

|:| Weblnspect Enterprise Initialization Wizard —

5

Database Server: | {local)

Connect using:
(® Windows authentication
O SQL Server authentication

Login name:

Password:

Cancel

Micro Focus Fortify Weblnspect Enterprise (21.2.0)

Page 30 of 102



Installation and Implementation Guide
Chapter 2: Installing Fortify Weblnspect Entferprise

2. Enter the name of the SQL Server instance in the Database Server field and select the
authentication that will be used. If you are installing Fortify Weblnspect Enterprise for the first
fime, you must have privileges to create a database (or your database administrator must create
a blank database and assign ownership to you).

3. Click Next.

The Database Selection window appears.

|:| Weblnspect Enterprise Initialization Wizard — *

Database Selection
Specify whether you are creating or using an existing WebInspect Enterprise F
database.

(®) Create new database:

(C) Use existing database:

4. Do one of the following:

e To use a new database, select Create new database and enter a database name. You must
have privileges to create this database.

e To use an existing Fortify Weblnspect Enterprise 21.1.0 database for an upgrade, select Use
existing database and select a database from the drop-down list. You must have owner
privileges for that database.

5. Click Next.
6. Do one of the following:
« If you created a new database, skip to "Configuring the Web Service" on the next page.
o If you are using an existing database for an upgrade from Fortify Weblnspect Enterprise
21.1.0, the database must be upgraded, and the Fortify Weblnspect Enterprise Database
Upgrade window appears, instructing you to back up that database before upgrading it. After

you have backed up the database, select the Database is backed up check box and click
Next.

Micro Focus Fortify Weblnspect Enterprise (21.2.0) Page 31 of 102



Installation and Implementation Guide
Chapter 2: Installing Fortify Weblnspect Entferprise

Configuring the Web Service

After configuring the database, the Set Up Weblnspect Enterprise Manager Web Service window
appears.

|:| Weblnspect Enterprise Initialization Wizard — *
Set Up WebInspect Enterprise Manager Web Service
Select the options to set up the WebInspect Enterprise Manager Web Service. F
Root Weh Site: | Default Web Site ~

Virtual Directory: [WIE |

Available Certificates (S5L required)

Subject IssuedBy ExpirationDate Port  Thumbprint
CM=localhost CM=localhost  5/8/2022 8:00... 443 AA1090943A4B. ..

If you have configured HTTPS bindings for the root web site in IIS, only those bindings will be listed in
the Available Certificates. You will not be able to create a new binding for a web site in the Fortify
Weblnspect Enterprise Initialization Wizard. You can create a new binding only in IIS. The following
table describes your options, based on your IIS settings.

If... Then...

HTTPS is setup on the default web site for port | Only that binding is available to select. You
443in IS cannot create a new binding in the initialization
wizard.

Multiple HTTPS bindings are configured in lIS You may select the binding you want Fortify
Weblnspect Enterprise to use. Your selection
determines the host name that is used in the
URL and the port that is used. This allows
Fortify Weblnspect Enterprise to run on a non-
standard port.

No HTTPS bindings have been created for port = You may select the certificate you want to use
443 or create a new certificate.
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To configure the web service:

1.

Specify the root Web site and the IIS virtual directory name (WIE in the previous example), and

select (or add and select) a certificate.

These enftries create the URLs for the following components:

o Fortify Weblnspect Enterprise URL for login to the Administrative Console:

http(s)://<computer name>/<Virtual Directory name>

e Web Console URL:

http(s)://<computer name>/<Virtual Directory name>/WebConsole

Click Next.

Note: If an HTTPS binding has been created for site A and you select site B, which does not
have any HTTPS bindings configured, then a warning message appears. You must set up an

HTTPS binding manually for site B or select another site.

Setting Up Fortify Weblnspect Enterprise Database Users

At this point, the Initialization Wizard performs a file check to ensure that the user has read access to
the machine keys directory where the Data Protection Application Programming Interface (DPAPI)
keys used for decrypting the connection string are stored. If you receive an error message, ensure

that the Administrator has read access to the machine keys directory.

The Set Up Weblnspect Enterprise Database User window appears.

1. Enter the User Name and Password used for SQL server authentication.
2.

|:| Weblnspect Enterprise Initialization Wizard —

Set Up WebInspect Enterprise Database User
Specify the user WebInspect Enterprise connects to the database as.

SQL Server Authentication account

User Name: ||

Password: |

Confirm Password: |

The SQL Server account that WebInspect Enterprise will use to connect to the
database

Click Next.

Micro Focus Fortify Weblnspect Enterprise (21.2.0)
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What's Next?

Continue as follows:
o Toinstall or upgrade a Fortify Weblnspect Enterprise that is integrated with Fortify Software
Security Center, go to "Setting Up a Fortify Software Security Center (SSC) Connection" below.

o Toinstall or upgrade a standalone Fortify Weblnspect Enterprise, go to "Installing or Upgrading a
Standalone Fortify Weblnspect Enterprise" on page 40.

o To upgrade and decouple Fortify Weblnspect Enterprise that is integrated with Fortify Software
Security Center, go to "Upgrading and Decoupling Fortify Weblnspect Enterprise from Fortify
Software Security Center" on page 45.

Setting Up a Fortify Software Security Center (SSC) Connection

After setting up Micro Focus Fortify Weblnspect Enterprise Manager and database users, the SSC
Connection window appears.

|:| Weblnspect Enterprise Initialization Wizard — *

1
55C Connection 1
Enter your Software Security Center connection information

‘WebInspect Enterprise URL:
| https: {localhost/WIE/]

[] Integrate with 55C

Software Security Center URL:

To set up a connection to Micro Focus Fortify Software Security Center:

1. The Weblnspect Enterprise URL field has a default value based on previous configuration. Make
a note of this URL.

2. Ensure that the Integrate with SSC check box is selected.
3. Specify the Software Security Center URL. See "Installing or Upgrading Fortify Software
Security Center (Optional)" on page 12.

Important! You must specify the complete Software Security Center URL, as shown in the
following example:

http://Mydomain.com:8080/ssc
4. Click Next.
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The Software Security Center Users window appears.

|:| Weblnspect Enterprise Initialization Wizard —

Software Security Center Users
Specify S5C accounts for the administrator and the WebInspect Enterprise service
account for connecting from WebInspect Enterprise to S5C.

Administrator

User Name:“ |

Password: | |

WebInspect Enterprise Service Account

User Name:| |

Password: | |

*

E Z

5. Before continuing, make sure that Fortify Software Security Cenfter is running and that a Fortify

Software Security Center administrator is logged on.

6. In the Software Security Center Users window, specify the Fortify Software Security Center
accounts for that administrator and for the Fortify Weblnspect Enterprise Service Account. See
"Installing or Upgrading Fortify Software Security Center (Optional)" on page 12. The Fortify
Software Security Center administrator you specify here will automatically become the first

Fortify Weblnspect Enterprise system administrator.
7. Click Next.

The installation software verifies that Fortify Weblnspect Enterprise can access the Fortify
Software Security Center server and use the Fortify Software Security Center accounts you
specified. If it cannot, an error message is displayed; make sure that Fortify Software Security

Center is running.
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Initializing Fortify Weblnspect Enterprise

After configuring the connection to Fortify Software Security Center, the Ready to Start window
appears.

|:| Weblnspect Enterprise Initialization Wizard — *

Ready to Start
Click Next to begin.

Summary

5QL Server Name -

(1) Creating database - WIE

) WebService Location - C:\Program Files\HP\HP WeblInspect Enterpris...
() virtual Directory Name - WIE

jﬂ)\"a’eblnspect Enterprise Manager SQLServer User Name - WIE
jﬂ)WebInspect Enterprise Manager SQLServer Password - =***===
{1551 Certificate to be Installed - CN=localhost

ds5C -http:/f Jsscf

Verify your previous choices and begin initializing Fortify Weblnspect Enterprise.

1. Do one of the following:
¢ To change settings, click Back.
o To begin initializing Fortify Weblnspect Enterprise using the values you have specified, click
Next.
The Initialization Wizard:
o Creates a new database if you chose to do so in "Configuring the Database" on page 30.

o Registers Fortify Weblnspect Enterprise with Fortify Software Security Center. Then
Fortify Software Security Center sends all current application versions (finished and
unfinished) to Fortify Weblnspect Enterprise, where they get created and can be displayed.

o Configures various system components.

o In the displayed, cumulative Status list in the Ready to Start window, adds the next step
when it begins, with a flashing blue information icon while that step is running, and
changes that icon to a green check mark when that step completes successfully (except for
the first step, which is Initializing Database).
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When the initialization completes successfully, a window displays a list of initialization steps

and the final initialization step is “Web Service Initialization Succeeded...”

|:| Wifeblnspect Enterprise Initialization Wizard

Initializing

Status

Initializing WebInspect Enterprise using the values you specified...

¥ Configuring Analyzer service...

¥ Configuring Authorization, ..

¥ Configuring REST Bindings. ..

¥ Adding ASPMET Registry Security...
¥’ Create DE Role and Permissions. ..
v Updating Web . config File. ..

¥ Configuring Scheduler service. ..
v’ Wweb Service Initislization Succeeded. ..

¥ Configuring WebInspect Enterprise Task service. ..

v

*

2. Click Next.

The Fortify Software Security Center administrator you specified in "Setting Up a Fortify
Software Security Center (SSC) Connection" on page 34 automatically becomes the first System
Administrator in Fortify Weblnspect Enterprise.

Micro Focus Fortify Weblnspect Enterprise (21.2.0)

Note: If the Fortify Software Security Center administrator’s password expires or is changed,
or if a new Fortify Software Security Center administrator is chosen for interaction with
Fortify Weblnspect Enterprise, a Fortify Weblnspect Enterprise administrator will need to
rerun the Initialization Wizard (Start > All Programs > Fortify > Fortify Weblnspect
Enterprise 21.2.0 > WeblInspect Enterprise Initialize) and specify the new credentials for
the Fortify Software Security Center administrator in "Setting Up a Fortify Software Security
Center (SSC) Connection" on page 34. Then at this point in the inifialization process, the
Initialization Wizard will detect that the newly specified Fortify Software Security Center
administrator exists in Fortify Software Security Center but is not a System Administrator in
Fortify Weblnspect Enterprise. In this case, the Wizard will display the Administrator Role
Page, allowing you to add the new administrator to Fortify Weblnspect Enterprise with the
System Administrator role by selecting the Add Current User to System Administrator
Role check box and clicking Next.
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The Connecting to Weblnspect Enterprise Manager screen appears until the connection is made.

|:| Wifehlnspect Enterprise Initialization \Wizard

Connecting to WebInspect Enterprise Manager

Opening Manager connection...

< Back Mexk =

Establishing a connection to the WebInspect Enterprise Manager Web Service.

*

Caniel

Adding Sensor Users

After Fortify Weblnspect Enterprise is initialized, the Sensor Users window appears.

|:| Wifeblnspect Enterprise Initialization Wizard

Sensor Users
Specify the list of Sensor User accounts,

Sensar Users

*

E I

Add

Remaove

Sensor User accounts exist to run scans on behalf of WebInspect Enterprise
users and therefore do not have the same role restrictions,

< Back Mext =

Cancel

Optionally add at least one sensor user for Fortify Weblnspect Enterprise to use to run scans. Sensor
users must not be general console users and they must have been previously created as Windows
users as described in "Preparing to Install Fortify Weblnspect Enterprise" on page 15.

You do not have to add any sensor users to Fortify Weblnspect Enterprise at this point, but you will
need to specify at least one sensor user before you can run any scans. Post-installation configuration
procedures in this document also describe how to add sensor users.

Micro Focus Fortify Weblnspect Enterprise (21.2.0)
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To add a sensor user to Fortify Weblnspect Enterprise now:

1. Click Add.

2. Inthe Select Users or Groups dialog box, type the name of an existing user to add (see "Preparing
to Install Fortify Weblnspect Enterprise" on page 15), in the format localhost\user or
domain\user. If you specify only the user, you can click Check Names to help identify the

localhost or domain.
3. Click OK.

4, Verify that the sensor user you specified has been added to the list of Sensor Users in the

window.

Completing Initialization
To complete the initialization process:

1. Click Next.

The Initialization Wizard completes.

|:| Weblnspect Enterprise Initialization YWizard —

WeblInspect Enterprise Manager
Initialization Wizard

M I E R D ‘fou have successfully completed the WeblInspect Enterprise
I:I FOCUS

Initialization Wizard,

Ta close this wizard, click Finish,

< Back Cancel

2. Click Finish.

The Initialization Wizard closes.

What's Next?

Confinue with "Configuring Services" on page 52.
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Installing or Upgrading a Standalone Fortify Weblnspect
Enterprise

After setting up Micro Focus Fortify Weblnspect Enterprise Manager and database users, the SSC
Connection window appears. This section describes how to install Fortify Weblnspect Enterprise as
standalone without a connection to Micro Focus Fortify Software Security Center.

|:| ‘Weblnspect Enterprise Initialization Wizard — x

55C Connection 1
Enter your Software Security Center connection information F

WebInspect Enterprise URL:
| https: {localhost/WIE/]

[] Integrate with 55C

Software Security Center URL:

1. Clear the Integrate with SSC check box.
2. Click Next.

Initializing Fortify Weblnspect Enterprise

After configuring a standalone Fortify Weblnspect Enterprise, the Ready to Start window appears.

|:| Weblnspect Enterprise Initialization Wizard — *
]
Ready to Start 1
Click Next to begin. F
Summary

5L Server Name - &

(1) Creating database - WIE

() webService Location - C:\Program Files\HP'\HP WebInspect Enterpris. ..
(3 virtual Directory Name - WIE

jﬂ)\"a’eblnspect Enterprise Manager SQLServer User Name - WIE
jﬂ)\"a’eblnspect Enterprise Manager SQLServer Password - =5=5=%=
{1551 Certificate to be Installed - CN=localhost

Verify your previous choices and begin initializing Fortify Weblnspect Enterprise.
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1. Do one of the following:
¢ To change settings, click Back.
o To begin initializing Fortify Weblnspect Enterprise using the values you have specified, click
Next.
The Initialization Wizard:
o Creates a new database if you chose to do so in "Configuring the Database" on page 30.
o Configures various system components.

o In the displayed, cumulative Status list in the Ready to Start window, adds the next step
when it begins, with a flashing blue information icon while that step is running, and
changes that icon to a green check mark when that step completes successfully (except for
the first step, which is Initializing Database).

When the initialization completes successfully, a window displays a list of initialization steps
and the final initialization step is “Web Service Initialization Succeeded...”

|:| Wieblnspect Enterprise Initialization Wizard — *

Initializing
Initializing WebInspect Enterprise using the values you specified...

Status

¥ Configuring Analyzer service... -
¥ Configuring Authorization, ..

¥ Configuring REST Bindings. ..

v’ Adding ASPMET Registry Security...

¥’ Create DB Role and Permissions. ..

v Updating Web . config File. ..

v Configuring WebInspect Enterprise Task service. ..

¥ Configuring Scheduler service. ..

¥ Web Service Initialization Succeeded. .. W

< Back Cancel

2. Click Next.
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If a system administrator exists in Weblnspect Enterprise, but the current user is not a system
administrator, the Administrator Role Page appears.

|:| Weblnspect Enterprise Initialization Wizard — *
Administrator Role Page 1
Add User bo Administrator Role. F

[] &dd Current User ta System Administrator Role

Otherwise, the current user is added as the first Weblnspect Enterprise system administrator and
the procedure continues with the Connecting fo Weblnspect Enterprise Manager window after
Step 4.

3. On the Administrator Role Page, select the Add Current User to System Administrator Role
check box to make the current user a Weblnspect Enterprise system administrator.

4. Click Next.

The Connecting to Weblnspect Enterprise Manager window appears until the connection is made.

|:| Wifehlnspect Enterprise Initialization \Wizard — *

Connecting to WebInspect Enterprise Manager
Establishing a connection to the WebInspect Enterprise ManagerWeb Service.

Opening Manager connection...

< Back Mexk = Cancel
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Adding Sensor Users

After Fortify Weblnspect Enterprise is initialized, the Sensor Users window appears.

|:| Wifeblnspect Enterprise Initialization Wizard — *

]
Sensor Users 1
Specify the list of Sensor User accounts, F

Sensar Users

Add

Remaove

Sensor User accounts exist to run scans on behalf of WebInspect Enterprise
users and therefore do not have the same role restrictions,

< Back Mext = Cancel

Optionally add at least one sensor user for Fortify Weblnspect Enterprise to use to run scans. Sensor
users must not be general console users and they must have been previously created as Windows
users as described in "Preparing to Install Fortify Weblnspect Enterprise" on page 15.

You do not have to add any sensor users to Fortify Weblnspect Enterprise at this point, but you will
need to specify at least one sensor user before you can run any scans. Post-installation configuration
procedures in this document also describe how to add sensor users.

To add a sensor user to Fortify Weblnspect Enterprise now:

1. Click Add.

In the Select Users or Groups dialog box, type the name of an existing user to add (see "Preparing
to Install Fortify Weblnspect Entferprise" on page 15), in the format localhost\user or
domain\user. If you specify only the user, you can click Check Names to help identify the
localhost or domain.

3. Click OK.

4. Verify that the sensor user you specified has been added to the list of Sensor Users in the
window.
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Completing Initialization
To complete the initialization process:

1. Click Next.
The Initialization Wizard completes.

|:| Weblnspect Enterprise Initialization YWizard — *

WeblInspect Enterprise Manager
Initialization Wizard

M I : R D ‘fou have successfully completed the WeblInspect Enterprise
F D : Ll E Initialization Wizard,

Ta close this wizard, click Finish,

< Back Cancel

2. Click Finish.
The Initialization Wizard closes.

What's Next?

Continue with "Configuring Services" on page 52.
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Upgrading and Decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center

After setting up Micro Focus Fortify Weblnspect Enterprise Manager and database users, the SSC
Connection window appears. This section describes how to decouple an existing Fortify Weblnspect
Enterprise installation from Micro Focus Fortify Software Security Center.

El ‘Weblnspect Enterprise Initialization Wizard — x

55C Connection 1
Enter your Software Security Center connection information F

WebInspect Enterprise URL:
| https: {localhost/WIE/]

[] Integrate with 55C

Software Security Center URL:

Important! Decoupling Fortify Weblnspect Enterprise from Fortify Software Security Center is
permanent. Reconnecting to Fortify Software Security Center is not supported. You can choose to
map existing Fortify Software Security Center users to Windows accounts, allowing mapped user
accounts to continue using Fortify Weblnspect Enterprise.

Decoupled Fortify Weblnspect Enterprise installations use Windows Authentication. Before
decoupling Fortify Weblnspect Enterprise from Fortify Software Security Center, enable Windows
Authentication as described in "Installing 1IS, ASP.NET, and .NET Framework" on page 16.

To decouple an existing Fortify Weblnspect Enterprise installation from Fortify Software Security
Center:

1. Clear the Integrate with SSC check box.
2. Click Next.

A warning appears advising that decoupling from the SSC server will require remapping all the
existing SSC user accounts to Windows accounts.

3. Click Yes.
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After confirming your selection to decouple, the Initialization Wizard checks for the items
described in the following table. If no configuration errors are detected, skip ahead to "Initializing
Fortify Weblnspect Enterprise" on the next page.

Item Checked Corrective Action

The Initialization Wizard determines whether | Do one of the following:
your Fortify Weblnspect Enterprise server is o To continue with authentication restricted
part of your domain. If the server is not part to local accounts. click Yes.

of the domain, the following message
e To cancel the initialization and add the

server to your domain, click No.

appears:

The Fortify Weblnspect Enterprise server is
not joined to a domain or the domain cannot
be contacted. If you continue, Windows
authentication for the server will be restricted
to local accounts. For access to domain
accounts, you can cancel the initialization,
add the server to your domain (which will
require a reboot), and rerun the Initialization
Wizard. Press "Yes" if you would like to
continue and use only local accounts.

The Initialization Wizard determines whether = Do one of the following:

Fortify Software Security Center is running. If | T4 continue without deregistering Fortify

it is not running, the following message Weblnspect Enterprise, click Yes.

appears:

) . e To cancel the initialization and ensure that
SSC is currently not running or cannot be . . . .
Fortify Software Security Cenfter is running,

accessed to deregister Fortify Weblnspect
9 Y P click No.

Enterprise. If you decouple without
deregistering, SSC will continue to run as if
connected to Fortify Weblnspect Enterprise.
Do you wish to continue?
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Initializing Fortify Weblnspect Enterprise

After configuring the decouple from Fortify Software Security Center, the Ready to Start window
appears.

|:| Weblnspect Enterprise Initialization Wizard — *

]
Ready to Start 1
Click Next to begin. F

Summary

)sQL Server Name - &

(1) Creating database - WIE

) WebService Location - C:\Program Files\HP\HP WeblInspect Enterpris...
() virtual Directory Name - WIE

jﬂ)\"a’eblnspect Enterprise Manager SQLServer User Name - WIE
jﬂ)WebInspect Enterprise Manager SQLServer Password - =***===
{1551 Certificate to be Installed - CN=localhost

Verify your previous choices and begin initializing Fortify Weblnspect Enterprise.

1. Do one of the following:
¢ To change settings, click Back.
o To begin initializing Fortify Weblnspect Enterprise using the values you have specified, click
Next.
The Initialization Wizard:
o Creates a new database if you chose to do so in "Configuring the Database" on page 30.
o Configures various system components.

o Inthe displayed, cumulative Status list in the Ready to Start window, adds the next step
when it begins, with a flashing blue information icon while that step is running, and
changes that icon to a green check mark when that step completes successfully (except for
the first step, which is Initializing Database).
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When the initialization completes successfully, a window displays a list of initialization steps
and the final initialization step is “Web Service Initialization Succeeded...”

|:| Wifeblnspect Enterprise Initialization Wizard — *

Initializing
Initializing WebInspect Enterprise using the values you specified...

Status

¥ Configuring Analyzer service... -
¥ Configuring Authorization, ..

¥ Configuring REST Bindings. ..

¥ Adding ASPMET Registry Security...

¥’ Create DE Role and Permissions. ..

v Updating Web . config File. ..

¥ Configuring WebInspect Enterprise Task service. ..

¥ Configuring Scheduler service. ..

¥ Web Service Initialization Succeeded. .. W

2. Click Next.

If a system administrator exists in Weblnspect Enterprise, but the current user is not a system
administrator, the Administrator Role Page appears.

|:| Weblnspect Enterprise Initialization Wizard — *
Administrator Role Page 1
Add User bo Administrator Role. F

[] &dd Current User ta System Administrator Role

< Back Cancel

Otherwise, the current user is added as the first Fortify Weblnspect Enterprise system
administrator and the procedure continues with the Decoupling from SSC window after Step 3.

3. On the Administrator Role Page, select the Add Current User to System Administrator Role
check box to make the current user a Fortify Weblnspect Enterprise system administrator.

Important! If you do not select this option, then the current user cannot map Fortify
Software Security Center users to Windows accounts.
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The Connecting to Weblnspect Enterprise Manager screen appears until the connection is made.

|:| Wifehlnspect Enterprise Initialization \Wizard — *

Connecting to WebInspect Enterprise Manager
Establishing a connection to the WebInspect Enterprise Manager Web Service.

Opening Manager connection...

< Back Mexk = Cancel

The Decoupling from SSC window appears.

|:| Wifehlnspect Enterprise Initialization \Wizard — *

Decoupling from SSC
Decoupling From S5C will require existing SSC users to either be removed or

mapped ko a Windows user account,

(®) Remave S5C Users

Remove all S5C user accounts From the system, Mew Window user accounts
will be configured using the WebInspect Enterprise Admin console,

(O Map 55C Users

Wiew the existing S5C user accounts and choose which to map with Windows
user accounts, Any SSC user accounts not mapped to an \Windows account
will be removed from the system,

< Back Cancel

4. Do one of the following:
o To remove all Fortify Software Security Center user accounts from the system:

i. Select Remove SSC Users.
ii. Click Next.

o To view the list of existing Fortify Software Security Center user accounts and choose the
accounts to map to Windows user accounts:

i. Select Map SSC Users.
ii. Click Next.

The Map Legacy User Accounts window appears.
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D Map Legacy User Accounts - [m] *

Map 55C user accounts to ‘Windows user accounts. Anp SSC accounts that are not mapped to a windows
account will be removed from the “Weblnspect Enterprise system

| S3C User Accaunt Wwindows User Account
wie Find...

iii. In the Windows User Account column, type the user account that you want to map to
each SSC User Account.

Note: You can click Find... fo search for NT users to map.

iv. Click Apply.

v. If you do not map all Fortify Software Security Center users, a message appears asking if
you want the unmapped users to be removed from Weblnspect Enterprise. Do one of the
following:

o Click Yes to remove the unmapped users.
¢ Click No and map the remaining users.

Adding Sensor Users

After Fortify Weblnspect Enterprise is initialized, the Sensor Users window appears.

|:| Wifeblnspect Enterprise Initialization Wizard — *

]
Sensor Users 1
Specify the list of Sensor User accounts, F

Sensar Users

Add

Remaove

Sensor User accounts exist to run scans on behalf of WebInspect Enterprise
users and therefore do not have the same role restrictions,

< Back Mext = Cancel
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Optionally add at least one sensor user for Fortify Weblnspect Enterprise to use to run scans. Sensor
users must not be general console users and they must have been previously created as Windows
users as described in "Preparing to Install Forfify Weblnspect Enterprise" on page 15.

You do not have to add any sensor users to Fortify Weblnspect Enterprise at this point, but you will
need to specify at least one sensor user before you can run any scans. Post-installation configuration
procedures in this document also describe how to add sensor users.

To add a sensor user to Fortify Weblnspect Enterprise now:

1. Click Add.

2. Inthe Select Users or Groups dialog box, type the name of an existing user to add (see "Preparing
to Install Fortify Weblnspect Enterprise" on page 15), in the format localhost\user or
domain\user. If you specify only the user, you can click Check Names to help identify the
localhost or domain.

3. Click OK.

4. Verify that the sensor user you specified has been added to the list of Sensor Users in the
window.

Completing Initialization
To complete the initialization process:

1. Click Next.
The Initialization Wizard completes.

|:| Weblnspect Enterprise Initialization YWizard — *

WeblInspect Enterprise Manager
Initialization Wizard

M I E R D ‘fou have successfully completed the WeblInspect Enterprise
I:I FOCUS

Initialization Wizard,

Ta close this wizard, click Finish,

< Back Cancel

2. Click Finish.
The Initialization Wizard closes.

Important Information about Upgrading Weblnspect

After decoupling from Fortify Software Security Center, you must upgrade Micro Focus Fortify
Weblnspect to 21.2.0 if you plan to connect it to Fortify Weblnspect Enterprise. Connecting a
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previous version of Fortify Weblnspect, such as version 21.1.0, with a decoupled Fortify Weblnspect
Enterprise can cause known issues with certain functionality.

What's Next?

Continue with "Configuring Services" below.

Configuring Services

Use the Micro Focus Fortify Weblnspect Enterprise Services Configuration Utility to configure or
modify services associated with Fortify Weblnspect Enterprise. Make sure the services are started
even if you do not change any options.

To start the utility, click Start > All Programs > Fortify > Fortify WeblInspect Enterprise 21.2.0 >
Weblinspect Enterprise Services Manager.

After the utility starts, the following buttons appear in the left column:

« Scan Uploader Service - Handles the transfer of scans from Micro Focus Fortify Weblnspect to
Fortify Weblnspect Enterprise.

« Task Service - Monitors the queue for various tasks, including Micro Focus Fortify Software
Security Center application version updates and Fortify Software Security Center issue
synchronization (if applicable).

+ Scheduler Service - Handles the scheduling of scans, discovery scans, and smart updates.

Perform the procedures in the following sections after selecting each of these services.

Configuring the Scan Uploader Service

If the Fortify Weblnspect Enterprise Scan Uploader Service was selected for installation as described
in "Installing the Fortify Weblnspect Enterprise Server Software" on page 25, Fortify Weblnspect can
scan a website and export the scan results to a location called a “dropbox.” The Scan Uploader Service
accesses each dropbox periodically and, if files exist, it uploads those files to the Fortify Weblnspect
Enterprise Manager.

Service Status

This area of the interface displays the current status of the Scan Uploader service. You can start, stop,
restart, or configure the service.

To configure the service:

1. Click Configure in the Service Status section.
The Configure Service window appears.
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2.

3.
4.

Select which credentials should be used for logging on to the service:

o Local System account - This account is a predefined local account used by the service control
manager (SCM). It has extensive privileges on the local computer, and acts as the computer on
the network. A service that runs in the context of the Local System account inherits the
security context of the SCM.

o This account - An account identified by the credentials you specify.

If you select This account, enfer an account name and password.
Click OK.

Fortify Weblnspect Enterprise Configuration

This area of the interface displays the Fortify Weblnspect Enterprise configuration.

To configure Fortify Weblnspect Enterprise:

1.

AR

Click Configure in the Weblnspect Enterprise Configuration section.

The Weblnspect Enterprise Configuration window appears.

Enter the URL of the Fortify Weblnspect Enterprise Manager.

Provide the Fortify Weblnspect Enterprise Manager's authentication credentials.
To verify that the user name and password are correct, click Test.

If the Scan Uploader service uses a proxy, select Enable Proxy and provide the requested
information.

Click OK.

Dropbox Configuration

Fortify Weblnspect can scan a website and export the scan results to a location called a “dropbox.”
The purpose of the Fortify Weblnspect Enterprise Uploader service is to access each dropbox
periodically and, if files exist, to upload those files to the Fortify Weblnspect Enterprise Manager.

To create a dropbox:

1.

Click Add in the Dropbox Configuration section.
The Configure Dropbox window appears.

2. Enter a dropbox name.

3. Enter the full path and name of the folder that will be used as the dropbox (or click Browse to

select or create a folder).

4, Be sure to select or create a folder that will not be used for any other purpose.

Enter the application version that will be serviced by this dropbox.

6. Click OK.

Logging Configuration

This area of the interface displays current settings for the logging function.
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To configure settings:

1. Click Configure in the Logging Configuration section.

The Logging Configuration widow appears.

2. The logging output is contained in UploaderService_trace.log. To specify the location of
the logs, choose one of the following:

o Default location
The default location is C: \ProgrambData\HP\WIE\UploaderService

o Enter location for log file

Type a path to the folder that will contain the logs, or click Browse to select a location.

3. For the logging level, choose either INFO (the default) or DEBUG (which records more data).
4. In the Max file size field, specify the maximum file size of a log file (in megabytes).

5. In the Number of backup files field, specify the maximum number of log files that will be
retained.

When a log file reaches its maximum size, Fortify Weblnspect Enterprise closes it and opens
another file, repeating this process until the maximum number of log files is created. When that
file is full, Fortify Weblnspect Enterprise closes it, deletes the oldest file, and opens a new one.

Files are named in sequence: UploaderService_trace.log,UploaderService
trace.log.1,etc

6. Click OK.

Start the Service

Click Start in the Service Status section to start the service if it is not already running.

Configuring the Task Service

Configure the Task Service to monitor the queue for various tasks, including Fortify Software Security
Center application version updates and Fortify Software Security Center issue synchronization (if
applicable).

Service Status

This area of the interface displays the current status of the Task service, which handles background
tasks such as Fortify Software Security Center application version updates and Fortify Software
Security Center issue synchronization (if applicable). You can start, stop, restart, or configure the
service.

To configure the service:

1. Click Configure in the Service Status section.
The Configure Service window appears.
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2. Select which credentials should be used for logging on to the service:

o Local System account - This account is a predefined local account used by the service control
manager (SCM). It has extensive privileges on the local computer, and acts as the computer on
the network. A service that runs in the context of the Local System account inherits the
security context of the SCM.

o This account - An account identified by the credentials you provide.

3. If you select This account, enter an account name and password.
4. Click OK.

Database Configuration

This area of the interface displays the database server name and database name.

To configure the database:

1. Click Configure in the Database Configuration section.
The Database Configuration window appears.
2. Enter a server name.
3. Specify the account under which Fortify Weblnspect Enterprise will connect to the database.

o Windows Authentication - The name and password specified in the Fortify Weblnspect
Enterprise Manager’s user account is used to authenticate to the database. When working in a
domain environment, the Fortify Weblnspect Enterprise Manager’s user account should be a
domain account. When working in a workgroup environment, you must have the exact same
user name and password on both the Fortify Weblnspect Enterprise Manager and the
database computers.

o SQL Authentication - Enter the SQL Server user name and password.

4. Enter or select a database.
5. Click OK.

Logging Configuration

This area of the interface displays current settings for the logging function.

To configure settings:

1. Click Configure in the Logging Configuration section.

The Logging Configuration window appears.

2. The logging output is contained in TaskService_trace.log. To specify the location of the
logs, choose one of the following:

o Default location

The default location is C: \ProgrambData\HP\WIE\TaskService

Micro Focus Fortify Weblnspect Enterprise (21.2.0) Page 55 of 102



Installation and Implementation Guide
Chapter 2: Installing Fortify Weblnspect Enterprise

o Enter location for log file
Type a path to the folder that will contain the logs, or click Browse to select a location.

3. For the logging level, choose either INFO (the default) or DEBUG (which records more data).
4. In the Max file size field, specify the maximum file size of a log file (in megabytes).

5. In the Number of backup files field, specify the maximum number of log files that will be
retained.

6. When a log file reaches its maximum size, Fortify Weblnspect Enterprise closes it and opens
another file, repeating this process until the maximum number of log files is created. When that
file is full, Fortify Weblnspect Enterprise closes it, deletes the oldest file, and opens a new one.

Files are named in sequence: TaskService trace.log, TaskService trace.log.1,etc.
7. Click OK.

Fortify Software Security Center Poll Interval

If Fortify Weblnspect Enterprise is integrated with Fortify Software Security Center (SSC), this area of
the interface determines how often Fortify Weblnspect Enterprise contacts Fortify Software Security
Center for updates.

1. Inthe SSC application version updates polling interval (in seconds) field, specify how
frequently Fortify Weblnspect Enterprise contacts Fortify Software Security Center to check for
application version name changes or deletions.

2. In the SSC issue synchronization interval (in minutes) field, specify how frequently Fortify
Weblnspect Enterprise contacts Fortify Software Security Center to check for changes to audit
information, comments, attachments, and “not an issue” and “suppressed” status.

3. Click Apply.
Start the Service

Click Start in the Service Status section to start the service if it is not already running.

Configuring the Scheduler Service

Configure the Scheduler Service to handle the scheduling of scans, discovery scans, and smart
updates.

Service Status

This area of the interface displays the current status of the Scheduler service. You can start, stop,
restart, or configure the service.

To configure the Scheduler service:

1. Click Configure in the Service Status section.

The Configure Service window appears.
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2. Select which credentials should be used for logging on to the service:

o Local System account - This account is a predefined local account used by the service control
manager (SCM). It has extensive privileges on the local computer, and acts as the computer on
the network. A service that runs in the context of the Local System account inherits the
security context of the SCM.

o This account - An account identified by the credentials you specify.

3. If you select This account, enter an account name and password.
4. Click OK.

Fortify Weblnspect Enterprise Manager

If the Fortify Weblnspect Enterprise Manager URL is changed using IIS or another tool, change the
URL here as well.

Logging Configuration
This area of the interface displays current settings for the logging function.

To configure settings:

1. Click Configure in the Logging Configuration section.

The Logging Configuration window appears.

2. The logging output is contained in Scheduler_trace.log. To specify the location of the logs,
choose one of the following:

o Default location
The default location is C: \ProgramData\HP\WIE\Scheduler

o Enter location for log file
Type a path to the folder that will contain the logs, or click Browse to select a location.

3. For the logging level, choose either INFO (the default) or DEBUG (which records more data).
4. In the Max file size field, specify the maximum file size of a log file (in megabytes).

5. In the Number of backup files field, specify the maximum number of log files that will be
retained.

When a log file reaches its maximum size, Fortify Weblnspect Enterprise closes it and opens
another file, repeating this process until the maximum number of log files is created. When that
file is full, Fortify Weblnspect Enterprise closes it, deletes the oldest file, and opens a new one.

Files are named in sequence: Scheduler_trace.log, Scheduler_trace.log.1,etc.

Start the Service

Click Start in the Service Status section to start the service if it is not already running.
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Post Configuration

After configuring the services, close the Weblnspect Enterprise Services Configuration utility.

Installing the Fortify Weblnspect Enterprise
Administrative Console

For system requirements and notes about the Micro Focus Fortify Weblnspect Enterprise
Administrative Console, see the Micro Focus Fortify Software System Requirements.

To install the Fortify Weblnspect Enterprise Administrative Console, along with the various Fortify
Weblnspect Enterprise tools:

1. Launch the WIE Console installation file.

Note: If the wizard detects an earlier version of the Administrative Console, uninstall that
version using Control Panel and then relaunch the installation file.

The Welcome screen of the Weblnspect Enterprise Console Setup wizard appears.
2. Click Next.
The End-User License Agreement window appears.

3. Review the license agreement. If you accept if, select the check box and click Next; otherwise
click Cancel.

If you accept the license agreement, the Destination Folder window appears.

4. Accept the default location or click Change to select the location where you want to install the
software, and click Next.

The Ready to install Weblnspect Enterprise Console window appears.
5. When you are ready to install, click Install.

After the Fortify Weblnspect Enterprise Administrative Console files are installed, the Console
Setup Wizard completes.

6. Click Finish.

Logging on to the Administrative Console

To log on to the Micro Focus Fortify Weblnspect Enterprise Administrative Console, which is also
known as the Fortify Weblnspect Enterprise Console:

1. If Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security Center,
make sure that Fortify Software Security Center is running and that a Fortify Software Security
Center administrator is logged on.
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2. Do one of the following:
o Click Start > Fortify Webinspect Enterprise 21.2.0 Console.

o Click Start > Fortify > Fortify Weblnspect Enterprise 21.2.0 Console > Fortify
Weblnspect Enterprise 21.2.0 Console.

The Log On to Weblnspect Enterprise window appears.

Note: This window does not appear for subsequent logins if you select the option
Automatically log on when this application starts.

3. Using the Log on to list, enter or select the URL of the Fortify Weblnspect Enterprise manager. In
this case, the value can be https://localhost/WIE.

4. Enter the Username and Password for an account that has permission o access the
Administrative Console.

Note: If Fortify Weblnspect Enterprise is integrated with Fortify Software Security Center,
you can initially specify the Fortify Software Security Center Administrator you specified in
"Setting Up a Fortify Software Security Center (SSC) Connection" on page 34.

If Fortify Weblnspect Enterprise is not integrated with Fortify Software Security Center, you
can specify the user who was added to the System Administrator Role on the Administrator
Role Page, as described in "Installing or Upgrading a Standalone Fortify Weblnspect
Enterprise" on page 40 or "Upgrading and Decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center" on page 45.

Thereafter, you can add other Fortify Weblnspect Enterprise administrators, as described in
"About Assigning Administrators and Roles" on page 69 and in the Fortify Weblnspect
Enterprise online Help.
5. Optionally, select the Save password option.
6. Optionally, select the Automatically log on when this application starts option.
7. Togo through a proxy server to reach the Fortify Weblnspect Enterprise manager:
a. Click the Proxy tab.
b. Select one of the following:
o Use the System proxy (io use the proxy server information from the local machine).
o Use the proxy below, and then provide the proxy server’s IP address and port number.
¢. Provide a valid Username and Password.
8. Click OK.
Note: If you see a message indicating that the server refused the request, you may have

entered your user name and password incorrectly, or your account may not have been
assigned to a role.

Using the Administrative Console

For information about using the capabilities of the Administrative Console, see its online Help.
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Post-Installation Configuration

After Micro Focus Fortify Weblnspect Enterprise installation procedures are complete, perform the
configuration procedures in the following sections as needed:

"Installing Fortify Weblnspect as a Sensor" below

"Adding Sensor Users (if Not Previously Done)" on page 68
"Enabling Sensors and Configuring Sensor Permissions" on page 68
"About Assigning Administrators and Roles" on page 69

"Moving Application Versions from the Default Group" on page 71

"Configuring Manual Publishing of Scans to Fortify Software Security Center, if Necessary" on
page 71

Installing Fortify Weblnspect as a Sensor

Note: For additional information about installing Micro Focus Fortify Weblnspect, see the Micro
Focus Fortify Weblnspect Installation Guide.

If Micro Focus Fortify Weblnspect Enterprise is not already connected to an instance of Fortify
Weblnspect that is configured as a sensor, install Fortify Weblnspect as a sensor.

Important! Before you begin, verify that you have installed the required software listed in the

Micro Focus Fortify Software System Requirements. This includes having SQL Express installed
on the same machine as the sensor if you plan to use it for the sensor database. Otherwise, you
must configure the sensor to use a remote SQL Server after installation.
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To install Fortify Weblnspect as a sensor:

1. Launch the Weblnspect 21.2.0 installation file.

The Welcome screen of the Micro Focus Weblnspect Setup wizard appears.

ﬁ Micro Focus Weblnspect Setup — x
I Welcome to the Micro Focus WeblInspect
w Setup Wizard
r—— - The Setup Wizard will install Micro Focus WebInspect
W on your computer. Click Mext to continue or Cancel to exit
the Setup Wizard.

gack [ mext | cancel

2. Click Next.

The End-User License Agreement window appears.

ﬂ Micro Focus Weblnspect Setup — X

End-User License Agreement

Please read the following license agreement carefully w

1. Applicability. This end user license agreement (the "Agreement”) ~
governs the use of accompanying software, unless it is subjectto a
separate agreement between you and Micro Focus International plc
and its subsidiaries ("Micro Focus”). By downloading, copying, or
using the software you agree to this Agreement. Micro Focus provides
translations of this Agreement in certain languages other than English,
which may be found at:
https://software microfocus. com/about/software-licensing.

2. Terms. This Agreement includes supporting material accompanying
the software or referenced by Micro Focus, which may be software
license information, additional license authorizations, software hd

)i accept the terms in the License Agreement:

et | [ madk || et

3. Review the license agreement. If you accept it, select the check box and click Next; otherwise
click Cancel.
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If you accept the license agreement, the Destination Folder window appears.

ﬁl Micra Focus Weblnspect Setup — >

Destination Folder
Click Mext to install to the default folder or dick Browse to choose another, W,’

Install Micro Focus WebInspect to:

|C:'|,F‘r|:|gram Files\FortifyFortify WebInspect),

Browse...

4. Accept the default location and click Next.

Important! When installing Fortify Weblnspect as a sensor, you must use the default
Destination Folder. Otherwise, SmartUpdates to the sensor will not work. The default
Destination Folder is:

C:\Program Files\Fortify\Fortify WebInspect
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The Sensor Configuration window appears.

ﬁl Micra Focus Weblnspect Setup

— bt
Sensor Configuration
Configure WeblInspect as a Sensor for this inztallation (optional). W)
[] configure WeblInspect as a Sensor
Enterprise Manager URL: |
(i.e. https:{flocalhostfWIEf or https:{localhostfAmp/)
Sensor Authentication
User Mame: | {i.e. DomainUser)

Password: |

Confirm Password: |

Mote: The user account specified here must be a Sensor User

5. If you wanft to test the sensor User Name and Password credentials before starting the sensor
service or you want to connect the sensor to a remote SQL Server, skip to Step 7 and do not
configure Fortify Weblnspect as a sensor at this time. In this case, you will install Fortify

Weblnspect, then configure Fortify Weblnspect as a sensor, test the sensor credentials, and
connect to a remote SQL server (if necessary).

6. Complete the fields on the Sensor Configuration window:

« Select the Configure Weblnspect as a Sensor option.
o In the Enterprise Manager URL field, enter the Fortify Weblnspect Enterprise URL.

o In the Sensor Authentication section, enter the Windows account credentials of a sensor user
for this sensor. For more information, see "Creating a Sensor User" on page 17.

7. Click Next.
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The Ready to install Micro Focus Weblnspect window appears.

ﬂ Micra Focus Weblnspect Setup — x

Ready to install Micro Focus WebInspect

Click Install to beqgin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

. Bak [ Instal | | cancel

8. When you are ready to install, click Install.
9. When the installation process is complete, clear the option to launch Micro Focus Weblnspect and
click Finish.

Note: You do not need to activate the license on the machine where the sensor is installed.
Licensing for the sensor is covered by your Fortify Weblnspect Enterprise license.

ﬂ Micra Focus Weblnspect Setup — x

Completed the Micro Focus WebInspect
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Launch Micra Focus WebInspect
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Configuring the Sensor, Testing Credentials, and Starting the Sensor Service

Important! Fortify recommends that you perform these tasks in the following order:

N

4,

Configure the sensor.

Test the sensor user name and password credentials.
Configure a remote SQL Server database, if needed.
Start the sensor service.

To perform these tasks:

1. On the machine where the sensor is installed, click Start > All Programs > Fortify > Fortify

Weblnspect > Micro Focus Fortify Monitor to launch the Fortify Monitor program.

2. Click the Fortify Monitor icon in the task tray.

3. Click Configure Sensor.
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The Configure Sensor window appears.

-4 Configure Sensor

Manager URL I
https: filocalhost fwief

Sensor Authentication

DomaintJser

Test |

User Mame I

Password ||

" Enable Proxy

Proxy Sethings

Address I Port; ID

User Marne I

Password I

—Adwanced

[ owverride Database Settings Confiqure |

—Service Accounk
Log on as:

& Local Swskem account

© This account I

Password: I

Zonfirm Password: I

—Sensor Skatus
The sensaor service is currently stopped

Start Stop

Ok

Zancel

4. Complete the fields as follows:

a. Inthe Manager URL field, enter the Fortify Weblnspect Enterprise URL.

b. In the Sensor Authentication section, enter the Windows account credentials of a sensor
user for this sensor. For more information, see "Creating a Sensor User" on page 17.

c. To test the credentials, click Test.

If you need to configure a remote SQL Server, in the Advanced section click the Override

Database Settings option, and then click Configure.
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The Configure SQL Database window appears.

: 2
Configure SQL Database _
S0L Settings
(®) Use SQL Server Express
() Use SQL Server
Server name:
Refresh
LUse Windows Authentication
LUse SQL Server Authentication
Mew...
Ok | | Cancel

i. Select Use SQL Server.
ii. Select the server from the Server name drop-down list.
iii. Inthe Log on to the server section, configure authentication for the database.
iv. Click OK.
e. Back on the Configure Sensor window, complete the Service Account section as needed.
f. Inthe Sensor Status section, click Start to start the sensor service if it is stopped.
5. Click OK.

Continue with "Verifying Sensor Setup" below.

Verifying Sensor Setup

The Sensors shortcut in the Fortify Weblnspect Enterprise Administrative Console should now list the
sensor you just started. To verify the sensor setup:

1. Inthe Administrative Console, click Sensors in the left pane.
The Sensors shortcut is selected.
2. Verify that the sensor is listed in the Sensors shortcut.
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This completes the installation and configuration of Fortify Weblnspect as a sensor. Go to "Adding
Sensor Users (if Not Previously Done)" below or "Enabling Sensors and Configuring Sensor
Permissions" below.

Adding Sensor Users (if Not Previously Done)

You must add at least one user that will be a sensor user on the Micro Focus Fortify Weblnspect
Enterprise server. At least one sensor user should have been created as a Windows user as instructed
in "Creating a Sensor User" on page 17. If a sensor user was already added to Fortify Weblnspect
Enterprise during installation, proceed o "Enabling Sensors and Configuring Sensor Permissions"
below.

Important! Sensor users must not be general console users.
To add a sensor user to Fortify Weblnspect Enterprise:

1. Start the Administrative Console if you have not already done so. Click
Start > Fortify Weblnspect Enterprise 21.2.0 Console and log on.

2. Select Administration in the left pane and then select the Sensor Users shortcut.

b

Click Add in the Sensor Users form in the right pane.

4. In the Select Users or Groups window, type the name of an existing user to add (see "Creating a
Sensor User" on page 17), in the format of localhost\user or domain\user. If you specify only the
user, you can click Check Names to help identify the localhost or domain.

5. Click OK.

6. Verify that the sensor user you specified has been added to the list of Sensor Users in the dialog
box.

Enabling Sensors and Configuring Sensor Permissions

Sensors cannot be used to run scans until you enable them and configure their permissions as follows:

1. In the Micro Focus Fortify Weblnspect Enterprise Administrative Console, select Sensors in the
left pane and verify that the localhost or domain of the sensor user you specified in Adding
Sensor Users (as described in "Setting Up a Fortify Software Security Center (SSC) Connection"
on page 34, "Installing or Upgrading a Standalone Fortify Weblnspect Enterprise" on page 40, or
"Upgrading and Decoupling Fortify Weblnspect Enterprise from Fortify Software Security Center"
on page 45) or in "Adding Sensor Users (if Nof Previously Done)" above has been added to the
list of Sensors in the right pane.

2. Select the sensor in the list, click Action, and if the Enable opftion is available, click it.
3. Select Administration in the left pane and then select the Roles and Permissions shortcut.
4. Change organization permissions as follows:

a. Inthe Security Group Hierarchy of the Roles and Permissions form in the right pane, select
Default Organization.

b. In the Organization Permissions section, select the Resources tab.
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¢. Inthe Organization Resources section, in the Object Type drop-down list, select Sensors.

d. Select one or more sensors in the Available column and click > to move the sensors you

selected to the Allowed column, or click >> to move all the Available sensors to the Allowed

column.
5. Change group permissions as follows:
a. Inthe Security Group Hierarchy of the Roles and Permissions form, select Default Group.
Note: The Default Group is the lowest level in the hierarchy. For a Fortify Weblnspect

Enterprise upgrade, the customer might have previously renamed this level from its
default value of Default Group.)

b. In the Group Permissions section, select the Resources tab.
c. Inthe Group Resources section, in the Object Type drop-down list, select Sensors.

d. Select one or more sensors in the Available column and click > to move the sensors you

selected to the Allowed column, or click >> to move all the Available sensors to the Allowed

column.

About Assigning Administrators and Roles

A role is a named collection of permissions that administrators specify. The Roles and Permissions
form allows you to assign administrators for three hierarchical security levels—Micro Focus Fortify
Weblnspect Enterprise System, organization, and group. Each level has at least one administrator.

Administrators at each level can define roles, assign users to roles, and configure other security-
related parameters. By assigning other users to roles, administrators can give them access to the
Fortify Weblnspect Enterprise system while limiting the functions they are allowed to perform,
considering security. A user can be a member of more than one role.

Each security level has categories of activities, and some of the categories are used in several levels.
The set of activities in each category varies among categories. You can set the permission for an
entire category or for its individual activities to Allowed, Unassigned, or Denied.

The roles for each security level (system, organization, and group) contain a different set of
permission categories such a Policies, Blackouts, and Application Versions. Each category contains
multiple permissions, such as Can Create, Can View, Can Update, Can Delete, etc.

System Level

Fortify Weblnspect Enterprise system administrators have all permissions. Legacy system
administrators from a Fortify Weblnspect Enterprise upgrade could also be Fortify Weblnspect
Enterprise system administrators. No one else can log on to Fortify Weblnspect Enterprise until a
Fortify Weblnspect Enterprise system administrator assigns other users to roles.

If Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security Center, the
Fortify Software Security Center administrator you specified in "Setting Up a Fortify Software Security
Center (SSC) Connection" on page 34 is the initial Fortify Weblnspect Enterprise system
administrator.
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If Fortify Weblnspect Enterprise is not integrated with Fortify Software Security Center and there was
not an existing Fortify Weblnspect Enterprise system administrator, the user who ran the initializer
was automatically added as the initial Fortify Weblnspect Enterprise system administrator.

A system administrator can:

o Add other users as system administrators
o Creafe, rename, and delete organizations

o Create roles that allow access to certain Fortify Weblnspect Enterprise Administrative Console
features and assign users to those roles (thereby limiting the functions a specific user may
perform)

Organization Level

The system administrator who creates an organization automatically becomes an administrator for
that organization.

An organization administrator can:

o Assign other users as organization administrators

« Determine which objects are available to that organization (for example, select which of the
available scanning policies may be used by applications within an organization)

¢ Set the maximum priority level that can be assigned to scans conducted by this organization

o Create and assign users to roles, thereby limiting their ability to perform various functions or
access certain features of the Fortify Weblnspect Enterprise Web Console

« Copy objects (such as blackouts, policies, e-mail alerts, etc.) or move them from one organization to
another

o Create, rename, and delete applications

You are not required to configure multiple organizations. If you prefer, you may associate all
applications with a single organization.

Group Level

The organization administrator who creates a group automatically becomes an administrator for that
group.

A group administrator can:

o Assign other users as group administrators

« Determine which objects are available to that group (for example, select which of the scanning
policies made available to the organization may be used by this group)

o Setf the maximum priority level that can be assigned to scans conducted by this group (within the
limits established for the organization’s maximum priority level)

o Specify which URLs or IP addresses may be scanned by this group

o Create and assign users to roles, thereby limiting their ability to perform various functions or
access certain features of the Fortify Weblnspect Enterprise Web Console
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« Copy objects (such as blackouts, policies, e-mail alerts, etc.) or move them from one group to
another

After completing the procedures in this document, your first configuration priority should be to create
the organization and group hierarchy, define hierarchical roles, assign users to those roles, and
perform the other functions available from the Administration group, Roles and Permissions
shortcut.

For detailed information about the hierarchy and roles, see the online Help.

Moving Application Versions from the Default Group

If Micro Focus Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security
Center and an application version is created in Fortify Software Security Center, it is also created
automatically in Fortify Weblnspect Enterprise. The new application version is added to the Default
Group in the Default Organization in Fortify Weblnspect Enterprise. To view the application versions:

1. Select Administration in the left pane and then select the Roles and Permissions shorfcut.
2. In the Security Group Hierarchy of the Roles and Permissions form, select Default Group.
Note: This is the lowest level in the hierarchy. For a Fortify Weblnspect Enterprise upgrade,

the customer might have previously renamed this level from its default value of Default
Group.

3. In the Group Permissions section, select the Move/Copy Objects tab.

4. In the User Created Group Objects section, in the Object Type drop-down list, select Application
Versions.

5. Click Retrieve.
All the application versions are displayed.

If you want a different group to have access to a particular application version in Fortify Weblnspect
Enterprise, select the check box for the application version in the list of Object Results and click Move.
In the Move Objects window, specify the Target Organization and Security Group and click Move.

Repeat this procedure as needed on an ongoing basis.

Configuring Manual Publishing of Scans to Fortify Software
Security Center, if Necessary

If Micro Focus Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security
Center, new scans initiated from Fortify Weblnspect Enterprise or Fortify Software Security Center are
automatically published to Fortify Software Security Center. Other scans, such as scans that are
manually imported into Fortify Weblnspect Enterprise or uploaded to Fortify Weblnspect Enterprise,
can only be published manually.

If the Fortify Weblnspect Enterprise URL or the Fortify Software Security Center URL settings that
you initially specified in "Setting Up a Fortify Software Security Center (SSC) Connection" on page 34
have been changed (or are ever changed in the future), then to manually publish scans to Fortify
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Software Security Center, the settings must be correspondingly updated in the Administrative
Console. See the Administrative Console Help topic for configuring settings for Fortify Software
Security Cenfer.

That Help topic, as well as "Disabling Automatic Publishing of Scans to Fortify Software Security
Center" on page 90, describe how to disable the automatic publishing of scans to Fortify Software
Security Center if you need to do so.

About the Weblnspect Enterprise Desktop
Application

The Weblnspect Enterprise Desktop Application enables you to perform the following tasks:

e Use Guided Scan for Web sites and mobile devices
e View scan results and the Traffic Monitor
e Import a scan

« Generate reports

Before you can perform these tasks, you must download and install the application. For more
information, see the Fortify Weblnspect Enterprise Web Console help or the Fortify Weblnspect
Enterprise User Guide.

Important! If you previously downloaded the Weblnspect Enterprise Desktop Application from
Fortify Weblnspect Enterprise 21.1.0, you must download and install the application again after
upgrading to get the 21.2.0 version.

Timestamps and Effect of Time Zones on Schedules

For some installations, the Micro Focus Fortify Weblnspect Enterprise Manager, the Administrative
Console, and/or the Web Console reside in different time zones. To accommodate this, the Fortify
Weblnspect Enterprise Manager uses Coordinated Universal Time (also known as Greenwich Mean
Time or Zulu time) for all time storage and manipulation. When a time is to be displayed on the
Administrative Console or the Web Console, the Fortify Weblnspect Enterprise Manager converts the
time to conform to the time zone in which the console resides. Alert emails, however, are timestamped
according to the time zone in which the Fortify Weblnspect Enterprise Manager resides.

Universal Time does not honor Daylight Saving Time. Therefore, scheduled scan times will change by
one hour after the transition between Daylight Saving Time and standard time. For example, suppose
you schedule a scan to occur daily at 4 p.m. and you are in the Eastern time zone of the United States
during the Daylight Saving Time period. The Fortify Weblnspect Enterprise Manager records the
settings and will begin the scan each day at 8 p.m. Universal Time (which is the equivalent of 4 p.m.
Eastern daylight time). However, when the transition to standard time occurs, your scheduled scan
will begin at 3 p.m. local time instead of 4 p.m. Even though you set your clocks back one hour, the
Universal Time does not change.
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About the REST API

As part of the installation, a REST API service is installed. The Micro Focus Fortify Weblnspect
Enterprise REST APl is fully described and documented using the industry-standard Swagger
RESTful APl Documentation Specification version 2.0 (now known as OpenAPI Specification). The
Swagger documentation provides detailed schema, parameter information, and sample code fo
simplify consumption of the REST API. It also provides functionality for testing the endpoints before
using them in production.

REST API Categories

The REST API endpoints and methods are organized into categories, as described in the following
table.

Note: Some endpoints have been refined since their initial release. These refinements have been
made in new endpoints so that the changes do not break any existing customer implementations.
The new endpoints have been added to categories appended with the number 2, such as
ScanSchedule2. The updated endpoints also have “v2” in the api endpoint path, such as

POST/api/v2/scanTemplates.

Category Description

Authenftication Work with an authentication token to be cached and used at the start of an
API session.

Blackout Work with blackouts for scans, including updating and deleting existing

blackouts in the database and saving a new blackout.

Configuration Retrieve values for settings currently in use in Micro Focus Fortify Weblnspect,
Fortify Weblnspect Enterprise, and Micro Focus Fortify Software Security
Center or in the object being created, such as a new scan schedule.

Macro Work with macros for scans, including updating and deleting existing macros in
the database and saving a new macro.

Organization Retrieve organization information for all existing organizations or a specific
organization by ID or name.

Permission Retrieve permissions for the user. You cannot edit permissions using the API.
Policies Retrieve one or more policies. You cannot edit policies using the API.
Project Retrieve application information for all existing applications or a specific
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Category

ProjectVersion

Scan

ScanRequest

ScanSchedule

ScanTemplate

SecurityGroup

Sensor
Status

TempFile

Token

User

Description

application by ID or name. You cannot edit application information using the
API.

Work with application versions, including updating and deleting existing
application versions in the database and saving a new application version.

Work with scans, including updating and deleting existing scans in the
database and saving a new scan.

Work with scan requests, including updating an existing scan request in the
database and downloading scan request attachments.

Work with scan schedules, including updating and deleting existing scan
schedules in the database and saving a new scan schedule.

Work with scan templates, including updating and deleting existing scan
templates in the database and saving a new scan femplate.

Retrieve security group information for all existing security groups or a specific
security group by ID or name.

Retrieve a sensor by ID, or a list of all sensors or sensors for a security group.
Determine the status of the APl endpoint.

Work with a temporary file, including adding file content and saving a file
temporarily for use in a scan or scan template.

Retrieve an authentication token.

Work with Fortify Weblnspect Enterprise users, including retrieving and
deleting lists of users or individual users by ID.

Accessing the REST API

To access the Fortify Weblnspect Enterprise REST API and its documentation:

1. In a browser window, navigate to https://<computer name>/<Virtual Directory

name>/REST.

Example:

https://localhost/WIE/REST
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The list of REST API methods appears, organized by category.

Help Page for the Weblnspect Enterprise REST API .
Swagger documentation
Introduction

General description of the Weblnspect Enterprise REST APIs here.

ScanSchedule
API Description
GET apifvi/scanSchedules?start={starf}&limit={limit} Gets all the scan schedules that currently exist
GET api/ivl/scanSchedules/id} Getls a scan schedule by id
GET api/ivl/scanSchedules/id}/scanSettings Gets the scan settings blob for a particular scan schedule

GET apifvi/securityGroups/{id}/scanSchedules?start={start}&limit={limif} = Gets all the scan schedules for a particular security group
GET apiivl/projectVersions/{idy/scanSchedules?stari={star{}&limit={limif} ~Gets all the scan schedules for a particular application version
POST api/v1/scanSchedules Saves a new scanSchedule to the database

PUT apifv1/scanSchedules Updates an existing scanTemplate in the database v

2. Do one of the following:
o To view the specifics for a REST APl method, click the method name.
The detail page for the method appears.

o To access the Swagger documentation and Swagger U, click Swagger documentation.

The Swagger Ul page appears.
)] swagger T 2

WIE.Rest

Authentication
Blackout
Configuration
Macro
Organization
Permission
Policies
Project
ProjectVersion

Scan

Using the Swagger Ul
You must be authorized to work with scans, application versions, etc. Therefore, when testing REST

APl endpoints in Swagger, you must first make an Authentication POST and get a 200 response
status code. Otherwise, all subsequent endpoint tests will fail.
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For standalone Weblnspect Enterprise installations, the username field requires Windows

authentication. The user name must be formatted as Domain\\firstname.lastname. You must use

the double backslashes (\\) because a single backslash (\) will not work.

To use the Swagger Ul:

On the Swagger Ul page, click an endpoint category.
2. Click the endpoint method to use.

The page displays detailed schema, parameter information, sample code, and functionality for
testing the endpoint.

{3 swagger https:/f: /WIE/REST/swagger. Explore
WIE.Rest

Authentication Show/Hide | List Operations ~ Expand Operations
fapi/vifauth Logout the current user account and clear the caches

Response Class (Status 200)
oK

Example Value
1{
“responseCode”: *continue”,

"message”: "string"

}

Response Content Type |application/json .

Try it outl

v
lapilvifauth Generate an SSC unified login token.

Getting Field-level Details

Some API endpoints have numerous fields that you can configure. These fields are documented in

detail in the Swagger UL.
To view the field-level details:

« In the Parameters section of the endpoint, click Model under the Data Type heading.

Parameters
Pararmeter Walue Description ?arameter Data Type
ype
scanSchedule  [{ 3 new scanSchedule  body Model Example Value
"name": "string", object
"project¥ersion": { B
widv: 0, 1
"name': "string", “name": “string",
"siteId": "string" ;I "projectwersion': {
1. )

"id": @,

“name": "string",

Parameter content type: | application/json ~ “siterd": "string"
i

"startpate': "2018-88- BT14:29:02.5062"

“timezone": “string",

“blackoutiode": "suspend”, .
Ll |L|J
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Additional details for all the endpoint fields appear.

Parameters
Parameter Value Description ?yapr:meter
scanschedule { ﬁ! new scanSchedule hody
"name': "string", object
"projectVersion’: {
idr: o
"name': "string",
"giteId": "string" j
. #

Parameter content type: | application/json =

Data Type

Model

ScanSchedulePost {
name (string): Gets or sets the scan
schedule name.,
projectversion (ProjectversionBasic,
optional): Gets or sets the the S5C
application version the scan schedule
belongs to. The siteld is the only
required field in this abject,
startDate (strinc): Gets or sets the date
that the schedule will beqin to operate.,
timeZone (siring, optiona): Gets or sets
the time zone 1D A list of valid
timezones and their descriptions can
be faund at the fapit
IsystemConfigurationMIMEZONES
endpoint.
An example of a valid imeZone would
he "Pacific Standard Time" or "UTC",
hlackoutMode (sirino): Gets or sets the
blackout mode - either suspend or
abort. = ['suspend, 'abort],
isRecurring (hoolean, optional): Gets or
sets the flag for recurrence. If false, the
schedule will only execute once.,
recurringRange (RecuriingRange,
optional): Gets or sets the recurring
range values. These fields are ignored
and not required ifthe schedule is not
recurring.,
recurringPattern (RecurringPattern,
optional): Gets or sets the recurring
pattern values. These fields are ignored
and not required ifthe schedule is not
recurring.,

Installations Lacking Internet Connection

All Micro Focus security products contain digital certificates of authority. When a product starts, the
operating system attempts to connect to the Internet and download a certificate revocation list (CRL)
from the certificate’s issuing authority (VeriSign) to determine if the product’s certificate has been
revoked. If the product cannot establish an Internet connection, it waits until the request times out,
which substantially lengthens the product’s start-up time. This inability to verify the certificate also

causes other problems, including:

e Services fail to start.

o Mulfiple instances of scriptserver.exe are spawned.
e Scans fail to complete.

To avoid the complications caused by a lack of Internet access, consider the following solutions:

o (Recommended) Manually download the required CRL and install it. See "Downloading and

Installing a CRL" on the next page.

o Use Microsoft Windows Server Active Directory to store and publish a CRL.

« Disable CRL checking for the server.

« Change the default CRL timeout period for the Microsoft Cryptography API (CAPD.

o Disable the “Check for publisher’s certificate revocation” option in Internet Explorer settings. To do
so, click the Internet Explorer Tools menu and select Internet Options, click the Advanced tab,
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scroll to the Security section, clear the check box for “Check for publisher’s certificate revocation,”
then close and restart Internet Explorer.

Downloading and Installing a CRL

The recommended solution for lack of Internet access is to manually download the CRL, and then
install it to the local computer certificate store.

To download the CRL:
1. Open a browser.
2. Go to http://crl.verisign.com/pca3.crl.
3. When prompted, “Do you want to open or save this file,” click Save.
4. On the Save As window, select a location and click Save.
5. Go to http://crl.verisign.com/CSC3-2004.crl.
6. Repeat Step 3 and Step 4.

Note: Because the CRL is valid only for a limited time, you must retrieve a new CRL
periodically.

To install a CRL to the local computer certificate store:

1. Log on to the computer as a member of the local administrators group.
2. Open the Certificates snap-in for the Computer account:

a. Click Start, click Run, type mmc, and then click OK.

b. On the File menu, click Add/Remove Snap-in.

The Add/Remove Snap-in window appears.

¢. On the Standalone tab, click Add.
The Add Standalone Snap-in window appears.
In the Available Standalone Snap-ins list, click Certificates, and then click Add.
Select Computer account, and then click Next.
Click Local computer, and then click Finish.
Click Close, and then click OK.
3. Under the Console root, expand Certificates.
4. Right-click Intermediate Certification Authorities, click All Tasks, and then click Import.

Q@ + o o

The Certificate Import Wizard opens.

Click Next.

Click Browse.

On the Open window, select Certificate revocation list (*.crl) from the Files of type list.

Locate and select pca3.crl and click Open.
Click Next and follow the instructions in the wizard to complete the installation.

0 o N o U

10. Go to Step 4 and repeat the process to import CSC3-2004.crl.
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Chapter 3: Troubleshooting the Installation

The most common errors encountered when installing Micro Focus Fortify Weblnspect Enterprise are
shown as either a connection message error at the final phase of the Fortify Weblnspect Enterprise
Initialization wizard, or when the first connection attempt is made with a console. Most of these error
messages are general in nature. Consulting the logs for either Fortify Weblnspect Enterprise Initialize
or Fortify Weblnspect Enterprise Manager should give some indication as to the nature of the error.
The suggestions below are the most common quick methods for resolving the issues.

For additional detailed information about server and database configuration for Fortify Weblnspect
Enterprise, see "Implementing Fortify Weblnspect Enterprise" on page 85.

About Fortify Weblnspect Enterprise Manager
Logging

Use the Micro Focus Fortify Weblnspect Enterprise logs to tfroubleshoot any errors that occur during
the initialization process or when trying to use Fortify Weblnspect Enterprise after installation.
Increasing the verbosity of the logging is recommended in the event you need to send logs to Support
for review.

The logs used for troubleshooting Fortify Weblnspect Enterprise installations are:

o Fortify Weblnspect Enterprise Initializer Log(s)

o Fortify Weblnspect Enterprise Manager Log(s)

o Fortify Weblnspect Enterprise Scheduler Service Log(s)
« Fortify Weblnspect Enterprise Task Service Log(s)

These logs have a default 2MB size limitation and will keep a rolling set of five log files. Turning on
DEBUG logging is recommended for troubleshooting, but it is best to reset logging to the default level
of INFO after troubleshooting is complete.

Changing Fortify Weblnspect Enterprise Initializer Log Debug
Settings

If initialization failed and you want to increase the logging level for Fortify Weblnspect Entferprise
Initializer:

1. Editthe WIE-Initialize.exe.logging.config file in the following directory:
C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\Initializer
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2. Change the logging level from "INFO" to "DEBUG" in the following section:

<root>
<level value="INFO"/>
<appender-ref ref="RollingFile"/>
</root>

3. Save the file.
The logging output is located in the Initializer_ trace. log file in the following directory:

C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\Initializer\

If additional files are created, they will be named Initializer_trace.log.1,Initializer_
trace.log.2, etc

Changing Fortify Weblnspect Enterprise Manager Log Debug
Settings

Assuming Initialization succeeded, to increase the logging level for the Fortify Weblnspect Enterprise
Manager:

1. Edit the Web.logging.config file in the following directory:

C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\ManagerWS\
2. Change the logging level from "INFO" to "DEBUG" in the following section:

<root>
<level value="INFO"/>
<appender-ref ref="ASPNetOut"/>
<appender-ref ref="RollingFile"/>
</root>

3. Save the file.
The logging output is located in the ManagerWS_trace. log file in the following directory:
C:\ProgramData\HP\WIE\Manager\

If additional files are created, they will be named ManagerWS_trace.log.1, Managerhs_
trace.log. 2, etc

Changing Fortify Weblnspect Enterprise Scheduler Service Log
Debug Settings

You can change the logging level for the Fortify Weblnspect Enterprise Scheduler Service using the
Services Manager interface (Start > Weblnspect Enterprise Services Manager or Start > All
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Programs > Fortify > Fortify WeblInspect Enterprise 21.2.0 > WeblInspect Enterprise Services
Manager). For more information, see "Configuring the Scheduler Service" on page 56.

If the Service Manager is unavailable or does not work, then to increase the logging level for the
Fortify Weblnspect Enterprise Scheduler Service:

1. Edit the AmpScheduler.exe.logging.config file in the following directory:
C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\Scheduler
2. Change the logging level from "INFO" to "DEBUG" in the following section:

<root>
<level value="INFO"/>
<appender-ref ref="RollingFile"/>
</root>

3. Save the file.
The logging output is located in the Scheduler_trace. log file in the following directory:
C:\ProgramData\HP\WIE\Scheduler

If additional files are created, they will be named Scheduler_trace.log.1,Scheduler
trace.log. 2, etc

Changing Fortify Weblnspect Enterprise Task Service Log Debug
Settings

You can change the logging level for the Fortify Weblnspect Enterprise Task Service using the
Services Manager interface (Start > Weblnspect Enterprise Services Manager or Start > All

Programs > Fortify > Fortify Weblinspect Enterprise 21.2.0 > Weblnspect Enterprise Services
Manager). For more information, see "Configuring the Task Service" on page 54.

If the Service Manager is unavailable or does not work, then to increase the logging level for the
Fortify Weblnspect Enterprise Task Service:

1. Edit the AmpTaskService.exe.logging.config file in the following directory:

C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\Task Service
2. Change the logging level from "INFO" to "DEBUG" in the following section:

<root>
<level value="INFO"/>
<appender-ref ref="RollingFile"/>
</root>

3. Save the file.

The logging output is located in the TaskService_trace.log file in the following directory:

C:\ProgramData\HP\WIE\TaskService
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If additional files are created, they will be named TaskService trace.log.1, TaskService
trace.log. 2, etc.

Troubleshooting and IIS

This topic provides Micro Focus Fortify Weblnspect Enterprise troubleshooting information related to
IIS.

lIS Settings and File Permissions Used by Fortify Weblnspect
Enterprise

The folders in the following table are in the <IIS Virtual Directory>\WIE directory, which is the
following physical directory by default:

C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\ManagerWs

Folder lIS Authentication Notes File Permissions

\ Integrated User is Network
Service with 'read'

\App_GlobalResources Integrated access.

\App_Themes Integrated

\bin Integrated WIE Service User
must be a local

\ClientBin Integrated administrator.

\GuidedSetup Anonymous

\Login Anonymous Getting a 401 status

on this page means
Anonymous auth has
been disabled.

\SmartUpdateService Anonymous Getting a 401 status
when logging in to
Smart Update means
Anonymous auth has
been disabled.

\WebConsole Integrated
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IIS Admin Service Must be Running

If you cannot connect to Fortify Weblnspect Enterprise using the console after installation, in
Windows Administrative Tools > Services, verify that the Internet Information Services (IIS) Admin
Service is running.

Restarting IS Quick Commands

You must restart IIS during the troubleshooting steps to apply changes. Usually it is best to restart IS
whenever you make changes to the user rights for service accounts or user accounts related to the
installation. The easiest method for restarting IIS is to use the following commands from the

command prompt. The iisreset command will stop and start all the web sites and application pools
running on the server. The additional options are self-explanatory.

e iisreset

e iisreset /stop

e iisreset /start

SQL Login

If the installation or initialization of the daftabase is not successful, you must set up an SQL login. Then
an SQL database user in the Micro Focus Fortify Weblnspect Enterprise database must be assigned to
the role “amp_server” and associated with that login. Fortify Weblnspect Enterprise Initialize can then
be run to specify the SQL login for connecting to the database.

Account Rights and Privileges

Make sure the user logged into the machine during installation is a member of the local administrators
group.

Make sure the Micro Focus Fortify Weblnspect Enterprise Manager User is a member of the local
administrators group.

If the Windows installation has been locked down, then the Fortify Weblnspect Enterprise Web
Service may not have sufficient rights fo run. A quick test is to have the Fortify Weblnspect Enterprise
App Pool run as the Local System account.

To set the application pool to run as another user:

1. Open the Internet Information Services (lIS) Manager.

2. Inthe Internet Information Services (lIS) Manager window, expand the localhost in the
Connections pane.
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3. Click Application Pools.
4. In the list of application pools, select the WIEAppPool application pool.

In the Actions pane on the right, under the Edit Application Pool heading, click Advanced
Settings.

o

In the Advanced Settings window, under the Process Model heading, click Identity.
Click the browse button to the right of the Identity value.

Change the value of the Built-in account field to LocalSystem.

Click OK.

10. Click OK on the Advanced Settings window.

If changing the application pool to run as the Local System account corrects the problem, start
checking the permission details for the application pool user to enable appropriate permissions.

0 © N O

The application pool user (web service user) should have Read, Write, Read and Execute, and List
Folder Contents privileges for the following directory:
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files

The application pool user (web service user) should have Read, Read and Execute, and List Folder
Contents privileges for the following directories:

e C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\

e C:\ProgrambData\Microsoft\Crypto\RSA

These are some of the more common directory permissions to research. It may be necessary to use a

tool such as Procmon from Microsoft (originally produced by SysiInternals) to show real-time file and
registry access problems.
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Enterprise

This chapter provides an overview of the various Micro Focus Fortify Weblnspect Enterprise
components as well as information about the following:

o Account requirements (see "Fortify Weblnspect Enterprise Manager Account Requirements" on
page 87)

o Licensing (see "Fortify Weblnspect Enterprise Manager License Components" on page 89)

o Customizing data paths (see "Customizing Data Path and Scan Publication Settings" on page 89)

« Enabling and configuring encryption (see "Encrypting the Communication Between Fortify
Weblnspect Enterprise and SQL Server" on page 92)

« Configuring sensors (see "Fortify Weblnspect Sensor Remote SQL Server Standard Edifion
Connectivity" on page 94, "Fortify Weblnspect Sensor Logging" on page 94, and "Fortify
Weblnspect Sensor Directory Path Customization" on page 95)

o Customizing database settings (see "About Database Size and Growth Settings" on page 96,
"General Database Settings for Fortify Weblnspect Enterprise" on page 97, and "Database
Maintenance for Fortify Weblnspect Enterprise" on page 97)
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Fortify Weblnspect Enterprise Components

The following illustration depicts the main components of the Micro Focus Fortify Weblnspect
Enterprise system. These include the Fortify Weblnspect Enterprise application, database, sensors,
and users. These constitute the basis of the Fortify Weblnspect Enterprise system for scheduled and
remote scanning. For information about the system requirements for the components, see the Micro
Focus Fortify Software System Requirements.

@

Component Descriptions

The following table provides descriptions of the Fortify Weblnspect Enterprise user interfaces and
architecture.

Item Component Description
1 Windows Console User = This console is a thin-client application that provides
Interface administrative functionality, policy editing, and the toolkit.
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Item Component Description
2 Web Console User This console is a browser-based application that provides user
Interface functionality. It does not provide administrative functionality,

policy editing, or the toolkit.

3 HTTP or HTTPS The Fortify Weblnspect Enterprise components use these
communication protocols.

A Fortify Software Integration with Micro Focus Fortify Software Security Center
Security Center provides a way to publish scans to a central repository of all
(optional) static and dynamic scans. It provides somewhat centralized

accounts, although permissions are still managed separately,
the ability to submit scan requests, and more extensive
reporting than a standalone installation.

5 Fortify Weblnspect This is a Microsoft Windows server with an IIS application
Enterprise Manager platform. It is a Web service whose main functions are user
authentication and authorization, data repository, and remote
scan scheduling.

6 Sensors These Micro Focus Fortify Weblnspect sensors are installed on
Microsoft Windows or Windows Server operating systems.
Sensors have no GUI and execute remote scans that are
configured at the Web Console. You use the Web Console to
control all scan configurations, results, reports, and updates.

7 Microsoft SQL Server | This Microsoft Windows server has a SQL database that stores
all users, permissions, and administrative settings. The
database also stores all scan data and reporting.

Fortify Weblnspect Enterprise Manager Account
Requirements

If Micro Focus Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security
Center, then you configure Fortify Weblnspect Enterprise users (both individuals and groups) as
Fortify Software Security Center users and assign roles in Fortify Weblnspect Enterprise.

Fortify Weblnspect Enterprise interacts with two administrator accounts in Fortify Software Security
Center. One of them is a general Fortify Software Security Center administrator. The other is the
Fortify Weblnspect Enterprise Service, which is used to share application versions and scans between
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Fortify Software Security Center and Fortify Weblnspect Enterprise, and which must be given the role
in Fortify Software Security Center of Fortify Weblnspect Enterprise System.

For installations without Fortify Software Security Center integration, you can assign Windows
accounts to roles in the Fortify Weblnspect Enterprise Administrative Console.

System Account Requirements

Fortify Weblnspect Enterprise requires two system accounts:

« Weblnspect Enterprise Manager User - Domain user account with local administrator rights on the
Fortify Weblnspect Enterprise Manager

o Weblnspect Enterprise Sensor User - Domain user account. No other privileges are required.

Sensor Requirement

In general, configuring Micro Focus Fortify Weblnspect as a sensor is optional during Fortify
Weblnspect installation, but Fortify Weblnspect Enterprise requires you to configure at least one
connected instance of Fortify Weblnspect as a sensor. The configuration process is described in
"Installing Fortify Weblnspect as a Sensor" on page 60.

The sensor is Fortify Weblnspect, and in general it is referred to as a Fortify Weblnspect sensor or,
when it runs on behalf of Fortify Weblnspect Enterprise, as a Fortify Weblnspect Enterprise sensor—
the terms are interchangeable (and there is only one “Weblnspect Sensor” Windows service).

Fortify Weblnspect Enterprise System Administrator

If Fortify Weblnspect Enterprise is integrated with Fortify Software Security Center, the Fortify
Software Security Center administrator specified on the Set Up SSC Connection Information window
automatically becomes the first Fortify Weblnspect Enterprise system administrator. For more
information, see "Setting Up a Fortify Software Security Center (SSC) Connection" on page 34.

For installations without Fortify Software Security Center integration, the user who was added fo the
System Administrator Role on the Administrator Role Page is the first Fortify Weblnspect Enterprise
system administrator. For more information, see "Installing or Upgrading a Standalone Fortify
Weblnspect Enterprise" on page 40 or "Upgrading and Decoupling Fortify Weblnspect Entferprise
from Fortify Software Security Center" on page 45.

If the first Fortify Weblnspect Enterprise system administrator later becomes unavailable, no one
knows his password, and he has not created other system administrators in Fortify Weblnspect
Enterprise, you can rerun the Fortify Weblnspect Enterprise Initializer and specify a different Fortify
Weblnspect Enterprise system administrator. This is also useful when moving the Fortify Weblnspect
Enterprise application to another computer.
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SQL Database Account Requirements

If you are installing Fortify Weblnspect Enterprise for the first time, you must have privileges to create
a database (or your database administrator must create a blank database and assign ownership to
you).

Fortify Weblnspect Enterprise Initialize is used for database creation and Fortify Weblnspect
Enterprise Manager configuration changes such as changing the user account used fo access the
database.

Fortify Weblnspect Enterprise Manager License
Components

The Micro Focus Fortify Weblnspect Enterprise license contains the license information for each
component of the Fortify Weblnspect Enterprise environment.

Sensors (Fixed) - The “Weblnspect Sensor” Windows service installed by the Micro Focus Fortify
Weblnspect installation connects to Fortify Weblnspect Enterprise for the purpose of performing
remotely scheduled or requested scans. If receives instructions exclusively from the configurable
connection to a Fortify Weblnspect Enterprise Manager.

The license information for sensors and users is located in the Fortify Weblnspect Enterprise Console
under Administration > Licensing.

Customizing Data Path and Scan Publication Settings

By default, the Fortify Weblnspect Enterprise Manager uses the All Users profile path for the
SmartUpdate download, sensor upload, and logging repository. Some installations may have limited
space on the boot partition, and will require the redirection of these files and folders.

Additionally, scans are automatically published to Fortify Software Security Center, but fixed
vulnerabilities must be manually marked as fixed in Fortify Software Security Center.

To customize these default settings, you must update the web.config file or the Web.logging.config
file or both. This topic describes how to edit these files.

Changing the Storage Folders Location
You can modify the web.config file to change the data paths:

1. Open the following file:

C:\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\ManagerWS\
web.config
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2. Add the following lines inside the <appSettings> element in the web.config file:
<add key="Manager.TempPath" value="D:\WIEData\temp" />
<add key="Manager.BaseDataPath" value="D:\WIEData" />

Note: Instead of using the Manager.BaseDataPath key, you could add the following five
lines to provide greater granularity.

<add key="Manager.ScanUploadsPath" value="D:\WIEData\ScanUploads" />
<add key="Manager.ScanImportPath" value="D:\WIEData\ScanImports" />

<add key="Manager.SensorUploadsPath" value="D:\WIEData\
SensorUploads" />

<add key="SmartUpdate.ProductsFilePath" value="D:\WIEData\
SmartUpdatePatches" />

<add key="Manager.PimCachePath" value="D:\WIEData\PimCache" />
If you do not want to change all of the paths, then you can comment out the appropriate lines.

Disabling Automatic Publishing of Scans to Fortify Software
Security Center

If Fortify Weblnspect Enterprise is integrated with Micro Focus Fortify Software Security Center, by
default new scans are automatically published to Fortify Software Security Center. You can edit the
web.config file to disable automatic publishing of scans to Fortify Software Security Center as follows:

1. Open the following file:

C:\Program Files\Fortify\Fortify WebInspect Enterprise
21.2.0\ManagerWS\web.config
2. Change the value in

<add key="AutoPublishScans" value="true" />
from true to false.
3. Save and close the file.

Enabling Fortify Software Security Center to Automatically Mark
Vulnerabilities as Fixed

If Fortify Weblnspect Enterprise is integrated with Fortify Software Security Center, a scan published
to Fortify Software Security Center may not contain vulnerabilities that were already detected and
published for that application. By default, any previously published vulnerabilities not found in the
latest scan must be manually marked as fixed in Fortify Software Security Center. You can edit the
web.config file to enable Fortify Software Security Center to automatically mark as fixed any
vulnerabilities that are not found in the latest scan. To enable this feature:
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1. Open the following file:

C:\Program Files\Fortify\Fortify WebInspect Enterprise
21.2.0\ManagerWS\web.config
2. Change the value in

<add key="AutoResolveVulns" value="false" />
from false to true.
3. Save and close the file.

Changing Logging Locations

The log files are controlled by the Web. logging.config file. The configuration specifies an
“appender” that is used to write the log entries to a file, and each appender has properties such as the

log file path.

The default appender configuration uses the following settings:

<appender name="RollingFile"

type="SPI.Diagnostics.Logging.Appender.AppDataRollingFileAppender">
<file value="HP\WIE\Manager\ManagerWS_trace.log/">
<appDatalocation value="AllUsers"/>

</appender>

This defines a log file where the path is relative to the \ProgramData\ directory. This works because

the appender type is set to AppDataRollingFileAppender. If you want to change the configuration
to use an absolute path for the log file, you must change the appender type to

RollingFileAppender and replace the relative path with the absolute path. The appDatalocation
setting will no longer be needed, so you can comment it out or delete it. The updated config section

should look similar to the following:

<appender name="RollingFile"
type="SPI.Diagnostics.Logging.Appender.RollingFileAppender">
<file value="D:\WIEData\logs\ManagerWS_trace.log/">

</appender>
This same change can be made to the Fortify Weblnspect Enterprise Scheduler Service and the
Fortify Weblnspect Enterprise Task Service logging configuration files.

o For the Fortify Weblnspect Enterprise Scheduler Service, edit the
AmpScheduler.exe.logging.config file in the directory
\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\Scheduler
o For the Fortify Weblnspect Enterprise Task Service, edit the
AmpTaskService.exe.logging.config file in the directory

\Program Files\Fortify\Fortify WebInspect Enterprise 21.2.0\TaskService
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Encrypting the Communication Between Fortify
Weblnspect Enterprise and SQL Server

Some customers may require the communication between the Micro Focus Fortify Weblnspect
Enterprise Web Service and the SQL Server to be encrypted. Standard Microsoft instructions for
enabling SSL communication between these two components are available on the internet. The
instructions are focused on configuring the Fortify Weblnspect Enterprise web service to use the
enabled SSL encryption after the Windows configuration is complete.

The steps below detail how to configure Fortify Weblnspect Enterprise to use SSL encryption after
configuring a certificate on the SQL Server machine and configuring the Fortify Weblnspect
Enterprise manager (SQL Client) to use the encryption. Details on setting up this configuration can be
found in the following knowledge base (KB) article from Microsoft:

“How to enable SSL encryption for an instance of SQL Server by using Microsoft Management
Console” - http://support.microsoft.com/kb/316898

Enabling Fortify Weblnspect Enterprise to Use SSL

The instructions below detail how to modify the web. config file to use encrypted communication
(SSL) after you have configured both machines as detailed in the Microsoft KB 316898 article.

After configuring the encryption on SQL Server and configuring the Fortify Weblnspect Entferprise
manager to use the encryption, you additionally need to modify the web.config file for the Fortify

Weblnspect Enterprise web service to utilize the encryption. The connection string is encrypted by
default, which requires the steps below to decrypt the string, perform the necessary modifications,

and then re-encrypt the string in the web. config file. Also, if you rerun Fortify Weblnspect
Enterprise Initialize, then you will need to redo this process, or keep a backup copy of the encrypted

connection string.

Editing the Encrypted SQL Connection String Section of web.config

To modify the web.config file to use encrypted communication (SSL) after you have configured both
machines as detailed in Microsoft KB 316898:

1. Run the following command from a .NET command prompt to decrypt the connectionStrings
section of the Fortify Weblnspect Enterprise web. config file:

aspnet_regiis -pd "connectionStrings" -app "/WIE"

The -pd switch specifies the configuration section to decrypt. This is the XML element name of
the configuration section.

The -app switch specifies your Web application’s virtual path. If it is a nested application, you
must specify the nested path from the root directory; for example, /test/WIE.
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If the command is successful, you will see the following output:

Decrypting configuration section...
Succeeded!

2. Add the following connection string properties to the unencrypted connection string:

encrypt=true;trustServerCertificate=true

3. Run the following command from a .NET command prompt to encrypt the connectionStrings
section:
aspnet_regiis -pe "connectionStrings" -app "/WIE"
The -pe switch specifies the configuration section to encrypt. This is the XML element name of
the configuration section.

The -app switch specifies your Web application’s virtual path. If it is a nested application, you
must specify the nested path from the root directory; for example, /test/WIE.

If the command is successful, you will see the following output:

Encrypting configuration section...
Succeeded!

Encrypt Connection String in the TaskService.exe.config File

After completing modifications to the web . config file, to configure the connection string in the
TaskService.exe file:

1. Stop the Fortify Weblnspect Enterprise Task Service. At a command line, enter:

net stop "WebInspect Enterprise 21.2.0 Task Service"

2. Locate the connectionStrings element in the web. config file. See below. Copy the data inside
the <CipherValue>..</CipherValue> section and paste the data in the exact same section in
the AmpTaskService.exe.config file.

<connectionStrings
configProtectionProvider="DataProtectionConfigurationProvider">
<EncryptedData>
<CipherData>
<CipherValue>M5KyPhzm+=</CipherValue>
</CipherData>
</EncryptedData>
</connectionStrings>

3. Restart the Fortify Weblnspect Enterprise Task Service. At a command line, enter:

net start "WebInspect Enterprise 21.2.0 Task Service"
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Fortify Weblnspect Sensor Remote SQL Server
Standard Edition Connectivity

When configuring the Micro Focus Fortify Weblnspect sensor fo write fo a remote SQL Server
Standard Edition instead of a local SQL Server Express Edition, observe the following considerations:

o The database for the sensor must be created using the sensor configuration. The user logged info
the sensor machine must have af least temporary rights to create a database on the SQL Server.

o The Fortify Weblnspect sensor service on the sensor machine must use an account that can access
the remote SQL database. This account needs read/write access to the SQL database created for
the sensor. By default, this service runs as the local system, which will not have access to a remote
database if you choose Windows Authentication when configuring the database connection
information.

Using Windows Authentication

To use Windows Authentication, you must change how the service logs on, as follows:

1. Right-click the Fortify Monitor icon in the task tray and select Configure Sensor.

2. On the Configure Sensor window, in the Service Account section, select the option to Log on as
This account.

3. Enter a user name in the box next to This account.
4. Enter the account’s password in the Password and Confirm Password boxes.
5. Click Start.

The user performing this action must have rights to create a database on this SQL server (or
instance) or an equivalent SQL Server authentication account.

Fortify Weblnspect Sensor Logging

The Micro Focus Fortify Weblnspect sensor log is in the following location:

C:\ProgramData\HP\HP WebInspect\Amp\logs

The file is named AMPSensorWI_trace. log. If additional files are created, they will be named
AMPSensorWI_trace.log.1, AMPSensorWI_trace.log.2, etc. The name can be changed in the
AmpSensorWI.exe.logging.config file located at:

Program Files\Fortify\Fortify WebInspect
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Fortify Weblnspect Sensor Scan Logs

Information regarding the scans performed by the Fortify Weblnspect sensor can be found in the

same HP\HP WebInspect directory as described previously for your operating system, but in the

EnterpriseServer\logs subdirectory (rather than the Amp\logs subdirectory), and with the scan
GUID as the further subdirectory name for each particular scan.

Fortify Weblnspect Sensor Directory Path
Customization

By default, the Micro Focus Fortify Weblnspect sensor uses the All Users profile path as the update
download and sensor scan upload repository. Some installations may have small boot partitions that
require the redirection of these repository folders. Changes need to be made to the
SharedSettings.config file in the Fortify Weblnspect folder to redirect the Micro Focus Fortify
Weblnspect Enterprise data path. This will modify all of the paths for the Fortify Weblnspect sensor,
including both scan logs and scan data (if set to keep a local copy).

Keep in mind that this does not modify the locations for Fortify Weblnspect data files. The Fortify
Weblnspect path settings are configured using the Fortify Weblnspect interface.

Modifying the SharedSettings.config File

To edit the SharedSettings.config file:

1. Stop the Weblnspect Sensor service.
2. Edit the SharedSettings.config file in the following directory:
C:\ProgramData\HP\HP WebInspect

3. Change the “AmpDirectory” value to point to the new location as shown below:

<setting name="AmpDirectory" serializeAs="String">
<value>D:\Put_new_path_here</value>
</setting>

4, Save the file and restart the Weblnspect Sensor service.
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Retaining Copies of Scan Data on the Fortify Weblnspect Sensor

By default, the Fortify Weblnspect sensor deletes all locally stored scan data after the data has been
uploaded to Fortify Weblnspect Enterprise. If customers want to keep a copy of the scan data on the
sensor, use the following procedure.

1. Stop the Weblnspect Sensor service.
2. Create a file named AmpSensorWI.user.config in the following directory:

C:\Program Files\Fortify\Fortify WebInspect
The file should contain the following:

<?xml version="1.0" encoding="utf-8"?>
<appSettings>

<add key="KeepAllScanFiles" value="true"/>
or

<add key="KeepFailedScanFiles" value="true"/>
[Note: To keep scans with a status of "failed."]

</appSettings>
3. Save the file and restart the Weblnspect Sensor service.

Scans run by the Fortify Weblnspect sensor will store a local copy on the sensor machine, as well as
uploading the data to the Fortify Weblnspect Enterprise database.

About Database Size and Growth Settings

The initial size for the database for installation purposes can be as small as 1GB. This is not large
enough for any scan data. The recommended minimum of 20GB will provide for the installation and
the initial scanning objectives. This amount of space will not be enough to keep one year’s worth of
scan data for most organizations.

As each application scan will vary in size and scope, an average size scan is different for each
customer. The best way to establish database size and growth requirements is to monitor the
database size and compare it with scan activity. The best practice is to start with the minimum 20GB
size requirement and note the unused space in the database after installation. As scans are
performed, keeping a weekly data set comparing the number of scans with database growth will
provide the best metric for average scan size at the customer site. Comparisons of the data set
showing weekly, monthly, or quarterly metrics will provide the DBA with guidelines for proper size
and growth settings.
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General Database Settings for Fortify Weblnspect
Enterprise

The options for the database can be found by right-clicking the database and using the Properties
menu. Some considerations for the Micro Focus Fortify Weblnspect Enterprise database are listed
below:

« Database files and transaction log files should be stored on different disks or partitions for better
performance.

¢ The size of the database file should be set to the largest amount available on the system. Setting
this value low and then allowing the database option to auto-grow the file will decrease
performance once the size limit is reached. Some DBAs suggest turning off the auto-grow option
and monitoring the file size, increasing the size of the database as it becomes larger. The logic is
that once a database is full, and it starts to auto-grow, it will most likely do so during periods when
the database is being used, which will cause system performance to degrade.

« If the database is performing poorly, turning off the auto-update statistics option may increase
performance, as it may be running continuously on databases that are incurring large amounts of
activity. If you turn off this option, you should run the Update Statistics Maintenance Task.

Database Maintenance for Fortify Weblnspect
Enterprise

The descriptions included in this document cover only the most important maintenance tasks
associated with database performance issues and are intended for customers that do not have a DBA
on staff.

Note: With tasks that have multiple options, the recommended setting for the Micro Focus Fortify
Weblnspect Enterprise database is noted by the Fortify Weblnspect Enterprise Recommended
Options.

In SQL Server, the Maintenance Plan Wizard guides you through a series of steps that request several
bits of information for a complete plan that are saved as an SQL Server Integration Services package.
This plan is executed by the SQL Server Agent Service. This service must be running for the
Maintenance Plan to initiate.

The steps are listed in a logical order of progression for the tasks to be performed. Each option
important for the Fortify Weblnspect Enterprise database is listed followed by the general description
of the selected maintenance task. Keep in mind that these are general suggestions for customers that
do not have a DBA resource on staff.

To access the Maintenance Plan Wizard, in SQL Server Management Studio, expand Management,
right-click Maintenance Plans, and select Maintenance Plan Wizard. Multiple maintenance plans
can be created and run on different schedules. Fortify generally recommends running separate
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maintenance plans for the system databases (master, model, msdb) and user databases (the Fortify
Weblnspect Enterprise database).

R=E

Select Maintenance Tasks
Which tazks zhould this plan pedorm’?

Select ane or mare maintenance lasks:

[] Check Databaze Integrity
[7] Shiink D aabaze

[] Rearganize Index

[] Rebuld Index

] Updale Slatigics

[} CleanUpHiztary

[] Execute SGL Serer dgent Job

[] Back Up D atabase [Full]

[] Back Up D atabare [Differantal)

[] Back Up Database [Trarsaclion Log)
B taintznance Cloanup Tzsk

j.) The Mantenance Cleanup task removes files [eft over from execuling a maintenance plan.

Help | 1 Back | Tdarts I Eitaishy | Cance |
P

Fortify Weblnspect Enterprise Recommended Options

The maintenance plan should be scheduled to run during a non-peak ftime. It can be run daily, weekly,
or monthly at the customer’s discretion. Each should be configured to write the results to a common
log directory and should be reviewed frequently to monitor the health of the database.

Check Database Integrity Task

The Check Database Integrity task checks the allocation and structural integrity of all the objects in
the specified database. The task can check a single database or multiple databases, and you can
choose whether to also check the database indexes.

Note: You can repair errors with the DBCC CHECKDB Transact-SQL command. Using a repair
option with this command requires the database to be in single-user mode, which will take the
database and Fortify Weblnspect Enterprise application offline.

Database Fragmentation Maintenance

The Reorganize Index, Rebuild Index, and Update Statistics maintenance tasks come under the
subject of fragmentation.

The SQL Server Database Engine automatically maintains indexes whenever insert, update, or delete
operations are made to the underlying data. Over time, these modifications can cause the information
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in the index to become scattered in the database (fragmented). Fragmentation exists when indexes
have pages in which the logical ordering, based on the key value, does not match the physical
ordering inside the data file. Heavily fragmented indexes can degrade query performance and cause
the application to respond slowly.

Reorganize Index Task

The Reorganize Index task reorganizes indexes in SQL Server database tables and views. Use the
Define Reorganize Index Task window to move index pages into a more efficient search order. Having
the pages in order improves index-scanning performance.
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Fortify Weblnspect Enterprise Recommended Options

Select the Tables and views object and the Compact large objects check box.
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Rebuild Index Task

The Rebuild Index task rebuilds indexes in SQL Server database tables and views. Rebuilding an index
drops the index and creates a new one. In doing this, fragmentation is removed, disk space is
reclaimed by compacting the pages using the specified or existing fill factor setting, and the index
rows are reordered in contiguous pages (allocating new pages as needed). This can improve disk
performance by reducing the number of page reads required to obtain the requested data.
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Fortify Weblnspect Enterprise Recommended Options

Select the Tables and views object and the Reorganize pages with the default amount of free
space option.
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Update Statistics Task

The Update Statistics task updates information about the distribution of key values for one or more
statistics groups (collections) in the specified table or indexed view. SQL Server allows for statistical
information to be created regarding the distribution of values in a column. The query optimizer uses
this statistical information to determine the optimal query plan by estimating the cost of using an
index to evaluate the query.
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Fortify Weblnspect Enterprise Recommended Options

Select the Tables and views object, the All existing statistics option, and the Full scan option.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation feam by email.

Note: If you are experiencing a technical issue with our product, do not email the documentation
team. Instead, contact Micro Focus Fortify Customer Support at
https://www.microfocus.com/support so they can assist you.

If an email client is configured on this computer, click the link above to contact the documentation
team and an email window opens with the following information in the subject line:

Feedback on Installation and Implementation Guide (Fortify Webinspect Enterprise 21.2.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to fortifydocteam@microfocus.com.

We appreciate your feedback!
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