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Preface

Contacting Fortify Customer Support

Visit the Support website to:

¢ Manage licenses and entitlements

¢ Create and manage technical assistance requests
¢ Browse documentation and knowledge articles

¢ Download software

¢ Explore the Community

https://www.microfocus.com/support

For More Information

For more information about Fortify software products:

https://www.microfocus.com/cyberres/application-security

About the Documentation Set

The Fortify Software documentation set contains installation, user, and deployment guides for all
Fortify Software products and components. In addition, you will find technical notes and release notes
that describe new features, known issues, and last-minute updates. You can access the latest versions
of these documents from the following OpenText Product Documentation website:

https://www.microfocus.com/support/documentation

To be notified of documentation updates between releases, subscribe to Fortify Product
Announcements on the OpenText Community:

https://community.microfocus.com/cyberres/fortify/w/fortify-product-announcements

Fortify Product Feature Videos

You can find videos that highlight Fortify products and features on the Fortify Unplugged YouTube
channel:

https://www.youtube.com/c/FortifyUnplugged
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Change Log

The following table lists changes made to this document. Revisions to this document are published
between software releases only if the changes made affect product functionality.

Software Release /
Document Version Changes

23.2.0 Updated:

e Minor edits to incorporate branding changes.

22.2.0/ Updated:

May 2023
Y * Information related to downloading a certificate revocation list (CRL).

See "Installations Lacking Internet Connection" on page 77.

22.2.0 Updated:

¢ Release version and date.

21.20 Updated:

¢ |nitialization content with an example of a complete Fortify Software
Security Center URL. See "Setting Up a Fortify Software Security
Center (SSC) Connection" on page 34.

21.1.0 Updated:

¢ Release version and date.
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Chapter 1: Before You Begin

OpenText™ Fortify Weblnspect Enterprise is available in FIPS and non-FIPS compliant versions for
64-bit operating systems. This topic provides information to help you select the appropriate installer
package and to ensure that your system meets the requirements and recommendations for installing
Fortify Weblnspect Enterprise.

FIPS or Non-FIPS Compliance

Federal Information Processing Standards (FIPS) are standards developed by the U.S. federal
government for use in computer systems to ensure that all agencies adhere to the same guidelines
regarding security and communication.

Fortify Weblnspect Enterprise version 23.2.0 has two installer packages with different filenames—one
installation complies with FIPS cryptography requirements and the other does not. Make sure that
you download and use the correct installer package, based on whether your environment uses FIPS.
The user interface for the installation procedure is the same for both packages.

Fortify Weblnspect Enterprise and the OpenText™ Fortify Weblnspect sensors it uses must all be
compliant with FIPS or they must all be non-compliant.

OpenText™ Fortify Software Security Center runs on an Apache Tomcat server, which includes a FIPS
mode. When integrating Fortify Weblnspect Enterprise with Fortify Software Security Centerin a
FIPS-compliant environment, see your Apache Tomcat documentation for instructions on configuring
FIPS mode on the server.

Installation and Upgrade Options

The following table describes the installation and upgrade options for Fortify Weblnspect Enterprise.

Option Description
Integration with Fortify Integration with Fortify Software Security Center provides a way
Software Security Center to publish scans to a central repository of all static and dynamic

scans. It also provides somewhat centralized accounts, although
permissions are still managed separately, the ability to submit
scan requests, and more extensive reporting than a standalone
installation.

Standalone For new installations, you may choose not to integrate your
Fortify Weblnspect Enterprise with Fortify Software Security
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Option Description

Center.

Important! If you install Fortify Weblnspect Enterprise as
standalone, you cannot integrate with Fortify Software
Security Center at a later date. You must choose to integrate
with Fortify Software Security Center initially.

Decouple from Fortify Software = For existing installations, you may choose to decouple your

Security Center Fortify Weblnspect Enterprise from Fortify Software Security
Center. If you choose to decouple, the Initialization Wizard
provides an option to map each existing Fortify Software
Security Center account—either user account or LDAP
account—to a Windows account. Only Fortify Software Security
Center accounts that were configured with permissions in
Fortify Weblnspect Enterprise will be displayed for mapping.

Important! Decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center is permanent.
Reconnecting to Fortify Software Security Center is not
supported.

Important Considerations About Decoupling

Decoupling Fortify Weblnspect Enterprise from Fortify Software Security Center ends all links and
communication between the two systems. Before decoupling Fortify Weblnspect Enterprise from
Fortify Software Security Center, you should perform maintenance in both systems to ensure that you
are ready to decouple.

Consider the following:

¢ You will not be able to log into Fortify Weblnspect Enterprise and Fortify Software Security Center
using the same credentials.

¢ Decoupled and standalone Fortify Weblnspect Enterprise installations use Windows
Authentication.

Important! Before decoupling Fortify Weblnspect Enterprise from Fortify Software Security
Center, enable Windows Authentication as described in "Installing IIS, ASP.NET, and .NET
Framework" on page 16.

e When decoupling, you will have the opportunity to map Fortify Software Security Center users
to Fortify Windows Users for logging infto Fortify Weblnspect Enterprise.
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¢ You will not be able to publish scans to Fortify Software Security Center from Fortify Weblnspect
Enterprise.

¢ Any previous scans published to Fortify Software Security Center will remain in Fortify Software
Security Center.

¢ You will not be able to perform or see previous Scan Requests.

¢ Deleted Application Versions that have not been purged will remain in Fortify Weblnspect
Enterprise.

* Any new Applications and Application Versions that are created in Fortify Software Security Center
will not be created in Fortify Weblnspect Enterprise.

¢ Any new Applications and Application Versions that are created in Fortify Weblnspect Enterprise
will not be created in Fortify Software Security Center.

System Requirements

Before installing Fortify Weblnspect Enterprise, make sure that your systems meet the requirements
described in the Fortify Software System Requirements.

Installation Recommendation

We recommend that you do not install Fortify Weblnspect Enterprise on the same machine as Fortify
Weblnspect. Doing so may result in known issues that affect the usability of the products.

Installing or Upgrading Fortify Software Security
Center (Optional)

If you are integrating Fortify Weblnspect Enterprise with Fortify Software Security Center, then
Fortify Software Security Center version 23.2.0 must be installed and running before you install
Fortify Weblnspect Enterprise version 23.2.0. See the OpenText™ Fortify Software Security Center
User Guide for information about installing or upgrading Fortify Software Security Center to the
required version.

Important! Before making each upgrade of Fortify Weblnspect Enterprise, you must first upgrade
Fortify Software Security Center to the supported version. For more information, see "Upgrading
from Earlier Versions" on page 14.

In Fortify Software Security Center:

¢ Note the Fortify Software Security Center URL. You will need to specify it during the installation of
Fortify Weblnspect Enterprise.

¢ Creafe a general Fortify Software Security Center administrator account or make note of an
existing one. You will need to specify the user name and password of this account during the
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installation of Fortify Weblnspect Enterprise and this person will automatically become the first
Fortify Weblnspect Enterprise system administrator.

¢ Create an account in Fortify Software Security Center for the Fortify Weblnspect Enterprise
Service, give it a recognizable user name such as wie_service, and give it the role of Fortify
Weblnspect Enterprise System. This service controls the sharing of application versions with
Fortify Weblnspect Enterprise and obtains lists of completed and running scans from Fortify
Weblnspect Enterprise. You will need to specify the user name and password of this account during
the installation of Fortify Weblnspect Enterprise.

Important! Do not combine the Fortify Weblnspect Enterprise Service account with any other
role. Also, do not modify the permission of the Fortify Weblnspect Enterprise Service account in
the Fortify Weblnspect Enterprise Administration Console. Doing so may prevent new
application versions from being created in Fortify Software Security Center or cause them to be
created in the wrong Security Group.

For information about creating accounts in Fortify Software Security Center, see the OpenText™
Fortify Software Security Center User Guide. The Fortify Software documentation set contains
installation, user, and deployment guides for all Fortify Software products and components. In
addition, technical notes and release notes describe new features, known issues, and last-minute
updates. To obtain the latest versions of these documents, see the "Preface" on page 8.

About Fortify Weblnspect Enterprise SSL Certificate and Fortify
Software Security Center JRE

When Fortify Weblnspect Enterprise is integrated with Fortify Software Security Center, the Fortify
Weblnspect Enterprise SSL certificate must be in the Fortify Software Security Center trust store.
Therefore, you must import the Fortify Weblnspect Enterprise SSL certificate into the Java runtime
environment (JRE) certificate store in Fortify Software Security Center.

Importing Fortify Weblnspect Enterprise SSL Certificate

Use the following process to import the Fortify Weblnspect Enterprise SSL certificate into the JRE
certificate store in Fortify Software Security Center.

Stage Description
1 Install or upgrade Fortify Software Security Center.
2 Install or upgrade Fortify Weblnspect Enterprise. For more information, see

"Installing the Fortify Weblnspect Enterprise Server Software" on page 25.

3 Run the Fortify Weblnspect Enterprise Initialization Wizard to integrate Fortify
Weblnspect Enterprise with Fortify Software Security Center. For more
information, see "About the Initialization Wizard" on page 26 and "Setting Up a
Fortify Software Security Center (SSC) Connection" on page 34.
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Stage Description

4 Log into the Fortify Weblnspect Enterprise Web Console using a supported
version of Internet Explorer or Firefox. For more information, see Fortify
Software System Requirements.

Do one of the following to export the Fortify Weblnspect Enterprise SSL
certificate:

¢ If using Internet Explorer, export the CER encoded binary X.509 (*.CER) file.
¢ If using Firefox, export the DER encoded binary X.509 (*.DER) file.

5 Copy the Fortify Weblnspect Enterprise SSL certificate to the SSL Server
install machine.

Example C:\Program Files\Java\jre1.8.0_xxx\lib\security\WIESSL.cer (or
*.der)

6 Use the keytool utility to import the Fortify Weblnspect Enterprise SSL
certificate into the Java Store:

1. Type the following at the command prompt to access the keytool ufility:

C:\Program Files\Java\jrel.8.0 <xxx>\bin>keytool -import
-alias wie -keystore "C:\ Program Files\Java\jrel.8.0_
xxx\1lib\security\cacerts" -file "C:\Program
Files\Java\jrel.8.0 xxx\lib\security\WIESSL.cer" (or
*.der)

2. Enter the keystore password.

Note: The default password is changeit.

3. When prompted to trust this certificate, select yes.

The cerfificate is added to the keystore.

7 Restart the Tomcat server hosting Fortify Software Security Center.

Upgrading from Earlier Versions

This topic describes the options for upgrading from earlier versions of Fortify Weblnspect Enterprise.
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Upgrading from Fortify Weblnspect Enterprise 22.2.0

You can upgrade to Fortify Weblnspect Enterprise 23.2.0 directly from Fortify Weblnspect Enterprise
22.2.0, but not from any other versions of Fortify Weblnspect Enterprise. Also, see "Installing or
Upgrading Fortify Software Security Center (Optional)" on page 12.

Important! If you previously downloaded the Weblnspect Enterprise Desktop Application from
Fortify Weblnspect Enterprise 22.2.0, you must download and install the application again after
upgrading to get the 23.2.0 version.

Fortify Software Security Center Upgrade Requirements
(Optional)
If you are integrating Fortify Weblnspect Enterprise with Fortify Software Security Center, then

before making each upgrade of Fortify Weblnspect Enterprise, you must first upgrade Fortify
Software Security Center to the supported version as shown in the following table.

Before upgrading to Fortify Weblnspect First upgrade to Fortify Software Security
Enterprise version Center version

2110 21.1.0

21.2.0 21.2.0

22.2.0 22.2.0

23.2.0 23.2.0

Note: The supported versions of .NET Framework must be installed on the Fortify Weblnspect
sensor before Fortify Weblnspect is upgraded to version 23.2.0. For more information, see the
Fortify Software System Requirements.

Preparing to Install Fortify Weblnspect Enterprise

This section describes how to prepare for installing Fortify Weblnspect Enterprise by installing and
configuring the prerequisite software, creating an account for a sensor user, and ensuring secure
HTTPS operation.

If you are integrating Fortify Weblnspect Enterprise with Fortify Software Security Center, see
"Installing or Upgrading Fortify Software Security Center (Optional)" on page 12.
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Installing 1IS, ASP.NET, and .NET Framework

You must install and configure Internet Information Services (IIS), ASP.NET, and the Microsoft .NET
Framework, if applicable. The following paragraphs provide guidance for installing and configuring
these components.

Note: These instructions describe a third-party product and might not match the specific,
supported version you are using. See your product documentation for the instructions for your
version.

Note: When you select role services to add, some or all of their subordinate role services might be
automatically selected as well. Leave any automatic selections as is. If a message appears
indicating that other particular role services must also be installed, click the button to add them
and they will be automatically selected for installation.

To install 1IS and add the Web Server (lIS) server role and required role services:

1.

In the Server Manager, click Manage and then Add Roles and Features.
The Add Roles and Features Wizard appears.

2. Follow the wizard to select the installation type and destination server.

3. On the Server Roles window, do the following:

¢ Select the Web Server (lIS) check box, if it is not already selected.

¢ If you are installing a standalone or decoupled Fortify Weblnspect Enterprise, then expand the
Web Server > Security role service and select the Windows Authentication check box.

Important! If you do not select Windows Authentication, you will not be able to connect
to the Fortify Weblnspect Enterprise Manager and complete the initialization.

4. Click Next.

On the Features window under .NET Framework <version> Features, select NET Framework
<version> and ASP.NET <version>.

Note: The version of NET Framework and ASP.NET available in IIS depends on the OS
version you are using. For example, you may see .NET Framework 4.6 or .NET Framework
4.7.

Click Next.
On the Role Services window under Application Development, select ASP.NET <version>.

Click Install to install IIS with the features, roles, and role services you selected.

lIS Integrated Mode

During installation or upgrade, the Fortify Weblnspect Enterprise Manager Web Service (WIE server)
will be set up in IS using the IIS integrated mode for the application pool. This means that the Fortify
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Weblnspect Enterprise web site no longer needs to have ISAPI filters configured or ISAPI and CGI
restrictions configured in IIS. Integrated mode does not use either of these elements.

IIS Application Pool Identity

Fortify Weblnspect Enterprise no longer uses ASP.NET impersonation. Previously, ASP.NET
impersonation was used to ensure that the account that was logged onto the server had the
appropriate permissions to folders, registry keys, and encryption methods. However, Fortify
Weblnspect Enterprise now uses IIS7 and the application pool identity, which provides most of the
required permissions.

This means that ASP.NET impersonation will not be enabled in the Authentication section of the

application in lIS. The application will run with the application pool identity account, which is IIS
AppPool\WIEAppPool. We recommend that you do not change this account in IIS.

Important! The Fortify Weblnspect Enterprise server application uses the IIS application pool
identity. Because the IIS application pool is not a true Windows account, Fortify Weblnspect
Enterprise cannot use Windows authentication for the database connection. Customers must
create a SQL Server account that can be used for the database connection.

Installing SQL Server

Install a supported version of SQL Server software if it is not already installed.

We recommend that you configure the database server on a separate machine from either Fortify
Software Security Center or Fortify Weblnspect Enterprise.

Important! If you are integrating Fortify Weblnspect Enterprise with Fortify Software Security
Center, the Fortify Weblnspect Enterprise SQL Server database requires case-insensitive
collation. This is opposite the requirement for Fortify Software Security Center databases.

Creating a Sensor User
Create a local user account or an Active Directory user account in Windows, with a recognizable name

such as WIEsensor, to be used as a sensor user for Fortify Weblnspect Enterprise. Note the domain
name, the account name, and the password.

Ensuring Secure HTTPS Operation
We strongly recommend that you do the following to use HTTPS securely:

1. Completely disable SSLv2.
2. Enable TLS1.1and 1.2
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3. Disable weak ciphers, generally defined as:

¢ Ciphers having key length less than 128 bits
e NULL ciphers

¢ Ciphers that use MD5

¢ Ciphers that use anonymous key exchange

¢ Ciphers that use RC2

Using SAN or Wildcard Certificates and Non-Standard Ports in 1IS

The Fortify Weblnspect Enterprise Initialization Wizard does not overwrite certificate and port
bindings that you create in lIS. As a result, you can use SAN or wildcard certificates and non-standard
ports when configuring the Fortify Weblnspect Enterprise Manager Web Service during initialization.

To use a SAN or wildcard certificate:

¢ Configure the web site in IIS with the appropriate bindings. During initialization, Fortify Weblnspect
Enterprise will show those configured bindings and will not overwrite them.

To use a non-standard port:

¢ Configure the binding with the port in IIS. During initialization, Fortify Weblnspect Enterprise can
use this binding and port.

For more information, see "Configuring the Web Service" on page 32.

HTTP Binding Host Name

If the HTTP binding in IIS does not contain a host name, the Initialization Wizard will create the HTTP
URL using the server name. This configuration causes an issue with downloading the thin client for
Guided Scan, reporting, and scan imports.

To prevent this issue:
¢ In the Edit Site Binding dialog box in IIS, add a host name for the HTTP binding before running the

Initialization Wizard.

To correct this issue, do one of the following:
¢ In the Edit Site Binding dialog box in IIS, add a host name for the HTTP binding and re-run the
Initialization Wizard.

¢ Modify the URL directly in the database. If you update the URL directly in the database only, the
URL will revert to the server name if you run the Initialization Wizard again. To manually modify the
URL in the database:

a. Run the following commands in the WIE database, replacing the SettingValue with your host
name:
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SELECT * FROM ConfigSetting WHERE SettingName = 'WIE.HttpUrl'

UPDATE ConfigSetting SET SettingValue='http://my.host.com/wie/' WHERE
SettingName = 'WIE.HttpUrl’
b. Restart the WIE application pool for this change to take effect.

For more information, refer to your IIS and SQL Server documentation.

Using HTTPS with Guided Scan and Reports

By default, using Guided Scan or generating reports in conjunction with a self-signed certificate
requires that HTTP be enabled for Fortify Weblnspect Enterprise. However, if you use a signed
certificate, then you can manually modify the HTTP URL setting in the WIE database to use HTTPS.

Touse HTTPS:

1. Run the following commands in the WIE database:

SELECT * FROM ConfigSetting WHERE SettingName = 'WIE.HttpUrl'

UPDATE ConfigSetting SET SettingValue='https://my.host.com/wie/' WHERE
SettingName = 'WIE.HttpUrl'

2. Restart the WIE application pool for this change to take effect.

Important! The HTTP URL setting will need to be manually modified if the Initialization Wizard is
run again.

Databases in Availability Groups

If your SQL database is part of an availability group, remove it from the AlwaysOn Availability Group.
After the WIE initialization is complete, rejoin the database to the availability group.

For more information, refer to your SQL Server documentation.

Mirrored Databases

If your SQL database is mirrored, set the partner option to OFF on the master database. After the WIE
initialization is complete, perform a restore on the mirrored database and set the partner option to
ON on the master database.

For more information, refer to your SQL Server documentation.

Related Documents

This topic describes documents that provide information about Fortify software products.
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Note: You can find the Fortify Product Documentation at
https://www.microfocus.com/support/documentation. Most guides are available in both PDF and
HTML formats. Product help is available within the Fortify LIM product and the Fortify
Weblnspect products.

All Products

The following documents provide general information for all products. Unless otherwise noted, these
documents are available on the Product Documentation website.

Document / File Name Description
About Fortify Software This paper provides information about how to access
Documentation Fortify product documentation.

About_Fortify_Docs_<version>.pdf Note: This document is included only with the

product download.

Fortify Software System This document provides the details about the
Requirements environments and products supported for this version of
Fortify Software.

Fortify_Sys_Reqs_<version>.pdf

Fortify Software Release Notes This document provides an overview of the changes made
to Fortify Software for this release and important
information not included elsewhere in the product
documentation.

FortifySW_RN_<version>.pdf

What's New in Fortify Software This document describes the new features in Fortify
<version> Software products.

Fortify_Whats_New_<version>.pdf

Fortify Software Security Center

The following document provides information about Fortify Software Security Center. Unless
otherwise noted, this document is available on the Product Documentation website at
https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name Description
OpenText™ Fortify Software This document provides Fortify Software Security Center
Security Center User Guide users with detailed information about how to deploy and use
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Document / File Name Description

SSC_Guide_<version>.pdf Fortify Software Security Center. It provides all of the
information you need to acquire, install, configure, and use
Fortify Software Security Center.

It is intended for use by system and instance administrators,
database administrators (DBASs), enterprise security leads,
development team managers, and developers. Fortify
Software Security Center provides security team leads with a
high-level overview of the history and current status of a
project.

Fortify Weblnspect

The following documents provide information about Fortify Weblnspect. Unless otherwise noted,
these documents are available on the Product Documentation website at
https://www.microfocus.com/documentation/fortify-webinspect.

Document / File Name Description
OpenText™ Fortify Weblnspect This document provides an overview of Fortify
Installation Guide Weblnspect and instructions for installing Fortify

Weblnspect and activating the product license.
WI_Install_<version>.pdf P g P

OpenText™ Fortify Weblnspect User This document describes how to configure and use
Guide Fortify Weblnspect to scan and analyze Web

applications and Web services.
WI_Guide_<version>.pdf PP

Note: This document is a PDF version of the Fortify
Weblnspect help. This PDF file is provided so you
can easily print multiple topics from the help
information or read the help in PDF format. Because
this content was originally created to be viewed as
help in a web browser, some topics may not be
formatted properly. Additionally, some interactive
topics and linked content may not be present in this

PDF version.
OpenText™ Fortify Weblnspect and This document describes how to download, configure,
OAST on Docker User Guide and use Fortify Weblnspect and Fortify OAST that are
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Document / File Name

WI_Docker_Guide_<version>.pdf

OpenText™ Fortify License and
Infrastructure Manager Installation and
Usage Guide

LIM_Guide_<version>.pdf

OpenText™ Fortify Weblnspect Tools
Guide

WI_Tools_Guide_<version>.pdf
OpenText™ Fortify Weblnspect Agent
Installation and Rulepack Guide

WI_Agent_Install_<version>.pdf

Description

available as container images on the Docker platform.
The Fortify Weblnspect image is intended to be used in
automated processes as a headless sensor configured by
way of the command line interface (CLI) or the
application programming interface (API). It can also be
run as a Fortify ScanCentral DAST sensor and used in
conjunction with Fortify Software Security Center.
Fortify OAST is an out-of-band application security
testing (OAST) server that provides DNS service for the
detection of OAST vulnerabilities.

This document describes how to install, configure, and
use the Fortify License and Infrastructure Manager
(LIM), which is available for installation on a local
Windows server and as a container image on the Docker
platform.

This document describes how to use the Fortify
Weblnspect diagnostic and penetration testing tools and
configuration utilities packaged with Fortify Weblnspect
and Fortify Weblnspect Enterprise.

This document describes how to install the OpenText™
Fortify Weblnspect Agent and describes the detection
capabilities of the Fortify Weblnspect Agent Rulepack
Kit. Fortify Weblnspect Agent Rulepack Kit runs atop the
Fortify Weblnspect Agent, allowing it to monitor your
code for software security vulnerabilities as it runs.
Fortify Weblnspect Agent Rulepack Kit provides the
runfime technology to help connect your dynamic
results to your static ones.
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Fortify Weblnspect Enterprise

The following documents provide information about Fortify Weblnspect Enterprise. Unless otherwise
noted, these documents are available on the Product Documentation website at
https://www.microfocus.com/documentation/fortify-webinspect-enterprise.

Document / File Name

OpenText™ Fortify Weblnspect
Enterprise Installation and
Implementation Guide

WIE_Install_<version>.pdf

OpenText™ Fortify Weblnspect
Enterprise User Guide

WIE_Guide_<version>.pdf

OpenText™ Fortify Weblnspect
Tools Guide

WI_Tools_Guide_<version>.pdf

Description

This document provides an overview of Fortify Weblnspect
Enterprise and instructions for installing Fortify Weblnspect
Enterprise, integrating it with Fortify Software Security
Center and Fortify Weblnspect, and troubleshooting the
installation. It also describes how to configure the
components of the Fortify Weblnspect Enterprise system,
which include the Fortify Weblnspect Enterprise application,
database, sensors, and users.

This document describes how to use Fortify Weblnspect
Enterprise to manage a distributed network of Fortify
Weblnspect sensors to scan and analyz