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Preface

GroupWise Forensics powered by Reveal version 18.

About This Guide

This GroupWise Forensics Installation and User Guide helps you integrate this software into your
existing GroupWise system.

Audience

This manual is intended for IT administrators in their use of GroupWise Forensics or anyone wanting
to learn more about GroupWise Forensics. It includes installation instructions and feature
descriptions. This guide expects you to have knowledge about your GroupWise system.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation.

Additional Documentation

Online documentation can be found on the Micro Focus (https://www.microfocus.com/products/)
website.

Knowledge Base articles can be found on the Micro Focus Knowledge Base (https://
www.microfocus.com/support-and-services/knowledge-base/) website.

Technical Support

If you have a technical support question, please consult the Micro Focus Technical Support at our
website (https://www.microfocus.com/support-and-services/) and enter Retain Unified Archiving.
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Sales

Micro Focus contact information and office locations: www.microfocus.com (http://
www.microfocus.com)

To contact a Micro Focus sales team member, please e-mail info@gwava.com
(mailto:info@gwava.com) or call 866-GO-GWAVA ((866) 464-9282), or +1 (514) 639-4850 in North
America.

Professional Services

There are certain activities, for example large data migrations, that you may contract with Micro
Focus Professional Services with to do for you.

North America: sales@microfocus.com (sales@microfocus.com) or call (877) 772-4450.

About Micro Focus

Micro Focus is the world's largest infrastructure software company. Micro Focus a pure play software
company with a portfolio that spans IT operations, security, information management, big data
analytics, cloud, open source and development. Micro Focus focuses on creating world-class
software that brings long-term value to our customers. To provide that long-term value Micro Focus
does not shut down products, even when there are similar products in the subcategory, because
that serves the long-term needs of the customer.

Copyright Notice

The content of this manual is for informational use only and may change without notice. Micro Focus
assumes no responsibility or liability for any errors or inaccuracies that may appear in this
documentation.

© 2018 GWAVA Inc., a Micro Focus company. All rights reserved.

Micro Focus, Retain, the Retain logo, GWAVA, and GroupWise, among others, are trademarks or
registered trademarks of Micro Focus or its subsidiaries or affiliated companies in the United
Kingdom, United States and other countries. All other marks are the property of their respective
owners.
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GroupWise Forensics Installation and User
Guide

This section includes the following topics:

+ “Introduction” on page 7

¢ “Product Overview” on page 7

+ “About GroupWise Forensics” on page 8
+ “Licensing” on page 8

+ “Features” on page 8

+ “Micro Focus Collaboration Products” on page 8

Introduction

GroupWise Forensics (GWF) powered by Reveal allows authorized users to review the contents of
any employee' mailbox, search for messages based on key words or content and retrieve these
messages from GroupWise while maintaining the security of the system and leaving no hint to the
mailbox owner that their e-mail accounts have been inspected for policy compliance.

GroupWise Forensics provides protection from information leaks, misuse of company e-mail, and
legal liability.

GroupWise Forensics ensures that executives are able to accurately evaluate e-mail activity so they
can properly enforce policy and procedure.

Product Overview

From a MS Windows workstation connected to the GroupWise system, GroupWise Forensics shows
the executive any employee’s live mailbox without the need for IT staff assistance. Authorized
executives to review the contents of any employee’s mailbox, search for messages based on key
words or content and retrieve these messages from GroupWise.

Live Confidential e-mail Inspection For legal, human resources and compliance auditors, GroupWise
Forensics provides the ability to maintain oversight to all e-mail communications within Micro Focus
GroupWise. GroupWise Forensics monitors and scans all e-mail. This provides protection from
information leaks, misuse of company e-mail, and legal liability. Executives can view live mailbox
activity of individual users, and easily monitor company-wide e-mail communication.

Confidential e-mail investigations GroupWise Forensics show authorized users the exact same
mailbox that the user sees without any modification by an outside source.

Retrieve e-mail for evidentiary review GroupWise Forensics can export e-mail into a wide range of
formats for evidentiary review and assessment by your legal team including HTML, CSV, and XLS.

GroupWise Forensics Installation and User Guide



About GroupWise Forensics

GroupWise Forensics is an e-mail auditing solution for Micro Focus GroupWise® that provides a
quick, safe and immediate access to a company’s GroupWise® system so executives can review e-
mail use for best practices and security.

Licensing

GroupWise Forensics is licensed per user. A license is required for GW Forensics to function. See your
sales rep for an evaluation license.

Features

+ Confidential e-mail Inspection

+ Mailbox content review

+ Designed for auditors and legal staff

+ Search employee mail

+ Print and export employee e-mail

+ Confidential process - No modifications are made to the mailbox
+ Complete logging for review of auditing activities

+ Supports full search capabilities of GroupWise

+ View employee proxy settings

+ View, export, and print employee address book

+ View, export, and print employee calendar

Micro Focus Collaboration Products

+ Micro Focus Secure Gateway is a message scanning product that protects your system from
malware and spam.

¢ Retain is an archive storage product that is designed to keep messages from GroupWise,
Exchange/0365, GMail, Blackberry, Bloomberg, Notes, mobile, social and other messaging
platforms for the long term to meet data retention legal requirements and has powerful search
capabilities for eDiscovery.

+ GroupWise Disaster Recovery powered by Reload for GroupWise is a hot-backup and disaster
recovery product for GroupWise. It keeps a few weeks of data and can easily restore messages,
calendar items, address books, and even whole users. It can also act as a fully functional Post
Office in times when the GroupWise POA is down. Now includes Blueprint for extracting
important business intelligence data from your GroupWise message store by performing in-
depth analysis on your Reload backups.

+ GroupWise Reporting & Monitoring powered by Redline is a comprehensive, customizable,
monitoring and reporting tool for GroupWise.

GroupWise Forensics Installation and User Guide



+ GroupWise Forensics powered by Reveal provides essential auditing and oversight capabilities
that legal, human resources, and auditing personnel need within GroupWise.

+ GroupWise Mailbox Management powered by Vertigo is the Enterprise Mailbox Management
tool for GroupWise.

GroupWise Disaster Recovery

Secure GroupWise Monitoring and Reporting
Messaging __
Gateway ' GroupWise Mailbox Management

GroupWise Forensics

Retain Unified Archiving

GroupWise Forensics Installation and User Guide 9
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2 System Requirements

This section includes the minimum system requirements.

Minimum System Requirements

+ GroupWise 2014 or later.

+ Network access to your GroupWise system.

+ 256 MB RAM.

+ 10 MB hard drive space.

+ Microsoft Windows 7, 8.x, or 10.

+ GroupWise Windows Client 2014 or later.

+ .NET framework 3.5 or later.

+ GW Forensics must be configured as a Trusted Application within GroupWise.

+ To export into Excel or Word formats, those Microsoft products must be installed.

System Requirements 11
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Installing GroupWise Forensics

GroupWise Forensics (GWF) installs on your Windows desktop with GroupWise Windows Client

installed connecting to a GroupWise e-mail system.

Launch the GWF set up executable. The first screen is informational: click Next to begin. The
executable runs a script to ensure its install wizard is configured correctly. Click Next.

ﬁ GroupWise Forensics 18.0 Setup — *

Welcome to the GroupWise Forensics

@ 18.0 Setup Wizard

The Setup Wizard will install GroupWise Forensics 18.0 on

GrOUpWise. your computer, Click Mext to continue ar Cancel to exit the

Setup Wizard.

Forensics

See the following topics to continue with the wizard:

+ “License” on page 13

+ “Destination Folder” on page 14

+ “What’s Next?” on page 16

¢ “Upgrading from a previous version” on page 16

+ “Uninstalling GroupWise Forensics” on page 17

License

GroupWise Forensics is commercial software and licenses for its operation must be purchased from

GWAVA. Please read the license agreement and click to agree to the terms to continue. Click Next

when ready.

Clicking Back or Cancel will leave your computer unchanged.

Installing GroupWise Forensics
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j%] GroupWise Forensics 18.0 Setup — *

End-User License Agreement

Please read the following license agreement carefully

Micro Focus. "
End User License Agreement {“EULA™)

THE FOLLOWIMG COMNSTITUTES THE END USER LICEMSE AGREEMEMT THAT IS
ATTACHED TQ THE SOFTWARE THAT YOU ARE ABOUT TO DOWMNLOAD,

BEFORE CLICKING THE “ACCEPT™BUTTON OR USING THE SOFTWARE, PLEASE READ
THE FOREGOING TERMS AMD COMDITIONS CAREFLULLY. BY CLICKING ACCEPT, YOU
WILL BE DEEMED, FOR ALL LEGAL PURPOSES, TO HAVE READ, UNDERSTCOOD AMD
ACCEPTED, UMCOMDITIOMALLY AMD WITHOUT QUALIFICATIOM, THE TERMS SET
OLT HEREIN AMD YOU WILL BE SIGMIFYING YOUR LAWFUL AND BIMDING COMSEMT
TO BE BOUND THEREBY.

CLICKING OM ACCEPT AND/OR THE USE OF THE SOFTWARE WILL COMPLETE AMD

;I accept the terms in the License Agreementt

Print Back Cancel

Destination Folder

The next screen is used to select where on your workstation GroupWise Forensics will be installed.
The default location is

C\Program Files (x86)\M cro Focus\ GroupW se Forensics 18.0

However, another location can be chosen. Regardless, a shortcut to GroupWise Forensics will be
placed on your desktop

Clicking Back or Cancel will leave your computer unchanged.

14 Installing GroupWise Forensics



ﬁ GroupWise Forensics 18.0 Setup — x

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install GroupWise Forensics 18.0 to:

|C: \Program Files (x86)\Micro Focus\GroupWise Forensics 18.0%

Change...

The Install Wizard is now ready to create your GroupWise Forensics folder. Click Install to place a
copy of the GroupWise Forensics software on your workstation. Clicking Back or Cancel will leave
your computer unchanged.

ﬁ GroupWise Forensics 18.0 Setup - >

Ready to install GroupWise Forensics 18.0

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

sk A ] | cance

The wizard will install GroupWise Forensics. Click Finish to close the installer. You can also enable the
Launch GWAVA GroupWise Forensics check box to launch the software immediately.

Installing GroupWise Forensics 15



ﬁ GroupWise Forensics 18,0 Setup — *

Completed the GroupWise Forensics 18.0

@ Setup Wizard

Click the Finish button to exit the Setup Wizard.

GroupWise.,

Forensics

Back Cancel

What’s Next?

The software has been installed, but now it needs to be configured. This is a matter of letting
GroupWise Forensics know where your GroupWise mail system keeps its files. Make sure to copy the
license file to the program location or GroupWise Forensics will not function.

1. Install the License file “GroupWise Forensics Licensing” on page 16.

2. Connect GW Forensics to GroupWise. Chapter 4, “Connecting to the GroupWise System,” on
page 19

GroupWise Forensics Licensing

For GroupWise Forensics to function correctly, the license file, (“license.pem”), must be copied into
the program install directory prior to program use. By default this is located at:

C\Program Files (x86)\M cro Focus\ G oupW se Forensics 18.0

Always keep a copy of your program license for archive and backup use. The license must not be
renamed, and must be named: | i cense. pem

Upgrading from a previous version

The GroupWise Forensics Installer also contains an updater for upgrading older versions of
GroupWise Forensics.

Launch the installer. If the installer has a version of GroupWise Forensics that is newer than is
installed, a dialogue box will be presented asking whether an upgrade should be applied. Click Yes to
continue.
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Click Next to apply the update and Finish when complete.

ﬂ GroupWise Forensics 18.0 Setup — >

Welcome to the GroupWise Forensics

@ 18.0 Setup Wizard

The Setup Wizard allows you to change the way GroupWise
Forensics 18.0 features are installed on your computer or to

GroupW|Se. remove it from your computer, Click Mext to continue or

Cancel to exit the Setup Wizard.

Forensics

The Installer also has the ability to modify an installation by selectively applying new features. Run
the installer. Select Modify and the specific features required, and then click Next and Install.

Do not forget to install the new license.

Uninstalling GroupWise Forensics

Removing GroupWise Forensics is a straightforward, entirely automated process.

Launch the GroupWise Forensics set up executable. Click Remove, and then click Next.

Installing GroupWise Forensics 17



ﬂ GroupWise Forensics 18.0 Setup — *

Change, repair, or remove installation

Select the operation you wish to perform.

Change
GroupWise Forensics 18.0 has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remowve

Removes GroupWise Forensics 18,0 from your computer,

Back Mext Cancel

You will be asked to confirm the removal. If you wish to proceed, click Remove. If not, click Cancel to
leave your GroupWise Forensics installation untouched.

ﬂ GroupWise Forensics 18.0 Setup — *

Ready to remove GroupWise Forensics 18.0

Click Remove to remove GroupWise Forensics 18.0 from your computer. Click Back to
review or change any of your installation settings. Click Cancel to exit the wizard.

The installer will then remove the program from your computer. Once this has been accomplished,
click Finish.

18 Installing GroupWise Forensics



Connecting to the GroupWise System

Connecting for the first time successfully involves nothing more than pointing GroupWise Forensics
at the database where GroupWise mail is stored on your network.

Select the Connect to GroupWise system button.

@ GroupWise Forensics

File Execute Settings

&

Connect to GW system

The domains and post offices you wish to view must be set to visible in GroupWise Administration.

A screen will be presented asking you to provide appropriate credentials, including a Trusted
Application Key.

Connecting to the GroupWise System
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. GroupWise Forensics

‘Your rights to the GroupWise domain directory enable you to:
(@) Retrieve all objects from the 'live’ GroupWise system and (re)oreate the cache file for other users.

(O Retrieve all objects from the cache file,

Continue with the following steps:

1. Log into the Desired GroupWise System

2. Provide GroupWise Administration Credentials
3. Provide Trusted Application Credentials

4. Decide How to Retrieve the GroupWise Objects

If you want to also configure Auditing, see GroupWise Forensics Auditing.

Connecting to the GroupWise System

Step 1: Log in to the desired GroupWise system 9/}
It seems that GroupWise is already running and that you are logged in. This doesn't necessarily mean that you are
logged in to the desired GroupWise system.
Select the account you want to use; User ID: testl
(®) Use current logged in account Password:
(TJUse other login credentials Address: 151.155.211.130
Port: 1677
Step 2: Provide GroupWise Administration Credentials @)
Administration URL: (https: {{myGWserver.com:3710)
|hth:ls:H151. 155,211.130:9710
Administrative User: Password:
|admir‘| | ||uuulu|
Step 3: Provide Trusted Application Credentials @)
Trusted Application Mame:
|GWForensics
Trusted Application Key:
|................................................................
Step 4: Decide how to retrieve the GroupWise objects @)




1. Log into the Desired GroupWise System

In order to connect to the GroupWise system, you must have access to the GroupWise domain
database, either through the local machine or over the network.

You may use the credentials of the currently logged in GroupWise Client user or you may login with
other credentials, that must include the User ID, password, IP address or Hostname of the
GroupWise server, and the POA Client/Server Internal Port (default: 1677).

If you are already signed-on with a GroupWise client, then you may use the current account.
Otherwise you will have to provide credentials.

2. Provide GroupWise Administration Credentials

Enter the GroupWise Administration Credentials.

+ The GroupWise Administration URL in the form https://GWServer IP Address or
Hostname:Admin Port. For example: https://gwsrv.example.com:9710.

+ A user ID with administrator privileges.

¢ The password.

3. Provide Trusted Application Credentials

Provide the Trusted Application Credentials.
From GroupWise Administration | System | Trusted Applications

+ Copy the case-sensitive Trusted Application Name.

+ Copy the Trusted Application Key.

4. Decide How to Retrieve the GroupWise Objects

There are two options:

“Retrieve all objects from the ‘live’ GroupWise system and (re)create the cache file for other users.”
will download all current data and update the local GW Forensics cache with new or updated data.
This is the recommended configuration.

“Retrieve all objects from the cache file.” will use the locally cached GW Forensics data. This may not
be up to date compared to the live system. It is recommended to connect to the live system often to
update the data. The cache file is stored in the application directory in the file gwsystem.xml.

Default Password

You will be asked for your case-sensitive GroupWise Forensics password. For new installations, your
default administrator password is GWAVA (all capitals).

Connecting to the GroupWise System 21
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[ Legin b4

Type password: [N

Login

This completes the installation and first run requirements. The network—and users in it—will now
appear in the left-hand pane. You can now use GroupWise Forensics.

REMEMBER to change the default password!

After logging-into GroupWise Forensics for the first time, select Administrator | Change password
from the program menu to change the GroupWise Forensics system password.

|72) Change password >

Current password:

Type new password:

Confirm new password:

oK Cancel

GroupWise Forensics Auditing

If auditing has not been previously setup, such as when setting up GWF for the first time an error will
be shown stating that auditing configuration has empty or invalid values and then it will be opening
the auditing dialog.

If previously setup, this configuration may be accessed through the program menu Administrator |
Auditing.

GroupWise Forensics Auditing keep logs and track of which users connect to the system, and which
operations were performed, at which time. Auditing can be performed by simple text file, or
GroupWise Forensics may integrate with GroupWise Reporting and Monitoring.

Connecting to the GroupWise System



a=x GroupWise Forensics

"= Configure auditing

u GroupWise Forensics will not work without proper auditing. This, to enforce existing business and legal policies.

Decide which auditing method to use

) Use GW Reporting & Monitoring for auditing. If it becomes unavailable, auto-fallback to textfile auditing.
(") Use GW Reporting & Manitoring for auditing. If it becomes unavailable, shutdown GroupWise Forensics,
(®) se simple textfile auditing only,

HMote: If no auditing is possible, GroupWise Forensics will shutdown immediately!

Configure GW Reporting & Monitoring (Redline) auditing settings

Server port 5900

4 F 4 F

erver timeout (ms) 300

Configure textfile auditing settings

Auditing directory: |C:‘l,IJSErs\ﬂdmin\Deskb::p\,GWFAudiﬂ_ogs |m

Maximurm logfile size (kh): 1024
Minimum free disk space (MB):

Mote: Make sure users have read/write access to the chosen auditing directory.

4 F 4 F

0K Cancel

Select the desired method and enter the required information.

GroupWise Reporting and Monitoring Setup

GroupWise Forensics can send the auditing logs to GroupWise Reporting and Monitoring.

To configure GroupWise Reporting and Monitoring auditing:

1. Enterinthe IP address of the GW Reporting and Monitoring server, and the server port (default

listening port 6900).

2. The timeout can be increased (default 300 ms) if the connection between the Forensics server

and the GW Reporting and Monitoring server is across a slow connection.

3. Enter in the case sensitive Registration name and code in the field. The registration name and
code can be found in the GroupWise Reporting and Monitoring interface under Configure |

Control Center | License.

Connecting to the GroupWise System



4. Alternatively, the ricenter.conf file can be copied from the GroupWise Reporting and
Monitoring Server (Linux: /opt/beginfinite/redline/conf) - Windows: C:\Program
Files\Beginfinite\redline\conf) and uploaded into the auditing section in GroupWise Forensics.

5. Select OK to continue.

Textfile Auditing Setup

GWEF can keep an auditing text file locally.

1. Enter or browse to the directory to save the file in.
2. Set the maximum log file size (kilobytes). Default: 1024.

3. Set the minimum amount of free disk space (megabytes) required for the log file to be written
to. Default: 10.

4. Select OK to continue.

24 Connecting to the GroupWise System



5 The Menu System

This section explains how to use the GroupWise Forensics interface.

+ “Using GroupWise Forensics” on page 25
+ “The Menu System” on page 26
+ “GroupWise Forensics Rights” on page 27

Using GroupWise Forensics

From this interface, executives can examine their users’ mailboxes instantly.
The toolbar and menu system provide easy access to program functions.

GroupWise Forensics (GWF) is organized with users to the left, and information to the right. To open
a user’s account, double-click on the desired user. Single clicking will only select, while double-
clicking opens an item, mailbox, folder, or user. All columns in the information window can be set as
filters to sort data. GWF also displays the active user and auditing file or method directly on the
bottom of the interface.

The Menu System 25



.' GroupWise Forensics

File Execute Settings Administrator Help

(@) Group\WiseSystem
%) MyDomain

VE]?PO

freyia (Freyja Allmother)

Frigg (Frigg )

Fryr (Fryr )

Heimdallr (Heimdallr )

Iounn (Tounn )

loki {Loki )

Njoror (Mjoror )

Qdin (Odin Allfather)

Sif (Sif )

skaoi (Skaoi )

Shipnir (Slipnir Lokison)
)

> ﬂ Proxy-rights (1)
- =y Mailbox (412)
- A% sentItems (1)
= calendar (0)
5> ] Documents (0)
- T checkist (0)
[ work In Progress (0)
[} cabinet (0)
F Trash (@
test1 (Test One)

. & thor (Thor Odinson) —

/

Logged into
GW system

Baldr (Baldr ) )

User account list

Toolbar

Active user account

Auditing method or file

Logged in as Test Zero el

-.ﬂlud'rt'm q to textfile C:\Users\admin'\Desktop\GWFAuditLogs\REV-AUDIT-20180803-test0. TXT

The Menu System

*

*

*

File

+ Close

Execute

¢ Connect to GW system

+ Search messages

Settings

+ Create logfile

Administrator

¢ Change password
+ Auditing
+ Rights

26 The Menu System




+ Help
+ About GroupWise Forensics
+ GroupWise Forensics on the web (links to microfocus.com)

+ License info

Create Log File

The debuglog.txt file is useful in diagnosing GWF’s behavior and improving performance. It is stored
in the GWF program directory.

About

This informational screen presents information about your GWF installation. It is useful for
determining which build version is in use and other general debugging requirements.

GroupWise Forensics Rights

User Specific Rights

GWEF allows different users to be setup with specific rights to different accounts and domains. By
default, users will have the same rights to accounts as they do in the GroupWise system. For
Administrators, those rights will be global. All other users will only have the rights that have
previously been granted, or which are granted in this system.

The Menu System 27



Rights Editor

GWAVA Reveal - Rights editor

GWAVA Reveal rights editor

plication & tog | auditors.
Global nghts
Here you can define the global rights of Reveal These global rights are then applied to @ = Make the object visible to the selected auditor
every Reveal auditor, You can set the vigbility of an object to either visible or invisible, o ]
Pleaze keep in mind that if you hide an object for the auditor, all objects below it will be @ = Make the object invisible to the selected suditor

hidden too. For example, if you hide a postoffice, all subzequent uzerz of thiz postoffice
will be hidden too.

Status info = g} bitterspstem
=0 @ dom

Local zettings file used:

C:AProgram FileshGWwakitAGwithit Revealheettings.ini =2 @ po
(" ] 3 admin (admin - administratar)
Primary domain location: @ 3 chriz [chriz chrig)
W192.168.1.10% maildom’ ] a david [ david]
[* ] a frank, [ frank]
Cache file used: @ 3 james [ james)
44192.168.1.105 maildomgwsysterm. sl o 8 lindylindy]
@ 3 tom [ tam]

Rights file uged:
%4192 168.1.105\maildombuzermights. ini

There are two sections to the GWF rights which may be modified, Global and Personal rights.

The Global rights menu modifies the rights to the entire system. Global rights do not override any
personal rights which have been previously set.

Personal rights allow individual rights to be set for each selected user to allow or deny access to
specific accounts.

GWAVA Reveal - Rights editor

Select an auditor below and defing its rights in the treeview at the right. The given rights @ = Make the object vizible ta the selzcted auditor
determine if a certain object will be vizsible to the auditor ar not. Pleaze keep in mind

that if you hide an object for the suditr. all objects below it wil be hidden too, Far & = Object wil be visible dependant on the glabal rights
E‘i?sn;ﬂgi [llfgﬁ: orldeijepgféobgcﬁéhﬂlSumequent ugers of thiz postoffice will be hidden. © - Make the hjsct invisible to the selected auditar
B--m bittersystem B--m bittersystem
=@ dom = o ® dm
=6 po

admin [admin  administrator]

aﬂ chiiz [chriz chrig) chiiz [chriz chrig]

a david [ david) david [ dawid)

3 frank. [ frank] frank. [ frank]

a james [ james] james [ james)
; a lidy [ lindy) lindly [ lindy)
a tarn [ tom) tom [ tam)
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ONLY the selected user’s rights will be modified. To modify a user’s rights, you must first select the
desired user.

To modify rights for either Global or Personal, the item or user which rights are to be granted for
must be modified. On mouse-over, a down arrow appears next to each user. Select the down-arrow
and then select the setting desired. (Hidden, dependent on global rights, or shown.)

= "a‘ bittersystenm
=2 & dom
S0 6 po

3 admin [admin adminiztrator)
5] 3 chiriz [chriz chrig)

8 david [ david)

@ |8 frark [ frank)]

NOTE: Auditing and admin rights also depend on the rights of the logged-in account. For an auditor
to have rights to see other account’s mailboxes, their client login must have read and file scan rights
to the primary domain. Limited rights auditors logged in using the admin account will be able to
change their own rights within GWF.

Editing the Rights File

User rights can also be changed in the userrights.ini file found in the program directory. See the file
userrightssample.ini for an example user rights file.

Rights are assigned on a per user basis. The user is specified by the user name in square brackets
[ user name] . Rights can also be granted to all users [ al | user s] . Rights granted to specific users
will override ‘all user’ settings.

Specify a GroupWise domain or post office by specifying its name in the file under the user. For
example: gwdonme or gwpo=

To show all domains and post offices use show al | =

Aright is enabled with a 1 to make an item visible and disabled with a 0 to make an item invisible to
the user.

A user can be set to have their GWF right expire on a certain date by using the expi r e= command.
Format: Month/Day/Year.

For example, user Roel has been given GWF rights to the gwdom domain until 30 April 2006. Roel’s
section of the userrights.ini file would look like:

[roel]
gwdonrl
expi re=04/ 30/ 2006
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Finding Users

To examine a specific user’s mail account, select the user from the list of accounts.

@ GroupWise Forensics - O >

File Execute Settings Administrator Help

—\._, —'l-
Q Q £ [ 3 &
"/ system  Connect to GW DR Search messages Export messages Print messages Print setup Proxy report
testd (Test Zero)

Find a user: | <type here> Find | [From |subiect Date |Owner |Source |Folderm |

Refresh mailbox of selected user

v m GroupWiseSystem
¥ E} MyDomain
v § PO
Baldr (Baldr )
freyia (Freyia Almother)
Frigg {Frigg }
Fryr (Fryr)
Heimdallr (Heimdallr )
Tounn (Tounn )
loki (Loki )
Mjoror (Mjoror )
Odin (Odin Allfather)
Sif (Sif )
skaoi (Skaoi )
Slipnir (Slipnir Lokison)

W

& addresshocks (3)
3 Proxy-rights (1)
- mmy Mailbox (4132)
i &% sent Items (1)
B calendar [()]
.="] Documents {0)
i W checkist (0)
l':.'? Worlk In Progress {0)
D Cabinet (0)
L Trash ()

3 testl (Test One)

thar (Ther Odinson)

e

Logaed in as Test Zero Auditing to textfile C\Users\admin\Desktop\ GWFRAUditLogs\REV-AUDIT-20180803-testD. TXT

To locate a user, use the Find a user field. Enter a name and click the Find button.

NOTE: The Find field only locates users from the list, it does not search for content.
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Find a user: |frig Find

Refresh mailbox of selected user

hd m GroupWiseSystem
~ nj MyDomain

v § PO
Baldr (Baldr )
frevia (Freyia Allmother)

i 4m Fryr (Fryr)
Heimdallr (Heimdallr

Contacts and Calendars

Once GroupWise Forensics connects to a user mailbox, access is gained to that user’s address book
and calendar data.

&7 Addresshook — O X

test0 (Test Zero) - Frequent Contacts

Name E-Mail Type |E-Mail Address Comments |CreateDate LastModificationDate User ID | Callback Phone Number |Generation |First Mame |Government ID | Office Phone Mumber |Home|

Test One | test1@SF.DOC.MF.NET 01/30/2018 01:32:27pm  01/30/201801:32:27 pm testi Test

< >

Mumber of addresses: 1

~ ! test0 (Test Zero)
ddressbooks (3)
GroupWise Address Book ..
f E Freguent Contacts (1)

1 ﬁ Test Zero (0)

> s Proxy-rights (1)
% Mailbox {412)

test0 (Test Zero) Calendar (2)
Find a user: |<type herex Find From Subiect Date " Owner _|Source |Folder ID

Refresh maibox of selected user 3] Test Zero  Product A release  2018/08/03 9:45:05 AM  test0 Online  5B642421.MyDomain.PO. 100.
[45] Test Zero Lunch 1-1 2018/08/03 %:4413 AM  testD Crline  5B6423ED.MyDomain.PO. 100,

w m GroupWWiseSystem
v E} MyDomain
v & PO
Baldr (Baldr )
freyja (Freyia Almother)
Friga (Frigg )
Fryr (Fryr )
Heimdallr (Heimdallr )
Tounn {Iounn )
loki (Loki )
Mjorar (Mjoror )
Odin (Odin Allfather)
Sif (5if )
skaoi (Skaoi )
Slipnir (Slipnir Lokison)
w test0 (Test Zero)
Il Addressbooks (3)
> @ Proxy-ights (1)
: = Mailbox (412)
A% sent Items (1)

W

> 1] Documents (0)

32 Finding Users



7 Searching Messages

The Search messages button presents the content searching tools window.

Q

Search messages

From this screen, administrators can search for any content, attachment or element of any e-mail.

+ Run, load and save searches

+ Users

+ Subject

+ Message text

+ Any field (any key words in any location)
+ Sender

+ Recipients

+ Attachments

+ Size

+ Date Range

Search criteria is accessed from the toolbar on the left, organized under categories. To modify a
category, select the desired category then add, remove, or define the desired criteria.

7 Search messages — O X
£ p
Export messages Print messages

From |To |Subject |Date |Status |Attachments |Folder |Owner |MessagelD |Size |Source

From this screen, you can search all mailboxes for
specific content.

To use this functionality, specify the search criteria in the
tabs below, (select user-maiboxes to search in, spedfy text
to search for etc.) and dick on Execute search'. Optionally,
you can save the created eriteria for later use.

(5 Open Search Criteria > Execute Search!
i, save Search Criteria

4, Clear Search Criteria

€3 Users

| Subject

] Message text

¢ Any figd

43 Sender

-] Recpient(s)

B Attachments

) Size

% Date range
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To perform a search, fill out the desired criteria and click the Execute Search button.

For example, to search for a message that contains the phrase “strong defense”. Select Subject,
choose Keyword(s) in list, click on Edit this keyword list, select add keyword.

e —

(1 any keyword
(®) Keyword(s) in list:

strong defense

For this keyword list do:
(C)Find ALL keywords (®) Find ANY keyword

| Edit this keyword it I

Select all
o Deselect all

)—} Run, load and save searches!
Edit keyword

83 Users Add keyword
Remowve keyword

| :
Save keyword list

] Message text Load keyword list
Add list to keyword

¢ Any field T

From the Run, load and save searches! panel select Execute Search!

Run, load and save searches!

From this screen, you can search all mailboxes for
specific content.

To use this functionality, specify the search criteria in the
tabs below, (select user-mailboxes to search in, specfy text
to search for etc.) and dick on 'Execute search’. Optionally,
you can save the created criteria for later use,

[ OpenSearchCriteria | [P Execute Search!

‘ & Save Search Criteria ‘
4 Gea searchcreri,
=

ﬁ Users

The search window will appear and require the user to select the Start button. Searches on large
mailboxes may take some time. Select the Start button to continue.
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=1 Search h:4

User:
Scanning mailbos:

Number of messages in current mailbox: Skip this mailbox

Humber of results in current mailbox:

Progress current mailbox: |

Overall:
Total number of messages scanned so far:
Total number of results so far:

overal progress: |

[Jkeep existing results Click 'Start' to search Start Close

When the search has completed, you the search window will display the total number of messages
searched and loaded. Click the Close button to continue to the search results.

=7 Search >

User:
Scanning mailboxc thor (Thor Odinson)

Number of messages in current mailboxz 0 Skip this mailbox
Mumber of results in current mailbox: 0

Progress current mailbox ]

Overall:
Total number of messages scanned so far: 770
Total number of results so far: 2

overal progress: ——

[Nkeep existing results Ready Start Close

If the search results are excessive, specify more restrictive criteria.

The column titles are clickable and can be used to sort your messages.

Subject I

The directional triangle indicates the sorting direction of the active column. For example, you can
sort by Date.

From [To | subject [Date © |status_|Attachments |Folder | Owner MessagelD
<ModoHugo@Notre-Dame.org  <testD@SF.DOC.MF.MET = A siege will rack the strong 2018/08/01 1:00:01 PM 4 Mailbox  testD (Test Zero) 5B61AEDO.M
<Susan-Asimov @positronic.co  <test1@SF.DOC.MF.MET = A siege will rack the strong 2018/06/21 9:22:04 AM 4 Mailbox  testl (Test One) SB2BFOCF.MyD

Click on a mail message to read or export. Note that for any message attachments, the attachments
still require their programs. For example, to read a Microsoft Word document that was attached to a
mail message, you must have Word installed.

Searching Messages 35



] Open message
b4 3 £ . i [ 3
i Y Text

Close Forward

<ModoHugo @Motre-Dame.org >
<test0@SF.DOC.MF.MET =

<testDi@sf134.sf doc.mf.net =

& siege will crack the strong defense. 21385 Wed Aug 1 13:00:01MD
8/1/2013 1:00:01 PM

Mo, nol The adventures first,’ said the Gryphon in an impatient tone: ‘explanations take such a dreadful time." So
Alice began teling them her adventures from the time when she first saw the White Rabbit. She was a litle
nervous about it just at first, the two creatures got so dose to her, one on each side, and opened their eyes and
mouths so VERY wide, but she gained courage as she went on. Her listeners were perfectly guiet till she got to t

- F Ll e i F
E] _j s E _j
sendfile.csv  htmlutfafie... qopostal.sh halo_pano_... Mime.322

Search Criteria

This feature lets GWF administrators save often used searches. GWF has several default searches

installed as examples.

i == Open search criteria I

The Open Search Criteria button presents a new window with search scripts for your selection.
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Run, load and save searches!

From this screen, you can search all mailboxes for
specific content.

To use this functionality, specfy the search criteria in the
tabs below, (select user-mailboxes to search in, specify text
to search for etc.) and dick on ‘Execute search’. Optionally,
you can save the created criteria for later use,

|7 Open Search Criteria b Execute Search!

& Save Search Criteria

& Clear Search Criteria |

ﬂ Users

| subject

d Message text

<% Any field

f;g“ Sender

| Recipient(s)

B attachments

2 size

_33 Date range

The default example searches are:

*

Default — Empty (any search criteria)

+ Date Range —1-5-2005 and 1-10-2005

+ Too Big — All mail larger than 2 MB

+ Unwanted attachments — All mail with non business-related attachments like mp3 and avi

+ Unwanted senders — All mail from unwanted senders that have attachments

Click the Execute button to run the search

’ pExecutesearch! ]

The last search can be saved by clicking the Save search criteria button.

’ &Save search criteria ]

You will be asked to name the search, and provide a description. Click OK once the description has
been entered. Please use a plain text description that will be easy to understand in the future.
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& Save searchcriteria

Description of this searchcriteria:
IUsers outside artfmarteting dept, mailing jpegs|

Clicking Search now will show your saved search in the list of available actions.

NOTE: Searches are stored in the C:\Program Files (x86)\Micro Focus\GroupWise Forensics
18.0\searches directory and can be directly edited by the more technically-minded.

Adding search criteria

When saved search criteria is loaded, the Add to existing criteria if possible checkbox allows complex
searches to be built quickly. It adds the characteristics of the selected search to your existing search.

Users

To search the mailboxes of specific accounts, click the Users tab. Then select the user or users to be

included in your search.

Users

() all users
(@) Selected users only

m GroupWiseSystem
V-EJ MyDomain
~.[] & po
[ & Baldr (Baldr)
frevja (Freyia allmother)
-] & Friga (Friga)
=1 @ Fryr (Fryr)

AT TRETRR 1 N PR | LY

] subject

Subject

To search the mailboxes for mail using specific subjects, click the Subjects tab and add keyword(s) to

search by.
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(o any keyword
(®) Keyword(s) in list:

For this keyword list do:
(_IFind ALL keywords (®) Find ANY keyword

| Edit this keyword list

Message Text

To search the message body for mail using specific text strings, click the Messages text tab and add

keyword(s) to search by.

() Any keyword
(®) Keyword(s) in list:

For this keyword list do;
(JFind ALL keywords (®) Find ANY keyword

| Edit this keyword list

Any Field

To search all fields in mail messages—not merely subject lines, to and from headers—select the Any

Field tab.

Sender

To search for keywords in mail sent by users on your network, click the Sender tab.

) Any keyword
() Keyword(s) in list:

For this keyword list do;
Find ALL keywords Find ANY keywaord

Edit this keyword list

Searching Messages
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Recipients

To search for mail recipients of mail with certain keywords, click the Recipients tab.

Recipient(s)

(1 any keyword
() Keyword(s) in list:

For this keyword list do:
Find ALL keywords Find AMY keyword

Edit this keyword list

Attachments

Click the Attachments tab to search for documents and files appended to e-mails in your system.

Attachments

Message MUST contain an attachment
Attachment type in list:

For this keyword list do;
(JFind ALL keywords (®) Find AMY keyword

Edit this keyword list

There are two options for helping narrow your searches for attachments:

+ Message MUST contain an attachment - This returns all mail with attachments

+ Attachment type in list (Select the attachment type required for your search.) This narrows
search results

Size

To search the mailboxes for e-mails based upon the size, click the Size tab.
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Size
() size doesn't matter
() small (smaller < 5 kb)
() Average (SKb - 500Kb)
(" Large (Jarger than 500Kb)
O Custom size
= o 45}

There are four options for helping narrow your searches for attachments:

*

Size doesn’t matter (the default)
Small (Less than 5 k)

Average (5kb-500kb)

+ Larger (Larger than 500kb

+ Custom size (insert operator with an integer value)

*

*

Date Range

GWEF allows administrators to search for messages by date.

The default is to report all messages (the date does not matter option). To narrow the search to

within a date range, click on the calendar to choose a Start Date and an End Date.

() Date dossn't matter
(®) Use date range

| As startdate H As enddate |

‘01700731 | [2018/0803 |

The greater left and right arrows can be used to navigate months and years.

Searching Messages
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Years

[ Months !
4

“ Aug 2018 > »
Sun Mon Tue Wed Thu Fri Sat

Using the Keyword List

Most search functions require a keyword or keywords to narrow the search parameters:

+ Using the Any keyword function returns the broadest range of results. It will ignore all listed
keywords and return everything.

+ Using the Keyword(s) in list feature by selecting words from the list presented to narrow a
search.

To edit the keyword list select the Edit the keyword list button to open the keyword list menu.

Edit the keyword lisk

Select the action you wish to perform. Keywords must be present for some functions to work. (For
example: You cannot Select all, Edit, or Remove keywords from an empty list.)

After desired keywords have been added, the list can be saved, loaded, and added to other lists.

If we are adding a keyword for a message text search. Click on the Edit the keyword list button to
open the keyword list menu.

() any keyword
(®) Keyword(s) in list:

For this keyword list do:
(C)Find ALL keywords (®) Find ANY keyword

E Edit this keyword list i
......... Select all
J—} Rur, load and save searches! Deselect all
Edit keyword
88 e Add keyword
Remove keyword

| subject

Save keyword list

Load keyword list
Add list to keyword

=<' any field I

Select Add keyword.
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The Add new keyword dialog will appear.

GroupWise Forensics *

Add new keyword: ||

Enter the keyword or keywords. and press OK.

The keyword(s) will be added to the Keyword(s) in list: panel

() any keyword
(®) Keyword(s) in list:

] Even more keywords
b Keyword
k1 More Keywords

For this keyword list do:
(_)Find ALL keywords (®) Find ANY keyword

| Edit this keyword list |

The Keyword list panel is used for the Subject, Message Text, Any Field, Sender, Recipient(s), and

Attachments criteria. Each search criteria requires the specified keywords under that search tab to
be found in their respective areas.

() Any keyword
(®) Keyword(s) in list:

k] keyword

For this keyword list do:
(_JFind ALL keywords (®) Find ANY keyword

i Edit this keyword list {

Find ALL keywords will search for all the words you are searching for, and if one of the keywords is
not found, the result with return no results, like a Boolean AND expression.

Find ANY keywords will search for all the words and will return message that have any of the
keywords found within it, like a Boolean OR expression.

Exporting Search Results

To save a specific mail, or a range of mails, right click the results window.
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Open message
Save messagels)

Forward message(s)

Print messagelist

Print message(s)

Export messagelist » as HTML document
Export message(s) as C5V document
Save resultlist Als M5-Excel document

Open resultlist

This presents a drop-down menu with the following options:

+ Open Message
+ Save Message(s)
+ Forward Message(s)
+ Export message list
¢ As HTML document
+ As CSV document
¢ As MS-Excel Document
+ Save Result List

+ Open Result List

Result Lists

Results can be saved by right-clicking. Note that a range of messages can be selected. Previously
saved result list can be opened.
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Save As x

1 <« Micro Focus » GroupWise Forensics 180 » searches v O Search searches o

Organize = Mew folder B o
J5 Music (Al Name Date modified Type Size

B Videos [ strongdefensesearch B/3/201810:43AM  SEARCH File 1KB
@ OneDrive

3 This PC
_J 3D Objects
[ Desktop
Documents
‘ Downloads
J\ Music
[&] Pictures
i Videos

‘i Local Disk (C:)  w

File name: | SE0Sa(=015 -

Save as type: ~

+ Hide Folders Save | | Cancel
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8 Export Messages

At any time after connecting to the GroupWise system, GroupWise Forensics can export messages
from multiple or single mailboxes in the system. To Export messages, select the Export Messages
button from the toolbar to launch the export utility.

The Export utility can also be started from the right-click menu. This is most useful when export is
desired for only a few messages. Select the message, or multiple messages using ctrl-click, then
right-click on the messages and select Export message(s) from the right-click menu.

The export utility guides through the process of selecting and exporting mass amounts of messages
from the system.

From the export utility, select either All currently selected messages or Complete Mailboxes as your
export source.

GroupWise Forensics %

Export messages or mailboxes

Selected messages or complete mailbox contents will be exported to a directory-structure on disk.

What do you want to export?

(®) all currently selected messages
() Complete mailboxes

Select which mailboxes to export

User account{s):
Mailboxes selected: o uzers selected

export incoming shared folders

Export options
Export format: MIME “
Export to location: |C:‘l,IJSErs1-,3dmin‘n,Desktop‘n,GWForensics_lS Slexports!,

&

Minimum free diskspace (MB): 50

-

Exclude these attachments: mime. 322
[J text.him Advanced export options

« | =]
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If you are exporting complete mailboxes, select which users you wish to export. Click the “..." browse
button to select the desired mailboxes from the GroupWise tree.

i GroupWise Forensics X

=@ Select one or more users

b ML

Select one or more users from the userlist below.,

hd IE.i MyDomain LS

v [ & PO
& Daldr (Baldr )

& revia (Freyia Allmother)

Frigg (Frigg )

Fryr (Fryr )

& Heimdallr (Heimdallr )

Tounn (Iounn )

E -_5: loki (Loki )

Mjoror {Mjaror )

& Odin (Odin Allfather)

& Sif (Sif)

b skaoi (Skaoi )

Slipnir (Slipnir Lokison)

& testD (Test Zero)

testl (Test One)
thor (Thor Odinson)

O0RO0000R000”00

QK Cancel

Messages can either be exported in MIME, or Advansys Archive To Go format. The export utility asks
where to export the files to, and defaults to the C:\reveal export directory. [fix me]

Users may also select to exclude the mime.822 and, or text.htm attachments to messages in the
export list.

Advanced export options allow the exclusion of all attachments and the option to Use the
personalized subject when available.

oy GroupWise Forensics

Advanced export options
Advanced export options

Use personalized subject if available

[]Do NOT export any attachments

o | =]
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Proxy Report

GW Forensics can generate reports on which user has proxy rights applied for other accounts. First,
select the Proxy report button from the toolbar to launch the utility.

Proxy repart

You must specify the Users the proxy report will include.

¢=% GroupWise Forensics

gy Proxy report

" Create a report of all proxy settings from all or selected users,

Select the mailboxes to include in the proxy report
User account(s): | m
Mailboxes selected: o users selected
User Proxy account Read mailphone Write mail'phone Read appointments \Write appeointmer
< >
Create report Close

Entire post offices may be selected, or individual users. To select the users, click on the “..” browse
button to launch the user selection window, and select the desired users from the GroupWise

system tree.
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=y GroupWise Forensics X

=@ Select one or more users

» 1

Select one or more users from the userlist below.

hd E.i MyDomain ~

v [] & PO
- & Baldr (Baldr )

frevija (Freyia Allmother)

Friga {Frigg )

Fryr (Fryr )

& Heimdallr (Heimdallr )

Tounn (Tounn )

g loki (Loki)

.74 Njoror (Njoror )

& Odin (Odin Allfather)

& Sif (Sif)

s skaoi (Skaoi )

Slipnir (Slipnir Lokison)

i testD (Test Zero)

& testl (Test One)

& thor {Thor Odinson)

OO00000RO0RORIKE

Ok Cancel

When the users have been selected, click the OK button to return to the proxy rights utility.
Select the Create report button to generate the report for the desired users.

When the report has been created, you are immediately prompted to save the report. By default, all
format options are selected and will save in the specified locations.

(x GroupWise Forensics — O *

Save proxy report

Select which types of reports you want to save.

Save to HTML file

|C:\JJsers\,admin\ﬂommentsbmxweport.hh‘nl |

Save to CSV file

|C:\JJ5ers\,admin\ﬂomments\proxweport.csv |

Save to XML file

|C:\,IJsers\admin\Domments\proxweport.ml |

Save Cancel

Select or deselect the file formats and change locations as desired, then click Save.

If you select Cancel then the proxy report will not be saved and must be recreated to be viewed later.
Once saved, the report will be displayed.
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GroupWise Forensics

oy Proxy report

Create a report of all proxy settings from all or selected users.

Select the mailboxes to include in the proxy report

User account(s):

Mailboxes selected:

Baldr freyja Frigg Heimdallr Mjoror

5 users selected

User Proxy account Read mailphone Write mail'phone Read appointments \Write appointmer
Baldr (Baldr) <Al user accesss= = - . -
Freyja Allmother «All user access= - - - -

Frigg (Frigg) <Al user access= - - - -
Heimdallr (Heimdallr) | <41l user accesss - - - -
Mjoror (Njoror) <Al user access= - - - -

h >

ECreate reporti |

Close

Proxy Report
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Connect to GroupWise Disaster Recovery

GroupWise Forensics (GWF) can connect to a GroupWise Disaster Recovery (GWDR) system to
browse a backup of the live system instead of the live post office. This can be used to browse the
mail in a backup either to view deleted items, or to relieve the pressure on the live system.

To connect to a GWDR system, select the Connect to GWDR button from the toolbar.
Connect to GW DR

GroupWise Forensics will open a window listing the post offices in your system.

GroupWise Forensics X

% Connecting to a GW Disaster Recovery server

Connect to a GW DR (Reload) server in order to open earlier backed-up mailboxes,

Edit the list of GW Disaster Recovery (Reload) postoffices

Postoffice name |I.P address [ dns name ||Jort | Add
PO
Edit
Delete

« | =]

To connect to the GWDR system, the address and port of the archive must be specified.

NOTE: The Access Mode POA must be active on the GWDR server before GWF can connect.

Connect to GroupWise Disaster Recovery
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GroupWise Forensics X

% Add or edit a GW DR postoffice

Please fill in the fields below.

Postoffice name: || |

IP address: |

0K Cancel

Specify the connection information and select OK.

While GroupWise Forensics is connected to a GWDR system, the Connect to GWDR button on the
toolbar will be highlighted.

To disconnect from the GWDR backup and return to the live system, click on the highlighted Connect
to GWDR button to switch the GWDR connection off.

NOTE: To access the GWDR post office backup, the GroupWise Forensics Trusted Application Key
must exist in the backup; GroupWise Forensics cannot access GWDR backups before the Trusted
Application key was created.
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1 1 Troubleshooting

There are only a few reasons GW Forensics (GWF) may have issues during operation.

+ You are not able to connect to the GroupWise system — Ensure that your GWF installation has
access to the wpdomain.db.

+ You are not using a GroupWise Client 2014 or later.

+ You are not currently logged into GroupWise during operation of GWF.

+ Your Trusted Application Key is invalid and must be recreated.

+ User mailboxes are disabled.

GroupWise version

Ensure your GroupWise client—the mail program installed on your PC—is at least GroupWise 2014
or later.

To check, launch your GroupWise client.

Select About GroupWise from the Help menu.

About GroupWise X

Program Release; 14.2.2 4/3/2017 c\program files (xB6)\novel \groupwise \gpwise exe
Build Number: 126868
Installed languages: EM

Usemame: TESTO 33P
Paost Office: PO

TCP/IP address:  151.155.211.130
TCP/IP port: 1677

Note the Program Release field in the pop-up window. It must say ‘GroupWise 2014’ or later.

Click OK when done.
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If GWF Cannot Connect to Users’ Mailboxes

If GWF cannot connect to user mailboxes it may be because user accounts are no longer enabled.

Ensure GWF is operating in on-line mode and not caching mode to ensure that the user list is up to
date.

Also check that you are logged into a GroupWise mailbox of a GroupWise system with which GWF is
to be used.

Tip! - Create Log File

Enable log file creation from the Settings Menu. The Log file is useful in debugging GWF’s behavior
and can be found in the GWF program directory with the name debgugginglog.txt.

Re-run the installer

The GWF installer has a built-in repair function. Launch the installer, click the Repair button, Next
and then Install.

j‘E GroupWise Forensics 18.0 Setup — >
Change, repair, or remove installation
Select the operation you wish to perform.

LNange

GroupWise Forensics 18.0 has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes Group\Wise Forensics 18.0 from your computer.

Back MNext Cancel

Then click the Repair button.
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ﬁ GroupWise Forensics 18,0 Setup - x

Ready to repair GroupWise Forensics 18.0

Click Reepair to repair the installation of GroupWise Forensics 18.0. Click Back to review
or change any of your installation settings. Click Cancel to exit the wizard.
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Search Scripts

Below is an example of the search criterion script for non-business-related attachments. Saved
scripts are in the C:\Program Files (x86)\Micro Focus\GroupWise Forensics 18.0\Scripts directory.
Here is what a sample script looks like in its raw form.

[ Description]
Sear chDescription=All mail with unwanted attachnents |ike np3, avi, etc.

[ Subj ect]
Any keywor d=1
Sel ect ed subj ects=0

[ MessageText |
Any keywor d=1
Sel ect ed MessageText s=0

[Any field]
Any keywor d=1
Sel ected AnyFi el ds=0

[ Sender]
Any keywor d=1
Sel ect ed Senders=0

[ Reci pi ent s]
Any keywor d=1
Sel ect ed Reci pi ent s=0

[ Attachment s]

Must HaveAt t achnent =1
Sel ected Attachnents=1
| t enD=avi

| t enll=noV

[ tenR=mp3

| t enB=npeg

It emd=npg

| t enb=0gg

| t emb=swf

It env=vqf

| t enB=wav
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[ Size]
Al Si zes=1
Smal | =0

Aver age=0

Lar ge=0

Cust onm=0

Cust onVval ue=2000

[ Dat e]

Al | Dat es=1

Sel ect ed dat es=0

St art Dat e=<not set >
EndDat e=<not set >
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Switches

GroupWise Forensics has a list of switches, or extra features, that are not enabled into the program
by default when installed. These switches allow you to do certain things within the program which
are disabled by default,

These switches can be added to the settings.ini file found in “C: \ Program Fi | es (x86)\ M cro
Focus\ GroupW se Forensi cs 18. 0” directory by typing them into the file and setting them = 1.

The list of switches and descriptions are as follows:

Al | owTr ust edAppl nSecDonx0 This switch allows you to connect to a secondary domain and view
mailboxes and messages within the secondary domain just as you would do in the primary domain.
This is turned off by default.

UseMul ti Logi nAddr essbookSuppor t =1 This switch provides extra debug logging within GWF.
By default it is turned on.

UseQut goi ngShar edFol der s=1 This switch will show the shared folders for a mailbox that has
shared the folder with other mailboxes. If turned off will not show the shared folders within GWF. By
default it is turned on.

UseSanbaFi x=0 This turns on the option to use a SAMBA share to connect to a primary domain on
Linux. This is turned off by default.

UseFul | Nanesl| nTr ee=1 This option shows you the full name within the mailbox tree list. This is
turned on by default.

UseAr chi veBr owsi ng=1 This switch allows you to search the archives within GroupWise using
GWF. When turned on it gives you new menu options to specify the locations of the archives. This
option must be added in manually to the settings.ini file and by default is turned off.

UseSear chl nTr ash=1 This switch turns on the ability to search messages within the trash
container. This option must be added in manually to the settings.ini file and by default is turned off.

UseExt er nal Domai ns=1 This switch allows you to connect GWF to external domains. This switch
much be added in manually into the settings.ini and by default is turned off.

CanDel et e=1 This switch allows you to trash messages from the live GroupWise system using GWF.
This option must be added in manually to the settings.ini file and by default is turned off. Note: To
trash a message right click and click Delete Message. To delete a message you will have to empty
trash from GroupWise.
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