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Preface

What is covered in this book

Orbix supports integration with the Aurea Actional® Application
Performance Monitoring system. This guide explains how to enable
Orbix applications and services to be monitored by Actional SOA
management tools. This guide applies to Orbix applications and
services written in both Java and C++.

Who should read this book

This guide is aimed at Orbix system administrators using Actional
to monitor SOA environments, Orbix system architects, and Orbix
application developers. System administrators do not require
detailed knowledge of the technology used to create distributed
enterprise applications.

Organization of this book

This book contains the following chapters:

* “Orbix—Actional Integration” describes the architecture of the
Orbix integration with Actional.

*  “Configuring Orbix for Actional Integration” explains how to
configure integration between Orbix applications and services,
and Actional.

*  “Configuring Actional for Orbix Integration” provides some
basic Actional configuration guidelines.

*  “Monitoring Orbix Applications” shows examples of managing
Orbix applications and services in Actional SOA management
tools.

Document Conventions

This document uses the following typographical and keying
conventions:

Constant width Constant width words or characters represent
source code or system values you must use
literally, such as commands, options, and path
names.

Italic Italic words in normal text represent emphasis and
new terms.

Italic words or characters in code and commands
represent variable values you must supply, such as
arguments or commands or path names for your
particular system.
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This guide uses the following keying conventions:

Horizontal or vertical ellipses in format and syntax
descriptions indicate that material has been
eliminated to simplify a discussion.

[1] Brackets enclose optional items in format and
syntax descriptions.

{3} Braces enclose a list from which you must choose
an item in format and syntax descriptions.

| A vertical bar separates items in a list of choices
enclosed in { } (braces) in format and syntax
descriptions.

Contacting Micro Focus

vi Actional Integration with Orbix

Our Web site gives up-to-date details of contact numbers and
addresses.

Further Information and Product
Support

Additional technical information or advice is available from several
sources.

The product support pages contain a considerable amount of
additional information, such as:

* The WebSync service, where you can download fixes and
documentation updates.

* The Knowledge Base, a large collection of product tips and
workarounds.

* Examples and Utilities, including demos and additional
product documentation.

To connect, enter http://www.microfocus.com in your browser to
go to the Micro Focus home page.

Note:
Some information may be available only to customers who have
maintenance agreements.

If you obtained this product directly from Micro Focus, contact us
as described on the Micro Focus Web site,
http://www.microfocus.com. If you obtained the product from
another source, such as an authorized distributor, contact them
for help first. If they are unable to help, contact us.


http://www.microfocus.com
http://www.microfocus.com

Information We Need

However you contact us, please try to include the information
below, if you have it. The more information you can give, the
better Micro Focus SupportLine can help you. But if you don't
know all the answers, or you think some are irrelevant to your
problem, please give whatever information you have.

* The name and version number of all products that you think
might be causing a problem.

®*  Your computer make and model.

*  Your operating system version number and details of any
networking software you are using.

*  The amount of memory in your computer.
* The relevant page reference or section in the documentation.

. Your serial number. To find out these numbers, look in the
subject line and body of your Electronic Product Delivery
Notice email that you received from Micro Focus.

Contact information

Our Web site gives up-to-date details of contact numbers and
addresses.

Additional technical information or advice is available from several
sources.

The product support pages contain considerable additional
information, including the WebSync service, where you can
download fixes and documentation updates. To connect, enter
http://www.microfocus.com in your browser to go to the Micro
Focus home page.

If you are a Micro Focus SupportLine customer, please see your
SupportLine Handbook for contact information. You can download
it from our Web site or order it in printed form from your sales
representative. Support from Micro Focus may be available only to
customers who have maintenance agreements.

You may want to check these URLs in particular:

*  http://www.microfocus.com/products/corba/orbix/orbix-3.asgx
trial software download and Micro Focus Community files)

* https://supportline.microfocus.com/productdoc.aspx.
(documentation updates and PDFs)

To subscribe to Micro Focus electronic newsletters, use the online
form at:

http://www.microfocus.com/Resources/Newsletters/infocus/n
ewsletter-subscription.asp
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Introduction

Orbix—Actional
Integration

Orbix provides support for integration with Actional SOA
management products. This chapter explains the main components
and concepts used in this integration.

Aurea Actional® Application Performance Monitoring is an SOA
management product that provides operational and business
visibility, policy-based security, and control of services and
business processes in a heterogeneous runtime environment. This
section explains the main concepts and components used in the
Orbix—Actional integration.

Note: Integration with Actional is not supported by Orbix for
Microsoft Windows VC11, VC12 or VC14 32-bit or VC11, VC12 or
VC14 64-bit editions. For more information on Orbix editions, see
the Orbix Installation Guide.

Orbix and Actional

Integration between Orbix and Actional enables Orbix applications
to be monitored by Actional SOA management tools. For example,
you can use Actional to perform discovery, monitoring, auditing,
and reporting on Orbix applications. You can also correlate and
track all messages through your SOA network to perform
dependency mapping and root cause analysis.

The Orbix—Actional integration is deployed on Orbix systems to
enable reporting of management data back to the Actional server.
The data reported back to Actional includes system administration
metrics such as response time, fault location, auditing, and alerts
based on policies and rules. The Orbix—Actional integration can be
used with Orbix applications written in both Java and C++.

Actional SOA management

The main components in the Actional SOA management system
are the Actional server, Actional agents, and Actional
intermediaries.

The Actional server is the central engine that correlates data
received from Actional agents and distributes policies. The
Actional agent collects data about service traffic from an
application server and applies policies. The Actional intermediary
acts as a proxy that brokers interaction between Web service
applications and systems built on them.

All Actional components are Java applications. The Actional server
uses the Jetty application server by default, while its web console
uses JSP and Adobe Flash.

Actional Integration with Orbix 1



Figure 1 shows a high-level overview of the main Actional

components.
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Figure1l: High-Level Actional Overview

Managed nodes

A node is defined as a system on the current network. A node with
an Actional agent installed is referred to as an instrumented node
or a managed node.

The managed node uses Actional’s interceptor API to send
monitoring data to the Actional agent. On any managed node, one
Actional agent and one or more interceptors must be running.

Actional server

The Actional server is a central management server that manages
nodes containing an Actional agent. The Actional server correlates
the data it receives from each of its agents, and distributes
policies to those agents. It enables an administrator to analyze
service network data and create system-wide policies.

The Actional server hosts a database and pings Actional agents to
obtain management data at configured time intervals. It analyzes
the management data and displays it in a console—for example,
the Actional Management Server Administration Console.
This is a Web application deployed on Apache Tomcat, which
provides runtime management and agent configuration. In
addition, any alerts triggered at the Actional agent are sent
immediately to the Actional server.

2 Actional Integration with Orbix



The default Actional server database is Apache Derby. Other
supported databases include:

* PostgreSQL

* OpenEdge
° MSDE

* SQL Server
* Oracle

. DB2

By default, the Actional server uses port 4040 (for example,
http://HostName:4040/1lgserver/).

Actional agent

An Actional agent runs on each Orbix host that you wish to
manage, and is used to provide instrumentation data back to the
Actional server. The Actional agent includes two main
components: an analyzer, and one or more interceptors. The
analyser gathers and evaluates data such as records, statistics,
and alerts. The interceptors collect data about service traffic from
an application server, and apply policies to that traffic.

Actional agents are provisioned from the Actional server to
establish initial contact and send configuration to the Actional
agent. There is one Actional agent per managed node. By default,
the Actional agent uses port 4041 (for example,
http://HostName:4041/1lgagent/).

Actional intermediary

An Actional intermediary is an in-network service broker that
includes an integrated Actional agent. It serves as a proxy for Web
service applications, providing features such as security, bridging,
and activity tracking. The Actional intermediary supports
application servers such as WebLogic, WebSphere, JBoss, and
Oracle.

Actional agent interceptor SDK

The Actional Agent Interceptor Software Development Kit (SDK) is
an Actional-specific APl used to create custom interceptors. These
can be used to send management instrumentation data from an
application to the Actional agent.

Actional SOA management tools

In this guide, Actional is the general term used to describe the
Actional SOA management system in which all data is stored and
viewed. This simplifies the architecture of Actional for the sake of
this discussion.

Actional Integration with Orbix 3



Figure 2 shows an example of the Actional Management Server
Administration Console. Managed nodes are displayed as blue
boxes, and unmanaged nodes are displayed as grey boxes. The
green arrows indicate the message flow through various nodes.
Clicking on each of the nodes shows more in-depth information
regarding the response time, alerts and warnings, and so on.
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Figure2: Actional Management Server Administration Console

NGSO mapping

51 Violations

LT

When you click and drill down in the Actional Path Explorer view,
the organization of the information displayed is Node—Group—
Service—Operation (NGSO). In Orbix, this translates to Host—
Module—Interface—Operation. Table 1 shows the mapping from

Actional to Orbix.

Table 1: NGSO Mapping
Actional Orbix
Node Host
Group Module
Service Interface
Operation Operation

For details on setting the configuration variables, see “Configuring

Actional Monitoring”.
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Orbix—Actional

Further information

For detailed information on all Actional features, see the Actional
product documentation.

Integration Architecture

This section shows a basic Actional architecture, simplified for the
purposes of this discussion. It explains how Actional interceptors
provide data to the Actional agent, and how the Actional server
manifest is used to correlate the origin and business flow of a
request.

It then shows the Orbix—Actional integration architecture, and
explains how Orbix plug-ins and Orbix interceptors are used to
configure integration with Actional.

Basic Actional architecture

Figure 3 shows a high-level overview of a basic Actional
architecture from the perspective of a consumer and service
provider.

Node Node
Consumer Service
Message with LG_Header
Actional in transport header Actional
Interceptor Interceptor
Agent Event Agent Event
Aglord web Aglord
Console

T

| Actional |,
Server

Figure3: Basic Actional Architecture
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Figure4: Actional Interceptors

6 Actional Integration with Orbix

In the interaction shown in Figure 3, the Actional interceptors sit
in the flow between the application logic and the consumers and
providers of other services. They intercept all inbound and
outbound calls, and feed information about those calls to the
Actional agent as asynchronous events.

The Actional agent is responsible for processing the event stream
from the interceptors, computing and storing aggregate statistics,
executing policies, and communicating with the Actional server.

The Actional server manifest (LG Header) is a token that is sent in
the transport header of the message to each participant in a call.
This token identifies the origin and business flow of a request. For
more details, see “Actional server manifest” on page 7.

Actional interceptors

Actional interceptors sit in the flow at the edge of an application,
intercepting all incoming and outgoing messages. An Actional
interceptor is designed as a lightweight component that imposes
minimal overhead on the application (typically less than 100
microseconds per call).
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The interceptor must perform the following tasks to gain the full
functionality of the Actional server:

1. Extract an Actional server manifest (if any) from the incoming
request document.

2. Insert an Actional server manifest into any outgoing request
documents.

3. Transfer the interceptor context along the internal business
flow, from the incoming interceptor, to any related outgoing
interceptors.

4. Send the Actional agent an event for each incoming or
outgoing document.

Actional server manifest

The Actional server sends an Actional server manifest (LG Header)
with a request document to provide information about the
request’s origin and the business flow that the request belongs to.

The Actional server manifest is used by the Actional server to
correlate information it receives, from multiple agents, about
interactions between different services. For this reason, the server
manifest is sometimes referred to as a correlation ID.

The consumer and provider of the service must have an agreed
mechanism (transport or protocol) for transferring the manifest.
The following is an example LG Header:

Interaction=CgJkcB+Y1NOZyBABdysAAA==;
Locus=ApM1eYBGBAR4LFJ1VvHOdg==;
Flow=CgJkcB+Y1NOZyBABASsSAAA==;

UpstreamOpID=Ft fEJXM1ngJ0C995IBMKEQ==;
Path=70g2aVWCAdwmP8gGebyLWYA==;

name=E 10-2-100-112-e0c7c3-110c80b4df0--7£dd-INITIATED;
CPTime=1171591682345;

FlowFields=MF1:1254;MF2:1589;

The main components in the server manifest are the Interaction,
Locus, Flow, and UpstreamOpID. The other components are optional.

Orbix—Actional integration architecture

The Orbix—Actional integration is built using an extensible Orbix
plug-in architecture. This means that Orbix—Actional integration
can be enabled by adding a monitoring plug-in to your Orbix
configuration. No code changes are necessary for Orbix client and
server applications.

Figure 5 shows an overview of the Orbix—Actional integration
architecture from an Orbix client-server perspective. This builds
on the architecture shown in Figure 3, with the addition of Orbix
monitoring plug-in. In Figure 5, the CORBA GIOP message also
includes the LG Header in a GIOP service context. A GIOP service
context is a general mechanism for including out-of-band data in a
GIOP request or reply message. Service contexts in GIOP are
analogous to headers in other protocols such as HTTP.

Actional Integration with Orbix 7



Orbix interceptors

In the Orbix-Actional integration, an Orbix plug-in for Actional
must also be added to your Orbix client and server processes.
These plugins are loaded into the process via a config variable.

The Orbix monitoring plug-in is implemented using a proprietary

feature of Orbix 3.3.x called Filters and ServiceContext Handlers.

This allows us to intercept the Request messages at various points
in the lifecycle of sending/receiving of requests in the ORB. This

enables high-level request processing to be performed.

Figure5: Orbix-Actional Integration Architecture
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Configuring Orbix for
Actional Integration

This chapter explains the steps required to configure Orbix for
integration with Actional SOA management products.

This chapter includes the following sections:
* Configuring Orbix Java Applications

* Configuring Orbix C++ applications

* Troubleshooting Orbix

Configuring Orbix Java Applications

This section explains how to configure Orbix Java applications for
integration with Actional. It shows some examples from the Orbix
Actional integration demo:

OrbixInstallDir/demos/common/monitoring

Update your Actional SDK

You must first update your Actional SDK JAR file as follows:

1. In the Actional Agent Administration Console, select
Getting Started] Interceptor SDK (see Figure 6), and
download the Windows (.zip) or UNIX (.tar) file. This
includes the actional-sdk.jar, documentation, and samples.

2. Replace the existing actional-sdk.jar in the following location
with the version that you downloaded:

OrbixInstallDir/lib

Actional Integration with Orbix 9



£ Actional Agent Administration Console - Getting Started - Mozilla Firefox
File  Edit Bookmarks

Wiews  History Tools  Help

i ~ c (gl |_1'] http:{flacalhost: 4041 flgagent/adminfinde:. jsp T "' i

2| Latest Headlines Most Visited ’ Getting Started

|j Actional Agent Administration Co...[E =+ -

& Agentadmin - Admin &Help -

|_1°‘ Actional Management Server Administr...

Actional Agent

Getting Started

‘Welcome ko Actional Agent. You have already completed configuration, but vou can update the configuration at any time via the
Configuration menu item,

Overview
‘Welcome ko the Actional Agent Administration Console,

eﬁl Configuration Product Settings » Agent Database « Clustering + Interceptor SDK « IMS Transports e
Plug-Ins « Server Maintenance
view and update configuration settings for this agent.

Event Log Report « Configure Logging
. Monitor Actional Agent: for potential problems and events.

Documentation  Manuals « About
= The documentation and license agreement for Actional Agent,

Figure6: Actional Agent Administration Console

Configuring Actional Monitoring

There are two configuration variables that control the monitoring
plugin:

*  Specify the monitoring plug-in

¢ Specify the Uplink.cfg folder.

Specifying the monitoring plug-in name

To tell the Orbix Java runtime to load the java monitoring plugin,
add the following configuration variable to the OrbixWeb scope in
your orbixweb3.cfg configuration file:

IT ORB INITIALISORS =
"IE.Iona.OrbixWeb.Monitoring.MonitoringPI";

Specify the Uplink.cfg folder

If you install the Actional Agent's uplink.cfg into a non-default
location this configuration variable may be useful as it will set the
com.actional.lg.interceptor.config system property. Otherwise
you need to add the property as
-Dcom.actional.lg.interceptor.config=<path-to-uplink-cfg> to the
Java command.

IT ACTIONAL LG INTERCEPTOR = <path-to-uplink-cfg>

10 Actional Integration with Orbix



Any Java applications will need to modify their classpaths to
ensure that both the monitoring.jar and actional-sdk.jar are
present on the classpath.

Configuring Orbix C++ applications

This section explains how to configure Orbix C++ application for
integration with Actional. It shows some examples from the Orbix
Actional integration demo:

OrbixInstallDir/demos/common/monitoring

Setting your environment

No changes are necessary if the Actional Uplink.cfg configuration
file is located in its default path:

UNIX /var/opt/actional /LG.Interceptor

Windows $%systemroot%\system32\LG.Interceptor

On a 64-bit windows system, if the agent runs with a 32-bit Java
VM, then the default location is:

$systemroot$\SysWow64\LG. Interceptor
Otherwise it is:
%$systemroot\system32\LG. Interceptor.

The Uplink.cfg file is responsible for communication between the
Actional interceptors and the analyzer in the Actional agent.

If the Uplink.cfg is not located in its default path, you must
specify the path to this file as follows:

UNIX export LG INTERCEPTORCONFIG=PathToFile
Windows set LG INTERCEPTORCONFIG=PathToFile

Configuring the Orbix monitoring plug-in

You can configure the monitoring plug-in by editing the settings in
your application configuration scope in your Orbix configuration
file. This includes the following steps:

* Specify the monitoring plug-in

* Specify the monitoring log filter

Specifying the monitoring plug-in

You can tell Orbix to load the monitoring plugin by adding the
following configuration variable to the Orbix scope: orbix3.cfg.

Orbix.IT ORB INITIALISORS = "it monitoring";

Actional Integration with Orbix 11



You can also set the configuration variable in the environment, for
example:

* On Windows: set IT ORB INITIALISORS=it monitoring and
client.exe

® On Unix: IT ORB INITIALISORS=it monitoring ./client
Specifying the monitoring log filter
You can specify the following configuration variable and it will

output various diagnostic information about the monitoring plugin,
if you need more verbose information.:

Orbix.IT LOGGING FILTERS="monitoring";

This will create a lodfile called monitoring.log in the current folder
with all the logging from the plugin.

Troubleshooting Orbix

12 Actional Integration with Orbix

This section provides some tips to help troubleshoot your Orbix
integration with Actional.

Ensure Actional Plugin is loaded

To verify that the Orbix monitoring plug-in is loaded and
participating correctly.

C++

You can specify the IT_LOGGING_FILTERS config variable to
ensure that the logging from the monitoring plug-in being
outputted to the log file:

[17:42:16.080, pid: 20765 tid: -1424223984]: Client
Interaction: url: Plugin/Tester
Operation: find name
Group: Plugin
Service: Tester
HostName: jewell]

Also you can specify the environment variable
IT_SHLIB_VERBOSE=1 in your environment, this will show a more
verbose output of what the plug-in loader in Orbix is doing, or if it
is loading the monitoring plugin.



[IT Shlib Manager, thread 1] loading it monitoring.

[IT Shlib Manager, thread 1] Attempting to load library:
libit monitoring.3.3.gcc4ll.so.1l

[IT Shlib Manager, thread 1] Located shlib:
/vob/orbix/targets orbix//lib/libit monitoring.3.3.gcc4ll.so
.1

[IT_Shlib Manager, thread 1] About to load shlib:
/vob/orbix/targets orbix//lib/libit monitoring.3.3.gcc4ll.so
.1

[IT Shlib Manager, thread 1]
/vob/orbix/targets orbix//lib/libit monitoring.3.3.gcc4ll.so
.1 seems to be compatible with the shared libraries already
loaded in this process.

[IT Shlib Manager, thread 1] Loading plugin:
/vob/orbix/targets orbix//lib/libit monitoring.3.3.gcc4ll.so
.1

Java

You can turn on diagnostics as normal with the setDiagnostics
configuration variable, a level of 128 or higher will output the
monitoring plug-in's information.
[MonitoringGeneric:group: Monitoring Service: Server2
RepositoryID: Monitoring/Server2]
[MonitoringGeneric:ClientInteraction.
[MonitoringGeneric:ClientInteraction.
[MonitoringGeneric:ClientInteraction.

]

setSelfAddr(10.2.2.141)]
setPeerAddr (jewel) ]
setUrl (Monitoring/Server2)

[MonitoringGeneric:
[MonitoringGeneric:
[MonitoringGeneric:
[MonitoringGeneric:

ClientInteraction.
ClientInteraction.

ClientInteraction

setGroupName (Monitoring) ]
setService (Server2) ]

. setOpName (get command) ]
ClientInteraction.

requestAnalyzed () ]

Actional Integration with Orbix 13
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Prerequisites

Configuring Actional
for Orbix Integration

This chapter gives some basic guidelines on setting up Actional to
run the Orbix Actional integration demo.

This chapter includes the following sections:
* Prerequisites

* Configuring Actional

* Troubleshooting Actional

This section describes prerequisites for integration between
Actional SOA management products and Orbix.

Actional products

The following Actional products should be installed:
* Actional Management Server 8.0 (Actional server)
* Actional Flex Point 8.0 (Actional agent/intermediary)

Alternatively, the following Actional products can be installed
separately:

* Actional Point of Operational Visibility 8.0 (Actional agent)

* Actional Client Security Enforcement 8.0 (Actional
intermediary)

Actional agents

You must ensure that Actional agents are set up on each Orbix
host node that you wish to manage. The provisioning of Actional
agents is performed using the Actional server. For some basic
details, see “Configuring Actional for Orbix Integration” on

page 15.

For full details on how to set up Actional agents on managed
nodes, see the Actional product documentation.

Further information

For information on installing Actional products, and the full range
of platform and database versions supported by Actional, see the
Actional product documentation.

This Orbix integration with Actional supports the full range of
operating systems and compilers supported by Orbix. For more
details, see the Orbix Installation Guide.

Actional Integration with Orbix 15



Configuring Actional

This section provides some basic configuration guidelines on
Actional agent and server configuration.

16 Actional Integration with Orbix

Actional agent configuration

No specific Actional agent configuration settings are required for
integration with Orbix. For example, for the purposes of the
Orbix—Actional integration demos, the Actional agent can be
started with the default configuration settings.

Actional server configuration

The following sample configuration steps describe how to set up
the Actional server to run an simple Orbix—Actional demo:

1.

2.

Install the Actional server with typical installation options, and

select the Apache Derby database.

Specify the following URL in your browser:

http://localhost:4040/1lgserver

If this is a new installation click Start, and follow the new

Actional server setup steps.

Otherwise, if the Actional server is already installed, perform

the following steps:

i. In the Actional console Web interface, select the
Configure radio button in the top left of the screen.

ii. Select the Platform tab. This displays the general
configuration settings, as shown in Figure 7.
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- Mame: lgagent
e
iber URL: http:/fsmccarthy 404 0/1gserver
Statistics Gathering

The statistic gathering interval determines the amount of data an agent collects at a single time and the
frequency with which it is reported and analyzed. By default, Actional Managernent Server gathers statistics
at a § minute interval.

Ewery 1 rminute

Ewery 15 seconds

Dane

Figure7: Actional Server Configuration Settings

Creating a managed node

To create a managed node for a simple Orbix demo, perform the
following steps:

1. In the Actional Configure view menu bar, open the Network
tab. This displays the Network Nodes.

2. Select Add. This displays Node Creation / Managing
Agents.

3. Click Managed Node.

Actional Integration with Orbix 17
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Configuring a new node

To configure a managed node for the demo, perform the following
steps in the wizard:

Step 1: New Node - Identification

1. Specify the Name as agent1.

2. Specify the Display icon as Auto Discover.
3. Click Next.

Step 2: New Node - Management

1. Specify the Transport as HTTP/S.

2. Supply your Actional agent user name and password.
3. Ensure that Override Agent Database is checked.
4. Click Next.

Step 3: New Node - Agents
1. Specify the following URL:
http://HostName:4041/1lgagent
You can specify a host name or an IP address in this URL.
2. Click Add. The agent URL is added.
3. Click Next.

Step 4: New Node - Endpoints

1. For Endpoints, add the hostname, fully qualified hostname,
or IP address.

2. Click Next.

Step 5: New Node - Filters
1. Do not specify any filters for the demo.
2. Click Next.

Step 6: New Node - Trust Zone

1. Do not specify a trust zone for the demo.

2. Click Finish.

The newly created managed node now needs to be provisioned.

Provisioning a new node

To provision the new node to bring it under management, perform
the following steps:

1. Select the Configure radio button at the top left of the
screen.
2. Select the Deployment tab from the Configure menu bar.

3. The Provisioning page is displayed, and agent1 is listed as
not provisioned.

4. Select the agent1 check box.

5. Click Provision. This displays a message when complete:
Successfully provisioned.



6. Click the Manage radio button at the top left of the screen.
You should see agent1 added to the Network view as shown
in Figure 8.

%) Actional Management Server Administration Console - Configure - Network - Mozilla Firefox F‘L|F‘E|g|
File  Edit Wiew History Bookmarks Tools  Help

@ - c ot |j http: fflocalhost: 4040/ lgserver fadmin/servicesfnodesfnode_list. jsp T ".'" sogle )-

i Latest Headlines @ Most Visited ’ Getting Started

| |j Actional Management Server Ad... £ | |j Actional Agent Administration Console -...|

Mone

Actional Management Server Alert
& MANAGE
@® CONFIGURE

[ Platform | [ Policies | Fields [ Stabilizers |

Network Nodes

Network
b e Nodes
Modes are systems on the current network. You will need to register at least one Actional Agent or Actional
Contacts Intermediary node,
Show: All, Managed, Unmanaged
FRIEU R [] MName~  Endpoint details Managed
Grouping | E agentl http:/flocalhost:4041/lgagent (smccarthy.emea.progress.com) Yes Agent Console... 53
Icons

Maintenance
Reconnecting Flows
Trust Zones

WSDL Settings

Dane

Figure8: Actional Server Provisioned Node

Further information

For more details on setting up and running Actional SOA
management tools, see the Actional product documentation.
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Troubleshooting Actional

This section provides some tips to help troubleshoot your Actional
integration with Orbix.

20 Actional Integration with Orbix

Setting default polling

For demonstration purposes, to update the display in your Actional
server console more frequently, you can set the default polling to
a shorter time span as follows:

1.

2.
3.
4.

5.

Select the Configure radio button at the top left of the
screen.

Select the Platform tab from the Configure menu bar.
In Statistics Gathering on the right, select EDIT.

Set the Server Collection Interval to 1 minute by using the
drop down list.

Set the Policy Evaluation Interval to 15 seconds.

Ensuring events are reported to the
Actional Agent

To ensure that Orbix monitoring events are being reported to your
Actional agent, perform the following steps:

1.

2.

Ensure your Actional agent is running, and added as a
managed node in your Actional server.

Verify that the agent generated the Uplink.cfg file in the
directory specified during installation. If this file was not
specified during the installation, it should be in the following
default path (which should have write permission):

UNIX /var/opt/actional/LG.Interceptor
Windows $%systemroot%\system32\LG.Interceptor

Open your Actional agent console and login:
http://AgentHostName: Port/lgagent /

Specify the following URL to display the Options page shown
in Figure 9:

http://AgentHostName: Port/lgagent /admin/options.js

For Audit agent events, Click On.



Actional Agent

6. Click Apply.

& Actional Agent Administration Console A& root - Admin ~ #@Help ~

Options

Feature Value

Trace policy execution {what conditions evaluate to) fvon Off
Log Flight Data Recorder status " on & Off
Audit agent events @ on O Off
Audit remote and local calls to APIs on % Off
Audit SOAP APIs 0on % Off
Debug deployment on % Off

Oy has

Apply |

Figure9: Actional Agent Options

Audit config manager changes

Force garbage collect now

Request a thread dump {can be retrieved with support.zip)
Write an event log entry

Do an MD5 of a string

Resync provider keys before next call

Filter debug messages (e.q. "com.actional.sgl.”)

Product configuration

HTTP session information

Log Now i
Compute MNow l
Schedule resync |

I NO_RECORD ~ I

Save configuration now Save

_ac |

Thread Dump

TS =1 0(

i log level & set fo DEBUIG. I

Show |
Show |

Note: These settings are not persistent, and are reset when the

Actional agent is restarted.
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Viewing agent events

When Audit agent events is turned on, all external events
coming from the Orbix monitoring plug-in can be reviewed in the
Actional agent Event Logs, shown in Figure 10.

o Actional Agent Administration Console = root - Admi

@S Link to this page

Event Logs
— Basic Search I s
Event Log 107 entries in the last day. /_J ¥
=7 (Alllogs )(Last week )((LastDay )(_Lasthour ) 4 Clesr Fiter
Export | Fields. .. Refresh | ISU per page vl B
Severity Date Sub system Message
. . Agent event [Vd+t+BgwlUWcku +7a1fABA ==] [JCSp4gxuHkekOeVdkbwuTA==
111/05 13:57:3 \
$5DEBUG  2009/11/05 13:57:33 ANALYZER [OUTGOINGIREPLY]
. . Agent event [Vd+t+BgwlUWcxiu +7aIfABA ==] [JCSpa4gxuHkekOeVdkbwuTA==]
111/05 13:57:3 \
F5DEBUG  2008/11/05 13:57:33 ANALYZER [INCOMING] [REQUEST] call_me @Simple/SimpleChject
e e . Agent event [yBVpEIksSO+72KvHCZP6Ig==] [fr1z33EQI05CIma55mielg==
3 3 )
%5DEBUG  2009/11/05 13:57:33 ANALYZER IO COMGIRERLY]
#@1 DEBUG 20091105 13:57:39 AMALYZER Agent event [yBVpEIksS0+72KvHCZP6Ig==] [fr 1z33EQI06CImas5miela==

Figure 10: Actional Agent Event Logs
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[INCOMING] [REQUEST] call_me @Simple/SimpleCbject

Figure 10 shows INCOMING, OUTGOING, REQUEST, and REPLY events
reported from the monitoring plug-in. If these events are not
reported, the path for the uplink.cfg may be incorrect, and the
monitoring plug-in can not find the agent.

C++ applications

For C++ applications, verify that the LG INTERCEPTORCONFIG
environment variable is set correctly, and points to the directory
where the agent has written the uplink.cfg file.

Java applications

For Java applications, verify that the
com.actional.lg.interceptor.config property is passed on to the
application correctly, and points to the directory where the agent
has written the uplink.cfg file.

When incoming monitoring events are arriving at the agent, and
the agent is configured correctly, you should see the calls
displayed in the Actional server console Network view, as shown
in the chapter “Configuring Orbix for Actional Integration”.

Further information

For any problems with Actional agent configuration, please refer to
the Actional product documentation.



Managing Orbix
Applications in Actional

This chapter shows examples of managing a simple Orbix
application and Orbix domain services in Actional SOA management
tools.

This chapter includes the following sections:
*  Monitoring Orbix Applications
* Auditing Orbix Applications

Monitoring Orbix Applications

When your Orbix applications are configured for integration with
Actional, they can be monitored using the Actional SOA
management tools. No code changes are required for monitoring
of Orbix applications.

For example, when you run the simple Orbix actional demo, the
Actional Management Server Administration Console
displays the managed node that the demo is running on.
Invocations are displayed as arrows flowing to and from managed
components.

The Orbix monitoring demo illustrates the simple use of the ORB
monitoring plug-in to report calls made between Orbix clients and
servers to Actional. This demo shows how to configure visibility of
your application in Actional. For details on how to run this demo,
see the reADME text files in the following directory:

OrbixInstallDir/demos/common/monitoring

Network view

The Actional network view displays the traffic between various
components in your network environment. These include nodes,
packages, services and operations.

Figure 11 shows the running Orbix actional demo displayed in the
Network tab of the Actional Management Server
Administration Console. In this simple demo, the Network tab
displays the Actional agent on the Orbix managed node that the
demo is running on. This agent reports the monitoring data back
to the Actional server. The single invocation is displayed as a
green arrow flowing from the node and back to itself. In more
complex examples with multiple nodes, the arrows flow between
nodes.
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Actional Management Server #lert

®MANAGE ®CONFIGURE
.2pm (Wednesdsy, October 7th 2009)

- 3 Smin ih id lw Im lg iy
‘2:35pm |2:35pm |2:37pm ‘2:38pm |2:39pm ‘2 1min |2:41pm ‘2:42pm |2:43pm ‘Z:Mpm
I I Il I Il I Il I Il

|2“‘5"rn ‘2’4 Fram: 2:40 PM Today Ea
I

m Bl o | 241 PM Tadsy

Options

Show Traffic Between | Nodes o

Statistics Details )
\

F
H Make a selection

N agent1

. [N

Figure 11: Actional Server Network View

Figure 12: Traffic Between Packages
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By default, the Network view shows traffic between nodes. There
is only one node in this case. You can also select to show traffic
between packages in the top left of the screen. Figure 12 shows
the traffic between the Orbix client and server packages.

>

’/"’
\ go® Monitoring
(consum;m

)



Path Explorer

Figure 13 shows the Orbix actional demo displayed in the Path
Explorer view of the Actional Management Server
Administration Console.

To view this screen, double click on the managed node shown in
Figure 11. Alternatively, click the Display Path Explorer button
at the top right of the Network view.

| Path Explorer x|
Maore actons. Pt

[ voris

2 {consumer)}

Z' Konitoring
enverl
get_cormmand
Orbix

Clienth
45 CORBA_Object
TIT_daemon
£ IT_PING

deleteDirectory
L3 deleteSanver
£ getiOPDetails
i 3 Monitoring
= Orbix
" Client}

ya @ CORBA_Object
pa T _daemon}

£ killServer}
{3 listhctveServers
» S listSenvers

& newDirectory

b £¥ registerPersistentSenver

£ senverExists

Figure 13: Actional Server Path Explorer

The Path Explorer view displays the relationships between
different components in more detail. For example, you can view
the call chain between services and consumers. Summary
statistics are also displayed for the selected component.
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Statistics details

The Statistics Details pane on the right displays statistics
gathered by the selected component. These include the number of
incoming and outgoing calls, call time, call size, and so on. Alerts,
faults and violations are also displayed.

For example, Figure 14 shows the Statistics Details displayed for
a client request to a server, when the operation is selected in the
Path Explorer.

Statistics Details »

calls from = {consumer) to
=" Monitoring

Dutstanding Alerts! o o
I tellhg
Calls
1 1]
Call Time
236 ms (avg) 0 ms (ava)
min: 236 ms min: 0 ms
max: 236 ms max: 0 ms

sd (9556 O ms sd (95%): 0 ms

Call Size
448 B {(avag) 0B {avg)}
min: 445 B min: 0B
max: 445 B max: 06
sd (95%: 06 sd (95%:): 0B
Data
448 B 0B

Throughput  In:30) Cut:0
Faults In 0} Quk 0
5L Violations In:0/out:0
Security In:0f Qut 0 ™
Figure 14: Actional Server Satistics Details
Double clicking on a particular statistic in this view (for example,

Call Size) displays a summary chart. For example, Figure 15
shows a Call Time summary chart for the consumer.
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Statistic Details

: Calls on  (CONSUMER)
b
« gf
Summary (14}

Today 4:04-5:04pm
Aug Min Mazx 25%

Call Time
0ms 0 ms 0ms 0ms

ouT 83 ms 1ms 166 ms 173 ms

Jg 1" Draw | Avg w | Precision: | Hour bt
ms
con ]
400
300
200

N VA

o-r—e

Jam 11am 1prn 3pm Sprm
Monday 31st Monday 315t
«<] 1] <) A

Figure 15: Actional Server Satistics Chart

Server manifest

The Actional server manifest (LG _Header) is a unique ID used by
the Actional server to correlate information it receives from agents
about interactions between different applications. For example,
when you run the client application in the Orbix actional demo,
the following LG Header is output on the command line:

Interaction=CgIEAUD6LU2sLiQBBWAAAA==;
Locus=4/LcwggvldfxotEoegsSGg==;
Flow=CgIEAUD6LU2sLiQBBgAAAA==;
UpstreamOpID=xPnAfuwlTEV7QGYOGRBgYA==;
CallerAddress=10.2.4.1;

Further information

For detailed information on using Actional SOA management tools,
see the Actional product documentation.
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Auditing Orbix Applications

Actional Management Server

Type here to search

Policies

This section shows some simple examples of auditing the Orbix
actional demo and Orbix domain services.

Actional policy groups

Policy groups are used by Actional server to apply a set of policies
and rules to managed items on your network. Policies and rules
can be used to raise alerts on certain failure reasons. For example,
when an Orbix operation takes too long to return, or when a
specified IDL exception or fault is raised.

Figure 16 shows some example policy groups that have be defined
in the Policies view. See configuring message fields section, for
more detailed example on how to setup Policy Groups.

Policy Groups

Policy Group List

The following policy groups are defined on this server. Policy aroups are used by Actional Management Server to apply a set of
palicies and rules to managed items on this netwarl. When the latest revision of a policy group is not the same as the active
revision, the Latest Revision field will be a direct link to the latest revision of the policy group.

|:| Name Active Revision Latest Revision Type Description Ownership
o CORBAErceptions 1 (Initial Revision) 1 {Initial Revision) release
[l CORPAReguests 1 (Initial Revision) 1 {Initial Rewvision) release

Figure 16: Actional Policy Groups
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Viewing audit logs

When you have defined policies for your network, you can use
them to audit and monitor alerts on certain failure reasons (for
example, when a specified IDL exception or fault is raised).

Figure 17 shows some example audit logs for the Orbix application
in the Logs view.

Anﬁu“alMaﬂHgBmﬂntSGwer Alerts: A 46 Stabilizers; Mone
E— - A

Audit Logs

Logs
Event Logs Display w
[ Audit Logs Audit Log Report B Ml | conFicure || ExpORT || REFRESH
e Date ::::e Ssivice eertion IRneuuest call Status ;:iah;;i ?:f;;unse Time Authenticated Security
E’a{lﬂmll 12:01:06  boris farlnc increment na SUCCEEDED nfa 5 nfa
E 14/2011 12:01:04  baoris IT daemon getllOPDetals nfa SUCCEEDED nfa 185 nfa
3551412011 12:;01:04  boris IT _daemon _IT PING nia SUCCEEDED nfa 1 nia
%{1412011 12:01:04 boris middlelne  increment nfa SUCCEEDED nfa 2219 nfa
%{14[2011 12:01:04 boris Client nfa nfa SUCCEEDED nfa 2223 nia

Figure 17: Audit Logs from instrumented application
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Figure 18 shows an example audit log record displayed on clicking
on an entry for the Orbix application in Figure 17.

Actional Management Server = i
fere i 9 =~ " Dashboard [Watchhist [Hetwork [Infrastructure [Busmess [Alerts [Statas
Logs
Evont Log | PREVIODE (NEWER) | MEXTQOLDTH) | | DACK 1O LIST |
ot Lo 0000 CoeGsLLOYEECDIE SsOfdLs . o o | T i L
[ Audit Logs CREFDeIULia Ty 2] Bl tm=

Application Logs 09132011 12:23:04+ PM
boris

Orbix

1T _dasmon
getliOPDetails

CirbiwfTT_dlasman

240

g
e

SUCCEEDED

22T

1]

sabed Securty 10

Figure 18: Orbix Daemon call getllOPDetails Audit Log Record
The Interaction ID displayed at the top of the screen is used by

the Actional server to correlate information it receives, from
multiple agents, about interactions between different services.
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Figure 19 shows some example audit logs for Orbix configuration
domain services in the Logs view. The Orbix service displayed in
this example is the Orbix node daemon.

Display =

B M | cosricuns || exporr || RerREsH

me ; 5 :‘;:‘““ Call Status Failure Reason #;1?{':1::1 :::.hu:lt":b.;‘n“d
00/14/2011  pons  farlog InCrement [iTE] SUCCEEDED n'a a2 ]
005,29 M
991452011  bons [T daemon get{lOPDetsils n/a SUCCEEDED /g 175 o'a
0927 M
09/14/2011  bons [T daemgn [T PING ofa SUCCEEDED n'a i L]
60927 AM
09/14/2011  bons  middl Incrament ofa SUCCEEDED n/a 2203 n'a
D027 AN
09/14/2011 bons  Client id HilE] SUCCEEDED n'a 2206 1JE]
0927 AM
09/14/2011 bors [T dsemon getilOPDetails nfa SUCCEEDED ni/a 173 {iF]

Figure 19: Audit Logs from application

Figure 20 shows an example audit log record displayed on clicking
an entry for the farlnc server in Figure 19.

CkEFDZwac4CraDIBiwsisi==

Shatey 09/14/2011 12:01:06 PM
Host Mame: horis
et Orhix
Group R
' farlnc
Operation: increment

LR, 'ath: .
SRR Orhixffaring

248

nong
nonRg

SUCCEEDED

12

none

none

Figure 20: Orbix server farlnc's Log Record
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Message Fields

Message fields are pieces of textual data that are reported, such
as the TCP port.

For C++ applications, only the remote port is actually reported:
* For Client C++ applications, this is the port to which the client
is connected. This is also called the server port.

®* For Server C++ applications this is the local port of the
application, or the port where the server is listening on.

For Java applications, both the clientport and serverport are
reported, which means both the local and remote ports of both
sides of client and server.

Message fields are turned on by default and are immediately
available once the Actional Management Server is configured to
look for the message fields.

Configuring Actional to report Message
Fields

The Actional Management Server console allows you to configure
policies and alerts in configuration mode (click States tab, and on
the Stabilizers page click the configuration page link).

1. To create a Policy Group, click the Policies tab.

2. Click Add to create a new policy group.

3. Enter the Name, Type, and Description.

4. Click FINISH.

Actional Management Sel
Type here to search a P

Policy Groups
Policy Group List

The following palicy aroups are defined on this server. Policy groups are used by Actional Management Server to apply a set of palicies and rules to managed items on this
network, When the latest revision of & policy group is not the same as the active revision, the Latest Revision fisld will be a direct link to the latest revision of the policy group,

Mame - Active Revision Latest Revision Type Description ownership

Policies

No data avallable

Figure 21: Creating a Policy

zer

PREVIOUS | FINISH |

Policies

ally) 2 type and description for the current policy group, Fislds marked with an asterisk (*) are required,
|orbixs_Requests "
|
[

[Policy for menitoring requests, and for showing message fields |

PREVIOUS | FINISH |

Figure 22: Creating a Policy Group
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5. For creating a Rule Set, click the Policies tab, and click the
name of the policy group to which you want to add a rule set.

In the Rule Set section, click Add.

7. Enter the Name and Description on the Rule Set -
Identification page.

8. Click OK.

2

1 this policy aroup:

I¥ype Description

Figure 23: Creating a new RuleSet

Actional Management Server Stabilizers: .
[ R [Piatfom

Pallcles Orbix3_RequestRule « Rule Set - Identification

or the current rule set.

e
rbix3_RequestRuleSet *

| & ruleset for aur policy for selecting Requests

Figure 24: Creating a RuleSet

9. After creating the Rule Set, click Add on the Rule Set
Summary.

Policies E
@ Successfully updated Rule Set.

Orbix3_Requests » Rule Set Details

Orbix3_Requests
Folicy for monitoring requests, and for shawing message fields

Monitoring

The following rules are part of this rule cet. To create an additional rule click the 2dd butten.
Evaluates On Audit Notify Custom

Figure 25: Add Rule evaluation
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10. On the New Monitoring Rule - Specify Evaluation page,
select Always on Request, and click Next.

Actional Management Server

a M5 ' :

alis New Monitoring Rule - Specify Evaluation | NEXT |

Condition > Define
Expression Behavior

rent stages. Rules applied to individual requests can be applisd when the server receives the request, when it replies to the request, or anly in the
d on agaregate data, for sxample when the S00th request is received by the server, or an some other non-aggregate arbitrary

(&) Always on Request

) Always on Reply

) Always on Fault

(3 Always on Security Fault

3 Always on Application Lag Message
> Aggregate Statistic

) Non-Agagregate Statistic

3 Mo activity

Figure 26: Creating a Rule, selecting a type of Rule

11. On the New Monitoring Rule - Condition Expression
page, select The action will always be performed option,
and click Next.

@

Condition |~ Define
Expression Behaviar

&:g,acuta the action specified by the current rule conditionally. You can select to always commit the specified action if a request is considered within the conditions of
r comnmit the specified action (useful for troubleshooting}, or to perform the action only under certain conditions as indicated below,

) The action will always be performed.

) The action will never be performed.

! The action will be performed as follows ...

Wwhen the consumer node matches the criteria. Except if the consumer node matches the criteria.

Wwhen the XPath evaluation matches the criteria. Except if the XPath evaluation matches the criteria.

Wwhen the message field matches the criteria, Except if the message field matches the criteria,

when ane of the URL parameters matches the name-value pairs. Except if one of the URL parameters matches the name-value pairs.

when the specified stabilizer switch condition has been fulfilled, Except if the specified stabilizer switch condition has been fulfilled,

Wwhen the current request date ftime falls within the specified dateftime range. Except if the current request date ftime falls within the specified date/time range.

when the specified reusable con
Wwhen the specified plug-in con

on has been fulfilled. Except if the specified reusable condition has been fulfilled,
on has been fulfilled. Except if the specified plug-in condition has been fulfilled.

R oo [ [ o ]
Figure 27: Creating a Rule, selecting condition
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12. Any alerts or warnings need not to be setup, hence on the
New Monitoring Rule - Define Alerting Behavior page,
select None option, and click Next.

New Monitoring Rule - Define Alerting Behavior

Specify T Condition — efine
Evaluation Expression Behavior

zan be inserted in the alert message using the following syntax: 2efeld MESSAGE_FIELD_MAMES, where 'MESSAGE_FIELD_MNAME' is the case-sensitive name of
you wish to insert.
ctional Management Server SOA Gperations Guide for details.

@ Mone
) Warning
@ Alarm

Distribute this alert message using Alert Matification

Figure 28: Creating arule, specifying alerts

13. Do not specify any alerts to be shown.

14. Click Next Button. Select all items in the request to be
audited, including the message fields (that are already
defined). Ensure the last check box Audit Only if Alarm is
Raised is not selected. If this is selected, the policy will not
audit the calls unless an alarm/fault is raised.

15. Click Next until you get the Finish button on the screen.
Clicking Finish button takes you to the Policy Group view.

ting Behavior

for events that cause rules to be triggered.

[#] Audit Message
[¥] Audit Request Body
[] Audit Attachments
[J] Audit Reply Body
Audit Message Fields in Request or Reply
= List of defined message fields

ton

Message Field

! CLIENTPORT
M SERVERPORT

New Message Field:

[] Audit Only if Alarm is Raised

Figure 29: Creating a rule, and specifying message fields

16. Create a new policy, by clicking the Policy Group, and clicking
Add on the Policies section.

17. Select the Policy that needs to be applied for all sites, and
click Next.
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18. On the New Policy - Configuration page, select Every
message option, and click Next.

| the application of a rulz set to a specific lacation,
Target~ Applies To Rule Set Rule Set Type
Mo data avallable

Figure 30: Creating a new Policy

PRE¥IDUS

Dlvg’y"shuuid apply. Alternatively, you can choose ‘All Sites',
re currently disabled, thus only managed sites are shown. Go to the General Configuration page in order to enable this option,

# All Sites
§ vm-khallig

all managed nodes where the site appears. This is useful when the same service, operation, etc, appears on multiple nodes, It also
has not yet been discovered,

PRE¥IDUS

Figure 31: Creating a new policy, select sites for policy

Policies

of this 'nrmy ta & specific Dimension Member or Business Process, change the selection below accordingly. Otherwise, the Policy will be

ih the node(s).
(5) Ewery message
() Messages matching a specific Dimension Mernber
3 Messages invalved in a specific Business Process

Figure 32: Create a new Palicy, selecting message type
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19. Select the RuleSet that needs to be associated with this
policy, and click OK.

Stahilizers: N

Alerts:

AS

Actional Management Server

EE— 4 S

[ * » Policy - Rule Set

Policies
e,

I s =T
@) Orhix3_ReguestRulaSet Monitoring

Figure 33: Create a new Policy, Sdlecting a ruleset for the policy

Description
A ruleset for our policy for selecting Requests

20. Once you are completed creating your policy, click ACTIVATE
THIS REVISION which locks the policy and applies it to all
sites. All the nodes in the network need to be re-provisioned.

Actional Management Server

a
i i quests
il Orbix3_Requests (Initial Revision) ¢ Policy Group

ACTIVATE THIS REVISION || EDIT

Orbix3_Requssts

Palicy for monitoring requests, and for shawing message fields
1
Initial Revision

raot
Type Description
Manitoring A ruleset for our policy for selecting Requests
le set to a specific location, and establish the relationship between said location and a dimension or business process.
pplies To Rule Set Rule Set Type
Every Message Orbiz3_RequestRulesSet Monitoring
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Description

A Condition ta be applied to our policy

O  orhix3 Mnméﬂi’mgbnnd‘ltlnn
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() 1-Orbix3 Requests Initial Revision Inactive, unlocked, displayed

Figure 34: Overview of the Policy Group
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21. Once you complete re-provisioning, any new monitored calls
are available in the Audit Logs. If you click on any of the new
log entries, details of the message fields are displayed. To
view the Audit Logs, click Stabilizers tab | Stabilizer
Management page link | Audit Logs.

Interaction ID: BOD7YiOasCyFyowzHNQGINoAK
e 01/31/2012 12:45:56.271 PM
Ho vm-khallig.bedford.progress.com

Monitaring

Sroup R

Grid
_get_height
SMonitaring/Grid

noneg

MName Walue
SERVERFPORT 2600
CLIENMTPORT 65441

SUCCEEDED

noneg

rliarne \.Ialue
SERVERPORT 2600
CLIENTPORT 65441

CADMNUKTsevWG1Mw zMQGINOAK
BgDMNUkTsewWG1Mw 2N QGIMNOAK

none

Figure 35: Audit log entry showing message fields
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